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Security implications of the use of smarter and bigger data
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» The term “Big Data” is a bit of a misnomer.

= The Definition........
— Big Data applies to information that can’t be processed or analysed using traditional
processes or tools.

» Big Data is about the collection, storage, correlation, analysis and application of this data — unlocking it's
business value through the creation of actionable business intelligence and insights.

= 2.5 Quintillion bytes of data created every day.
= 1 Billion transistors for every person on the planet.

= 4 Billion mobile phones worldwide.
— Growing to 10 Billion internet connected mobile devices by 2016.

= 30 Billion RFID tags.

= Organisations are facing the challenge of how to get more value from the rich data in their
systems while also ensuring the data is secure and being handled appropriately.

3 © 2013 IBM Corporation
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1956 — IBM introduce first magnetic hard disk for data storage.
« 2000 bits at a cost of $10,000 per megabyte. (Today is 10 cents)

1970 — IBM published concept of relational databases.

1971 — IBM built first operational speech recognition application.

1980 — IBM built first prototype computer using RISC architecture.

1993 — Scalable Parallel Systems.

1997 — Deep Blue.

2009 — First Nationwide Smart Energy and Water Grid.
= 2011 — Watson.
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As organisations embrace new technologies, adopt new
business models and becoming more interconnected, their
security risk is increasing

Embracing New Technologies,
Adopting New Business Models

Large existing IT
infrastructures with a
globalized workforce,

3 party services,
and a growing
customer base

Bring Your
Own IT

Mobility

Social Business

foioi0 000" o

Cloud / Virtualization

(

Exploding and Interconnected
Digital Universe

30 billion RFID tags 1 billion
(products, _ workers will be
passports, / , remote or
buildings, (=== % mobile
animals)

1 trillion connected
objects (cars,
appliances,
cameras)

users

» 30% growth of 3G
devices

33% of all new business software
spending will be Software as a Service

= 1B Mobile Internet

S
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Value of Data on a Smarter Planet
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Smarter Planet - what do we mean?

By smarter, we mean the world
is becoming:

instrumented interconnected intelligent
# N * N hg,

= Some case studies...

» And pause to think what if the integrity, or veracity, of data is questionable?
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Smarter Intelligence with Big Data
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IBM X-Force 2012 Trends and Risks Report Highlights March 2013

Headlines

- SQL injection remains tried and tested vector (online) 17B analyzed web pages & images

- BYOD (without care.full policy apd governance) brings perils 40M spam & phishing attacks / month
- Web browser exploit kits remain a popular tool
- Java a key target in 2012; exploits to continue in 2013 68K documented vulnerabilities
- Spam volume flat, but sophistication increasing

- Web apps account for most disclosed vulnerabilities (53% XSS alone)
- Social media rich source of data for targeting attacks

15B security events monitored daily

Threats

- Malware and the malicious web
- Web content trends

- Spam and phishing

Operational security practices
- Vulnerabilities and exploitation

Emerging Trends in Security

- Mobile devices more secure than traditional devices by 2014
- Separation of personas or roles

13 © 2013 IBM Corporation



IBM Security Services

Extending Security Intelligence with Big Data

Advanced Security Analytics & Correlation Engine

Data Sources Real-time Processing Security Operations
«Security Devices *Focus on HOT, real-time data *Detailed security metrics
-Server and Host Logs Event normalization _ _ *Activity & event graphs
-Network and Virtual Activity *Real-time correlation sIncident management
*Data enrichment ' ' *Compliance reporting

*Database Activity
*Application Activity
*Vulnerability and Config Data Big Data Security Workbench

*Threat Intelligence Feeds

Big Data Warehouse Big Data Analytics
*User Activity and Behavior 9 % F . y
. . «Storage for HOT, Warm & cold data an orensics
*Web, Blogs, & Social Activity )
) ) *Unstructured and structured «Advanced visuals and interaction
*Business Transactions . . . . .
+Distributed infrastructure *Predictive and decision modeling

*Unstructured data (e.g. Email)

*Preserves raw data *Ad hoc and historical queries

*Scalable platform *Transaction and geo analysis

Y -
ILi a - H sLarge-scale «Custom reports and dashboards
- - machine learning .
Pluggable Ul LA B XK Ny 5
|| o - '=-w B *Hadoop-based «Collaborative O TN,
- backend sharing tools <R Br (5

re & Process
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Security Intelligence with Big Data— Components and

Aata flnw

Data Sources Real-time Processing

Security Operations

5 > QRadar Security QRadar Console d = BN
> Intelligence Platform (Web interface) =-E_
> ﬁ iw =

Security and Infrastructure A « Watch List N N
Data Sources ® . Custom Rules
A Big Data Warehouse Big Data Analytics
Worms, Trojans and FOI'enSiCS
Targeted Attacks
Designer Malware 3 o
InfoSphere InfoSphere
SR R Biginsights BigSheets — ——®

Intelligence Feeds

B = B Hadoop Store —
* Raw Data T @,_—_'
By ﬁ B i2 Intelllgence , f" ;g‘.’?‘-;é-; . [®
DL & Ana Iys,s \' = é) ) )
Email, Web, Blogs, Relational Store ‘— :
and Social Activity * High-value Information

Store & Process

_— O Data Collection & Forward (HOT) & Store

Flow of data/information Enrichment (HOT) (HOT, Warm, cold) data

.......... > O i L i i
Real-time insights (HOT) O Big Data Analysis,

Flow of knowledge Trends & History

(Warm and cold)

Advanced Visualizations and
Investigation — (Warm and cold)

O
O

Enrich / Adapt / Improve
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Use case #1 — Detection of an internal compromised
system

Data Sources Real-time Processing Security Operations

o 0 B Bl By i B

.......... 4—9 ¢ .=‘ —
¢ 0 Tl

15 914 092 S 94082
5504271 EETFL
3635 47| 641 169

1641 169

|
! Firewall A e |
|
[ |

-
Router ov -

Big Data Warehouse Big Data Analytics
and Forensics

QFlow
i Collector Hadoop Store

- Compromised [ | EEETEITETE e .
: System o g

Enriched flows sent to Biglnsights
Custom BigSheets queries / analytics
Post-processed data storage

I2 time-based visuals/ analytics
Update of QRadar real-time rule sets

Requirements IBM Approach

SOUECE: NEEELOW 1. Netflow extracted, sent to QRadar
Sample Size: >100GB /src

OQuery time: <30sec Bi-directional flow processing

2
Analytics: Time interval and 3. Correlation against external threats
network flow size . .

4. Real-time flow analysisto the SOC

5.
6.
7.
8.
=l
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Use case #2 — Detection of a malicious external
subnet

Data Sources Real-time Processing Security Operations

0 —— Des! | Source |Destinati| Total
-x Destination IP Port | Bytes Bytes Bytes Magnitude v
: B [ 121.10.42.234 NFA 483 (C) 0 483 -

ici [} 483 -

Malicious 0 =

Subnet 221 232 129 229 N | 4sac)| o 283 L
0 450 j—

> [ 121.10.42.234 NIA 483 (C)
[ 119.62.128.110 NIA 483 (C)
(
(
I |
|

H 219150223253 MNIA 450 (C)|
Firewall e

_ Big Data Warehouse Big Data Analytics
i Web and Forensics
i Proxy -

LW
e PN

L =

i Email
: Gateway

Hadoop Store | — =
%g Relational Store M AN

Requirements IBM Approach Log / event forwarding to Biglnsights

Source: FW, email, proxy 1. Logs extracted, sent to QRadar Custom BigSheets queries / analytics

Sample Size: >30GB /src . .
Event normalization

Post-processed data storage

Query time: <30sec 2
Analytics: Graphical 3. Correlation against external threats
4

i2 geo and network visuals / analytics

view of malicious subnet

© o N O

Real-time IP / subnet alerts to SOC Update of QRadar real-time rule sets
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Use case #3 — User profiling based on multiple
sources

Data Sources

Real-time Processing

H‘““m fatd
et Filters T | o |

: Email
i Gateway

BcB
e O

> Source Payload Contains is john doed@dicc.com
FB_Usemame is jdoeray@gmail com
Google Search Terms is DTCC Confiemntial

| ,0
Big Data Warehouse

97:
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: Unstructured Data

(i

Requirements

Source: proxy, email,
unstructured text

>25GB /src
<45sec
Multiple

Susp|C|ous
User(s

Sample Size:

Query time:

Analytics:

18

Hadoop Store

-

| =

Relational Store P " @ ,/'

IBM Approach

1.

2.
3.
4

Logs extracted, sent to QRadar
Event normalization

Custom filtered events sentto SOC
Unstructured data to Biglnsights

5.
6.
7.
8.
=l

Security Operations
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Log/ event forwarding to Biglnsights
Custom BigSheets queries / analytics

Post-processed data storage
i2 link-based visuals / analytics

Update of QRadar real-time rule sets
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Use case #4 — Ad hoc query for specific data on
multiple sources
Data Sources Real-time Processing Security Operations

‘ o Search... ¥ Quick Searches

Search Parameters

o »e [ Source Payioad Contains =] [= I~] |
i Netflow A e

|

|

“Needle in
a Haystack”

EE Big Data Warehouse Big Data Analytics
i Web and and Forensics

Email Proxy
_ : O
D (J E 1 vy CLERK
o] DESIGNER
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tore W

Events and flows sent to Biglnsights

Requirements IBM Approach

SouEeE s A 1. Netflowand logs sent to QRadar
Sample Size: >20GB /src

Custom BigSheets queries / analytics
Post-processed data storage

12 text-based, federated search
Update of QRadar real-time rule sets

Ouery time: <45sec 2. Eventand flow processing
Analytics: Search for IP, 3. Ad hoc payload search from SOC
FQODN and/or email address . .

. 4. Unstructured data to Biglnsights
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In this “new normal”, organisations need an intelligent view of their

security posture

Automated

Basic
Organizations T_g
employ perimeter | 5
protection, which >

regulates access and feeds
manual reporting

/ Reactive

Proactive

20

Optimized
Organizations use
predictive and automated
security analytics to drive
toward security
intelligence

Proficient

Security is layered into
the IT fabric and
business operations
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Let us not forget the Securitym
challenges of using Big Data
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= As always...
— Availability, Integrity and Confidentiality
— Data at rest and in transit. but also...

At point of creation.. a Trillion ‘smart’ devices...but can they be accurately identified,
trusted. and...

« At point of consumption; who uses the ‘intelligence’ and where — how is it accessed

» Risk increased by

— collaborative nature of data collection/data sourcing and storage — across intra and inter
business boundaries and multiple systems/technologies;

— tooling — especially Open Source software such as Hadoop

— use of intelligent search engines — no longer possible to rely on ‘needle in
haystack’/’security by obscurity’ defence

— Greater risk further down the supply chain.

22 © 2013 IBM Corporation
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= Data Privacy and Data Protection

— A data subject has the right by notice, to prevent a data controller from taking evaluation
decisions concerning him or her by automated means alone.

— Data controller must be able to explain the logic.

= Data Inference
— What can you infer from data processing it in more intelligent ways.
— Remember how fraud engines work.

= The aggregation of data
— Data has value, but the value varies depending on the nature of the business.

— Current/future market value of personal data...

= Your supply chain
— Are you and all your suppliers on the same page when it comes to Information Security?

23 © 2013 IBM Corporation
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IBM developed 10 essential practices to better
security intelligence

Essential practices

1. Build a risk-aware 6. Control network i
A
0 culture and access and help %

management system assure resilience

7. Address new
complexity of cloud
and virtualisation

2. Manage security
incidents with greater
intelligence

Maturity based approach

3. Defend the mobile and
social workplace

Automated

8. Manage third-party
security compliance

[

7 Resctve  proacive 9. Better secure data

and protect privacy

4. Security-rich services,
by design

5. Automate security 10. Manage the identity
oS BN ‘hygiene’ lifecycle Q
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= Cloud security will move from hype to a mature solution and will move on.

= Advances in BYOD/mobile security will improve and be more secure than laptops by 2014
— Brings a new threat actor

= Compliance will be a big driver in 2013. In Europe and the UK change in DPA legislation
— Fines up to 2% of annual turnover
— Changing of boundaries of controller / processor
— Mandatory for all organisation to have data privacy officers

= Data explosion will increase.
— Type of data collected and inspected to detect advanced threats will explode

— As the security perimeter evolves so will the types of threats, thus creating the need for
greater analysis

—IBM Q1 labs plus X-Force will be at the front of this

Source - http://www.scmagazine.com/2013-predictions/slideshow/1072
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= Cyber-(in)security: Increased government presence in cyberspace will have a profound
impact on the future of information security.

= Supply chain security: More organisations will fall victim to information security incidents at
their suppliers.

= Big data: As big data continues to become a game-changer for businesses, the security
risks have become even greater.

= Data security in the cloud: The rising costs that are associated with proving cloud
computing compliance and external attacks on the cloud will increase in 2013.

= Consumerisation: securing consumer devices. If implemented poorly, a personal device
strategy in the workplace could facilitate accidental disclosures due to loss of boundary
between work and personal data and more business information being held in unprotected
manner on consumer devices.

26 © 2013 IBM Corporation
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= “Big Data” is no different from any other form of data we handle on a day to day basis.
— It has value.
— It has rules governing its use.

= Information Security is not rocket science.

= Get the basics right:
— Embed the culture of security in the organisation.
— Awareness and training.

— “Secure by Design”

= Information Security has always been and will always be an enabler for business.
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Integrated security thinking from IBM

Security
Intelligence,
Analytics &

GRC

Security Intelligence.
Think Integrated.

Associate Partner, Consulting and S| Leader for
IBM Security Services

E-mail:
Applications - . Mobile: +44(0) 776 428 3054

Adrian Harris

Information Security Architect and CLAS Consultant,
IBM Security Services

E-mail:
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