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“Given the dynamic nature of the 
challenge, measuring the state of 
security within an organization is 
increasingly important. Since threats 
are always moving and solutions are 
more complex, dynamic and often 
partial, knowing where you are is 
essential.”

John Meakin 
Global Head of Security Solutions & Architecture, 

Deutsche Bank
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“Finding a strategic voice”, IBM Center for Applied Insights 
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Targeted Attacks Shake Businesses and Governments

Source: IBM X-Force® 2011 Trend and Risk Report – March 2012
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IT Security is a board room discussion

Business 
results

Sony estimates 
potential $1B 
long term 
impact – 
$171M / 100 
customers* 

Supply chain

Epsilon breach 
impacts 100 
national brands

Legal 
exposure

TJX estimates 
$150M class 
action 
settlement in 
release of 
credit / debit 
card info

Impact of 
hacktivism

Lulzsec 50-day 
hack-at-will 
spree impacts 
Nintendo, CIA, 
PBS, UK NHS, 
UK SOCA, 
Sony …

Audit risk

Zurich 
Insurance PLc 
fined £2.275M 
($3.8M) for the 
loss and 
exposure of 
46K customer 
records

Brand image

HSBC data 
breach 
discloses 24K 
private banking 
customers 

*Sources for all breaches  shown in speaker notes
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Have we learned anything?

CYBER-ESPIONAGECYBER-CRIME

самбо

CYBER-ACTIVISM

*!!@&#
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EU Directive- Privacy is essential

 EU Justice Commissioner, Viviane Reding, 
at the Digital Life Design (DLD) conference 
in Munich Jan 2012 

 All 27 European member states will be governed by the new rules

 Companies with > 250 employees will have to appoint a privacy officer

 If customers’ privacy is breached, companies:

– May be fined up to €1M or 2% of co’s global annual turnover

– Will have to inform the Information Commissioner 
within 24 hours of discovery

http://www.bbc.co.uk/news/technology-16677370
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UK Government target UK Business Leaders on Cyber Threats

 Government & intelligence agencies are directly targeting the most senior levels in 
the UK’s largest companies 

 Providing advice on how to safeguard their most valuable assets, such as 
personal data, online services and intellectual property

 The new guidance, produced by parties including CESG (the Information Security 
arm of GCHQ), will help the private sector minimise the risks to company assets. 

 Key objective, within the Government’s Cyber Security Strategy, is to work hand in 
hand with industry and make the UK one of the most secure places in the world to 
do online business 
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Attacks from all sides

Cyber vandalsCyber vandals

Cyber crimeCyber crime
HacktivistsHacktivists

Cyber warfareCyber warfare

Cyber terrorismCyber terrorism

Cyber espionageCyber espionage

Corporate espionageCorporate espionage

InsidersInsiders

Nation statesNation states
Targets of opportunityTargets of opportunity

Targets of choiceTargets of choice

APTsAPTs Data exfiltrationData exfiltration

Client-side vulnerabilitiesClient-side vulnerabilities
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…but all is not lost…
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Choose the Right Solution

Protection technology is critical, 
but choose wisely

There is no magic 
security technology
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Security Intelligence = Context + Situational Awareness
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Prediction & Prevention Reaction & Remediation
SIEM. Log Management.

Network Anomaly Detection. Packet Forensics.
Incident Response and Workflow.

Risk Management. Vulnerability Management. 
Configuration Monitoring. Compliance Management.

Reporting and Scorecards.

What are the external and 
internal threats?

Are we configured
to protect against 

these threats?

What is happening 
right now? What was the impact?

Solutions for the Full Compliance and Security Intelligence Timeline
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Security Intelligence
Use Cases
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How Next-Generation SIEM Can Help

 Continuously monitor all activity and correlate in 
real-time

 Gain visibility into unauthorized or anomalous 
activities

– Server communicating with IP address in unusual 
country – foreign intrusion?

– Unusual Windows service – backdoor or spyware program?

– Spike in download volume from SharePoint server – suspicious access?

– High number of failed logins to critical servers – brute-force password attack?

– Inappropriate use of protocols – sensitive data being exfiltrated via P2P?

– New service initiated on a known host – potentially signaling a breach?

 Automation => reduced cost & complexity, simplified compliance, lower Total 
Cost of Ownership (TCO)
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IBM X-Force® Threat
Information Center 

Real-time Security Overview
w/ IP Reputation Correlation

Identity and 
User Context

Real-time Network Visualization
and Application Statistics

Inbound
Security Events

Security Intelligence: QRadar provides security visibility 
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Network Activity Monitoring (Network Flows)

 Attackers can stop logging and erase their tracks, but can’t cut off the network.
 Network activity can build up an asset database and profile assets
 Application detection can look at application level data
 Useful for non-security related issues as well
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Potential Botnet Detected?
This is as far as traditional SIEM 
can go

IRC on port 80?
IBM Security QRadar QFlow 
detects a covert channel

Irrefutable Botnet Communication
Layer 7 flow data contains botnet 
command control instructions

Application layer flow analysis can detect threats others miss

Application and Threat Detection with Forensic Evidence
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Detecting Insider Fraud and Data Loss

Who?
An internal user

Potential Data Loss
Who?  What?  Where?

What?
Oracle data

Where?
Gmail

Threat detection in the post-perimeter world
User anomaly detection and application level visibility are critical

to identify inside threats
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User Activity Monitoring to Combat Advanced Persistent Threats

User & Application 
Activity Monitoring alerts 
on a user anomaly for 
Oracle database access.

Identify the user, normal 
access behavior, and the 
anomaly behavior – with 
all source & destination 
information to quickly 
resolve the threat.
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Context and Correlation Drive Deep Insight

Extensive Data 
Sources

Deep 
Intelligence

Exceptionally Accurate and 
Actionable Insight+ =

Suspected Incidents

Event Correlation

Activity Baselining & Anomaly 
Detection

• Logs
• Flows

• IP Reputation
• Geo Location

• User Activity
• Database Activity
• Application Activity
• Network Activity

Offense Identification
• Credibility
• Severity
• Relevance

Database Activity

Servers & Hosts

Users & Identities

Vulnerability Info

Configuration Info

Security Devices

Network & Virtual Activity

Application Activity
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Solving Complex Problems for Clients
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SANS Poll Shows Q1 Labs as SIEM Leader in Installed Base

43.9%
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What to do next?

 Download the QRadar platform datasheet:
http://q1labs.com/resource-center/brochures/details.aspx?id=21 

 Download the Gartner SIEM Critical Capabilities Report 
http://q1labs.com/resource-center/analyst-reports/details.aspx?id=151

 Read our blog http://blog.q1labs.com/

 Follow us on Twitter: @q1labs @ibmsecurity

http://q1labs.com/resource-center/brochures/details.aspx?id=21
http://q1labs.com/resource-center/brochures/details.aspx?id=21
http://q1labs.com/resource-center/analyst-reports/details.aspx?id=151
http://blog.q1labs.com/
http://www.twitter.com/q1labs
http://www.twitter.com/q1labs
http://www.twitter.com/ibmsecurity
http://www.twitter.com/ibmsecurity
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ibm.com/security
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