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The Portal Vision

Portals serve as a simple, unified access point to web applications. Portals
also do much more: they provide valuable functions like security, search,
collaboration, and workflow. A portal delivers integrated content and
applications, plus a unified, collaborative workplace. Indeed, portals are
the next-generation desktop, delivering e-business applications over the

web to all kinds of client devices.

A complete portal solution should provide users with convenient access to
everything they need to get their tasks done anytime, anywhere, in a
secure manner. IBM's vision is that portals are the key to providing a
personalized, relevant web experience, enabling users to readily find what
they need in a highly interactive and personal way. That is, portals provide
the tools and user interface to access information and applications, and to

manage the selection and personalization of content.
The WebSphere Platform

IBM WebSphere Portal is part of the WebSphere software platform. The

platform is organized into three areas of functionality:

Business

Integration

" WebSphere

Foundation
& Tools

Foundation and tools for building, running, and deploying
applications. WebSphere Application Server, host integration
technologies, and state-of-the-art development tools form a solid
base for the platform. The foundation and tools provide the Internet
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expertise you need, enable you to build and use Web Services, and
link you to a greater technical community of developers and other

WebSphere users.

Business integration for integrating internal business
processes, including processes that involve business partners.
WebSphere offerings such as WebSphere Business Integrator
make it easy for your company to implement applications and
business processes, including supply chain management and the

integration of existing processes with the Web.

Business Portals for personalizing Web-based content and
making it accessible to any device. These WebSphere products
fine-tune your users’ experience and provide broad access for your
customers, employees, business and trading partners and remote

branch offices.

WebSphere Portal leads the Business Portals part of the WebSphere
Platform. It provides an extensible framework for interacting with
enterprise applications, content, people, and processes. Self-service
features allow end users to personalize and organize their own view of the
portal, to manage their own profiles and to publish and share documents

with their colleagues.

WebSphere Portal provides additional services such as single sign-on,
security, document management, web content publishing, search,
personalization, collaboration services, enterprise application integration,

support for mobile devices, and site analytics.

WebSphere Portal Architecture
WebSphere Portal is the industry’s most comprehensive portal solution,

and represents the de-facto standard e-business architecture. WebSphere
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Portal integrates both IBM and business partner technologies to realize
this architecture. IBM is also extending its portal offering to create
additional products that deliver highly personalized and context-sensitive

applications, accessible from any device, anytime.

WebSphere Portal Architecture
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Websphere Portal Architecture

As e-business applications enter the on-demand era, WebSphere Portal
leads the way with its concepts of delegated administration, cascading
page layouts, portal federation through web services, advanced portlet
application concepts, business process integration, knowledge
management, document management with integrated productivity
components, and advanced personalization. In complementary offerings,
additional pervasive computing functions are enabled, such as intelligent

notification, offline browsing, and data synchronization.



WebSphere Portal is available in several editions, each designed to

provide the infrastructure you need to build and deploy highly scalable

portals. All offerings share a common framework (the portal server) plus

additional products and services. The portal server provides common

services such as application connectivity, integration, administration, and

presentation that are required across portal environments.

Visit http://www-3.ibm.com/software/genservers/portal/

for the latest details on supported platforms, system requirements, and

version numbers.

WebSphere Portal Enable

Portal Server

Provides presentation, user management, security, and other services
for constructing the portal site.

Personalization

Provides advanced personalization technologies for targeting Web
content to meet user needs and preferences.

Content Publisher

Provides tools for contributing content and documents to the portal.

Portal Document Manager

Centralized document storage, organization and version management
services.

Productivity Components

In-line view and edit capabilities for rich text, spreadsheet and
presentation content.

IBM Directory Server

Lightweight Directory Access Protocol (LDAP) Server

WebSphere Translation Server

Translation services enabling web content, e-mail and chat content
conversions across languages

WebSphere Studio Site Developer

Professional developer tools for creating, testing, debugging, and
deploying portlets, servlets, and other assets related to portals and web
applications.

Collaborative Components

Java APIs that provide the building blocks for integrating the
functionality of Domino, Lotus Instant Messaging (Sametime), Lotus
Team Workplaces (QuickPlace), and Lotus Discovery Server into
portals and portlets.

WebSphere Portal Extend

All products in Enable

Same portal server and personalization functions.

Collaboration Center

A set of three fully integrated pre-configured, ready-to-use collaborative
"portlets" that can use right out of the box providing instant value from
e-workplace computing. These include online directory services,
instant messaging and access to team rooms.



http://www-3.ibm.com/software/genservers/portal/

Lotus Extended Search

Provides parallel, distributed, heterogeneous searching capability
across Lotus Notes databases, legacy data stores, Web search sites,
and other sources.

Tivoli Web Site Analyzer

Analyzes web site usage logs to reveal information that can be used to
improve the portal for better user experience.

Sametime Instant messaging, presence awareness and web conferencing
services.
] Web-based solution for creating team workspaces for collaboration.
QuickPlace Features include discussions,document collaborations, coordinate

plans, tasks and resources.

WebSphere Portal Express

Portal Server

Provides presentation, user management, security and other services
for constructing the portal site.

WebSphere Studio Site Developer

Professional developer tools for creating, testing, debugging and
deploying portlets, servlets, and other assets related to portals and web
applications.

Portal Document Manager

Centralized document storage, organization and version management
services.

Collaborative Components

Java APIs that provide the building blocks for integrating the
functionality of Domino, Lotus Instant Messaging (Sametime), Lotus
Team Workplaces (QuickPlace), and Lotus Discovery Server into
portals and portlets

Productivity Components

In-line view and edit capabilities for rich text, spreadsheet and
presentation content.

IBM Directory Server

Lightweight Directory Access Protocol Server

Websphere Portal Express Plus

All products in WebSphere Portal

Express

Same portal server, document management and collaborative services

Collaboration Center

A set of three fully integrated pre-configured, ready-to-use collaborative
"portlets" that can use right out of the box providing instant value from
e-workplace computing. These include online directory services,
instant messaging and access to team rooms.

Sametime Instant messaging, presence awareness and web conferencing
services.
Web-based solution for creating team workspaces for collaboration.
QuickPlace Features include discussions, document collaborations, coordinate

plans, tasks and resources.

WebSphere Portal product editions

Customers choosing one of the WebSphere Portal offerings can realize

tangible business and technical benefits:



* Revenue benefits, as a result of tighter relationships with customers
or partners, work force productivity, innovation and reduced cycle
times

» Operational cost reduction, as a result of operational efficiency,
better information flow and knowledge, and consistent infrastructure

* Increased employee productivity and improved decision making
because of access to more relevant information, and a single
access point to applications and collaboration tools

» Better security and single sign-on, resulting in fewer passwords to
administer and better user experience

* Reduced training costs, resulting from common presentation and a
consistent user interface

» Unification of applications, giving them a longer useful life, with new

ways of accessing them through desktop and pervasive devices.

The WebSphere Portal offerings allow an e-business to quickly capitalize
on their digital and human assets while presenting a first-class Web

experience to their employees, partners, and customers.

This document is intended to help customers, independent software
vendors and application architects plan their use of WebSphere Portal. It
explains portal applications, content, security, user management,
administration, document management, search, personalization,

collaboration, and more.

Portlets

Portlets are the heart of a portal. The term “portlet” refers to a small portal
application, usually depicted as a small box in the web page. Portlets are
reusable components that provide access to applications, web-based
content, and other resources. Web pages, web services, applications, and
syndicated content feeds can be accessed through portlets. Companies



can create their own portlets or select from a catalog of portlets created by
IBM and by IBM business partners.

Any particular portlet is developed, deployed, managed, and displayed
independent of other portlets. Administrators and end users create
personalized portal pages by choosing and arranging portlets, resulting in
web pages that present content tailored for individuals, teams, divisions,

and organizations.
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The portal server already includes a rich set of standard portlets for storing
and sharing documents, displaying syndicated content, performing XML
transformation, accessing existing web pages, Lotus Notes and Microsoft
Exchange productivity applications, Sametime instant messaging and
Lotus QuickPlace team rooms. The following figure shows just a few of the

portlets that are available from IBM.
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IBM Portal Catalog

An extensive third party partner program makes many more portlets
available from the portal catalog download site at

http://lwww.ibm.com/software/genservers/portal/portlet/catalog
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Portlet Applications

Portlets are more than simple views of existing web content. A portlet is a

complete application, following a standard model-view-controller design.
Portlets have multiple states and view modes, plus event and messaging

capabilities.

Portlets run inside the portlet container of a portal server, similar to a
servlet running on an application server. The portlet container provides a
runtime environment in which portlets are instantiated, used, and finally
destroyed. Portlets rely on the portal infrastructure to access user profile
information, participate in window and action events, communicate with
other portlets, access remote content, lookup credentials, and to store

persistent data.
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Generally, portlets are administered more dynamically than servlets. For
example, portlet applications consisting of several portlets can be installed
or removed while the server is running. Administrators can change the
settings and access rights of a portlet while the portal is running, even in a

production environment.

Portlet Modes

Portlet modes allow a portlet to display a different user interface,
depending on the task required of the portlet. A portlet has several modes
of display, which can be invoked by icons on the portlet title bar: view,

help, edit and configure.

A portlet is initially displayed in its view mode. As the user interacts with
the portlet, it may display a sequence of view states, such as forms and

responses, error messages, and other application-specific states.

Help mode is used to provide user assistance about the portlet. Edit mode
provides a page for users to change the portlet settings. For example, a
weather portlet might provide an edit page for users to specify their
location. Users must be logged into the portal to access edit mode. If
Configure mode is supported by a portlet, it provides a page for portal
administrators to configure portlet settings that are shared by instances of
that portlet.

Each portlet mode can be displayed in normal, maximized or minimize
states. When a portlet is maximized, it is displayed in the entire body of
the portal page, replacing the view of other portlets. When a portlet is

minimized, only the portlet title bar is displayed on the portal page.

Portlet API
Portlets are a special subclass of HttpServiet, with properties that allow

them to easily plug into and run in the portal server. Portlets are
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assembled into a larger portal page, with multiple occurrences of the same
portlet displaying different data for each user. Portlets rely on the portal
infrastructure to access user profile information, participate in window and
action events, communicate with other portlets, access remote content,
lookup credentials, and to store persistent data. The portlet API provides

standard interfaces for these functions.

The portlet APl defines a common base class and interfaces for portlets,
in order to cleanly separate the portlet from the portal infrastructure. In
most respects, the portlet APl is an extension of the servilet API, except
that it restricts certain functions to a subset that makes sense for portlets
running in the context of a portal. For example, unlike servlets, portlets
may not send errors or redirects as a response. This may only be done by

the portal itself, which controls the overall response page.

The markup fragments that portlets produce may contain links, actions
and other content. The Portlet APl defines URL rewriting methods that
allow portlets to transparently create links, without needing to know how

URLs are structured in the particular portal.

Portlet Performance

Since portlets are servlets, similar reentrancy and performance
considerations apply to both. A single portlet instance (that is, a single
instance of the portlet’s Java class) is shared among all requesters. There
are a limited number of threads that process portlets and servlets, so it is
important for each portlet to do its job as quickly as possible so that

response time for the whole page is optimized.

Just as with servlet programming, you should consider optimizations such
as limiting the use of the synchronized methods, limiting the use of
expensive string operations, avoiding long running loops, and minimizing

the number of objects that are created. Another optimization is to use Java
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Server Pages for rendering the portlet’s views; in general, views created

with Java Server Pages are faster than views created with XSL.

Usually, many portlets are invoked in the course of handling a single
request, each one appending its content into the overall page. Some
portlets can be rendered in parallel, so that the portal server assembles all
the markup fragments when all the portlets finish or time out. This
improves the performance of portlets that access remote data by HTTP or
SOAP requests. However, not all portlets are thread-safe; for example,
portlets that access protected resources may not be run in parallel. The
portlet deployment descriptor indicates whether the portlet is considered

thread-safe; portlets that are not thread-safe will be rendered sequentially.

Portlet output can also be cached. The caching policies are configured in
the portlet deployment descriptor, including an expiration time and
whether or not the portlet markup can be shared among users or is user-

specific.

Standards

As portals continue to evolve into the new desktop and integration
standard, IBM is leading efforts to standardize the application
programming interfaces between portals and other applications. In
particular, the Java Community Process (JCP) and the Organization for
the Advancement of Structured Information Standards (OASIS) are
working cooperatively to standardize the Java and XML technology

needed to link portals to disparate applications.

JSR 168 is co-led by IBM and Sun, and seeks to achieve interoperability
between local portlets and portal servers. IBM initiated the Portlet API, and
will be responsible for providing an open source reference implementation
at the Apache Jakarta project. Sun will edit the specification and will

provide the freely accessible Compliance Test Kit. IBM will ship a JSR
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168 compliant portlet container to support operation of JSR 168 portlet
applications with Websphere Portal Version 5 soon after that JSR

specification is finalized.

OASIS’ Web Services for Remote Portals (WSRP) Technical
Committee.,chaired by IBM, has created an XML and Web services
standard that will allow the interoperability of visual, user-facing services
with portals or other web applications. IBM will incorporate support for
WSRP 1.0 applications with Websphere Portal Version 5 soon after the
WSRP 1.0 specification is finalized.

Struts

Struts is a Jakarta open source project that provides a framework based
on the Model-View-Controller (MVC) pattern. It allows developers to
efficiently separate the application’s business logic from its presentation.
Struts enforces sequence of pages and actions and provides form

validation functions.

This release of WebSphere Portal provides support for using the Struts

1.1 framework to build portlets. In order to work in portlets, specific
technical details must be observed when using Struts. For example, when
used in portlets, a Struts action should not write to the response object,
and should not create header elements like HEAD and BODY tags. The
Struts application must be packaged with several replacement jar files that
make URLs, forward actions, and include actions work properly in a portal

environment.

Portlet Cooperation

The portal server provides a mechanism for portlets to communicate with
each other, exchanging data or other messages. In a production portal,
portlet communication could be used to copy common data between
portlets. This saves redundant typing by the user and makes the portal

easier to use. For example, one portlet might display information about
14



accounts while a second portlet displays information about transactions
that have occurred for one of the accounts over the last 30 days. To do
this, the transactions portlet needs to obtain the corresponding account

information when it displays the transaction details.

This is accomplished by communication between the two portlets, using
portlet actions and portlet messages. In this example, the account portlet
creates a portlet action and encodes it into the URL that is rendered for
displaying transactions. When the link is clicked, the action listener is

called, which then sends a portlet message to send the necessary data.

Programmatic messaging helps unify portlet applications that access
different backend applications. However, this is relatively static, and
requires planning and design work in advance. The portlets exchanging
messages must already know about each other in order to make the
interchange work. Next we’ll discuss more flexible means of portlet

cooperation.

Brokered Cooperation

Brokered cooperation allows independently developed portlets to
exchange information. Portlets register their intent to co-operate with a
broker, which facilitates the exchanges at runtime. The broker works by
matching data types between the sources in one portlet with the actions of
another portlet. When the types match, a transfer is possible, and the broker

allows the user to trigger the transfer through a pop-up menu. The term "Click-to-

Action" is used for such menu-driven, brokered data exchange.
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Click-to-Action

The objective of the click-to-action portlets is to increase the productivity of
portal users working with multiple portlets by easily enabling them to send
information from one portlet to another. For example, users can click on
information that is displayed in one portlet and transfer that information to
another portlet. The portlet receiving the information processes it and

updates its display.

Click-to-Action automatically matches the portlet information sources and
possible actions based on their data type compatibility. Click-to-action
does not rely on drag and drop or other non-standard browser features. A
unique advantage of click-to-action is that is it designed to work in different

browsers, making it more accessible to users.

An extension of this idea, cooperative portlets, is available with
Websphere Portal Version 5. Using cooperative portlet capabilities,
portlets can be pre-wired by administrators, so that they exchange data

automatically. Data transfer along the wires is achieved using the same
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broker as Click-to-Action. In addition to saving the extra step of having the

user click on the data source to select a target, because portlets are

explicitly wired together, greater flexibility is possible in terms of matching

brokered values.
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Pre-wired Cooperating Portlets

Discoverable Services

The portlet API provides an interface to enable dynamic discovery of

available services. Each service is registered in a portal configuration file,

and is accessed from the PortletContext.getService() method, which looks

up the factory for the service, creates the service, and returns it to the

portlet. This makes services available to all portlets without having to

package the service code with the portlet. The implementation of such a

service can be exchanged or enhanced transparently, without affecting the

portlet.
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The portal server provides discoverable services for its credential vault, for
managing persistent TCP/IP connections, and for managing the portal’s
content repository. New services may be implemented by portal

developers, such as location, notification, content access, or mail services.

Tools

Portlets can be grouped together in a portlet application. Portlet
applications are distributed and deployed using web archive files (WAR).
There are portlet-specific extensions to the standard web application

deployment descriptor.

WebSphere Studio Site Developer provides an excellent development,
test, and debug environment for portlet applications. You can implement
the Java classes for portlet classes, and also test and debug the Java
code. Studio also provides tools for creating Java Server Pages, HTML
pages, images, and other related portal resources. The portal toolkit
provides plugins to help build the portlet deployment descriptor and
package it into a WAR file, and then easily deploy it to the runtime portal

server.
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Content and Search

When companies deploy portals, they want to view, organize, share, and
find information from various sources and find information from various
sources and in various formats. WebSphere Portal has the most complete
content story of any portal; providing support for syndicated content,
document management, web content management, and integration with
the leading web content management systems, advanced personalization,
and search portlets that include categorization and summarization

capabilities.

Syndicated Content

A key concept related to portal technology is syndication, which is about
delivering fresh, personalized, and filtered content and services from
multiple sources to subscribers. Typically, the content is related to news,
finance, and entertainment. Portal partners include popular content
providers, such as Pinnacor, Financial Times, Moreover, YellowBrix,

Hoovers, Factiva, NewsEdge, MediaApps, DataMonitor, and others.
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popular and useful format for

syndicated news and entertainment
content is Rich Site Summary (RSS). Content can be published directly
from the content management system into Rich Site Summary and Open
Content Syndication (OCS) channels, where it can easily be displayed by
the portal server’s built-in RSS portlet. This self-syndication concept
defines a procedure for editing, managing, and publishing your own

sources of content.
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Web Content Management

Web content management deals with creating, approving and publishing
Web content from content creators to Web servers. The steps of this
process include defining content types, roles, publication options,
destination specifications and workflow processes. There are many
content management vendors in the marketplace today, including Lotus
Workplace Content Development (formerly Aptrix), Interwoven, Vignette,
Documentum, FatWire, Stellent, and others.

Although each of these products works differently, generally, they are
designed to create, maintain and publish collections of structured and

unstructured content that can be made available to users via the portal.

To illustrate how this done, WebSphere Portal includes integration kits that
illustrate specific steps of how to publish RSS content from several of the
web content management products. They are available through the portlet
catalog. Content contribution and approval operations of the web content
management system can also be accessed through portlets that are
provided by their respective companies. These portlets provide a user
interface into various aspects of the content management process, such
as content submission, workflow management, content approval, and

even staging or publishing.

WebSphere Portal Content Publishing

The WebSphere Portal Content Publishing (WPCP) tool is intended for
users that need to contribute content to a web site on a regular or
occasional basis. This includes business users creating template-driven
content such as press releases or product information, and graphic artists
creating and editing artwork using their favorite tools. Content Publishing
supports content contribution via templates or forms, as well the

contribution of files such as images, HTML or JSPs which are created and
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edited using popular tools such as HomePage Builder, Dreamweaver,

FrontPage, PhotoShop or Word.

WPCP provides a web browser interface that enables users to contribute
content to a web site in an easy to use, quick, and controlled manner. This
allows large teams to work together, jointly where necessary, but with
enough isolation that they aren't constantly tripping over each other's

changes.
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Content publishing tools

You can use the content publishing tools to manage content that is served
through portlets within the portal server. WPCP can also be used to author
personalization rules and campaigns in order to target content to specific

groups or users and to report on the content usage within your portal.

Workflow
WPCP manages the task lists of each user, maintains access control over
what content each user can see or change, and coordinates the approval

and publishing process when the content is ready.
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Content publishing workflow

WPCP supports a lightweight workflow option for prototyping and testing,
and includes an embedded engine, WebSphere Process Choreographer,
to manage production workflow operations. To define a workflow process,
use the workflow process design tool of the corresponding workflow
engine. Each step in the process is assigned to a specific user role, such
as an editor or an approver. When the process starts, a work item is put
on the work queue of each person in the specified role. As users claim
activities and complete the steps, the work is put on the next queue

defined by the workflow process.

Enterprise Content Management

For managing and searching large collections of content created and used
by a variety of applications, you need an enterprise content management
solution such as IBM Content Manager. Websphere Portal includes many

functions that exploit IBM Content Manager including WPCP.
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Additional search portlets from leading search vendors (Verity, Inktomi,

Autonomy) are also available and can be found on the portal catalog.

Document Management

Websphere Portal provides a document management capability. Portal
Document Manager (PDM) allows authorized users to view, add, edit and
delete documents within a user defined folder hierarchy as shown in the

following figure:
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Document management

New and changed documents can be made available immediately or can
go through an approval process. PDM integrates with the same workflow
engines as WPCP for document approval. In fact, PDM uses much of the
same infrastructure as WPCP to support capabilities such as document

versioning.

PDM uses Portal’s access control capabilities to control which users can
view or edit specific documents. Privileges can be set on a project, folder,
subfolder or individual document. Privileges set on a folder are inherited
by all the documents and subfolders contained in that document, unless
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specifically blocked. This makes it easy to efficiently manage access

rights on a large collection of documents.

PDM integrates with Portal search to allow users to search on document
content, title or description. Documents can be text documents such as
HTML, or application specific documents such as Microsoft Word. Word
and many other file formats can be viewed using their corresponding

viewers or optionally converted to HTML for users that don’t have the

necessary editors.

In addition, Portal Server includes Productivity Components, which may
be accessed from PDM. Productivity Components function as embedded
editors for rich text, spreadsheets and presentations. These editors allow
users to create and edit these document types from within their browser

as shown below.
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PDM also supports a simple subscription capability. Users can specify
folders or individual documents that they have an interest in. Whenever a
document that a user is subscribed to changes, it is visible in the user’s

Update folder for specifiable period of time (1, 3, 7 or 14 days).

Search

WebSphere Portal provides integrated web content search capabilities,
including a search portlet, a crawler, a document indexer and content
categorization options. The search service can search local documents as
well as Internet content. Portal search can index plain text documents as
well as over 200 other file formats using built in document filters.

The portal server’s built-in search engine is optimized for full-text
searching of small and medium-sized collections where precision is
essential. It efficiently applies state-of-the-art search algorithms producing

high quality search results.

The search engine supports free-text queries, with query assistance and
query word completion, and also supports wildcard and fielded search
options. Search queries may also use advanced query operators (+ or -) to
indicate keywords that must be in the document or keywords that must not
be in the document. The search engine can search documents in any
language, and also supports synonyms and stop word lists. Search
results include document summarization, categorization and search

results clustering.
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Search Portlet

To prepare for searching, the search engine builds a full text index in order
to search documents that are stored in the local file system. The indexer
supports multi-word indexing for disambiguation and high precision. The
index can be compressed, and the size can be controlled for situations
where the size of the index needs to be limited. Administration portlets are
provided for creating, updating, and managing the index parameters and
optional categorization options. Content categorization options include
classification to pre-established categories, or a rules-based method to

define content categorization filters to apply to indexed content.
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Configuring the search index

Federated Search

WebSphere Portal also integrates several other search technologies.
Portlets using IBM Lotus Extended Search and DB2 Information Integrator
can access and aggregate other search engines and indexes in a
distributed fashion. Customers seeking support for large document
collections or support for searching a wide range of document types and
data sources should consider using Lotus Extended Search (included with

the WebSphere Portal Extend offering) or IBM’s Content Manager.

Extended Search

Lotus Extended Search (ES) provides distributed, heterogeneous
searching across Domino servers, databases, and the Internet, without the
user having to know the details of these various systems. The result is
single-point of access to a variety of data sources without requiring a new,
central index. ES can search and retrieve documents from repositories
that include Lotus Notes 5.X and 6.x, Domino.doc, and Domino Server

Domain Index.
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ES also searches external sources such as Microsoft Index Server and
Site Server, Microsoft SharePoint, Websphere Portal Search Engine
Indexes, LDAP-compliant directories, 18 popular Web search sites and
News sites, commercial content providers, and relational databases such
as IBM DB2, Oracle, Sybase, MS SQL-Server, and other ODBC compliant

databases. Results can be ranked by relevancy over multiple data stores.

Advanced Search and Document Processing

IBM Content Manager can manage data access across multiple sources
such as content management repositories, email systems, relational
databases, file systems, web sites (both intranet and Internet), and more.
The developer’s interface for working with IBM Content Manager is called
DB2 Information Integrator for Content. It integrates data sources across
the enterprise through a unified set of APIs to simplify programming and
speed development and deployment, while providing an interface layer
that isolates portal applications from changes to underlying data

repositories.

Documents can be full-text indexed/searched using the Information
Integrator’s crawler and text search features. Many different document
formats are supported, in addition to standard markup text such as HTML

and XML. Documents can be categorized into taxonomies, enabling
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search by category. APIs are provided for capturing and storing other

metadata about documents.

Information Integrator has connectors for a variety of repositories,
provided by IBM, Lotus, and other vendors such as Documentum and
Filenet. Federated searches can be applied across multiple such
repositories, and can exercise searching based on metadata, full text, and
other specialized search properties such as Query by Image Content

(QBIC) - depending on the search services enabled for each repository.

The Text Analysis features support creating full-text indices, and
subsequent searching across all the text portions of the content sources
configured for use in the portal. Sources can be accessed for indexing via
the web crawler, or via a metadata search. Portlets for accessing
Information Integrator’s advanced and federated search functions are

available from the portal catalog.

Security

With the explosive growth of business-to-business and business-to-
consumer Web applications, e-businesses need to protect critical
information assets from intruders and hackers. Service providers need
similar protection when re-hosting e-business content and applications for
their customers. Portal applications and resources are protected by

» Managing user profiles (member services)

» Verifying user identity (authentication)

* Managing access to backend applications (single sign-on)

» Enforcing access policies (authorization)

This chapter highlights some of the security features that applications and
portal administrators can exploit, to better protect the portal’s valuable

information assets.
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Member Services
Centralized administration of user identities, credentials and permissions
is desirable in many environments. The portal server includes facilities for

defining portal users and managing user access rights.

The user and group subsystem includes Web pages where users can
register and manage their own account information, administration portlets
for managing user accounts and group information, plus a repository that
stores all the information about portal users. It provides services to create,
read, update, and delete users or groups in the repository. User profile
information includes general information such as a user’'s name and user
id, plus preference information such as news topics of interest, preferred
language, etc. A user may be a member of one or more groups, and

groups can contain other groups.
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The default set of user profile attributes is based on the inetOrgPerson
schema, which is supported by most LDAP directories. The user
repository may consist of multiple data sources. By default, the repository
consists of two data sources: it is a combination of a database and a
directory server. The database may be any of the databases supported by
WebSphere Portal. Any one of several LDAP directory products are
supported, including the Netscape (iPlanet) Directory Server, Microsoft
Active Directory, Novell eDirectory, Lotus Domino, and IBM Directory

Server.

<Menber Servi ceProperti es>
<Dat abase ... DatasourceNanme=" @ATA SOURCE@ />

The mapping of user profile oL _
<Directory user RDNname="ui d"

: H user Menber Subsyst emAt t ri but eNane="1 ogonl d"
attributes to LDAP ObJeCt user Cbj ect C ass="t op; i net Or gPer son"
classes is defined using in the or gRDNname=" dc"

or gMenber Subsyst emAt t ri but eNane="or gEnti t yNanme"

file wms.xml. This file specifies or gObj ect O ass="t op: dorai n"

the names of the various data or gUni t RDNnane="cn"

. . or guni t Menber Subsyst emAt t ri but eName="or gEnti t yNane"
repositories and how they are or gUni t Obj ect O ass="t op; cont ai ner "

i i gr pRDNnanme="cn"

nawgated to retrieve user and gr pMenber Subsyst emAt t ri but eNane=" nmenber Gr oupNane"

. . gr pObj ect d ass="t op; gr oupOf Uni queNanes"
group information. These gr pMenber shi pAttri but eName="uni queMenber"
settings are configured </ Menber Ser vi cePr opert i es>

differently for each supported
LDAP directory; if you want to try using a directory that is not supported,

these values would need to be set appropriately for that directory server.

The file attributeMap.xml specifies the details of how each attribute is
mapped to the LDAP directory or database. This mapping file also
includes metadata about each attribute such as its data type, whether it is

required, whether it can have multiple values, etc.
Administration

Administration of users and groups can be performed by users themselves

(“self care”) or by portal administrators. The portal server includes forms
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for registering new users as well as administration portlets for updating

user and group information.

The registration and self-care forms are easily modified to accommodate
new attributes. You can simply add new data entry fields to the form,
matching the field identifiers with the new attributes names. The
enrollment servlet will automatically store the new data in the
corresponding user attributes. The WebSphere Portal InfoCenter includes
more information about customizing the implementation of the user

repository, registration and self-care pages, and data validation classes.

Authentication

Authentication is the process of establishing a user’s identity. Usually, the
portal server uses the authentication services provided by WebSphere
Application Server. Another option is to use a third-party authentication
server (such as Tivoli Access Manager WebSeal or Netegrity SiteMinder)

that has a trusted association with the application server.

Identifying the User

Portal server uses form-based authentication. Form-based authentication
means that a user is prompted through an HTML form for the user ID and
password for authentication when trying to access the portal. The portal
server requests the application server to validate the authentication

information against a Lightweight Directory Access Protocol (LDAP) user

registry.

WebSphere Application Server uses Lightweight Third Party
Authentication (LTPA) as the authentication mechanism. A Common
Object Request Broker Architecture (CORBA) Credential is used to
represent authenticated users and their group memberships. When a user
tries to access a protected resource, the application server intercepts the

request and redirects the request to the login form. This form posts the
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user ID and password to the portal which requests the application server
to authenticate the user. If the user can be authenticated, a valid CORBA

credential is created and an LTPA cookie is stored on the user's machine.

Third Party Authentication Servers

If your system uses another third-party authentication server, trust needs
to be established between that proxy and WebSphere Application Server.
This is done using a Trust Association Interceptor (TAl) module, which
converts security information specific to the authentication proxy into a
format that can be handled by the application server. The supported
authentication mechanism depends on the capabilities of the third-party

product.

When a user tries to access the portal, the third-party authentication proxy
intercepts the request and challenges the user to authenticate. After a
successful login, the original user request, along with additional security
information in the request header, is passed to the application server. The
format and content of this information is vendor specific. WebSphere
Application Server uses the TAlI module (that is specific to the third-party
product) to extract the necessary security information from the request

header.

TAIl modules for IBM Tivoli Access Manager and Netegrity SiteMinder are
packaged with the portal server (all editions). The WebSphere Application
Server InfoCenter includes information about creating custom TAI

modules for other third-party reverse proxy servers.

Single Sign-On
The portal server provides comprehensive single sign-on (SSO) support.
Users want to be able to log on only once, and be known to the different

parts of the portal server with the same consistent user credentials. Users
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should not be asked to do multiple logons simply because they access

different portal applications.

The portal server supports single sign-on realms using WebSphere
Application Server as well as authentication proxies. This means that the
user needs to log on only once to gain access to all enterprise applications

that are installed within the single sign-on realm.

The WebSphere Application Server uses Lightweight Third Party
Authentication (LTPA) tokens to provide single sign-on. When a user is
authenticated, the portal server creates an LTPA single sign-on cookie
containing the authenticated user credential. This encrypted cookie
conforms to the format used by WebSphere Application Server and can be
decrypted by all application servers in the shared domain, provided they
all have the same cipher key. This cookie enables all servers in the
cluster to access the user’s credentials without additional prompting,
resulting in a seamless single sign-on experience for the user. To benefit
from the LTPA method of single sign-on, the user’s browser must support

cookies and have its support for session cookies enabled.

Credential Vault

Many portlets need to access remote applications that require some form
of user authentication. For accessing applications outside the portal’s
realm, portal server provides a credential vault service that portlets can
use to store user ID and password (or other credentials) for a user login to
an application. Portlets can use these on behalf of the user to access
remote systems. The credential vault supports either local database
storage or IBM Tivoli’'s Access Manager for secure storage and retrieval of

credentials.
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Setting up the credential vault

Portlets obtain credentials by obtaining a CredentialVaultPortletService
object and calling its getCredential method. With the returned credential,

there are two options:

1. Use passwords or keys from a passive credential, passing them
in application-specific calls. Portlets that use passive credentials
need to extract the secret out of the credential and do all the
authentication communication with the backend application.

2. Call the authenticate method of an active credential. Active
credential objects hide the credential's secret from the portlet,
with no way to extract it out of the credential. Active credentials

provide additional methods to perform the authentication.

The latter case allows portlets to trigger authentication to remote servers
using basic authorization, SSL client authentication, digest authentication,
or LTPA without knowing the credential values. Using active credentials

means that the portal authenticates on behalf of the portlet, and the portlet
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can simply use the open connection. While this may not be possible for all

cases, it is the preferred technique.

For secure transmission of data, portlets can request a secure session

(HTTPS) for accessing web applications.

Persistent Connections

Portlets that depend on remote connections require some way of
maintaining that connection as users navigate through the portal. The
portal provides a persistent backend connection service that maintains

TCP/IP connections across page changes.

Some remote applications use forms-based logins and store cookies
during the login form processing. The HttpFormBasedCredential can be
used for handling these form-based logins and will store all the cookies
that are returned as a result. For subsequent calls, the portlet can then
ask the credential for an authenticated connection. This gives an HTTP
connection with these cookies already set in the header. This way,

portlets can maintain persistent, secure back-end connections.

Java Security

The portal server implements the Java Authentication and Authorization
Service (JAAS) architecture. JAAS provides a means for authenticating
subjects and for providing fine-grained access control. JAAS is part of the
standard Java security model; it gives applications independence from the

underlying authentication and authorization mechanisms being used.

JAAS performs login and logout operations using a modular service
provider interface. Credentials that are established through the portal
server’'s JAAS login modules include CORBA credentials, user and group

distinguished names, user id and password, and LTPA tokens. In a
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distributed J2EE environment, portlets can use the JAAS API to access

JAAS-enabled backend applications.

Authorization
After determining the user’s identity, the portal server consults locally
cached access control lists to determine which pages and portlets a user

has permission to access.

The portal server enforces access control to portal assets, including
portlets, pages, and user groups. The access control lists are stored in the
portal’s administration database. It is also possible to manage access
control for specific resources in an external security manager, such IBM

Tivoli Access Manager or Netegrity SiteMinder.

Access permissions are maintained using the Access Control
administration portlet. Use this portlet to assign roles to individual users or
to groups of users for specific portlets, pages, or documents. Roles are
permission sets, such as the ability to view and update the corresponding
item. Users may also delegate the permissions they hold to other users.
When a role is assigned to a user or a group on a container (such as a
page that contains portlets or other pages, or a folder that contains other
folders or documents), that role is inherited downward through the
hierarchy unless it is specifically blocked. This makes managing access

within a document library or an area of the portal easy.
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Managing access rights in the portal

Granting view access to a page or place means that other users will see
pages and places when they log in. Granting view access to a portlet
means that users can add it to their pages when they customize their
portal experience. Granting edit access means that a user can set the
portlet settings or change the contents of a page. Manage access means
that a user can perform view and edit operations, and can delete the
portlet or page.
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Delegated Administration

Granting view access to administration portlets is an effective way of
delegating certain administrative tasks to other portal users. Those users
can simply add the administration portlets to their personal pages, and
then can perform whatever task the portlet is designed to do. This way,
the user doesn’t have to be given all administrative privileges or added to
the portal administrator’s group. Their administrative abilities are limited to

only those tasks covered by the authorized portlets.
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Personalizing the Portal

Optimizing each user’s experience in the portal is one of the goals of
WebSphere Portal. To this end, the portal server provides end-user and
administrative interfaces for customizing the content of portal pages, as
well as the look and layout of the pages. With these tools, users can
customize their own pages by selecting portlets and customizing the
settings of each one. Users can also change the page layout and the color

scheme (if the administrator has decided to allow this).
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Portal page elements

Customizing Pages

Users can have one or more personalized pages, navigating to each one
from the home page. Pages are arranged in a hierarchical manner with
any level of depth. Each page can have its own choice of color themes,
skins and page layouts. Themes are used to define the fonts, colors,
spacing, and other visual elements; themes consist of cascading style
sheets, JSP files, and images. Skins are decorations and controls placed

around portlets, such as title bars, borders, shadows, etc. At each level of
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the page hierarchy, the lower pages can inherit the themes and skins from
the page above them or can override one or both. Since the look and feel
of each section can be completely different, sections of the site can be
used to create the appearance of different sites running on one portal

server.

Each personalized page can have a different set of portlets. The portlets
on page can be selected by end users or by administrators, depending on
their access rights for the page. Administrators can specify that certain
portlets are required, so that end users cannot remove them or rearrange
them. Pages can also be re-arranged to get a different navigation order

for each user or group of users, when permitted by the administrator.

For end users, the portal provides a quick customizer interface for adding
and re-arranging portlets. It is accessed by simply clicking on the Edit
Layout link at the top of the page you want to customize. Then it’s just a

matter of clicking the Add content button to add new portlets.
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If you want to rearrange portlets on the page or delete portlets, you do that
‘inline’ by toggling the page editing tools on and off and selecting the

direction icons or delete icon associated with each portlet.
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Portlet display customization

For administrators, there is also a more advanced page customizer. In the
advanced customizer, the basic structure of a page is defined. Page
layouts are fully dynamic, with the possibility of creating any arrangement
of rows and columns. Columns and rows can be split to create new rows
and columns. Columns can have a fixed size, specified in pixels or in a
percentage of the overall page size, specified by using the width controls.
To place portlets on the page, click the Add Content button and search for
a portlet you wish to add to the page, and utilize page layout controls to

customize placement of portlets to pages.

Cascading Portals

Many companies need to build portals that accommodate the needs of
both a central organization as well as regional and local communities of
users. For example, a company might want to have top-level design
decisions made centrally, such as the visual elements and basic page
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layouts that reflect the corporate image and brand identity. Divisions or
other organizational units might need the ability to add their own pages
and content, or perhaps even sub-divide areas of the common pages.
WebSphere Portal supports the needs of companies who want to cascade
portal definitions across the organization using the concept of derived
pages.

Base pages are defined by top-level administrators who then permit
subordinate administrators to further refine the page layouts and content
to meet their individual needs. The refinement process can continue for
any number of levels, until it finally reaches end users. If permitted, end
users may customize their own pages by selecting and placing portlets
and by changing portlet settings. In order to compute the page that a user

finally sees, the portal server merges the page fragments defined by each

successive refinement.

Administrators at different
levels of the organization
can lock the layout or

content of any area of the

page. For example, locking

the placement of portlets
means that users cannot

move them or remove them

from their pages. This way,

a higher-level administrator

can set up the basic

structure of the page, and
can fix certain portions or leave others open to modification by other
administrators or by end users. Lower levels may not override any

restrictions imposed by higher levels.

This means that a company can achieve both horizontal administration

(across the company, business segments, locations, and users) and
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vertical administration, where administrators provide content that is

dedicated for a specific page. Using page locks together with the portal’s

access control features, administrators can determine which content is

* Mandatory - users cannot delete the content from their pages;

» Recommended - the content is placed on the page initially, but

users can delete it;

* Optional - the content is not placed on the page, but is available

for end users to add it; or

* Forbidden - users cannot see this content at all.

Skins and Themes

The portal server uses a system of Java Server Pages templates,

cascading style sheets, and images to define the look of the portal pages.

You can modify these to control any of the visual aspects of the portal,

perhaps to add company-specific brand elements, or to achieve a different

color scheme and visual style.

The system for defining color themes and portal skins has been enhanced

to support multiple skins per theme, additional branding elements,

navigation styles, and dynamic, browser-independent cascading style

sheets.
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Skins and themes can now be applied to each page rather than being
restricted to having only one for the overall portal. Different skins can be

applied individually to portlets, so that the portal look can be fine-tuned to
meet any needs.
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title areas, and stylesheets can be changed to give the portal a custom
look. Standard file formats, such as JPEG, GIF, CSS, and JSP files are
used for defining the look and the layout of the portal.

If you examine the structure of the portal server’s installation folder, you
will notice folders named skins and themes, with folders html, wml, and
chtml beneath them. These folders contain most of the files used for
defining the basic structure of the portal’s home page, its color schemes,
and portlet decorations. You can make copies of these folders and modify
the contents to achieve the visual image that your company needs. The

theme administration portlet registers the new files.

Navigation

The portal’s navigation capabilities have been improved significantly. Now,
instead of a simple page list for each place, it is possible to create very
complex navigation trees, with both page links and links to external URLs
shown in the navigation area. You can create labels that logically group
certain navigation elements, so with more links indented beneath these
labels.
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Virtual Portals

Using different themes for each place, a single installation of the portal
server can give the appearance of supporting many “virtual” portals. For
example, a company might want to have a different portal for each
division, or it might want to have special branding of its business-to-
business portal for each business partner. Each virtual portal can be
designed using one or more places, each with its own theme, skins, page
layouts, and access permissions. Administration of the associated portal

resources can be delegated to a different administrator.

Universal Access

Earlier, we hinted at the portal’s support for international use. The entire
system of page templates, themes, skins, and portlet rendering is fully
enabled for internationalization (including double byte and bi-directional
languages) and for accessibility to people with disabilities. The portal
server generates markup that complies with the American Disability Act
(ADA) as defined in Section 508 Web Accessibility Standards and meets
the guidelines of the W3C Web Accessibility Initiative.
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For globally accessible portals, the portal server will search for and select
the proper JSP pages based on the target browser, and target browser's
settings for language and country. To enable a portlet for language
selection, its JSP files are packaged using the following directory
structure:

WAR / markup_type / language / country / variant /ispname.jsp

The portal server searches for the JSP for a portal from the most specific
to the least specific, as in the following example.
1. /html/en/US/IE/portletJSP.jsp
/html/en/US/portletJSP.jsp
/ntml/en/portletdSP.jsp
/html/portletdSP.jsp
len/US/IE/portletdSP.jsp
/len/US/portletJSP.jsp
/en/portletSP.jsp
/portletJSP.jsp

© N o o bk~ w b

Another good technique for handling translation issues is to use the portal
server's JSP tag library. It includes a tag for identifying and separating
translatable text, so that you don’t have to create and maintain separate
JSP files for each language. Using this technique, you could create one
JSP view, tagged like this:

<H2><wps:text key="heading.hello" bundle="mystrings"/></H2>

When this page is processed, the strings are substituted using standard

Java resource bundles.
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For portals that need to support many languages or for portals that include

rapidly changing portal content, WebSphere Translation Server offers

automatic translation technology. This technology is useful for either real-

time or offline translation of human languages.

WebSphere Translation Server provides quick, inexpensive, convenient

"gist" text translations whenever a professional translation is not feasible

because of availability, time, or cost. The dictionaries can be tuned so that

idiomatic expressions and specialized terminology are interpreted

correctly. It supports bi-directional translation of content for English to and

from French, Italian, German, Spanish, Japanese, and Chinese (simplified

and traditional). Unidirectional translation of content from English to

Korean and Brazilian Portuguese is also supported.
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Personalization

The WebSphere Portal offerings include the WebSphere Personalization
server. The purpose of the personalization server is to allow you to target
content to specific users in support of your portal’s business goals.
WebSphere Personalization provides facilities that allow subject matter
experts to select content suited to the unique needs and interests of each
site visitor. The web-based tools help companies quickly and easily

leverage content created by line of business and subject matter experts.

A personalization solution involves three basic components:
1. User Profile: information about users of the site, including
attributes about the users
2. Content Model: defines attributes about the content, such as
product descriptions, articles, and other information
3. Matching Technology: engines that match users to the right
content; includes filtering, rules, recommendation engines or

combinations of all three.

The WebSphere Personalization server and WebSphere Portal server
share a common user profile and a common content model. The model is
based on the WebSphere resource framework interfaces classes. This
means that personalization rules can easily be added to portlets to select
portal content and target it to the portal’s registered users.

The basic steps involved in personalization involve classifying site visitors
into segments, and then targeting relevant content to each segment.
Business experts create the rules for classifying users and selecting

content, using web-based tools.
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Creating business rules for personalization

WebSphere Personalization also includes a recommendation engine,
which provides collaborative filtering capabilities. Collaborative filtering
uses statistical techniques to identify groups of users with similar interests
or behaviors. Inferences can be made about what a particular user might

be interested in, based on the interests of the other members of the group.

Also included with WebSphere Personalization are new campaign
management tools. Campaigns are sets of business rules that work
together to accomplish a business objective. For example, an HR
manager may want to run a campaign to encourage employees to enroll in
a stock purchase plan. The HR manager would define a set of rules as
shown to accomplish this business objective. Campaigns have start and
stop dates and times and can be e-mail and web page based. Several

campaigns can run simultaneously and they can be prioritized.
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Setting up campaign parameters

Implicit profiling services can collect real time information about site visitor
actions and then construct personalization business rules using this data.
Implicit profiling tracks the areas of a site where a user is most active in
order to determine the user’s interests. For example, if a user clicks on
articles about football, it is possible to determine that he is interested in
sports, even if the he did not explicitly indicate this interest when

registering at the portal.

To analyze the effectiveness of the site and its personalization strategies,
the server provides logs that can be analyzed by IBM Tivoli Web Site
Analyzer or WPCP’s Reporting capabilities. Web Site Analyzer can then
create reports for the portal's business owner. This helps the company
measure the effectiveness of the business rules and campaigns in

achieving their objectives.
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Administration

Administration of the portal is done through the portal itself, either in a
centralized or delegated fashion. Administrators can deliver a new service
to users simply by adding new portlets to the pages of the portal. Since
these are portlets, just like bookmarks or reminders or news or any other
portlets, administrators can control access to them, place them on portal

pages, and perform any of the usual steps.

Administrative portlets are provided for adding portlets to the portal’s
registry, managing users, groups, and access control lists, clipping web
pages, publishing web services, setting portal-wide settings, managing
logs, and other common tasks. In this chapter, we’ll describe some of the
administration portlets and describe what they do for you. You’ve already
seen some of these in previous chapters, so we’ll just focus on the ones

that have not been covered already.

Portal Settings

In the global settings portlet, administrators can change portlet settings
such as the default language, the cache timeout values, etc. In addition,
there are settings that control how new user sessions are handled, and
what to do when a user tries to access a portlet without authorization.
Unauthorized access can be ignored (in other words, the portlet is not
displayed), or the portlet can be replaced by an informative message so
that the user can take the necessary actions to correct the situation.
Returning users may wish to pick up where they previously left off, so
there is a setting to retain the state of the last visit and return to that page

next time.
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Web Clipping Portlet
One of the most important portlets is the Web clipping portlet. This portlet

is used to display sections of existing web pages. You can visually select
portions of the page or clip all the text between specific tags. This way,
you can precisely control what markup is extracted. The portlet can
optionally rewrite the links inside the clipped page, which is useful for
displaying existing pages without leaving the portal’s navigation structure.
Each time you clip a web page, a new portlet is created in the portal’s
registry. Whenever the new portlet is displayed, it retrieves the current

version of the web page and extracts the clipped portion to display.
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Clipping web pages
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Some sites that you clip might require authentication. The clipping portlet

provides options for no security, basic authentication, or form-based

authentication. The credentials can be provided by the user, or filled in by

the administrator.

Managing Portlets

When installing new portlets, you can use web archive files (WAR) from

your local file system, or you can install portlets that have been previously

published in a UDDI directory.

Install + OrderDetailCza
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Manage Partlets

web Clipping
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ey, :
g/ Access Install || cancel
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& Shipping Application Demo - C24 Version

Installing new portlets

The new portlet is automatically activated, but with no special permissions.

Access control for the new portlet is inherited from the default portlet

settings, but can be set explicitly by the administrator.
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Administrative Access Controls

Managing the portlet catalog

Once the portlet is installed, you can copy it, set its configuration

parameters, activate or deactivate it, or uninstall the portlet.

Manage Portets

[ shaow all portlets Portlets:

Tracking Details

@ Search for portlets

TEL mapping portlet Aotive
Title contains User and Group Permissions hotive
Weather Too hotive
Wekh Clipping Editor Aotive
Show: Welh Portlet HTHL Template Aotive
 Active portlets Welcome to WebhSphere Portal Aotive
© Inactive portlats Welcome to YourCo hotive
@ Active/inactive —— Word Document Viewer hotive
World Clock Aotive

{"Go

Users and Groups

[£] activate/Deactivate
@ Copy

|£| Madify parameters
@ Show Info

@ Delete

In previous versions of WebSphere Portal, it was necessary to use your

LDAP directory’s administration tools to manage user and group

information. Now, you can use the portlets provided manage user and

group information without leaving the portal. You can also manage a

user’s group memberships. These portlets provide search capabilities and
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pagination to allow the administrator’s interface to scale and manage a

large number of users and groups.
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Managing users and group memberships

The portal server uses group membership information to determine what
pages, portlets, and documents a user is authorized to view and edit.
Users can be members of one or more groups, and groups may contain
other groups. Users will be allowed access to portal resources when
access is granted to any group that the user belongs to. Access rights can
also be granted to specific individuals, but most companies find that it is

easier to manage the access rights of groups instead.

Web Services

A web service is an interface that describes a collection of network
accessible operations. The interface is described using a standard XML
description language called Web Service Description Language (WSDL),
so that the service can be invoked without prior knowledge of the platform,

language, or implementation design of the web service. Web Services are
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located using the standard Universal Description and Discovery Interface
(UDDI), which may be a private or public registry of web services.
WebSphere Portal provides extensive support for web services. Portal
administrators can publish and bind remote portlets as web services,
making the remote portlets available in the portal’s registry dynamically.
When a remote portlet is used, its services are invoked using Simple
Object Access Protocol (SOAP) or other transport protocols.

Note: in WebSphere Portal Version 4.2, this was done using a proprietary
remote portlet protocol. Since that time IBM has lead a standardization
effort that lead to the definition of WSRP. The V4.2 protocol was not
shipped in WebSphere Portal Version 5 and will incorporate support in
WebSphere Portal Version 5 platform for the WSRP standard version

soon after the standard is finalized.

Portal Analysis and Logging

Administrators can control the tracing and logging activity and monitor
user activity through the Portal Analysis administrative options and portlets
that Enable Tracing and track Frequent Users information, and also by

modifying the configuration properties files of the logging subsystem

The portal server also records user activity in logs that can be processed
by Tivoli Web Site Analyzer. Overall usage statistics such as logins and

logouts are tracked, along with portlet and page usage statistics.

Portal Usage reports from Tivoli Web Site Analyzer

Project Summary Displays summary statistics about the analysis, such as the total number of
hits, sessions, visitors, and page views.

User Agent Ranking Displays a ranking of user agents used by visitors to your site.
Browser Ranking Displays a ranking of browsers used by visitors to your site.
Platform Ranking Displays a ranking of users to your site by frequency of visits.
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User Ranking

Displays a ranking of users to your site by frequency of visits.

Page Ranking

Displays a ranking of the pages viewed or editing by visitors to your site.

Portlet Ranking

Displays a ranking of the portlets viewed by visitors to your site.

Commands Ranking

Displays a ranking of the commands executed by visitors to your site, such
as editing pages, creating new pages, creating or deleting users and groups.

Logins

Displays the number of logins/logouts into the portal.

Resource Ranking

Displays a ranking of the resources viewed by visitors to your site.
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Collaboration

Corporate portals connect people to the applications, content, and
resources they need. Portals also connect people to each other, through
community pages, shared bookmarks, contact lists, and personal

productivity portlets.

Collaboration is really about people working efficiently and effectively in
teams to solve business problems. The portal server includes portlets and
services designed to support the team and its activities, with messaging,
document libraries, user profiles, inboxes and calendars, online directory
services, team workplaces and electronic meetings. Users can access
these collaborative services in the context of what they are currently

doing, instead of having to leave the portal to open another application.

For example, while working in the portal, users can easily see who else is
online and then send an instant message, send an email or add a person
to their contact list. Collaborative portlets have advanced built-in features
that allow portal users to take actions on documents or user names that
appear in a portlet. Directly from the portlet, a portal user can see if other
users are online, and select from a menu of options to interact with

another user

Collaborative Portlets

The collaborative portlets provide access to a variety of collaborative
applications that use Lotus Notes databases hosted on Domino servers:
the Notes and Domino portlet offers Mail, Calendar, To Do, Notes View,
TeamRoom, and Discussion, while the Domino Web Access (iNotes)

portlet offers Mail, Calendar, To Do, Contacts, and Notebook environment.
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Notes Mail Portlet

There are also portlets for Domino.doc, Discovery Server, Lotus Team
Workplaces (QuickPlace), and Lotus Instant Messaging and Web

Conferencing (Sametime).

Collaboration Center

Collaboration Center offers an integrated framework of e-workplace
components for finding, connecting, and working with people. These
include the People Finder, the Web Conference center, Team
Workspaces, and Sametime portlets. Using these components, users
have immediate access to a searchable directory of people that is
integrated with their workplaces and their e-meetings within the
collaborative portal. Users can find people in the directory, see their online
status, and interact with them using instant messaging and other actions
provided by people links. In addition to search features, the People Finder
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portlet provides views of each person's directory record and his or her

place in the organizational context.
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Collaboration Center: Web Conferencing, Team Workplaces, PeopleFinder and

Sametime Portlets

The following table summarizes the collaborative portlets.

Collaborative Portlets

Domino Web Access (iNotes)

Provides access to a Lotus iNotes server, Mail, Calendar, To Do List,
Contacts, Notebook functions.

Lotus Notes and Domino

Mail, Calendar, To Do, Notes View, TeamRoom, and Discussion,

Domino.Doc

Displays a Domino.Doc library inside the portlet.

Lotus Team Workplaces
(QuickPlace)

Displays a Lotus QuickPlace component inside the portlet.

Lotus Instant Messaging
(Sametime Chat)

Launches a Sametime Java connect client from within the portal.
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Web Page

The Web Page portlet will show the contents of an internet or intranet
web page in a scrollable portlet.

Discovery Server

Searches knowledge map categories and content or displays a
knowledge map.

People Finder - a component of

Collaboration Center

Locates a person by name or profile characteristcs.

My Team Workplace - a component

of Collaboration Center

Show, Search, and Create QuickPlaces.

Web Conferencing - a component

of Collaboration Center

Schedule, find and attend e-meetings.

Sametime Who |s Here

Display list of names for chat, modify groups for display and status
message.

Sametime Contact List

Displays a list of people who are online and available for chat, either in

the current page, or a named virtual page.
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Related Products

WebSphere Portal Extend integrates tightly with Lotus' world-class
collaboration and knowledge management products, including Lotus Team
Workplaces (QuickPlace), Lotus Instant Messaging and Web
Conferencing (Sametime), and Lotus Discovery Server by providing

portlets and services to access these products seamlessly from the portal.

Lotus Team Workplaces (QuickPlace)
Lotus QuickPlace provides workspaces for sharing and organizing ideas,
content and tasks. It includes tools to manage team projects and

schedules, organize discussion threads, and share documents.

The Lotus QuickPlace user interface is shown inside a portlet. The
integration between the portal and the QuickPlace includes single sign-on,
so that users who access the portal can access the Lotus QuickPlace

seamlessly, without requiring an additional login.
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The Lotus Team Workplaces (QuickPlace) portlet

Lotus Instant Messaging and Web Conferencing (Sametime)

Lotus Sametime provides instant messaging, shared white boards, and
application sharing for electronic meetings. Sametime functionality is
integrated into the portal for access to chat sessions and buddy lists, as
well as people and place awareness. Awareness is the ability to tell who
the place members are and to find out whether they are online, offline, or

not available.

Sametime provides other services that can also be integrated through

portlets: application sharing, white boarding, and online meetings.
Lotus Discovery Server
Lotus Discovery Server is a separately purchased product that creates

expertise and knowledge maps by analyzing and categorizing documents.
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It creates profiles of users based on their document activity, including their

topics of interest and their area of expertise.

Discovery Server also examines user activity such as reading documents,
responding to documents, timeliness of interactions, or links to specific
documents. This way, Discovery Server can determine the relative
proficiency of individuals to content categories. These proficiency
indicators are called affinities, and they indicate the relative expertise of

individuals to particular business areas of the organization.

The Discovery Server continually assesses the strength of affinities using
metrics, ensuring that individuals with recent and high quality expertise
ratings are found and presented to users seeking expertise when

browsing the Discovery Server Knowledge Map interface.

Lotus Discovery Server is purchased separately from WebSphere Portal.

Collaborative Services

Lotus Collaborative Components are building blocks (APIs and JSP tag
libraries) for integrating the functionality of Lotus Domino, Lotus
Sametime, Lotus QuickPlace, and Lotus Discovery Server into the portal.
Developers can leverage the features of Lotus Domino, Lotus QuickPlace,
Lotus Sametime, and Lotus Discovery Server, by using these components

to add user interface extensions to their portlets and portal pages.

The collaborative services hide the configuration details of the Lotus
products installed within an enterprise. Instead of working with more
complex product API's, Lotus collaborative components provide
developers with an easier method of integrating core collaborative

features into any portal or portlet.
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The benefit of using Collaborative Components is that they provide
standardized access to Lotus applications, with easier APIs that are
optimized for the portal. Security context is handled automatically, and
upgrades of the backend systems are transparent to the portlets. The
Collaborative Components work across versions of Domino 4.67 and

above.

Collaborative Services

. Provide online awareness capability so that portlets can determine who is
People Service online and what their status is, also incorporate menus for chat, e-mail and
search options.

. . Provides access to Domino data, including views, documents, and directory-
Domino Data Service related information. Use the services to locate Domino servers, create and edit
documents, and work with views.

Discovery Services Provides methods to find people, documents, knowledge maps, and profiles.

QuickPlace Service Provide methods for creating a new Lotus QuickPlace

. . Provides methods for standardized access to the Sametime server configured
Sametime Service to work with WebSphere Portal.

Lotus Collaborative Components

The People Service provides an awareness function that is available

through a custom Java Server Pages tag. Adding this custom tag creates
an online status indicator and a popup menu of action choices that access
various collaborative services. For example, you could start with a portlet

that produces markup like this:

<%@age | anguage="java" inport="comlotus.cs.*, java.util.*" %
<%@taglib uri="/WEB-INF/tld/people.tld" prefix="peopleservice" %>
<%@taglib uri="/WEB-INF/tld/portlet.tld" prefix="portletAPI" %>
<portletAPl:init/>

<h1>Peopl e Awareness Exanpl e</ hl>

<%

CSEnvi ronnent environ = CSEnvironnent. get Envi ronnent (request);
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CSCredentials cred = environ. getCredenti al s(request);
%

<H2>

<peopl eservi ce: person>

<%cr ed. get User Logi nNane() %

</ peopl eservi ce: person>

</ H2>

The lines hightlighted in blue are the special tags needed to make the
online presence indicator work. The portal user might see something
similar to this:

8 Rov =anchez

Chat
Zend E-mail

oot

People awareness

A great way to apply this idea is by adding the people awareness tags to a
portlet that accesses an enterprise application, such as a PeopleSoft or

Siebel function.

The exact menu items depend on details about the specific place, the
permission level of the current user, and what collaborative products and
services are installed in the portal environment. All of the collaborative
services except for the PeopleService tags can be used in both desktop

and mobile portlets.
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Application Integration

By definition, a portal provides access to content, data and services
located throughout the enterprise. These include not only predefined
connectors and portlets, but also additional connectors and portlets

created by various tools.

Enterprise Resource Planning (ERP) and Customer Relationship
Management (CRM) systems are excellent candidates for portlets
because efficient, personalized access to these functions provides
measurable return on your portal investment. WebSphere Portal includes

portlets that help you access a variety of ERP and CRM systems.

Enterprise Portlets

The WebSphere Portal Application Integrator (WPAI) is a business tool
that provides a fast way to build new portlets that access various kinds of
Enterprise Application systems, including SAP, PeopleSoft, Siebel,
WebSphere Portal Content Publisher, and Domino applications. It also
works for relational databases, such as DB2, Oracle, Informix, SQL

Server, and others.

The goals of the integrator framework were to provide a simple way for
portlet administrators to build new portlets. Simply put, each tool is a
portlet that builds new portlets for a specific backend system using a set of
predefined interaction models. Operating the builder tool is simple and
easy for administrators or business users. It works by querying the
backend system for meta-data that describes the business object that the

new portlet will work against.
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Creating an Enterprise Portlet with WebSphere Portal Application Integrator

Once the business object is selected, the person building the portlet
selects which fields and operations they want to enable in the portlet. The
operations include searching, updating, deleting, and creating new

records.
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The SAP portlet builder

72



Once the selections are made, the portal server stored the configuration
information needed to run the portlet. There is no new Java code or
service that needs to be deployed, just the configuration information for

each portlet.

Using this approach, anyone who understands the usage pattern of the
enterprise application system can build a portlet in just a few minutes. In
the future, it may be possible to build additional connectors for other

applications such as Oracle Applications, Ariba, Documentum, and others.

120 of 516 == Hexd

End-Date w Id Multi Source Text Start-Date status
29081995 50012478 Individual appraisal 26081995 In process
20.08.1995 50012480 Individual appraisal 26021005 |
20.08.1995 s0018458 al appraisal 26081985 |
23001005 50012479 al appraisal  2009.1995 |

1207 1996 50014870 | appraisal ~ 08.07.1995 |

12.07 1996 50012482 Individual appraisal 02071906  In process
12.07 1996 50018453 Individual appraizal  0S.07.1996  In process
0E01.1007 50012487 Individual appraizal  02.01.1997  In process
1402 1997 0012481 widual appraisal ~ 13.0Z2.1897  In piogess
24031997 50012473 al appraisal 03021887 |
02061997 S0015459 ividual appraizal 28051837 |

03 06 1907 50012486 al appraisal 20051997 |

06 02,1957 50012475 | appraisal 05081897 |

06 02,1997 S0012476 ual appraizal 05021897 In process
06 02,1997 Business event appraizal 50018477 ual appraizal 05081897  In process
06 021007 50012481 ual appraizal  05.08.1097  In process
06 02,1957 s0012492 ual appraisal ~ 05.08.1997  In piogess
06 02,1997 0012403 al appraisal 05021987 |

12.02 1907 appraizal 50012470 al appraisal  12.08.1997 |

1302 1907 appraizal 50012471 ual appraizal  1208.1997  In

120 of 516 == Hexd

SAP Portlet Example

Commerce

Many portals need to include access to commerce functions, such as
portlets that access a catalog of products and services, or portlets that
present a catalog of products and services, prices, discount, accept
orders, process request for quotes (RFQ) or provide contract driven views

into the catalog to give business customers personalized service.
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Portals may provide these functions to consumers or to business partners,
for procurement or electronic exchange that links buyers and sellers of

goods.

IBM WebSphere Commerce enables an extended enterprise; a network of
employees, suppliers and partners collaborating to meet the full spectrum
of customer needs by including configurable business processes to speed
time to value for customer and partner facing projects. The WebSphere
Commerce business context engine controls these business processes to
present information and functionality to your constituents in a context
sensitive manner. For example, partners will have access only to product
information they are qualified to resell, with parts, inventory information,

site language and currency specific to their geography.

WebSphere Commerce Portal combines WebSphere Portal V5 and
WebSphere Commerce V5.5 software solutions in a single package to
deliver the next generation e-business infrastructure. With portal as your
single point of user interaction your constituents are now presented with a
context sensitive and targeted collection of content, applications,
resources and processes to create commerce-enabled portals that provide
consolidated, personalized access to commerce functions via the Web or
wireless devices. This capability is available through service offerings from

IBM and business partners.
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Mobile Portals

Next generation portals will be accessible through more than just
traditional desktop browsers. Access through handheld or mobile devices
is becoming increasingly important. The portal server currently supports
mobile devices by generating portal pages in three markup languages:
HTML for desktop computers and some personal digital assistants, WML
for WAP devices, which are typically mobile phones, and cHTML for

mobile devices in the NTT DoCoMo iMode network.

Users can customize a unique
home page for each device,
selecting the content and
applications that are most useful

on the device. When the home

page is requested, the page is
produced by first detecting the
type of device that is making the
request, and then assembling the
portlets which each render their contents in the appropriate markup

language.

When a user customizes the home page for a particular device, the portlet
selection list only shows portlets that can actually produce markup
appropriate for that device. Thus, the list of available portlets for each

device depends on what the portlets can actually do.

Some portlets may be available for all the supported devices, while others
may be available only on a single device. The user interface design of
each portlet varies from device to device, so that the user’s experience
can be fine-tuned. Thus, the user’'s home page and each of the portlets

might be very different on a mobile phone versus a desktop browser.

75



:Pocket_PC ) [ ]

File Zoom Tools Help

=& Internet Explorer < 2:31 @

http:fseabawk L austinbrm.comfw | @

Siebal 7.5 My Contacts

Contact details:

Dr. George Hall
ghall@raleighmeds. com

Job Title: pediatrics lead
Work Phone: 9199873343
Horne Phone: 9197779311
Fax: 9195659746

Brevious
W=Ee —
Update

Create [
KN m [T+

Yiew Tools <3 @ o x.'-a E|*

-

Siebel Application portlet settings optimized for mobile users

Supporting New Devices

The portal server supports several different markup languages so that
portlets can render themselves for a variety of desktop and mobile
browsers. Portlets that do not natively support the device markup can
optionally be transformed using Transcoding technology. This means that
portlets can easily and automatically support mobile devices, even if the

portlet developer did not explicitly support that device.

Clients and Markups

The portal server’s page aggregation subsystem supports several markup
languages and recognizes certain browsers and mobile device user agent
signatures, out of the box. The framework for supporting markup
languages is open and extensible, so it is easy to support additional

markups or new devices.
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To support new browsers and devices, you add new markup and clients
using the corresponding administration portlets. In the markups portlet, the
markup name indicates the name of the folders that are used to store the

page templates and the theme or skin files matching that markup

language.
[ Websphers [R5et, e~ 1 T | My Portal Administration Edit my profile. T Log out -
Manage Markups 2 =0
Ty
r‘;& Portal User Interface
5 Markups:
@“"\r h':”"ll |£| Add new markup
. chtrn
¥ gogiets |z| Edit selected markup

. F| Adivate/Deactivate selected markup
oy -
= Access 8| Show info

oY @ Delete selected markup
:{‘*—T Portal Settings

Global Settings

LRL Mapping

Custorn Unique Marmes
Supported Markups
Supported Clients

Search Administration

O, =7 portal Analysis
&

Enabling the portal for new markups

To add a markup, create a new entry specifying the MIME type and the
character set associated with that markup. You also need to add all the
JSP templates associated with supporting a markup, such as new layouts,
screens, skins, and style sheets.

When the portal server receives an HTTP request, it matches the values
in the user agent header against known patterns that identify common
browsers for desktops, mobile phones, and other devices. Entries for
common clients are already set up, but you can add new ones using the
Manage Clients portlet.
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Enabling the portal for new client browsers

The ordering of the client entries determines the order in which the

patterns are applied against incoming HTTP requests. For further

information, see the WebSphere Portal InfoCenter.
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