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What this lab is about

Websphere Transformation Extender (WTX) is commonly used to provide message transformations
between differing data formats. These transformations (maps) developed using WTX’s development
environment -- WTX Design Studio -- can be integrated into services running on DataPower devices to
complement the rich set of capabilities provided by the DataPower runtime environment.

This lab will work through setting up Design Studio and configuring DataPower to:

Integrate Design Studio and DataPower:
o Parts 1 through 4
Build, test, and troubleshoot a DataPower service which incorporates several examples of WTX maps

o Parts 5 through 8

http://www-01.ibm.com/software/support/acceleratedvalue/
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Lab requirements

This is the list of system and software required for the attendee to complete the lab. All the necessary
components are provided in the prebuilt VMware image you will use for the exercise:

e Websphere Transformation Extender v8.3.0.3
o Design Studio running in Windows environment
e DataPower XI50
o Firmware version 3.8.2.1
¢ Networking infrastructure for communication with DataPower device and Windows
e cURL —the command line utility (program) needed to submit requests to the DataPower service.
¢ Internet Explorer — browser for accessing the DataPower GUI interface
Each workstation has a two-digit identifier (xx) assigned to it. You will need to substitute that value in

a number of places throughout the lab so that all lab attendees can work concurrently; the lab materials
will point out where the value needs to be substituted.

What you should be able to do
At the end of this lab you should be able to :-
e Use WTX Design Studio to:
o Configure communications between Design Studio and DataPower for integrated testing

o Build and submit WTX maps to the DataPower device to incorporate them into DataPower
services

e Implement and configure a DataPower service (XML Firewall) that uses a WTX map containing
multiple inputs and outputs

e Test and troubleshoot different configuration and runtime issues with the integration steps, and with
the implemented service, using both DataPower and WTX Design Studio facilities

http://www-01.ibm.com/software/support/acceleratedvalue/
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Lab Startup

Team members from Accelerated Value have started the appropriate VMware image on each of the
workstations for the lab activity. If the VMware image is not running, or you have other questions about
using VMware, please contact one of the AV team members who will be assisting during the lab.

Please take note of your workstation ID. This is a two-digit number (07 through 20) that you will need to use
when configuring various components during the lab activities.

Once the VMware image is started, use the VMWare workstation menu (VM / Send Ctri+Alt+Del) to bring up
the login screen, then login to the VMWare image with the following username/password:

Username :Administrator

Password : Happy2Be

NOTE: Due to the physical memory on the VMware image being used for this lab please understand that
certain operations may take time to perform — please be patient.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Part 1: Configuring WTX Design Studio for DataPower Integration

Start WTX Design Studio by double-clicking on the Design Studio desktop Icon:

v

Recycle Bin

o
7

Internet
Ex F|| arer

http://www-01.ibm.com/software/support/acceleratedvalue/
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e Accept the workspace location that has been configured:

j"ﬂ:WurkspacE Launcher

Select a workspace

WebSphere Transformation Extender Design Studio stores wour projects in a Folder called a workspa
Choose a warkspace folder ko use Faor this session,

CE.

WWorkspace: I Criwibx j Browse. .. |

[~ Use this as the default and do not ask again

e Design Studio will open to a DataPower sample project that was previously

Fle Edit Navigate Search Project Map Card Rules Type Tres Run M%ﬂlnw Help

Jfﬁ' JQ‘Q@@@W%@%@Jﬁ’(gl!&'l'”J%‘JQ““J. -1 C S B [ Resource
| ‘ | 2| & & | © Transformatio. .

=1olx|

&3 Extender Navigator | 5 Navigator 53 = (= @Ma\mes_ContactToLabe\ &3 = [l
P | =| <)==D =~ ||* Rule:
= [ # Samples Enter the rule for this output,
[ adapters 1 ﬂ
=] B datapower j
Lk it
427 Contact.mtt ~ Mag
~[E Contact txt
G| % | X
- Mail.mopt v PI% 14# ContactFile (ContactFile Data) @ ﬁ ¥ E:g 14# Label {Label Data)
2] readme.txt
B2 dk ¥ & ContactFile Qutput Ruls
o & s b B - Dus I
B peneral 4 Fulliame Field = Lask Name Field: Cantact:ContactFie +
B Inchagnt
[ web_services & Comparty Field =Company Field:Contact: ContactFile
B (2 sl 4 Street Field =Street Field: Contact: ContactFile
1X].project 4 CityStateZip Field | =City Field:Contact:ContactFile + ", " + 5
~ @ Samples. dtxdeployment
d | =
€3 Extender Properties 53 S|
Progperty | alue |
| o |

e Check that the Map Settings have been changed to build maps for DataPower:

http://www-01.ibm.com/software/support/acceleratedval
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=1alx]
Flle Edit Mavigate Search Prffiect | Map Card R_ules Type Tree Run Window Help
b o * v =
J (= J g' @ (&) 2 <§?| Eil | eee I % i J s J b (T A . 75 [ Resource
EBuild &l
x| @ a 2 Transformatio. ..
J | - | | | Build for Specific Platform ¥ @
T Extender Navigator 't'g. EBuild All For Specific Platform * [ontactTolabel &2 =
ew, ..
| B % Samples Referance Ll For this oukput,
(= adapters Delete 2l
El= datapower LI
48 Contack.mtt SR
5 contact.txt [erge
<§> Label,mtt Rename o | %
: . " Copy Data gudit Sethings
| Mail. mopt ¥ ContactFile (ContactFile Data) L4 [ 1# Label (Label Data)
Bl readme.txt Remmate; . S | | S
-2 dk ntackFile | Output Rule
[+ general 5 <4 Fullldame Field | = Last Marme Field: Contact: ContactFils + "
(= Inchagnt Close Rum Resulks I R 5 T 7 7
B[ web_services 4 Company Field =Company Field: Contact: ContactFile
- Eb xml = Remarks < Street Field =Strest Field: Contact: ContactFile
<[] project LIl Data Audic Settings 4 CityStateZip Field | =City Field:Contact:ContactFile + *, " + 5
-~ Samples.dtxdeployment g Unresolved Rules ) '
"o Where Used ﬂ | _,I
Open Referenced File <=5
Generate Repark roperties B
Walug
B Export To {hil I
Expart To RTT,

J j‘> Samples/datapower/Mail.mms J

e Ensure that the Map Runtime is set to build maps for DataPower:

http://www-01.ibm.com/software/support/acceleratedvalue/
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x
Froperty | Yalue |

bapdudit
bapTrace

WorkSpace File
Century Current
Yalidation Standard

Fetry

Warnings Ewvery
CodeFageFallback i

bapRuntime

sSp hErEe DataFower

Ik I Cancel
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e Click OK, then open the Preferences dialog window:

Transformation Extender Development - Samples/datapower /Mail ~..ms - Webx), “ere Transformation Extender Design SEut .. = |EI|1|

File Edit Mavigate Search Project Map Card Rules Type Tree n | Window Helg

Ici- 00RO XGQRR BG |G [T o T
e Editar

J | | | & QI 'l @Transformatio...

-

Open Perspective

U5 Extender Navigator | 50 Navigator 52 =i @Mail.mms_Contat Shiow Yiew 3 = (=

-|E|<== = ||~ Rule:

= _  (Cuskomize Perspective...
= [ samples Enter the rule Fol - gaue perspective as. ..
Eb adapkers 1 Reset Perspective. .. ;I
EIEb datapower Close Perspective _I

Close All Perspectives

€ | G0 ot LN 5

v @y Contact%ile Data) Iyt o [ 1# Label (Label Data)

£ Contact.mtt
Contact.bxt

- % (7 ContactFile Cutput Rule
e > @ contert () v QLabd ]
B general 4 Fullldame Field = Last Mame Field: Contact: ContactFile 4+
(= Inchagnt
[H-[= web_services < Company Field =Company Field: Contact: ContactFile
(= sl 4 Street Field =Street Field: Contact: CantactFils
""" ] .project 4 CityStateZip Field | =City Field:Contact:ContactFile +*, " + S
""" & samples.dtxdeployment
< | |
Extender Properties &3 |
Froperty YWalue |

e And then, using the left-hand menu, navigate to Transformation Extender / Map / DataPower. If
necessary, click on the tab labelled TX-Test XML Firewall Service:

http://www-01.ibm.com/software/support/acceleratedvalue/
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T Extender Navigator 3 . T3 Me

Bl [ % samples
[]-'B Configu

[ Misc

[

[2

-2 Schema
- Syskem
[
2
=

FL 2 el il

ration Files

B2 Database Files
-2 DTD Files

----- (2 ICL Files

['J-"@ Map Executables
[ @ Map Files

(2% MAR Files

]..
H- E: Resource Files

Files
Definition Files

H-E5 Type Trees
'JB TypeTree Script Files

Bl 4 Mail

=83 ContactTolabel
Ej% Input Cards

gt Output Cards

@ Composition

IBM Software Accelerated Value Program

‘%) Transformation Extender Development - Samples/datapowe
File Edit Mavigate Search Projec

| =
-

references

Itype filker text

[ General
[#- Agent Controller

[+ Ant

[¥- Draka Management

[ Help

[#- Imporker

[#- Install/lUpdate

- Java

[ Java EE

[¥- Javascript

- JPA

[ Plug-in Development

[#- Profiling and Logging

[ Run{Debug

[ Server

- Service Policies

[ Teamn

[ Test

[=- Transformation Extender
Compiled Map Extensions
Deployment

E| -Map

: . DataPower >

- Profiler

¢+ Run Options
-~ Text File Importer
-Type Tree

/b Missing password,

<

Host: I_dp|

Pork: I 100z2

=18] x|
-8 x|
e O
|
Tx-Test WML Firewall Service |§MLM gement Interface Service
E

] Secure Transpork

[ Save Messages

v Request v Response /

\/

- Yalidation Security
- Web
- Web Services Manage Certificates |
[+ ¥Doclet
[ HML Restore Defaults | Apply |
@ QK I Cancel |

kactFile + "
BCEFile
File

EENES

= ="

e Enter the host (“dp”) and then the port number. Use the port number for this workstation — this will
be 8xx2, where xx is the two-digit number that was assigned to this workstation. Ensure that
‘Secure Transport’ checkbox is unchecked, and check both the Request and Response
checkboxes under Save Messages. Click OK.

e Next, you will set up and configure the DataPower services to allow integrated testing from Design

Studio. Minimize Design Studio while you configure the DataPower device.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Part 2: Configuring DataPower for Integration with WTX Design Studio

e Start Internet Explorer from the desktop. You may get a message warning you about the
certificate; you can ignore this and continue on.

e The DataPower login screen should appear. [if not, the url is https://dp:9080/] Log into this
workstation’s domain (WTXxx), using the userid (WTXxx) and password provided for this
workstation (WTXxxxx):

*Your session exared. Please logi.

WebSphere DataPower Login
X150 console at pswdp3

Cancel
r

e The main window of the DataPower GUI will paint. Click on Import Configuration:

http://www-01.ibm.com/software/support/acceleratedvalue/
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ZiDataPower X150 | Control Panel - Microsoft Internet Explorer

Eie Edt Vew Favorites Took Help

g [=[ 1}

&

QEack » ) v N 2] | Dsearch cFavertes €8 | (1w o 3

Address |@ https: | dp o090y

WebSphere. DataPower XI50

S —

Control Panel Debug-Level Logaing and Debug Logging (in default domain) are enabled, which impacts performance. Manage debug settings.

Control Panel

Services

Network

Administration

® =2 - —~ad
Build: 133513

IBM WebSphers DataPouer web Service Multi-Protocel XML Firewall  web Application  XSL Accelerator
Proxy Gateway Firewall
Monitoring and Tr

@ 3¢ o)

View Logs Troubleshooting ~ Web Services View Status
Monitor

Capyright IBM Corporation 1955-
2011

Ly

Files and Administration

= "»»Ar
¢ |
=
File Management System port Keys & Certs
Configuration ffiguration Management

Having trouble? Additional support resources are available.

* Find more informatian on the WebSphere DataPower Support Site,
o Generate an error report,

] B |unks >

Don't forget to save your work before you logout. |
[&] hitps: [/dp:9090 7w Frame=falsed [ [ [ 5 [@ Twstedsies 4
e And then the Browse button on the next page:
2} DataPawer XI50 - Microsoft Internet Explorer . i [=]

Fle Edit View Favortes Tools Help

QBack - 3 - [ [2) (] Psearch Jrravortes €| (1~ b B

address [ heeps:jidp: 0090 servizeImpart

WebSphere. DataPower XI50

—

Control Panel

Debug Logging {in default domain) is enabled, which impacts performance. Manage debug settings.
Import Configuration

Select options for Import

Services
Hel
Network Aol

Administration

 KML
From
Firmuare Rewi KIS0.2.8.2,1 @ Z1p
Build: 193913
IBM WebSphere DataPouer Elle

Copyright IBM Corporation 1999-
2011

Use Deployment =
Foher (nane) o
Rewrite Local

Service @ on © off
Addresses

Mext | Cancel

Don't forget to save your work before you logout

&]zm

=
B @

e Select and open the zip file c:\LabFiles\WTXxxDomainlmport.zip. This zip file is just a [slightly

modified] export of the domain setup that is provided on the DataPower Resource CD.
Typically, an administrator would set up a single WTX domain on a development DataPower

http://www-01.ibm.com/software/support/acceleratedvalue/
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device which would serve the needs of any number of developers. For this lab exercise, you
will be importing a slightly modified version. The zip file you will import permits each person
working through the lab to setup and configure these services.

Lack ir: | () LabFiles - e®mckE-
IEI Copy af mulkiplelo, kxk rulkiplelo-JustEmps. msg
curl-cmd.sh EI mydepts.bxk
E:I curl-crnd . Exk pswdp3-rpt-raleigh-ibm-com-privkey . pem
IE] dept, bxt pswdp3-rpt-raleigh-ibm-com-sscert, pem
I dpDataPower Devicecert, pem S kransfarm,xsl
Ej emp.bxk I?ZI kst bxk

| https-privkey , pem [ wTrexport-16-Feb-2011 Zip

https-sscett, pem S

[Z] JustEmps01 bxt

IE:I JuskEmps. bxt

1] MultiCardConfig. zip

multipleIC.msg
mulkiplel.zip

mulkiplel0-errarl . msg

mulkiplel0-errar2, msg

L |

File name: IWTK:-:HD amainl mpart. zip

EI WTkservice-sscert, pem
(] WTxDomainImport, zig

Files af type: I.-’-'-.II Files [*.7]

e Then click Next on the following screen:

http://www-01.ibm.com/software/support/acceleratedvalue/
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3 DataPower X150 - Microsoft Internet Explorer 101 xl

File Edit Wiew Fawarites Tools Help | %"
Cback ~ €3 - ] &) = | ) Search <7 Favorites 421 | (A~ e B

Address I@ https: ffdp9090fservice/Import

Links **

WebSphere. DataPower X150 2 13 - i fig Logout

Control Panel Debug-Lewel Logging and Debug Logging (in default domain) are enabled, which impacts performance

Status

Import Configuration
Services E p g
Hel
Network .
Administration 5
select options for Import
Objects
=ML
From
Firmware Rew HIS0,3.8.2.1 o ZIP
Build: 192913
IBEM WebSphere DataPower File IC:\LabFiIes\WTHxxDDn Browse. .. I sk
Copyright IBM Corparation 1999-
2011
lﬁlzﬁc[;eployment Im +I I
Rewrite Local
Service & on 0 off -
Addresses
Don't forget to save your work before you logout -
4 | »
@ 200 E | @ Trusted sites A

e The following screen shows all the objects selected from the zip file for import, with all the new
objects and artifacts pre-selected. Select the ‘Import’ button, and then ‘Done’ on the following
screen:

14
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, S
Fle Edt Uiew Favorkes Toos Help | =
Qeack - - [\ B (0] Pseach SrFavoites @ | (- L B

Address [{] https://dpig09afservice/import ESERE

¥ Matching Rul

- |

=

E]
£

The following configuration already exists: Select: all | No

[7] URL Map: default-atternpt-stream-all

[] compile options Policy: default-attempt-stream
| User Agent: default

og Target: default-log

| NFS Dynamic Mounts: default

| Processing Metadata: ftp-ussrcert-metadata
rocessing Metadata: ftp-username-metadata
[l Processing Metadata: ssh-password-metadata
] sLM action: notify

1 5LM action: shape

1 SLM action: throttle

|»

tatistic Settings: default o
| Processing Palicy: default
Web Services Management Agent: default LI
The following files are new: Select: all | None
M local: #//deployed/Cho1/ContactToLabel.dpa
| local:///deployed/Ch03/ContactToFullLabel.dpa
ocal:///deployed/xml-03/ContactzXML.dpa
| local: ///deployed/MultiInOut/Multioutput.dpa
W local:4/¢deployed/MultiInOut/Multilnputs AndMultioutputs . dpa
1 local: f/fdp-tx-interap-protocal wsdl
ocal:///prepareTkMap x5!
¥ local: #4/preparaT=Inputs sl
[ local: /##finishTTest.xsl
| local:#//createTracesndLog.xsl
ocal: //freportTRTestErrar.xsl
These private key files were not included in the export package:
[ certispidtecert.der
[ certifffwtzkey .pem
Don't forget to save your work before you logout _|

&) 200 [T [ |5 [ trosted sites 4

15
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Fle Edt Yiew Favorites Todls Help

/3 DataPower X150 - Microsoft Internet Explorer Y [m] 4]

Qeak + O - ¥ 2 (h| P seach Srrmeores & | (10 L B

Address [E7 hitps

WebSphere.

Caontrol Panel

File Import Results

Debug Logging (in default domain} is enabled, which impacts performance, Manage debug settings.

e Import Configuration

Network Help
Administration
Object Import Results
B crypto certificate: iderad-tx-test-https_cert =
Firmuare Rew; K150.3.8.2.1 K crypta Key: idered-tr-test-https_key
BUlldss oAty Ecrypto Identification Credentials: idered-tx-test-https
G Rtins datne) B crypto Profile: tx-test-hitps
Copyright IBM Corporation 1595- =
2011 Ed Matching Rule: ALL
EdMatching Rule: chol-1 o
L‘]Matchlng Rule: Cho1-3
B matehing Rule: chos-1
Ematching Rule: chos-z
E-/HMatchlng Rule: MutiInout ﬂ

e local:///deployed/Ch0l/ContactTolabel.dpa: OK
local:/¢/deplayed/Cho3/ContactTaFullLabel dpa: Ok
local:/éfdeployed/xml-03/ContactZXML.dpa: OK
local:///deployed/MultiinOut/Multioutput.dpa: Ok
localt//fdeployed/MultiinOut/Multilnputs AndMultioutputs.dpa: OK
local:/4fdp-tx-interop-protocal.wsdl: OK
local:///prepareT<Map. sl OK

local:/ffprepareT=Inputs.xsl: OK

local:/#/finishTHTest.xsl: OK

local:/¢fcreateTracesndLog.xsl: OK

I Ica\:/.//reportTXTastError.xsl: QK

Don't forget to save your work before you logout

|

[&] 200

T B @ mstedstes

e After you have imported this configuration file, the main Control Panel should display. Click on
the XML Firewall Wizard icon. The next screen to appear lists the three imported XML
Firewall services from the zip file. However, you will see that all three services are in a down
state, since there are other services on the device that have already allocated the same ports
on which the new services that you have just added are configured to listen. So let’s fix that
up! You will correct all three services in turn while we’re here. First, click on the ix-test service
to bring up the configuration screen for that service.

e Change the Device Portto 8xx2 (where xx == your workstation ID):

o NOTE: This value must match the value you configured in Design Studio in Part 1!

16
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ZDataPower X150 | Configure: XML Firewall - Microsoft Internet Explorer I (=] ]

Ble Edt Yiew Favorites Tods  Help | r
Qiack - ) - [ 2 0| Oseach JrFavorkes | (- 0 B
Address [ https: dp: 5030 service ML Fremaljtx-test

WebSphere. DataPower X150

Control Panel

Services Configure XML Firewall

Network

Debug-Level Logging and Debug Logging (in default domain) are enabled, which impacts performance. Manage debug settings.

Y General  Adusnce d Stylesheet Params Headers Monitors #ML Threat Protection

Objects Clone | Export | Wiew Log | View Status | Show|
Frobe [ validate Conformance [ Help

Fi Rew XIS0.3.8.21
gggggggg ¥ML Firewall Service status: [up]

Build: 193913
IBM WebSphere DataPower General Configuration
Copyright IBM Corporation 1399-
Firewall Name XML Manager
[x-test * tx-default B
Summary Firewall Policy
| an example XML Firewall Service tx-test = |*
Firewall Type URL Rewrite Policy
Loopback =1 (nnne)j' _|+ _I
Back End Front End

with a loopback proxy back end type, there is no back end server; Device Address

the device is responding to the client. | 0.0.0.0 Select Alias [
100EE

wiith this type, there is no back end server which needs credentials  SSL Server Crypto Profile

from the device. [traner =] |0

wiith this type, the respanse type is always "unprocessed”, Request Type
ML hd
Don't forget to save your work before you logout ;l
[&] 200 R EN 4

e Click the Apply Button (which will be enabled once you change the port number).

THE REST OF PART 2 IS OPTIONAL -- SKIP THE REST OF THIS SECTION FOR NOW AND
PROCEED TO NEXT PART OF THE LAB (PART 3 ON PAGE 25). YOU MAY RETURN TO THIS
SECTION AFTER COMPLETING THE LAB IF TIME PERMITS.

e Now, return to the list of XML Firewall services (from the main page click Control Panel, then
XML Firewall). Repeat these steps for the deployed-tx-test XML Firewall, but this time specify
port 8xx4.

e Next, you will set up the XML Firewall service which accepts https connections from Design
Studio. This service is named tx-test-https. Return to the list of XML Firewall services as you
did for the previous two services, then click on the tx-test-htips service. The first configuration
change you will make is similar to the changes we made to the first two firewalls — change the
Device Port to 8xx3:

17
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; DataPower XI50 | Configure: XML Firewall - Microsoft Internet Explorer 1 =0 5[
Elle  Edit ‘“iew Favorites Tools Help ‘ a"
Qeack - O - ¢ 2] (0] Poearch Joravaries @ | (3- L B

Address [&] hitps: {fdp: 5090/servicofML Firewaltx test-hitps | Gao ‘L\nks S
Control Panel The running canfiguration of the domain contains unsaved changes, Review changes,

Debug Loggaing (in default domain) is enabled, which impacts performance, Manage debug settings.

- Configure XML Firewall

General Advanced Stylesheet Params Headers Manitors HML Threst Protection
ob
apply | Cancel | Delete Clone | Export | Wiew Log | biew Status | Show|

Probe | Walidate Conformance | Help
Firmware Revi #150.3.8.2.1
Build: 193313
IBM WiebSphere DataPower

Copyright IBM Corparation 1993-  General Configuration
2011

®ML Firewall Service status: [down - Required referenced object not up]

Firewall Name %ML Manager

[te-test-https I [odetaur =] +].|*
Summary Firewall Policy

[an example ML Firewall Service tr-test e T
Firewall Type URL Rewrite Policy

[Coopback =] + (none) =] +| ..

Back End Front End

With a loopback proxy back end type, there is no back end server; Device Address

the device is respanding to the client. (0000 Selsck alias %

Device P

1002

With this type, thers is no hack end server which needs cffentisls  SSL Server Crypto Profile

from the device. |t><—test'httbs | [dnwn]ﬂ;l

With this type, the response type is always "unprocessed"”,

Request Attachments

Allow -

Don't forget to save your work hefore you logout ;l

[z I = B R

¢ Note, however, that the object SSL Server Crypto Profile is also down. You will now correct
the configuration for that object as well. Click on the edit button ("...") to the right of the SSL
Server Crypto Profile object ix-test-htfps. The configuration screen for the Crypto Profile
object displays:

18
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swdp3 - Configure Server Side S5L - Microsoft Internet Explorer

WebSphere. DataPower XI50

General Advanced

E Configure Server Side SSL

Apply Cancel Wiew Log

Address @https:,l’,l’dp:9090,1’5ervice,l’CryptoProFiIeWizard?step=First&action=Edit&direction=Server&parentId=input_reverse—crypto—profile&popup=true&e b

View Status

Help

Profile Name

tx-test-hitps *

Server Credentials

The server certificate presented to clients making S5L connections to DataPower appli‘énce.

Server Certificate Password

Use Password Alias

_:l:onfirm Password:|

" on (& off

|cert:xW
Server Private Key N
[tnone) - || Opload,,, - Fetch... Edit.., Vit
Private Key Password - Confirm Password:..
Use Password Alias  on & off
Ic:er‘t:.-"’.-"’.-"’ 'I
Server Certificate
I(none) 'I Upload... Fetch... Edit., Wiew, .,

Trusted Clients

ITr’J.l_'stgj:I certificate(s) presented by clients to the Dia'thn_i:\l:eJ" appliance when using two-way S5L (mutual authentication).

Authenticate/ Yalidate
Certificates

' on & off

Trusted Certificatesf
Certificate Authorites

’ Delete

Icer‘t:fﬁ 'l

I(none) 'I Add Details... Upload... Fetch... Edit... Wiew., ..
Password I Confirm Password
Certificate ¥Yalidation Mode |Match exact certificate or immediate iss_x |
Send CA List To Client| ¢ on & off
=l
@ Done ’_ ’_ ’_ E |&® Trusted sites 4

e Click on the Upload... button to the right of the drop-down list to the right of Server Private
Key, and then browse to select the file c:\LabFiles\WTXservice-privkey.pem. Open the file,
then press the Upload button on the next page to complete the upload. On the confirmation
dialog that appears, press Continue.

http://www-01.ibm.com/software/support/acceleratedvalue/
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3 DataPower X150 | Confirm Action: - Microsoft Internet Explorer -10O] x| |
Address @https:,l',l'dp:9DQU,I'system,l'FiIeMaintenance,l'?skipNav=true&acti0n=uploadﬁ|e&dirName=cert:,l',l',l' j —) Go | -ﬂ’ ‘e&edlt-ob]ecl
=
Upload File to Directory cert:if f F
Choose file L x|
File to upload: o :
2 Lok in: | () LabFies x| & & ef E-
E] Copy of mulkiplel0,kxt W Txservice-ssoert . pem
Savieras: f| curl-cmd.sh
I * 27| MultiCardConfig. zip

mulkiplels. msg
2 I mulkiplelo, zip
multiplelo-errorl.msg
multipleIo-error2. msg
multiplelo-JustEmps.msg

E] mydepks,kxk
pswdp3-rpt-raleigh-ibm-com-privkesy. pem
pswdp3-rpt-raleigh-ibm-com-sscert. pem
[Z] bst.bt
E. _

[T overwrite Existing File
Upload | Cancel |

4||£| W THservice-privkey . pem

File name: IWTXservice-privkey. PEr

Files of tpe: Al Files [%7)

|@ Done ’_ I_ ’_ ’_ E |0 Trusted sites

!

20
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23 DataPower XI50 | Confirm Action: - Microsoft Internet Explorer 10| x|
Address @https:,l'll'dp:9EIQEI,l'system,l'FiIeMaintenance,l'?ski|:|Nav=true&au:tiDn=uploadfile&dirName=cert:,l',l'll' j Go ‘ a" ‘
Upload File to Directory cert:f f f
File to upload:
|C:\LabFiIes\WTHservic- Brawse...l
Save as:
| WTxservice-privkey.pem B

|&] Done I_ ’_ I_ I_ E | Trusted sites

[
/4

21
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a DataPower XI5S0 | Confirm Action: - Microsoft Internet Explorer ;Iglﬂ
Address I@ https: fidp: 9090} systemFileMaintenance) ?skiphay=true j ao | 'l.;r ‘
=

The file:
- cert AW TR service-privikey.pem has been uploaded successfully.

a

|@ Dane l_ l_ l_ l_ ré_ |ﬂ Trusted sites

e Repeat the steps for the Server Certificate, selecting the file c:\Labfiles\WTXservice-
sscert.pem:

22
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£} DataPower X150 | Confirm Action: - Microsoft Internet Explorer o [m] |
o it-ohrigc!
Address @https:,l',l'dp:9DQD,l's‘;-'stem,l'FileMaintenance,l'?skijav=true&acti0n=uploadﬁle&dirName=cert:,l',l',l' j G0 | t' ‘ Eedit-objec
=

Upload File to Directaory cert: ff f

Choose file x|
File to upload:

Look it | () LabFiles | = E ek E-
I Brawss... | =
. E:I Copy of mulkipleI0, bxt EI W TXservice-sscert, pem
L curl—cmd.sh

dpDataPowerDevicecert, pem
MultiCardCanfig. zip
multiplel0.msg
multiplelO. zip
EI multiplelD-errarl .msg
multiplel0-errorz .msg
multiplel0-JustEnps. msg
Ej mydepts.txk
pswdp3-rpk-raleigh-bm-com-privkey . pem
pswdp3-rpt-raleigh-ibm-com-sscert. pem
[Z] kst bxt
WTxexport-16-Feb-2011 . zip
WTXservice-privikey, pem

= [0 |

File name; IWTXsewice-sscert.pem j

Save as:

| *

[ overwrite Existing File
Upload | Cancel |

Filez of type: IAII Files [".7] j

|&] Deone ’_ ’_ ’_ ’_ E |8 Trusted sites ﬁl

e Save your changes to the Crypto Profile object by clicking the Apply button, then click Apply
again on the XML Firewall configuration screen. The list of the three XML Firewalls should
reappear, and all three services should now be in Op-State up.

23
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Z DataPower X150 | Configure: XML Firewall - Microsoft Internet Explorer i -lol x|

File  Edit View Favorites Tools  Help | 0
Qoack - ) - [ B 0| Psearch JrFavorkes | (- 1 B
Address [ https:Jdpi3090/servicslist XML Firewal

| Ed s |Lnks >
B

Control Panel

Serlices Configure XML Firewall

Debug Logaing (in default domain) is enabled, which impacts performance. Manage debug settings.

Network
Adrminietration %ML Firewall Mame | Op-State | Logs | Req-Type | Local Address | Port | Resp-Type |Remote Address|Port
deployed-tx-test up »| xml 0.0.0.0 10024 | unprocessed
tr-test up # | =l 0.0.0.0 10022 | unprocessed
Firmware Rev: #150,3.8.2.1 tx-test-https up »| xml 0.0.0.0 10023 | unprocessed
Build: 193513 - . .
e o Add Wizard Add Advanced |
Copyright IBM Corporation 1999~
Don't forget to save your work before you logout ;l

[z TS e mstedstes

e Save your configuration by clicking on the Save Config menu choice (in the blue header
section). You have now completed the configuration steps on the DataPower device.
Minimize Internet Explorer, and return to your WTX Design Studio session.

24
http://www-01.ibm.com/software/support/acceleratedvalue/



Changing the Way Business and {7

Impact2Ott

Leaders Work

IBM Software Accelerated Value Program

Part 3: Test Design Studio Integration with DataPower

From the Navigator tab, click the ‘+ menus to open Samples / datapower, then double-click on the map

Mail.mms:

File Edit Mavigate Search Project Map Card Rules

Type Tree Run Window Help

=10l x|

[ wi v 1 CQ@Ge 5@ ES |G|~ |Q-|# -850 G- - T [ Resource
J | e g TransFormatio. ..
i5. Extender Mavator | T3 Navigator &2 = O |[ ) mail.mms ContactTolabel &2 il |
P = <)==D = ||+ Rule:
= [_’ samples Enter the rule For this output,
Eb adapters 1 ;I
EIB datapower LI
45 Contack.mtt ;
v Mapg
abel.mtt @| % OG| b 4
Mail.rmns
% [ 1# ContactFile (ContactFile Data) L4 o [ 1# Label (Label Data)
readme, bxt
(= dk w (@) ContactFile Output Rule
ol oyt b @ Contart () v ®Letel ]
B general 4 Fullldame Field = Last Mame Field: Contact: ContactFile 4+
(= Inchagnt - - -
F-[= web_services < Company Field =Company Field: Contact: ContactFile
(= sl 4 Street Field =Street Field: Contact: CantactFils
""" (] project 4 CityStateZip Field | =City Field:Contact:ContactFile +*, " + S
""" & samples.dtxdeployment
[l | |
73 Extender Properties 52 S|
@
Froperty YWalue |
| 0% |
e Now, Use the Reset Perspective menu option under the Window menu to open the map pane:
25
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[ 5 -

| | |

File Edit Mavigste Search Project Map Card Rules Type TFEE
] 2 Tew WWind
|G L HGRD G DR | G Wy
| & QI l

-

e Editor

Open Perspective

IBM Software Accelerated Value Program

=10l x|

%’ f[\:, Resource

g Transformatio. ..

(= dsgnstud

(= general

(= Inchagnt

H-(= web_services

H- (2 sl

""" |X| .project

""" & Samples.dtxdeployment

Frm W B e O O e O o

Mavigation

€ | %o ot

Preferences

U5 Extender Navigator | 50 Navigator 52 = =l @ Mail.mims Contai  Shaw iew =
= .
| = <)==D ~ Rule: =
B [% samples Enter the rule Fg
B adapkers 1 > ;I
-2 datapower . LI
£ Contact.mtt Close &l Perspectives

% [ 1# ContactFile (ContactFile Data) L4 o [ 1# Label (Label Data)
w (@) ContactFile Cukput Fulz
G o > Quan —
4 Fullldame Field = Last Mame Field: Contact: ContactFile 4+
< Company Field =Company Field: Contact: ContactFile
4 Street Field =5treet Field: Contact: ContackFile
< CityStateZip Field | =City Field: Contact:ContactFile +*, " + 3
. I i
Extender Properties &3 |
Froperty Walue

J=<>

From the Outline tab in the left-hand that appears as a result, expand Mail and then right-click on

the ContactToLabel map. Select Build to build the map targeted for DataPower:

http://www-01.ibm.com/software/support/acceleratedvalue/
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% -

ransformation Extender Development - Samples/datapower /Mail.mms - WebSphere Transformation Extender Desig - |EI|1|
Edit Mavigate Search Project Map Card Rules Type Tree Run  Window Help
= P . ] . : e
| i - | Bl x| aal Jdeecexx@ess | 4|~ |Q- £ [ Resource
J Qn 2 J 2 - # . - - @Transformatio...
T Extender Navigator 53 T Navigatorw - = @Mail.mms ContactToLabel 23 |
= <§> =~ ||+ Rule:
% Samples Enter the rule For this output,
t E
E
* Map
€| %ot %
% T 1# ContactFile (ContactFile Data) 44 % [ 1# Label (Label Data)
¥ Celete [ ContactFile Oukput Rule
|| Copy @) Contact (s) @ Labe!
Merge 4 Fulldame Fisld = Last Mame Field: Contack: ContactFile + "
Rename < Company Field =Company Field: Contact: CantactFile

4 Street Field =5treet Field: Contack: ContactFile
< CityStateZip Field | =City Field:Contact:ContactFile + ", " + 5

Chrl+HL

Build For Specific Platform L4
Build all For Specific Platform L4
g Output C - Remote, 4| | |

ﬁ] Organize
BRI € Run Chrl+R

7 Run Locally der Properties &3 =

7 Deplay ta DataPower. ., ity Yalue |

&' Run Results

Close rum results

2 Map Settings Chrl+iz

Remarks
[ Data Audit Settings
FE| Unresolved Rules

25! Map Solution Diagram

¢ Note that the icon representing the map gives you a visual indication that this map has been
compiled for a DataPower runtime.

¢ Now, you will use the integrated facilities of Design Studio to run the map on DataPower. First,
you will open the session view so you can see the results of the test that you will run shortly.
Choose Window / Show View / Session from the menu:

27
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File Edit Navigate Search Project Map Card Rules Type Tree R

ransformation Extender Development - Samples/datapower/Mail. nms - WebSpher

=1olx|

d elp
[N leeGe @ G |G~ |Q~]|s dneiow | @ Transfor...
| W=l et a| LI New Editor
% Bxtender Navi | % Navigator 22 = O|/@ Mail.mms ContactTolabel &= ive 3 =0
# | 5 %5 7|~ Rule: E- Analysis Results
B % Samples || Enter the rule for this output. T o | Audit LD.Q
1 . @ Breakpoints =l
Save Perspective As... i
: [&5 Build Results =l
. Reset Perspective... = ;
<> Contact.mtt - Map = = Category View
B Contact.txt Close Perspective )
@ % ol | % Close All Perspectives - Compaientivicn
<> Label.mtt ) b @® Composition
—© Mail. T : .
= e— <1 1# ContadtFile (ContactFile Data Navigation * Ui Data Audit Settings
& Mail.mop! = Extender Navigator
B readme.txt ¥ @ ContactFile Preferences Extender Properties
w-= dk | | » © Contact (s) ¥ © Label % Fynctions -
®- = dsgnstud + Fulll & Ttem Range View tactfile +
= glge';lera't + Com 4 Ttem View File
=~ Inchagn L : .
il Lo hd 4 Strei E_ Outline Alt+5hift+Q, 0 Je
%= Qutline &2 . ® Composition| — O + Cityt roﬂer i
2 & Mail
£#) ContactTol abel —
£l Unresn%ed Rules
7 @ Where Used _’I
Other... Alt+5hift+Q, Q
& Extender Properties & v =0
Property | Value |
[a |
e Now, right-click on the map ContactToLabel and select Run:
28
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ansformation Extender Development - Samples;/datapower/Mail.mms - WebSphere Transformation Extender Design Slzuﬁt.; = |EI|1|

File Edit MNavigate Search Project Map Card Rules Type Tree Run  Window Help

= . By " (B
| w | | || al Jdeeeewrx@e8s | 4d|s| - |Q- B [yResource
J & - J - I o i @Transformatio...
U5 Extender Mavigator | 5 Navigator 53 =] @ Mail.mms ContactTolabel &2 =0
| = <)==D = ||* Rule:
=l [ % Samples = Enter the rule For this output,
Eb adapters 1 ;I
-2 datapower LI
*
Contact.mtt + Map
Contact.bxt
) ContactTolabel.dpa @ | g 6t | X
=| ContactTolabel.mdg
CDQtTCtTDLabe"mme o (I 1# ContactFile (ContactFile Data) YR o [ 1# Label (Label Data)
abel.mtt
Mail.rmrns ¥ Delete (2 ContactFile Output Rule
i Feadns txt Merge 4 Fullame Field = Last Mame Field: Contack: ContactFile + "
(= dsgnstud Rename < Company Field =Comparry Field: Conkack: ContactFile
[#-(= general Copy Data Audit Settings < Street Field =5treet Field: Contact: ContactFile
22 ek o
. 2 st Q Build Chrl+E < CityStateZip Field | =City Field:Contact:ContactFile + ", " + 5
o= Outling &3 o ER B ik
Eild Al Chrl+L
Build For Specific Platform L4
Build all For Specific Platform L4

4| | i
der Properties (& Session &3 =0
=
&' Run Results
Close rum results
€2 Map Settings Chrl+iz
Remarks
Data Audit Settings
Bl 9 [
£ Unresolved Rules

2 Map Solution Diagram

[ w* |

e Adialog box appears showing the results of the run on the DataPower device. Note that the port
indicated should match the port you configured earlier for the DataPower service tx-test.

tﬁ‘-v DataPower SOA Appliances El

Map: ContactToLabel
Huost: dp:g0zz
Skatus; Map completed successhully

Elapsed Time: 00:02

e After you press Cancel to dismiss the dialog box, the session view contains a log of the run:

29
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I |
Extender Properties ﬂ__& Session &3 =0

ol o o o o o ol ol ol ol ol ol ol ol ol ol ol ol i o ol ol i ol ol o ol ol o o ol rs

IEM Webh3phere Transformation Extender

DataPowver Session Log
b o

Mar 5, Z011 10:45:39 AN

Starting a DataPower Session.

e If you encounter any errors, review the session log, recheck your configuration steps to this point,
correct any errors, and rerun the test to verify successful configuration. Assuming you have done
all the configuration steps correctly, at this point you have successfully completed the setup and
testing of the simplest integration of Design Studio with DataPower.

e Because we configured Design Studio to save both Request and Response messages, you should
see both the “packaged” request and response messages. It is worth a quick look at the response
message (ContactTolLabel_Response.msg). NOTE: if you try to open the request message, one
of the MIME sections is the binary map itself in encoding application/octet-stream and may give
you some funny behavior when displayed on the screen... so best to avoid that unless you have a
binary editor! Switch to the Navigator tab on the left-hand navigation pane. Open the response
message (double-click the message from the Navigator window):

=10l |

, File Edit Mavigate Search Project Map Card Rules Type Tree Run Window Help

ij‘j' PTG 88 [~ Q-+ |8 -§l-ne- - 7 [ Resource =

_ | = Extender Maviflator | %5 Navigator 52 = 8 |/ € Mail.mms ContactToLabel (I:I ContactTolabel_Response.msg 3 T
= <"=€.=‘) = F—baegb”fﬂg—SDZC—QBUS—bTCd—QS 13761kh7816 ;I

B 3 Samples & Content-Typs: text/xml; charsst=utf-g
£ Content-Transfer-Encoding: hinary

(= adapters

[Z-[= datapower
<?¥ml wversion="1.0" encoding="UTF-&"2>

<80AP-ENV:Envelope xmlns:tx-ef="http://www.datapover.com/tx-test" xmlns:tx-dpa="http://vuw.datapover.com/tx-
—-haefh749-502c-4509-b7od-431376107516

Content-IDl: <Label.txi>

Content-Transfer-Encoding: bhinary

<i* Contact.mtt
< || Contact.bxt

Conta

-+[5 ContactToLabel.dpl
-2 ContactToLabel.log
|| ContactToLabel,mdg

|= ContactTolabel.mme 1 HLERE i]_. o
41> Label.mtt Eloomingron,

Adaws, James
| LEC Co.

D Label.bxt
& @ Mail. mms
2| Mal, mopt —-haefh749-502c-4509-b7od-431376107516
| bogn Rl Content-ID: <WDPExecutionLog>
e Content-Transfer-Encoding: binary
E: Outline E2 @ Composltlon] = =
An outline is not available, <?uml wersion="1.0" sncoding="UTF-&"7>
<WDPLogy xmlns:tx-ef="http://wow.datapover.con/ty-test” wmlns:ex-—dpa="hetp://www. datapover . cow/ tx-test/mode
</ WDPLog>

——baesh749-5020-4809-b7ed-4313761b7516-—

X | o

Extandar Propetties rL,g'f?Sessmn 53\ (m]
T TR TR AT AT AT AR T TRRTAA AT TAAAEATRT TR AT ATATRARRTARRTLARAET -
IEM WebSphere Transformation Extender

DataPower Session Log
B B B R e

Feb Z6, 2011 1:05:26 PN

Startingy a DataPower Session.

‘wiritable Insert AT ]
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e These integration services package their requests and responses as MIME messages for handling

by DataPower.

o NOTE: The DataPower services that implement (handle) these requests are also very
instructive to examine, but this lab doesn’t have time to delve into them.

e BEFORE CONTINUING WITH THIS SECTION, YOU MUST COMPLETE THE SKIPPED
SECTION IN PART 2 (STARTING ON PAGE 17) WHICH CONFIGURES THE HTTPS SERVICE
(tx-test-https) ON DATAPOWER. FOR NOW, CONTINUE TO PART 4 (PAGE 39). YOU CAN

RETURN TO THIS PART OF THE LAB LATER IF TIME PERMITS.

¢ Now, we’ll move on to configure Design Studio and DataPower to use https for communication.

e From the Design Studio menu Window, open the Preferences dialog again. Change the port for
the TX-Test XML Firewall Service to 8xx3 (to match the port value you configured for the
DataPower service tx-test-htips), and check the Secure Transport’ checkbox:

& preferences

|I:y|:ue filker kext

-izeneral
Agent Controller
Ank
Daka Management
Help
Imparter
InstallfUpdate
Java
Java EE
JavaScripk
JPA
Plug-in Development
Profiling and Logging
Run/Debug
Server
- Service Policies
Team
Test
- Transformation Extender
- Compiled Map Extensions
- Deployment
- Map
‘.. Confirmations
DrakaPaoveer
anks
rofiler

L Run Options
- Text File Imparter
[+ Type Tree
- Walidation
-iveb
-wiveb Services
- Doclet
- wML

ey I o IO O
[l By el i oy e

‘1, Missing passwaord,

=0l ]

Conneckivity

Hosks I dp

IFEl

Part: | 10023

v Secure Transpork

iLe | ¥ML Management Interface Service I

Save Messages
’]7 Request i~ Response

Security
’7 Manage Certificates |

Restore Defaulks |

Apply

I

Cancel |

http://www-01.ibm.com/software/support/acceleratedvalue/
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e NOTE: Double-check that the port number you specify here matches the port number you
configured for the XML Firewall service ix-test-https on the DataPower device. They must
match for the configuration to succeed.

¢ Click OK, then re-run the map (right-click on the map and choose Run):

'@v DataPower SOA Appliances El

Map: ConkactTolabel
Huost: dp: 8023
Skatus: Map execution request send error

Elapsed Time: 00:03

e The test fails. Diagnose the problem by examining the session log and reviewing the error.

e There is no foolproof set of steps for locating the critical piece of information in the logs that
points out the error, but it is often productive to start at the end of the log and work backwards,
since the errors are from a Java stack trace and therefore consist of a stack of nested
exceptions.

¢ In this case, you can see that the error being reported is that the certificate (presented to
Design Studio by DataPower as part of the SSL initiation protocol) can not be validated.

32
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=lolx|

[ i = | | || a al e %@ 8 || Q-] i L0 Resource
J - - o - - @Transformatin...

. Extender Mavigator | T3 Mavigator 53 =0 @Mail.mms ContactTolabel E2 =0

<:===> = ||+ Rule:

= % Samples o Enter the rule For this output,

Eb adapters
== datapower
~41¥ Conkact.mtk @ | g gt | b

2] Contacttxt

=5l ContactTolabel Request.msg = (2 1# ContactFile (ContactFle Data) iy o [0 1# Label (Label Data)

@) ContactTolabel.dpa
- |=| ContactTolabel.dpl Lol Q\ ContactFile Cutpuk Rule
2] ContactTalabel.lag I @ Contact (s) = @ Label

* Map

&l ContartTol abel.mdg <4 Fullame Field = Last Mame Field: Contact: ContactFile + J -
i ContactTol abel.mme A Cornnan Fiald —~mranan Fisld mankacks rnnr-arn: la
427 Label.mkt LL
2] Label.bxt ———————————
@ Mail.mms J— .
-~ |=| Mail.mapt
2] readme.bxt ¥
B2 dk _ilbm. j util.g: P path building failed: N

[#-[= dsgnstud ertPathBuilderException: unable to find walid certification path to

[ =
o= Outline &2 @ Composltlon] ,util.e.b(e.java:z8)

E%Ma\l at com.ibm.jssel . util.e. b (e, java: 6]
|£_| ) ContactTolakel at com. ibm.jssel . util.d.aid.java:21)

: at com. ibm.jssel.go.alge. javar§) q
% InputCards N at com. ibm. jssel . ge.checkServerTrusted (ge. java:36)

67 Output Cards Wgc bige.java:67)
-l Organizer at com. 10T hb.aihb. java:273)

. 16 more
Caused by: java.security.cert.CertPathBuilderException: unsble to find wvalid certification

path to reguested target

at
com. ibm. security.cert .PEIECertPathBuilderImpl . buildCertPath (PKIECertPathBuilder Impl. java: 64
2)

at

com. ibm. security.cert.PEIXCertPathBuilderImpl.enginebuild (PEKIXCertPathBuilder Inpl. java:357)
at java.security.cert.CertPathbBullder.build(CertPathbBuilder.java:Z55)
at com. ibm.jssel . util.e. b e, java: 112)

. Z2 more J
i

¢ In order for Design Studio to successfully connect to DataPower over HTTPS, you will need to
configure Design Studio with the public certificate that the DataPower device presents to SSL
clients for the service tx-test-https. Open the Preferences Dialog again (Window/Preferences),
open to Transformation Extender/Map/DataPower, and then click on the ‘Manage Certificates’
button. From the resulting dialog, click on the ... button to the right of the File: field, and select
the same public certificate ( c:\Labfiles\WTXservice-sscert.pem) that you used when you
configured the DataPower service tx-test-https. Note that you will have to change the Save as
type: filter to *.* because this certificate has a .pem extension, not the default .der extension.
The WTX online documentation suggests that only DER format certificates will work, but (as
you will see), PEM format certificates will work as well:
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=10] %
Itype filker bext ‘ ,fl_\., Mis<ing username. e .
. I
| H-Ant 4 Manage Certificates =l
I - '
| ElstA Slanagetienk Open Certificate | 21Xl
- Help
[+l Imporker Save jr IE} LabFiles j ¥ £ -
[ Install/Updats _
[+ Java @ Copy of multiplelo, kxt EI W Tkservice-sscert. pem
'- Java EE curl-crnd. sh
-- JawaScripk dpDrataPowerDevicecert, pem
e IR MultiCardiConfig. zip
it B Flug-in Development multipleI0.msg
- Profiling and Logaing mulkipleIo, zip
" Riln/Dehug multipleIO-errorl.msg
" :EW? i multipIeIO-errorE.msg
FattIce LOICes multipIeIO—JustEmps.msg
[#]- Team =
__ B Ej mydepts, bxt
- Transformation Extender |:|swj|:|3-r|:|t-ra:Efg:-fEm-com-prwkey.pem
. Compiled Map Extensic pswdp3-rpt-raleigh-ibm-com-sscert. pem
- Deployment ] bstat
- Map ] WTxexport-16-feb-2011.zip
WTHservice-privkey. pem
— I
< - DiakaPower 4 I _'I L
1 \§ Font-s B —
| - Prafiler File name: rvice-gsCert pem j __________ ave | 1
- Run Options [ |
... Tesk File Irioarter Save as Wfoe: ) j Cancel | J
4| v P
\—/
)] Ok I Cancel |

e After returning to the Manage Certificates dialog, type in the value dp-https-service into the
alias field. [NOTE: Any unique alias would work, but it makes sense to have the alias reflect
the use for which it is intended in some way.] Then select Add from the Store: dropdown list:

http://www-01.ibm.com/software/support/acceleratedvalue/
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[~ | |

ransformation Extender Development - Sarﬂpl

Ele Edit Mavigate Search P 1
Ele Edit Mavigate Search Projec R

-

T Extender Navigator 52

T N:

= [% samples

B2 Configuration Files
#-(2% Database Files
B[ DTD Files

-~ 1L Files

(2% Map Executables
(22 Map Files

% MAR Files

(25 Misc

-2 Resaurce Fies
#-(Z Schema Files

G- System Definition Files
- Type Trees

[]--'B TypeTree Script Files
[#-(2 ML Files

<

2 2 Mail
B-0) ContactTolLahel
E] g Input Cards
---t]‘G Output Cards
&5 Qrganizer

EE Outline 2 @ Compasition

Itype filker tesct

[ General

[#- Agent Controller
[ Ant

[#- Data Management
[#-Help

[#- Importer
[#- Install/Update

(- Java

(- Java EE

[#- JavaScript

- Plug-in Development

- Profiling and Logging

- RunDebug

- Server

- Service Policies

(- Team

[ Test

[ Transformation Extender

- Campiled Map Extensions
- Dieployment

- Text File Importer
[#- Type Tree

‘1, Missing password,

| 4 Manage Certificates

=0l

- Certificate

~ Conneckivity

Host: I dp

Skore: I CiIBMWebSphere Transformation Extender &.3javalliblsecurityicacerts

T-Test BML Firewall Service |§ML Managemt

Pork: I 10023

¥ Secure Transport

Save Messages
’]7 Request v Response

Z"i"}:Map Designer

:J

File: |C:'I,Ducumer|ts and SettingsAdministrator\Desktopihttps-sscert.per 0
Ah_aﬁ' -hittps-service: \

/.

- Manage \)

Store: Indd Vl Egecutel

Do you really wank to Add a certificate 7

ath to

- Yalidation Sty

[ web

[ Web Services Manage Certificatesl

[ XDoclet

B ML Restare Defaults | Apply
HT Col. 1O, J8562 . UCL L. 4. & (0. Java: 2 1]
at com. ibm. JEsez.go.a(ge. Javas 5)
at com.ibm. jsse.ge.checkServerTrustedge. javaz36)
at com. ibm. jsse. ge.bige. javar67)
at com. ibm. jssel.hb.aihb. javai273)

| ¥

e Answer yes to the dialog asking Do you really want to Add a certificate?. Then close the
Manage Certificates dialog, and then close the Preferences dialog by clicking OK. Repeat the
test (right-click on the map, select Run).

e What happened? You should encounter the same error as before (in the session log: “unable
to find valid certification path...”). Unfortunately, there is no way to force Design Studio to re-
read (and therefore pick up changes to) the keystore and truststore files it uses, short of
restarting Design Studio. So, restart Design Studio [and open the same workspace (clwix)
after restart]:
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mms - WebSphere Transformation Extender Design i ) - 1ol =l

File Edit Mavigate Search Project Map Card Rules Type Tree Run Window Help

e ‘ AbSRFEE Y 160w %@ S |4~ | @~ | 47~ T [ Resource
Open File,... ’7
Transformatio, .,

Close Chrl+i

= |
Closs Al ChrleShiftw 1 Mall.mms ContactToLabel 53
Rule:
. i o ) .
i ke Enter the rule for this output.
| Save fs... ' |
Save Al (ChrH-Shift+S Map
Hevert:
@ % X
Mowve. ..
R Fz -~ =
AN (2 14 ContactFile (ContactFile Daka) a4 [ 14 Label (Label Data)
Hefrash F& |
Conwert Line Delimiters To > w [ ContactFile | Output Rule
Bt s Grbee © Contart (5) I

<4 Fullame Fizlid | = Last Mame Field: Contack:ContactFile +*,
hﬂwm Workspace | 4 Company Field | =Company Field: Contact: ContactFile .

| < Street Field : =5treet Field: Contack: ContactFile
— = : e LI_I

=

g Import. ..

Properties Alb+Erter £ Extender Properties [L&a Session £3 2

=
at com.ibm. jssei.sc.alsc. javaiZi9) ;I
at com.ibm. jssel.sc.ygisc. javai3id)
at com.ibm. jssel.sc.alsc. javaid21)
Exit at com.ibm. jssel . sc.startHandshake (5o, java: 62)
bae v at comw.ibm.net.ssl.wwwZ.protocol.https.c.afterConnect (c.java: 47)
? OUtpUt Cards at com.ibm.net.ssl.wwwl . protocol.https.d.connect (d. java:14)
-G Organizer at
sun.net.www.protocol.http. HEtpURLConnection. getOutputStream (HetpURLConnection. java: 902)
at cowmw.ibm.net.ssl.wuwl.protocol. https. b getOutputStream (b, java:86)
at
Com. Sun. xml.internal .messaging.saaj.client.pZp. HEopSOAPConnection, post (HoopS0APConnection. ja
mai3lsd)
4 more J
Caused by: com.ibm,. jssel.util.g: PEIZ path building failed:
Java.security.cert.CertPathBuilderException: unable to find walid certification path to

1 Mail.mms [Samples/datapower]
2 Mail.mms [IEM]. .. datapower/examples]

requested target
at com.ibm. jesse.util.e.bie.java:28)
at comw.ibm. jsseZ . util.e.bie.java:6)
at cow.ibm. jsseZ. util.d.aid.java:21) ;I

e And then try to Run the test again:
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File Edit

Wavigate Search Project

nms - WebSphere Transformation Extender Design.

Map Card Rules Twpe Tree Run  Window Help

=1alx|

i |
[

it -

|| @ al HeeGea%@Rgs |4t

J Q - J 4 5 [ Resoures

@ Transformatio...

T Extender Mavigator 53 o Navigatur] = O || @ mail.mms ContactTolabel 5 =
= S}:D = || Rule:
S [ % Samples Enker the rule for this output,
B2 Configuration Files
&% Database Files > Map
#-(Z DTD Files €| % el | %
[ ICL Files
*Map - -
; ¥ Delete [ 1# ContactFile (ContactFile Data) o4 [ 1# Label (Label Data)
Copy % @) ContactFile Output Rule
Merge =
- e [ > ® ot I
enane I -
B 4 Fullame Figld = Last Mame Field:Conkack: ContactFile + ", " +
B St < Company Field =Company Field:Conkack: ContactFile
" | = | i : -
E]"'g Svste @ puild CtrltB o b - gt y
|
-l Tvme | i Al ChrkH
-2 Type = - - = =5
[ WMLF Euild for Specific Platfarm 4 Extender Properties ﬂ:‘# Session &3 pas
ﬁ? Build All for Specific Platform Y =
= ot
B= OJ_-!{lIQg et IEM WekSphere Transformation Extender
DataPower 3Jession Log

R e e e

Febh 26, 2011 1:02:57 PH

G Run Results

Close tun results

Starting s DataPower Session.

Feb 26, 2011 1:02:57 PH

@ Map Setkings

Chr+-G

Remarks
[l Diata audit Settings
QEE] Unresolved Rules

Attaching file C:hywox' Sampleshdatapowerh ContactToLabel.dpa to Request message.

Febh 26, 2011 1:02:57 PH

2 Map Solution Diagram
o where Used

Attaching file C:bwtx)Samwples)datapower' Contact.txt to Request message.

Feb 26, 2011 1:02:57 PH

Open Referenced File
J i Conyett to Laocal..,

This time, the map executes successfully!
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=olx]

File Edit Mavigate Search Project Map Card Rules Type Tree Run  Window Help
jss-lio ] v moixlaal /0060 @@ 8% Gl Ja-]yr 5w
J v s B e o i Transformatio...
T Extender Mavigator 52 gl Navigator] i @ Mail.mms ContactTolabel 23 o
= §$ = || Rule:
B % samples Enter the rule faor this output,
[]-"B Configuration Files
(22 Database Files T Map
B-{= DTD Files [+ | g gt | ®
(2 )L Files
- Map Executables IVQWMt o =l T o i
@} [datapower]Contact Tolabel, dpa L % il € DataPower SOA Appliances I e
[]"'Bi Map Files & (@ Cortactf Rule
(% MAR Files I = Map: ContactTolabel
[H-[= Misc B @ contaq i
#-22 Resource Files Host = Last Mame Figld: Contact: ContactFile + ", " +
-z Schema Files =Company Field: Contack: ContactFile
- System Definition Files Statug Map completed successfully T v . Z
Ry Type Trees —I
E]"'B TypeTree Script Files = Elapsed 00:02
B WML Flles Extender Propert =m]
EEEERAEEERALS i Cancel 1 % =
@ Compnsition] |

Bl 4 Mail
- ContactTolabel

DataPower Session Log
E R e T T e e

Feh Z5, £011 1:0Z:57 FM
Starting a DataPower SESSIUJk
Feb 25, 2011 1:02:57 PM

Attaching file C:hywtxhZampleshdatapowerhContactTolakel.dpa to Regquest message.

Feb 26,

Feb z6,

2011 1:

Attaching file

2011 1:

0z2:57 PH

C:ywtx\ Sampleshdatapower’ Contact.txt to Request message.

0z2:57 PM
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Part 4: Configuring Design Studio to Upload Maps to DataPower

Another useful feature of Design Studio is the ability to upload compiled maps directly to a
DataPower device. This functionality would typically be used when a developer is implementing a
DataPower service which integrates a map into that service. While iteratively developing
(changing) the map in Design Studio, it is handy to be able to upload the map to the DataPower
filesystem from within Design Studio so that the new map can be tested.

To begin configuring this feature, open (once again) the Preferences Dialog to Transformation
Extender/ Map / DataPower. Select the XML Management Interface Service tab. Now, enter the
User, Password, and Domain specific to this lab workstation. The user and domain will be
WTXxx, where xx is the two-digit number you are to use for this workstation, and the password is
WTXxxxx. (These are the very same user, password, and domain that you used to log into the
DataPower GUI.) Leave the port setting at the default value (5550) — this is the DataPower XML
Management service port; there is only one port setting for the entire device.

o NOTE: For this functionality to be available, the DataPower administrator must enable the
XML Management service on the device. That step has already been done for this lab’s
device.
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=101
File Edit Mavigabe Search  Projed
8 [a] £
J W J eQGéE W (1) Missing passward, v v &
[EE %] e e
- - (- General ~ Connectivity
5. Extender Mavigator | T Mavigakr (£ Agent Contraller =0
- dnt Host: | localhost
[#-Data Management Tt-Test i Firewall SeNicg” &ML Management: Inkerface Service
E % samples [#-Help -
. = adapters - Imparter Usar: WTH0Z j
B datapower [#- InstallfLpdate pasedbrd: I =
i Contact ke [ Java ‘
) [ Java EE Port I 5550
I8 Jevascript Do [0z
- JPA -
B Maimopt []--Plug.-?n Developmgnt Flle ptions
i [#-Profiing and Lagging Defa file: |Ioc Huser_namek{map_name} j Custanm, .,
[#-RuniDebug
B (= dk - Server [ Qverwte Tile without asking
B degnstud - Service Policies .
F-(= general & Team tFile + "
B[ Inchagnt - Test ;
(= web_services [=l- Transformation Extender k
(= wml - Compiled Map Extensions
project - Deployment '-'; s
Samples. dbxdeployment = Map -
- Canfirmations
- DataPower
- Forks
- Profiler
----- Fun Options j
- Text File Importer
- Type Tree T |
-~ Validation Secuity
[#-Web |
& Weh Services " Manage Certificates
[ ¥Daclet
[ ML
@

J=<:

e C(Click OK to save your new settings, then test that you can upload a map from Design Studio to the
DataPower device by right-clicking on the map and selecting Deploy to DataPower:
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File Edit Mavigate Search Project Map Card Bules

[ = J
[ 8 e .

Type Tree Bun ‘Window Help

ail.mms - WebSphere Transformal
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=City Field:Contact: ContactFile + ", " + State Field: Contact:Co..,

Extender Properties ﬂ} Session
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Starting = DataPover Session.

IBEM WebZphere Transformation Extender
DataPower Zession Log

R et

R R R

o

Samples/datapower/ContactToLabel.dpa

e Did it succeed? You should get an error similar to this:
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= £ Id:Contact:Co...
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d%zn java.security PriviegedActionException: com.sun.xmlinkernal.messaging, saaj. SOAPExceptionImpl: Message send failed
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) ContactTolahel

Extender Properties | |
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-
IBM Web3phere Transformation Extendesr j
DataPower Session Log

B B R E
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Starting a DataFower Session.

=
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e You will now try to discern the problem by taking a look at Design Studio’s log file. This file can be

found in the .metadata folder of the workspace directory. Open Windows Explorer and open the
log file (c:\wix\.metadata\.log):
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@ C:wtx'.metadata ] I |EI|5|
File Edit Wiew Faworites Tools  Help | ;',"
@Back A ?‘ | ,'.": Search |7 Folders | B @ X 6 | -

Address |l_} ik metadata j Es
Folders X | | Namme = | Size | Tvpe | Dake Modified

@ Deskhop I3 .plugins File Folder 2lezz011 7:03 PM
[D My Documents m| OKE LOCK File 2le2/2011 11:21 AM
= g My Computer 164 KB Text Document Zlenfz011 113 PM

g 314 Floppy (40 1KE Configuration Setkings  2/26/2011 12:54 PM
[=] e Local Disk (C:)
1) curl
[ Documents and Settings
) 1BM
() notepad
[ Program Files
) temp
[ WINDOWS
[ wmpub
B 25 wtx
= £ .metadata
[ .plugins
I3 Samples
it CD Drive (D)
i Shared Folders on ' host' (2:)
f} Conkrol Panel
‘E’-} My MNetwork Places
#l Recyele Bin

4 | 2

¢ Near the end of the .log file, you can see the problem.

e As we indicated in Part 3 (page 32) -- when we were configuring https communication for
testing maps -- there is no foolproof set of steps for locating the critical piece of information in
the logs that points out the error, but it is often productive to start at the end of the log and
work backwards, since the errors are from a Java stack trace and therefore consist of a stack
of nested exceptions.
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Fle Edt Fomat Yew Help

at com. ibm.websphere. dtx. ui.me. datapower. soma. SomaMECTient$l. run(Unknown Source)
at org.eclipse.core.internal. johs.worker. runCworker.java:5s)
Caused hy: com.sun.xml.internal.messaging. saaj.soaPExceptionImpl: Massage send failed
at com.sun.xml.internal.messaging. saaj.client.pZp. HtpsoaPConnection. post(HTTpsOAPConnection. java:356)
at cnm.sun.xm'l.iﬂterna'l.messagfing.saa].('Hent.pr.HttpSOAPCDnnE(tW’nnSPrivﬂedgEdPDst.rum(HttpSOAPCnnne(tiDn.java:181)
at java.security.accesscontroller. doprivileged(accesscontroller. java:251)
«.. 11 more
Caused by: javax.net.ssl.ssiHandshakeException: com.ibm.jssez.uril.g: PrIX path building failed: java.security.cert.certPatheuilderexception: prIxCertPatheuilderImpl cou
a cnm.ibm.jssez.n.a(n.java:l@)
at com.ibm.jsseZ.sc.a(sc. javaido)
at cnm.ibm.]ssez.gh.a(gb.]ava:il)
at com.ibm.]ssez.gb.a( h. javaizld)
at cnm.ibm.]ssez. b. b.]a\/a:ltl)
at cam.ibm.jsse2.hb.achh. java:2o3)
at cnm.ibm.]ssez.gh.n(gb.]ava:zgl)
at cam.ibm. jsse2. gh.a(gh. java:sr)
at cnm.ibm.]ssez.sc.a(ic. ava:23o)
at cam.ibm. jssez g(sc.javaisz)
at cnm.ibm.]ssez La(sc.java:dzl)
at com.ibm. jsse2.sc.startHandshake(sc. java:62)
at com.ibm.nat.ss].www2.protocol.https. c. afterconnact (c. java:47)
at com.ibm.net.ssW.wwa.ﬁrotocuW.https.d.cannect(d.java:ld)
at sun.net.www. protocol. http, HttpURLConnect ion. getoutputStream(HttpURLCOonnaction, java:902)
at cam.fbm.net.ss1.www2. protocol. Https. b, getoutputstream(h. java:8g
at com.sun.xml.internal.messaging. saaj.client. p2p. HttpSoAPCONNaction. post (HttpSoAPConnaction, java:313)
... 13 more
Caused by: com.ibm.]sse2.util.g: PKIX pat
at com.ibm.jssez.util.e.ble. java
at cnm.ibm.]ssez. i .E.h(E.Ja\/a:E)
Libm. Jssez.util. d gt "
B o

a

h building failed: jawva.security.cert.CertPathBuilderexception: PKIxCertPathBuilderImpl could not build a valid certPath.; inter
2

. Java:s)
. gc. checkServerTrusted(ge. java:ia)
.Ec.h(ac.jav 167)
Lhb.achb.Java:273)

TP

m. secur1ty. Cert. PKIxCartPathvalidatorImpl. enginavalidatel PKIXCertrathvalidatorImpl. java:176)
m. security. cert. PKIxCertPathBuilderImg]. myva idator(PKIXCErtPathEui]derImpW.1ava: 32)

.ibm. security. cert. PKIxCertPathbuilderImpl. buildCertrPath(PrIxCartPathiuilderimpl. java:6d9)

- ibm. security. cert. PKIxCertPatheuilderImp]. buildCertrath(prIxCertratheuilderimp]. java: 595)

.ibm. security. cert. PKIxCertPathBuilderImpl. buildCertPath(PrIxCartPathBuilderimpl. Java:595)

. ibm. security. cert. PKIxCertPatheui TderImpl. enginesuiTd{PrIxCertPatheuildermpl. java:357)

: java.sely

grt.certPathvalidatorexception: Certificate chaining error
Cin el T RS ndre Frrmtmatbie 4T avaeanan

or=t =

e The XML Management interface is also requires an HTTPS session (much like the tx-test-
https service we configured for running maps from Design Studio). And once again, we lack
(in Design Studio’s trust-store) the certificate that the DataPower device is presenting to the
SSL client (Design Studio). So, you will now correct that problem...

¢ Navigate to the Preferences Dialog, and add the DataPower device certificate
(c:\LabFiles\dpDataPowerDevicecert.pem) to Design Studio’s trust-store:
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=10l x|
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=10l x|

Formatio. .,

i~ Certificate

Skore: | CIBMwiebSphere TransFormation Extender B.SI]ava\hblsecuntw\

File: I

(L

Alias: I

p -

 Manage

Store: INone 'l Egecutel

The following activities can be managed:
- Add a certificate to certificate store,

- Create and add a new self-signed certificate.
(ol ) ot e (ot (b et iy by

= Q2 e

QU Dpen Certi ]
- List all cer
- List & spe Save in: LabFiles
- Show the ) I =
Kl

ultipleIo-errar
mulkipleIo-errar;

mydepts.bxt

2l

)

@

WTHservice-sscert,pem

1.msg
2.msg

mulkipleIo-JustEmps. msg

swdp3-tpt-raleigh-ibra-cam-privkey . pem
pswdp3-rpt-raleigh-ibm-com-sscert. pem

2 1 wWTxexport-16-feb-2011,zip
WTkservice-privkey pem

File name:

JUECH o

Mar 5,

OIL LrEo:01 Save a3 bpe:

IdpDalaF‘owelDevicecert.pem

2011 1:46:07 PH

ittached files and sending Request message to Host:

https://dp:8023

Gaving SOAF Request Message in C:hywtxh Sampleshdatapower) ContactTolabel Regquest.msg.

Then (similarly to what you did before), give the certificate an alias (dp-device), then select

‘Add’ from the pull-down list to the right of ‘Store:’ to add the certificate to Design Studio’s

trust-store:
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4

[ - - | |
g8 e 5

LT Extender Navigator | S5 Mavigator

El % samples
#l-(:= adapters
El-(= datapower
45> Contact.mtt
Contack, Ext
= ContactTolabel_Requ
- |=| ContactTolabel_Respc
-3 ContactToLabel.dpa
- |= ContactTolabel.dpl
: ContactTolabel.log
ContactToLabel.mdg
-+ = ContactToLabel, mme
4§ Label.mtt
Label.kxt
- 9 Mail. mms
= Mail.mopt
readme. bxt
B2 dk

W‘ utl . @ Composition

2 & Mail
BT ContactTolabel

™

F-
-
-
-
F-
F-
-
-
-
F-

Frn 0 0 B B R e e B e e

-

-
-
-
F-

[ =
[

Itype Filker text

- General

- Agent Controller

- Ank

- Data Management
-Help

- Importer

- InstallfUpdate

-Java

- Java EE

- Javascript

- IPA

- Plug-in Developrent
- Profiling and Logging
- RunfDebug

- SErver

- Service Policies

- Team

- Test

- Transformation Extender

Compiled Map Extensions

- Run Options
Text File Importer
Type Tree

- Validation
- Web

Weh Services

- ¥Doclet
- XML

IBM Software Accelerated Value Program

I Missinn nasswnrd.

05 vonae corutcates x

i~ Certificate

Store: IC:UBM\WEhSphera Transformation Extender &.5javalliblsecuribycacerts

B

File: |C:\LabFiIesldpDataPowerDevicecert.pem

AI'(: I dp-device 3

_ol x|
_ ol x|
Resource
r v e
fFormatio. ..
= =l

ap Designer

:) Do you really want to Add a certificate 7
.

Security
Manage Certifii

e
Manage
Store<' !Add S | Execute | 4
o =l

rkactFile + ", " -

FactkFila
3

==

-

-3

I o,

Mar 5,

ittached files and sending Regquest message to Host:

OII L:%0:07 FIT

2011 1:46:07 PHM

https://dp:8023

Saving SO0AP Request Message in C:hwtx)Samples)datapower)ContactTolehel Request.msg.

I

e As before, you must restart Design Studio so that the new certificate can be used. After

restart, attempt another Deploy; this one should succeed. We can view the progress of
this deployment by opening the Progress View:

http://www-01.ibm.com/software/support/acceleratedvalue/
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M ew

Fle Edt Mavigate Search Project Map Card Rules Type T)

Run | Windaw He/l
-

=

ntactToLabel dpl

- |5 ContactTaLabel log
;
t

=| ContactTolabel mdg
-5 ContactToLabel mme
45 Label mtt

D Label bxt

@ Wl s

=| Mail rnapt

) D readme txt

BE dk

(= degnetud

(= generd

[ (= Inchagnt

B [ web_services

B wml

XL oradert

5. Extender Navinator | 5. Navigator £

Zﬁ:Transfﬂrmatiun Extender Development - Samples,/datapower/Mail.mms - WebSphete Transformation Extender Design Studio

=0l

L Resource m #

7 ) ContartFle
b @ Contact 5)

55 outine 22N @ Composit\on]

ol

® i, Mail

ol :
PR t# con ‘7. Extender Havigator

:E‘

el SR I ) e 6 |G e Q-]
MNew Editor
=i
S @ Ial rms Contai e
‘ = <)==€'> Lk £ nalysis Resus
Enter the rule @
e, - #udt Log
1 Save Perspective s, @ Breakpoinks
Reset Perspective, . iy Buid Results
| Close Perspective = ;
» Map 4 = Category View
lose Al Perspectives o .
o () Campanent Yigw
g” L Navigation » @ Compostion
Preferences El]] Data Audt Settings

Extender Properties
f”;g Functions

4 Trem Range View
4 Ttem Yiew

5% Otlne

e Field

nany Figld

Aushitig 0 [

fg Profiler

&) Remarks

fg Session

@, Trare

5 Unresolved Ruks
o Where Lsed

gl (Label Data)

BtateZip Field | =City Field:Conkact:ContactFile 4+, " + State Field:Contact:Co...

4
Rule

= Last Name Field:Contact:ContactFile + ) " + First Hame Fighd:. .
=(Carrpany Field:Contact: ContactFilz

| =Street Field: Contact:ContactFile

Feh 26, 2011 1:05:26 PN

Starting a DataPower Session.

’ ['\ : \ =
Extender Properties LySessmn 0\ u
R R R R A N TSN A AT AN TTTSY -

IBM WebSphere Transforwation Extender

DataPowver Session Log
R A S A N A A A T T a T AR A A A ST RN AA T TR

it

Samples/datapower/Contact Tol abel.dpa

47

http://www-01.ibm.com/software/support/acceleratedvalue/



Impact2011 IBM Software Accelerated Value Program

Changing the Way Business anc! {T Leaders W

ansformation Extender Development - Samples/datapowerMail.mms - WebSphere Transfarmation ;@ﬂ
Fle Edt Mavigate Search Progct Mep Card Rues Type Tree Run Mindow Help

[tracl ot |ea xaal Heeteuu@R s |Gde Q-4 i G- Elee(gn”
= Extender Hawigator : = O/ © walmms ContactToLatel 3 =
5. Extender Havigat
F | B <‘}=={> 7| ¥ Rules
T ContaetTolzbel.dpa o ||| Enterthe rule for this autput JQ' ﬂ
= ContactTalabel.dol 1 j
“““ ContactToLabellog
= ContactTol ahel.mdg T j
- Z ContactTolabel.mme v Map
<8 Labelmtt o
I |
) Labeltat @| % : ‘
9 Maloms 0 T | @ Ervor Lo A
=4 i . p 1
D Wl mopt 7Bt ContantFle (Cont | | @ temal b Brovser ﬂﬁl#Labe\ {Label Data) 44
= readme. bt Ervrreosn Bl O y T
7 () Contactie £ Hates OutpLt Rule
iy N [fea o
| b @ Contat () | ERE 5% e A !
,,,,, 5 Pt 4 Fullzme Field | = Lask Name Fiehd:Contact:ConkactFle +, "+ First Name Figld...
4 Company el | =Company Fisld:Contact: ConactFle
4 Shrest Fied | =Stresk Pl Contact:Contactfile
g 0 Wiy = hopats 4 ChystateZipFisld | =Cty FiekdiContact CantactFle +, "+ State Field:Cantact:Co. .
% outine 33 @ Compastion SOl M 4 Search
) -1 Snippets j
7 Ml
Lise F2 b display the descrition for & selected view,
! |4
Extender Praperties @Session P !
IARREERR AR T TR RS R ARRARRRERR SR TSR R R RARREARREARREET] Iy
IBY Weh3phere Transforwation Extender
DataPower 3ession Log
s s AR s AR E AR AR A AR AR RN AR R AN E A AR A AR AR AR R RN
Feh 26, 2011 1:05:26 PX
Starting a DataPower Session.
5
B @
1 Samples|datapower|ContactTol abel.dna
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ansformation Extender Development - Samples/datapower /Mail mms - WebSphere Transformation Extender Design Studio [

Fle Edit Mavigate Search Project Map Card Rules Type Tree Run Window Help

i | | aal J|eeeer4@08s |4
I -, R e S0 . @Transformatio...

|| 4 T [0 Resource

=)

7. Extender Navigator | = Navigator 2 e @Mail.mms ConkactTolabel &2 =i

B <,:,—|’> = ||* Rule:
j Enter the rule for this autput,

LH

- || ConkactTolabel_Request.msg

~Z| ConkactTolabel_Response.msg - Map

-} ConkactToLabel.dpa

- = ConkactToLabel.dpl @| &l] I]G | I

|5 ConkactTolabel.log d

5 ContactTolabel mdg o 12 14# ContactFile (ContactFie Data) {14 = [ 1# Labe! {Label Dats)

= ConkactToLabel.mme

> Label.mtt @ @ ContactFile | Output Rule

5] Label bt b (7 Contact (5) | D Label

@ Mail.mms 4 Fultlame Field = Last Marne Field: Contack: ContactRle + ", "
alllmopt [ & arnnane Fisld | —i"rramare Fiald i ank ack i ank aebFils ]

| readme bxt 4|

B2 dk

I i cearead ( Extender Prapetties ﬂ_ﬁ Sessian (CJ Prgfess &2 o E]

B general e —

ElE? Inchagnt ] 4

B weh_services

= sl

-

}

Deploy to DataPower. ., (Finished ) P
Bl

=

o) jle

%= Qutine 52 \\_e Cumposition]

2 & Mail
#-{) ContactToLabel

¢ So, where did we actually deploy the map file? [That is, where is the file on the
DataPower device?] We can view the DataPower filesystem through Internet Explorer.

From the left-hand navigation menu, click Administration, then File Management. Expand

the local directory, then the directory WTXxx under local:
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{7 DataPower X150 | File Management - Microsoft Intemnet Explorer

Fle Edt Yiew Favontes Took Hep

IBM Software Accelerated Value Program

-l0lx]

:z!'

Otk ) - 1] 2 -_:)|)-'Search - Favrtes 1 ‘ e

Adess @ https:/dp: 3090 syskemFleMaintenance

Control Panel

Diebug-Level Logging and Debug Logging (in default domain are enabled, which impacts performance, Manage debug settings,

File Management
g

Helo
Administration C Refresh Page
Main
File Managgment
System Cc&ro\ Available Space: 86 MBytes (encrypted), 205 MBytes (temporary)
Configuration Manipulate Checked Files:| Delets I Copy | Rename | Move |
Expart Configuration : Name Action Size Modified
24 e o i Aetions..,
Import Canfiguration D i
s hetions..
Compare Configuration D ciitts 22
Configuration Checkpoints HD corfig il
D export: Aetions..
Devi :
il Ea local: hetions...
Statistic Settings D el hetions..
Debug A e Actons...
View List of Event Codes 8B octToLabel doa 3235 I 011-03-0
WView List of Varizbles sreateTracenndLog Edit 6233 | 2011-02-2213:32:45
Send a Test Hessage Bt e Edt | 4605 | 2001-02-2213:32:45
Miscellaneous [t Edit 4371 | 2011-02-22 13:32:45
Canfigure Log Categories I prepareTulnguts s Edt 1947 | 2011-02-22 13:32:45
Menaceten Tanaeth B e Edt 5120 | 2011-02-22 13:32:45
New Email P ;
([ [ — Bt | 6735 | 200102213305
Crypto Taols 7
rtransfgrm‘xﬂ Edit 488 2011-02-27 17:27.34
Dbjects D logstore: Actions..,
CI logtemp: Actions..,
Fitmuare Rew: ¥150,3,8,2,1 :
Build: 193913 D pubert: Aniorest
18 WahSrhass NstaDavar M1 sharadrert: fiction

| B ks

Don't forget to save your waork before you logout

&

8

e This location is controlled by the settings under Preferences in Design Studio. You can
review your preferences setting; the [default] location is local.///{user_name}/{map_name)}.
This location can be modified to suit your preferences and the requirements of any
services that you might implement which refer to the map location. We’'ll see how we use

this uploaded map in the next exercise.
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Part 5: Setting Up a MultiCard Project in WTX Design Studio

e To save time, you will import an existing multi-card map into Design Studio. First, create a
new Extender Project named MultiCard

‘J T-ansformation Extender Development - Samples/d=* - _ . o1 -1anan..-  ““*=bSphere Transformation Extender Design = |EI|1|
‘ﬁ b Froject Map Card B#fies Type Tree BRun  Window H
= e A — T W vla2
e AlE+Shift & = E:-:tE‘I’I*:’I' Project k’ o~ J - J N i - i L[ Resource
e &) Transformatio. ..
Close el @ Map Source =]
Close all CEFl+-ShifE+-i
[E: Mar
Save Chrl+S <i» Type Tree

| Save as... :

5], saveas [ Example... =
Save all CErlH-ShifE+S ;I
Reverk % Other... Chrl+1

e
Mawe,, .
i i
Hename. .. F2 @ | % ¥ | *®
& | Refresh S
s N = T 1# ContactFile {ContactFile Daka) JL 4 = B2 1# Label (Label Data)
i Crrlp w7 i ContactFile | output Biile
b © cortac o > @ Lo [ —
= = | L
Sninoicacs 4 Fulllame Field | = Last Name Field:Contact:ContactFile + "
Restart I T
¥ Cormpany Field =Caompary Field: Contact: ContactFile
£ Impart... 4 Street Field | =street Field: Contact: ContactFile
o~ | 1

2 Export... 4 CibyStateZip Field | =City Field:Contack: CantactFile + ", " + S
Properties alt+Erter
1 Mail.rms  [Samplesfdatapower]

2 Mail.rams [IBM]. .. /datapower/examples]
Exit 4 | _,I
[
Extender Properties E3 .
Froperty Walue I
s |
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| %iNew websphere Transformation Extender Projeck -0l x|

" WebSphere Transformation Extender Froject

Create a new WebSphere Transformation Extender project resource. f 7
Project ngfe: | MulkiCard

¥ Use default location

Location; I Ci bk MultiCard Browse. ., |

e From the navigation pane (on the left), switch to the Navigator tab. Next, import the
project from the archive file c:\LabFiles\multiplelO.zip by right-clicking on the new
Multicard project name, and selecting /mport from the pop-up menu:

http://www-01.ibm.com/software/support/acceleratedvalue/



Work

Impact2011 IBM Software Accelerated Value Program

Changing the Way Business and {7 |

g (=[]

File Edit Mavigate Search Project Map Card Rules Type Tree Run  Window Help

o J% - J - J I3 -8 =0 - 5 [ Resource
@ Transformatio. ..

) = 5 || @ mail.mms ContactTolabel 2 = m

<§> = ||+ Rule:

e H@REBE |48

Enter the rule For this output,

! =
H

Go Into
Open in Mew Window

- Map

o Ol % ot | x

Paste

¥ Delete
Mawe. ..

= (& 1# ContactFile (ContactFile Data) &4 = D2 1# Lahel (Label Data)

|& (Z) CantactFile Cukput Rule

o B ematth o=

4 Fullame Field = Last Mame Field: Contact: ContackFile + "

< Company Field =Company Field: Contact: ContactFile

£ | Refresh 4 Street Field =5treet Field: Contact: ContactFile

Close Project _—

3 < CibyStateZip Fisld | =City Field:Contact: ContactFile +*, " + 5
Close Unrelated Projects |

Validate
RBun As
Debug As

3
3
Profile As : 4 | | _’I
3
3

Instrumentation Source

; |
2am €3 Extender Properties 52 -
Compare With

Restare From Local History. .. Propery YWalue |
‘Web Development Tools r
FDE Tools LS
Source 4

Properties

Source Control L4

Analyze Trees. ..

Expork Trees. ..

Build all Maps

e Select archive file from the General folder on the next dialog window:
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I'E_é::ln'lporl: i = II:II -XI
Select
Import resources from an archive File inkto an existing project. I g - E I

Select an impork source:

|t';.-'pe Filter text

to Workspace
ile Sy =tem

4
‘EL Preferences
2= cvs

= EJB

£l lawa EE

= Plug-in Developrent

== Profiling and Logging

= RunfDebug

= Team

(22 Test

‘== Transformation Extender

“[== web

= wWeb services —
= mML

== Other LI

TEEE

(7] {B_al:k( i Mexk = i ,Einish I Cancel

\/

e and select c:\LabFiles\multiplelO.zip:

import rom archive e 2]
Laok in: | ) LabFiles = O e

i popt-lEsbetf-2011. zip
File name: ImultipIeID.zip ;I
Files of bwpe: |“_iar;"_zip;".tar;".tar.gz;".tgz ;I ADCE

e You can expand the contents to see what you are actually importing:
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fﬁilmpurt j _ | I:Ilil

Archive file
Impart the conkents of an archive file in 2ip or kar Farmat Fram Ehe lacal file syskem,

=g |
From archive file: IC:'l,LaI:uFiIes'l,muItipIeID.zip v|  Browse... |

dept.bxt
[ = mulkipleIo =] emp. bt
<5+ I0-data, mtk
— @ mulkiplelo.mms
Filker Types. .. | Select Al Deselect Al

Inko Folder: | MulkiCard Browse, ., |

o Cwverwribe existing resources withouk warning

+ Back | MExE =

|z G I}

¢ Now, open the project, open the map (multiplelO.mms), and then build the map:
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[
| <2

File Edit

Mavigate Search Project

U5 Extender Mavigator T Mavigatar

=

E-{% Mulicard

(= multipleIo
dept.bxt

iy

| multipleIo, mopt
| MultipleIoRepaort.mdg
MultipleIOReport. mme
\X| .project

@ MultiCard.dtxdeployment

#-{% samples

Build all For Specific Platform ¥

J <§?| E:!

IBM Software Accelerated Value Program

=10l x|

s J(% . J & . J R e i L Resource

g Transfarmatio. ..

s MultipleIORepart &2 =0

[dew. .
Reference
Delete

Lle For this oukput,

Copy.
Merge
Rename

E
=

Copy Data pudit Sethings

ol | %

Remote...

¢ all_emps {empFile employes ROOT) @ @ |& I:g 1# empFile (empDetails Reportl ROOT)

@Rgn...

& View Run Resulks

Close Fum Results

_emps Cukput Rule

Lo () | @ empFile

[ % Record (s} | =toEmpRi{emp:all_smps, EXTRACT(dept:all_depts,

= Remarks
L) Data audit Settings
£ | Unresolved Rules

% Map Settings

2 Map Solution Diagram
‘o Where Used

1 |

Cpen Referenced File
Generate Repark

roperties &4

9 Export Ta sl
Expork To BT,

alue |

| 0¥

MultiCardmultipleICfmultipleI. mms

e then deploy the compiled DataPower map (multiplelOReport.dpa) to DataPower (right-

click on the .dpa file):
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i Transformation Extender Development - MultiCard/multipleI0/multipleI0.mms - WebSphere Transformation E_ﬁiE_ = IEllll
File Edit Mavigate Search Project Map Card Rules Type Tree Run  Window Help
. eQGe %@ RS [G8|e! |~ |Q-|& 00 - G- £ [Resource

| = | & G')‘I jv © Transformatio...
|2 Extendsr Mavigator Ei:.ugqu@tg‘rx = @multipIeIO.mms MultipleIORepart &3 ==
—

& | .E_J <)==D  Rule:
% MultiCard Enter the rule For this output.
B mulkipleIo 1
: D dept, bxt
=| emp.bxt
|=| I0-data.bak
£ I0-data.mtt

K I

* Map

€| % %

L2 PI% 1# all_emps {empFile employee ROOT) {} ﬁ} L I:g 1# empFile (empDetails Reportl ROOT)

< | = @ al_emps Cutput | Rule
Open I

pen With L : e |

B @ Record (s} | =toEmpRiemp:all_emps, EXTRACT(dept:all_depts,

Paste

3 Delete
Mawe. ..
Rename...

£2g Import. ..
7 Expart...

4 3
£ | Refresh I | —I

€3 Extender Praperties 3 et |
Froperty Yalue |

Validate

E:lrﬁln:n';.-' to DataPower...
L
e ———

Debug As
Profile As
Tearm
Compare With
Replace ‘With

L3
3
L3
.3
L3
3

Properties

0+ MultiCard/multipleIo{MultipleIOReport. dpa ] @

e You will now use Internet Explorer to take a look at the filesystem on the DataPower
device to see what happened, and to configure a real service that uses the map. Minimize
Design Studio for the next activity.
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Part 6: Configuring DataPower XML Firewall To Use A MultiCard Map

e From the main DataPower window, click on the XML Firewall icon (wizard). On the page
listing the existing XML Firewalls, click the Add Wizard button:

‘2 DataPower XI50 | Configure: XML Firewall - Microsoft Internet Explorer i I I =]
File Edit Wew Favortes Tools Help ‘ >
Qoack -~ ) - ¥ B 0| Foearch SoFavortes @ | (00 0 B

Address [&] https: dp:9090/servicelist ML Firawal 2| Go | Links **

onfig  Logout

Control Panel Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.

Services Configure XML Firewall

Netwark

P XML Firewall Name | Op-State | Logs | Req-Type |Local Address| Port | Resp-Type |Remote Address|Port

deployed-tx-test up ,) xml 0.0.0.0 10024 | unprocessed

tx-test up & | =ml 0.0.0.0 10022 | unprocessed

Firmware Rev: $150.3.8.2.1 ) xml 0.0.0.0 10023 | unprocessed

Build: 193913 . . . .
IBM WebSphere DataPower
Copyright IBM Corporation 1973

Don't forget to save your work before you logout j
[&7 200 [ (B @ Trusted stes Z

e You will create a new XML Firewall named wixMultiCard with the following properties:
o Pass Thru
o Loopback-proxy
o Port == 8xx5 [NOTE: xx == your workstation id!]

e The screenshots on the next pages capture the sequence of pages and steps:
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ataPower X150 - Microsoft Internet Explorer 1 o (=] B3]

Eile Edit View Favorites Tools  Help | ;j','
QBack - 3 - [ @ n| SO seath JoFavorkes € |

Address I@ htkps: i fdp: 9090/ system/Firewallwizard

Control Panel

Services
Network
Administration

Objects

Firmware Revi #150,3,8.2,1 C WML/ Crypto

Bulldi 159313  access Contral (AAR)
IBM WebSphere DataPover
Copyright TRM Corporation 1939~ © Impart from Unicenter
 Import from webSphere
 service Virtuslization
© advanced
 Man-%ML (nat schema validatsd)
Don't forget to save your work before you logout LI

e TS

crosoft Internet Ex

li DataPower X150

=loixj
Ele Edt yiew Favorites Tools Hslp | &
Qoeack - O - [ 4w | J2 search e Favortes €1 | [0 il
ress [€7 https://dp: 9090/ ser viceFwwPassThiu
Control Panel Debug Lagaing (in defsult darmain) is enabled, which impacts performancs, Manage debug settings
Create a Pass Thru XML Firewall Service
Help
XML Firevsall Service Name
Administration
To begin using this wizard, enter the name of the new XML Firewall in the firewsall name dislog box,
Firmware Rewi HIS0.3.8.2.1 -
Build: 193913 witxMultiCard e
IBM WebSphars DataPawer
Copyright IBM Corporation 1959~ o
EE
Don't forget to save your work before you logout =1
&z [ D@ e =
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DataPower XI50 - Microsoft Internet Explorer

fle Edt View Favorites Tods  Help | &
QBack - 3 - [} @ (0| S seach o Favertes )| |

Address & htt 3090 service|FuiPassThru

WebSphere. DataPower XI50

Control Panel Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.

Geveites Create a Pass Thru XML Firewall Service
Help

Network .
Select Service Type

Administration

MNext, specify the firewall type by selecting either static-backend or loophack-proxy from the firewall type
values-list.

Firmware Rew: K150,3.2.2.1
Builds 193913

IBM WebSphere DataPover

A static firewall supports a single web or application server,

& Ioophack firewall offers no server suppart, rather the firewall itself responds to incoming client requests.
Copyright IBM Corporation 1899-
2011

ewall Type

loopback-proxy =| #
Back | Cancel m

Don't forget: to save your work before you logout LI

(&= [ B B =0 T = E
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DataPower XI5 rosoft Internet Explorer i —|o| x|

Fle Edt Yiew Favorkes Toos Help | o
Qrak -0 - 4 &

Address [ hetps://d JFwiPassThru

| S search < Favarites 1 | (2

WebSphere. DataPower XI50 ; swdp3 5 7 i v -anfig

Control Panel

Services

Help
Network 2 i

Front End {Client) Information

Mow provide information about the “dient-facing” device interfaces.

The device address dialog box identifies the local interface, or interfaces, monitored by this XML Firewall for
incoming client-requests, Retain the default value (0.0.0.0) to enable the firewall on all active interfaces, To
restrict the firewall to a single interface, enter a specific local 1P address.

Firmware Rew: KIS0.3.8.2.1
Build: 193213
IBM WebSphere DitaPousr

ggﬁ‘;”ghuw Gorperation 1399 Thp dayice port dialog box identifies the specific port monitored by this firewall, Enter the port number,

If client transactions require a secure (SSL-supported) connection, cdick the on radio button and then use the
S50 server orypto profile values-list to select the S5L profile that specifies SSL and cryptographic resources
availahle to the connection. Click Mext to go to the next screen.

If client transactions do not require a secure connection, click Next to go to the nest screen,

Device Address

[o.000 Select Alias |«

DO Want to use SSL?
 on @ off

Back w

Don't forget to save your work before you logout LI

S T B @

e NOTE: Use your assigned port number! (8xx5)

61
http://www-01.ibm.com/software/support/acceleratedvalue/



-

Impact2011  1BM Software Accelerated Value Program

Changing the Way Business anc! {T Leader

File Edit View Favorites Tools  Help

DataPower XI5 rosoft Internet Explorer (=] 3]

=

Qeack - - ¥ [2) A | - Search [ Favorkes 49 ‘ (-

Address [ hittps: /dp: 5090 service/FuwirPassThru

WebSphere. DataPower XI50

—

Control Panel Debug Logging (in default damain) is enatled, which impacts perfarmance. Manane debun settings.

Setoiies Create a Pass Thru XML Firewall Service
Network o q

Confirm Your Changes and Commit

Firewall Marne: witxMultiCard

Firewall Type: loopback-proxy

Server Address:

Firmware Rew: XI50,3.8.2,1

Server Port:

Build: 193913

IBM WebSphere DataPouer SEL Server Crypto Profile:

Copyright IBM Corparation 1399~ Device Address: 0.0.0.0
2011

Devics Port: 8025
SSL Client Crypto Profile:

Max. Message Size: 0
Override XML Manager parser limits: off
Enable MMXDoS Protection: off

Enable Message Tampering Protection: off
Enabls SQL Injection Protection: off
Enable X-Wirus Scanning:

Enable Dictionary Attack Protection:

Back | Cancel XML Threat Protectiol

Don't forget to save your work before you logout

[&] 200

E
F T B e
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Z}DataPower X150 - Microsoft Internet Explarer il -0l x|

fle Edt Yiew Favortes Tools Help
Qeack - - [} B (0] Fseach SoFmetes @ | (30 L B
Agdress [ https://dpio090/service FwwPassThru B>
Control Panel Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.
Edveices Create a Pass Thru XML Firewall Service
Help
Network
Administration vou have successfully created XrL Firewall witaultiCard,
Cperational state of all created and referenced cbjects.
i Type Name Operational State
::Ir:«d»ja:s:::axxso‘a.s.z1 %ML Firewall Service witxMultiCard [upl
IBM ‘.NebSphere DataPower METATEger default L]
Copyright IBM Corporation 1999- “User Agent default [up]
e Processing Policy witzMultiCard [upl
“Matching Rule witxMultiCard [up]
Processing Rule witxMultiCard_request [up]
"Prnnessir\.g Action | whxMultiCa [upl
wiew Object Status wicw flolioy
Don't forget to save your work before you logout LI
& 200 [T T 5 @ rosted sites >
e After clicking Done, save your configuration (always a good idea when you’'ve done some significant
activities using the GUI). You have now created the basic service using the wizard, but you have
additional configuration changes to implement. Return to the list of XML Firewalls by clicking on the
XML Firewall icon, and then click on wixMultiCard to edit the xml-firewall and continue with
configuration:
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aDatainer XI50 | Configure: XML Firewall - Microsoft Internet Explorer =0 il
Fle Edt Wiew Favortes Toos Help | 3
@eack - ) - (¥ (2] h] ek JeFavorites @

ess |@ https: {dp:9090/servicelist (XML Firewall

sias=

WebSphere. DataPower XI50

—

Control Panel The running configuration of the damain contains unsaved changes. Review changes,
Debug Legging (in default domain) is enabled, which impacts performance, Manage debug settings,
Services 3 i
Configure XML Firewall
Network

Administration

XML Firewall Name | Dp-State [ Logs| Req-Type |Local Address| Port Resp-Type |Remote Address |Port

deployed-tx-test up F | i 0.0.0.0 10024 | unprocessed

Firmware Revi KIS0.3.8.2.1 tx-test up ,) xml 0.0.0.0 10022 | unprocessed
Build 193913 F | xmi 0.0.0.0 10023 | unprocessed
IBM WebSphere Datab -

SRS oher unprocessed | 0.0.0.0 8025 unprocessed
Copyright IBM Corporation 13939~ ! | ik | |
2011
Daon't farget to save your work before you logout LI

@ https:f{dp:9090)servicelistiXMLFirewal 7popup=FalsednavFrame=False# | l_,_ |_|—é_ @ Trusted sites Az

e The configuration page for the firewall service displays:
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Control Panel Debug-Level Logging and Debug Logging (in default domain) are enabled, which impacts performance. Manage debug settings.
Configuration successfully saved.

Configure XML Firewall

General Advanced Stvlesheet Params Headers Monitors XML Threat Protection
B Apply Cancel Delete Clone | Export | View Log | View Status | Show Probe | validate
Network Settings | | | Conformance | Help
FTP Quoted Commands XML Firewall Service status: [up]

IMS Connect = 5
General Configuration

Load Balancer Group

MQ Queue Manager Firewall Name XML Manager
MQ Queue Manager Group I wixMultiCard * Idefau\t LI + - ke
NFS Dynamic Mounts Summary Firewall Policy
NFS Static Mounts | an example XML Firewall Service witxMultiCard A
Peer Group Firewall Type URL Rewrite Policy
SQL Data Source Loopback = * (none) = 3=
User Agent
WebSphere JMS

Back End Front End
Protocol Handlers

With a loopback proxy back end type, there is no back end server; Device Address
FTP Poller Front Side Handler the device is responding to the client. I 0.0.0.0 Select Alias | *
FTP Server Front Side Handler

Device Port
HTTP Front Side Handler *
8025

HTTPS (SSL) Front Side
Handler

IMS Connect Handler With this type, there is no back end server which needs credentials SSL Server Crypto Profile

from the device. Iﬁ
MQ Front Side Handler (none) hd +

NFS Poller Front Side Handler

SFTP Poller Front Side Handler With this type, the response type is always "unprocessed". Request Type

XML -

SFTP Server Front Side
Handler

Stateful R XML Handl
ateful Raw andler Request Attachments’

Allow -

Stateless Raw XML Handler

WebSphere JMS Front Side
Handler

e First, change the Request Type to XML using the drop-down menu.

e Next, change Request Attachments to Allow using the drop-down menu. [This option only appears
after you have changed the Request Type to XML.]

e You will now configure the processing policy for the service. Click on the “..." (edit existing) button to
the right of the selected Firewall Policy (wixMultiCard) that was created automagically for you during
the initial XML Firewall creation steps. The initial processing policy created by the wizard is a simple
set of actions, consistent with a loopback firewall: a Match Action which matches any URL [*], and a
Results Action which returns the INPUT context.

o TIP: If you hover the mouse over an action, the details of the action will display in a popup.
This will come in handy...

e You will now augment this processing policy with a series of actions so that the service can execute
the multicard WTX map against an input request arriving as a MIME message.

e Drag a Transform action onto the policy between the Match and Results actions. This transform will
base64 encode a simple message as the first part of our output (MIME) message:
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=IEL

1 goliguee- Xl ewall - Micrpen

Quer ¥ u jreswa soft Toterpe =
DataPower XI50 | Processing Policy: - Microsoft Internet Explorer

Address I@ https:,i,idp:9090)’conF\gure;’SterPoI\cyEd\tor,iwttxMu\ticard?shpNav=true&po\icyNameSeIEct=wttxMuItiCard&service=xMLFirewa\Ij Go | '![r

IBM Software Accelerated Value Program

gel Feplarer

o x|

~lalx|

7
| &

]
E

Configure XML Firewall Style Policy

Policy:

Policy Name: |w*i<M-_-ItiCard

apply: Palicy I Cancel

=1

# [ upl

Export | Miew Log | Miew Status | Closs Window |

Rule:

Rule Mame: |wttxMu|tiCard_request

Mew Rule | Delete Rule I

Rule Direction: | Client to Server =

Create rule: Click New, drag action icons onto line.  Egit rule: Click on rule, double-click on action

e ¥ S A X

Bui Filter sign verfy  Walidare
IBL

oy
20:

CLIENT

o o[22\ o g ¢ v

Encrypt  Decrypt §Transfarr Route Y1 Results Advanced

b J H
bl
Cregle new Transform action £

ORIGIN
SERVER

| Create Reusable Rule I

T =
I.E'] Done

LTS e nstedstes

-

bg | Miew Status | Show|
te Conformance | Help

|

A

7 = 3 [0.0.0.0

Device Port

ISDZS *

With this type, there is no back end server which needs credentials  SSL Server Crypto Profile
fram the device.

I(nune) -I + I

With this type, the response type is always "unprocessed", Request Type

IXML -

Select Alias |>K

;I Go  |Links >

Don't forget to save vour work before you logout

|&] 200

=l
R =1 LT —

e Double-click on the Transform to open the configuration window for this action. Click on the Advanced
tab. Click the radio button Use XSLT specified in this action on a non-XML message to the right of
Processing Control File. The window will reconfigure itself to accommodate the new set of options
available. Now, change the Input context to NULL (you will have to type that in as it is not available
from the drop-down list), and the Output context to final (again, you will have to type that value into the
field). Change Output Type to XML. Then click the Upload button to the right of “(none)” in the
Processing Control File:
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[=]| Configure Transform Binary Action

Basic Advanced

In

nfput | | NULL [(auto) =] =

y :
Brransform Binary

Action Type nary
¥ Use ®SLT specified in this action on a non-<ML message

Use Document Processing :
Instructions d in this action

{7 Use ®SLT specifisd in ¥ML docurnent processing instructions, if available

Processing Control File

[localiise =l
i ) Fetch.., I Edit...l =2 | War Builder |

[losali77 =

I(none) 'I Upload... I Fetch... I Edit...l WiEw, ., | Var Builder |

WTX Map Mode‘ |oPa =

URL Rewrite Policy I(none) 'I +| |

Asynchronous | (& on (% off

DutputTy€ ML

&dd Parameter |

WTX Map file

DuEut

Outp final I(auto) ;I

Delete I DoneI Cancel |

Kl

@ Done I_I_I_I_E|o Trusted sites

¢ A new dialog window appears. Use the Browse button of the subsequent dialog to upload the file
c:\LabFiles\transform.xsl to the local/// directory on DataPower. Click the Upload, Continue, and Done
buttons on the following screens to apply the changes:
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e —— 2 =Ioix]

T C Look jn: [55 LabFies R s =z o
' ; E] curl-cod, bt
L [Z] dept kxt
dpDataPowerDevicecart.pam
Input | [NULL ) emptxt
. [Z] JustEmpsnl. bt
Optiol [Z] JustEmps txt
muliplelD. msg
Y| -
=T 2 Jrulkiplel0. zip

mulkiplelC-errorl.msg

Action Type ITran

[ wiTreervice-sscert. pem

|2 1w TxxxDomainlmport zip

Use Document Processing I
Instructions
O

Processing Control File I_
trans -
File: name: Itransform.xsl j

Files of type: e
WTX Map file T e |0 Files ) |

WTX Map Mode IDPA

URL Rewrite Policy | [{non

Asynchronous |  or

Dutput Type | | ML

>
o

<]
/€] pore [T T[S @mustedstes 4

Output |
Output Ifina\ |(auto) ;I
Delete | Done | Cancel
=
aDnne l_l_l_’_ré_ @) Trusted sites 4
‘orget to save your work before you logout ;l

T T [ [B@msedstes
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2} DataPower XI50 | Confirm Action: - Microsoft Internet Explorer

Address @ hitps:}fdp: 9090 systemm/Fi nkenance/?skiphlav=true

The file:
- local:/dfransform.xsl has been uploaded successfully,

CEED E—
A—

H
‘a Done l_l_l_l_’—é_ @ Trusted sites 4
|(none);| +| |

 on & off

IKML hd
Add Pararmeter |

[Final |taute) =]

|

URL Rewrite Policy

Asynchronous

Dutput Type

Output

Delete | Done | Cancel _I
-

e (B

Don't forget to save your work before you logout LI

€] 20 T8 @ mstedstes
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Address I@ https:fidp: 9090/ service /ProcessingStepaction?popup=true j Go '}F

WebSphere. DEfSRGWERXISON

e

E Configure Transform Binary Action

Help

Basic Advanced

Input

Input| [ NULL [{auts) = *

Options

Transform Binary

Action Type ITransform Binary ;I #

¥ Use XSLT specified in this action on a non-2ML message
™ Use XSLT specified in this action
" Use XSLT specified in XML docurnent processing instructions, if available

[local:iz =l
Processing Control File
Itransform.xsl vl Upload... I Fetch... | Edit...l WView... I Var Builder |

[iocatizer =l
I(none) 'I Upload... I Fetch... | Edit...l VI, I Var Builder |

|oPa =
I(none) vl +| |

™ on & off

IXML vl
Add Parameter I

Use Document Processing
Instructions

WTX Map file

WTX Map Mode

URL Rewrite Policy

Asynchronous

Output Type

Output |-

I(auto) ;l

Output |fina|

||
@] Done [0 [ [ |5 @ trusted sices o

e Next, drag an Advanced Action icon onto the processing policy after the Transform Action. Double-
click this action to configure a Fetch action. This action will retrieve the attachment from the INPUT
context with content-id dept.txt, and place the results into a context named dept_ctx (you will once
again have to type this value into the field). See the following sequence of screenshots:
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; DataPower X150 | Processing Policy: - Microsoft Internet Explorer

IBM Software Accelerated Value Program

=10l x|

Address @https:Il'll'dp:QDQDII'conFigureIl'StyIePDIicyEditorIl'wttxMuItiCard?skipNav=true&pDIicyNameSelect=wttxMultiCard&service=XMLFirewallj G0 |

L]

Iy |

[=] Configure XML Firewall Style Policy

Policy:
Folicy Name: thtxMuItiCard * [ oup]

apply Policy I Cancel Export | Miew Log | Wiew Status | Close Window |
Rule:

Rule Mame: |wttxMuitiCard_reqn_:est

Mew Rule I Delete Rule I

Rule Direction: ICIient to Server 'I

Create rule: Click Mew, drag action icons onto line.

Edit rule: Click on rule, double-click on action

¥ © A A& O 0O 2

N ©

-

=

Filter Sign Verify Validate Encrypt Decrypt Transform AAA esults  Advanced
o, U
= &
s Creake new Advanced ackion R
SERVER p—
Create Reusable Rule
— =l
|&] Done [ | | =1 | Trusted sites %
R T A-T 4 a-i= rre—TTeTT T =
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DataPawer ¥150 | Protessing Poli

1
Address [ https:/idp:a090jconfigure/StylePolicyEditor/ whtaMuUICard7skipMav=trusB policyNlame Select=wttMultiCar diservice=4MLFirewall = | [ Go | &

Configure XML Firewall Style Policy

Policy:

Palicy Mame: [witMulticard W fa

Apply Policy Cancsl | b=

Rule:

Address

Rule Name: [wttzMulticard_request

Mew Rule | Delsts Rule |

e rule: w, dr

Wl ¥ A & O 0 & O

Bui Filter Sign Yerify Walidate Encrypt Decrypt Transform FRoute
1Bk
Cof
20
N A,
hd 2 ‘)_

CLIENT

Create Reusable Rule I
e
@Dune

pswdp3 - Configure Action -

WebSphere. DESRENERISIN

4

‘osoft Internet Explorer

ahttp idp: 9030/ serviceProcessingStkepAction?popup:

. S
@ Configure Action

Help

Select an action type
Operation
¢ Event-sink I |

The Event-sink action forces waiting for asynchronous actions before continuing,
and forces an error if they error,

¢~ Extract Using XPath

The Extract action applies an XPath expression to a context and stores the
- ip either the identified variable or the identified Output context.

action retrieves resources (such as an ®ML file) from specified URL
for use within a processing rule. The result of the Fetch is placed in the Output
context,

~ For-each

The For-each action defines an action to loop ower based on & count or an
expression.

¢~ Header Rewrite
The Header Rewrite action rewrites the URLs or header contents of the message
sent out from the device. A URL Rewrite Palicy is employed to identify what
attributes to rewrite and how.,

¢ Log

ITha Lnn actinn cends the eantent of the cnarifisd Tnnut rantest ac 5 loa | lLI
4 3

m Cancel

i

With this type, there is no back end server which ne
from the device. |&] pone

[T 8@,

With this type, the response type is always "unprocessed”,

! = Int FA

Request Type
XML x:

Don't forget to save your wark hefore you logout

[&] 200

=l
[T e,
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anfioure: %M ewall - Microsof Interpet Fxplore 5 —olx|
= 7} DataPower X150 | Processing Policy: - Microsoft Internet Explorer (=] 3] ‘ ar
Address [ htps:/idp:a090 jcanfigurejStyiePalicyEditor fwetMuliCard?skiphav=truedpalicyNameSelect=wktxMuliCardiservice=rMLFirewall = | [ Go | o |
- =
di % BN = ‘Lin)s »
Conflgure XML Firewall Style PDIICV 2} pswdp3 - Configure Fetch Action - Microsaft Internet Explorer
= i i i ? =
Policy: Address @https‘n'dp‘909UﬂservlceﬂProcesslnqStepAct\on.popup true
Palicy Name: [witzMultiCard e WebSphere. DEERONSRNS0N
I -—
apply Policy Cancel Ex ; .
E Configure Fetch Action
Rule: Help
o
Rule Marme: |wtt><MuIt|Card_request Rule Direction: | Client £ Basic Advanced
Hew Rule | Delete Rule |
Create rule: Click New, drag action icons onto line.  Edit rule: Click or
conflent | [InFUT [InPUT =] %
« ¥ © A & © 0 2 O 7
Bui Filter Sign Werify Walidate Encrypt Decrypt Transform  Route
Bk
Hrerch
Coy
20
| cid: -
Source |
dept.txt war Bgffder | x
& 2 - -
Asynchronous | * on & off
oLENT
Method | | GET hat I
Create Reusable Rule Dutg ‘ﬂ [t et [eatey =
— —
&7 pene Cancel
G T
With this type, there is no back end server which ne ’7
S gy |&] Done [T [5 [@ Trustedsices i
T = |
With this type, the response type is always "unprocessed". Request Type
KML -
Don't forget to save your work before you logout LI
&z [T T T3 (@ Trasted sites P
[ ]

We will now add a second Fetch action to retrieve the list of Employees — the attachment contained in
the input message with content-id emp.txt. See the screenshots for the sequence, again paying

particular attention to ensure that the Input and Output contexts, and the attachment URIs are
specified as shown:

73
http://www-01.ibm.com/software/support/acceleratedvalue/



Impact2011 IBM Software Accelerated Value Program

Changing the Way Business and 1T Leaciers Work

Aiddress @https:,l',l'dp:SIEI'SID,I'CDnFigure,l'SterPolicyEditnr,l'wtxMuItiCard?skjpNav=true&pnlicyNameSeIect=wtxMuItiCard&service=XMLj Go |

;Ir

5] Configure XML Firewall Style Policy

Policy:
Paolicy Mame: |wtxMultiCard * [ up]
apply Palicy | Cancel | Export | Wiew Log | Wiew Status | Close Window |
Rule:
Rule Marme: |wtxMuItiCard_request Rule Direction: Im
Mew Rule | Delete Rule |

Create rule: Click Mew, drag action icons onto line.  Edit rule: Click on rule, double-click on action

¥y ©C A &£ 06 060 2 O @

B A

Filter Sign Verify  Validate Encrypt Decrypt Transform Route

lig

\

ORISIM
SERVER

CLIEMT

|&]Dane I_ |_ ’_ ’_ ré_ @ Trusted sites

B
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WebSphere. DaEtaPGWERXIS0ON

E Configure Action

Help

Select an action type

Operation
¢~ Event-sink d

The Event-sink action forces warting for asynchronous actions before continuing,
and forces an error if they errar,

¢~ Extract Using XPath

The Extract action applies an ¥Path expression to a context and stores the
result in either the identified variable or the identified Qutput context.

actinn retrieves resources (such as an =ML file) from specified URL

for use within a processing rule. The result of the Fetch is placed in the Cutput
context,

¢~ For-each

The For-each action defines an action to loop over based on a count or an
EXpression.

¢~ Header Rewrite

The Header Rewrite action rewrites the URLs or header contents of the message
sent out from the dewvice, & URL Rewrite Policy 15 employved to identify what
attributes to rewrite and how,

" Leog

IThn= | na artinn cendz the rontent of the crecified Trnot cantevt a2 A lon I_ILI
4 4

m Cancel

€] Done I_ l_ l_ I_ ré_ | Trusted sites

| K
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E Configure Fetch Action

Help

1 Basic Advanced

Contefit | | INPUT

eFetch

ar Builder | *

Asynchronous |  on & off

Method | | GET - *®

Dutput |em|:u_ct>< I(autn) ;l

|

|@ Done I_I_I_I—E|Q'Irustec_l sites

e Now, you will add a Binary Transform Action after the two Fefch actions. This action will invoke the
execution of our WTX map. Drag another Advanced Action onto the processing policy just before the
Results Action, and then configure the action as shown in these screenshots.

o NOTE: The initial configuration of this action from the processing policy wizard does not
permit you to configure the sources of the input and output cards; you will make those
changes in a subsequent step.
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Ve

a DataPower X150 | Processing Policy: - Microsoft Internet Explorer

=1o/x|

Address @ https:Hdp:9EI'BEIIc0nfigureISterPulicyEditorthxMuItiCard?skipNav=true&p0licyr\lameSeIect=wtxMuItiCard&serviu:e=XMLFirewalISer\j £l

[+ Configure XML Firewall Style Policy

Policy:
Palicy Mame: [wtehultiCard * 1 up]
Apply Palicy | Cancel | Export | Wiew Log | Miew Status | Close Window |
Rule:
Rule Marne: |wtxMultiCard_request Rule Direction: Im
Mew Rule | Delete Rule |

Create rule: Click New, drag action icons onto line.  Edit rule: Click on rule, double-clic

v 0O A &£ 00 2 0@ 86 ¥

Filter Sign Verify  Walidate Encrypt  Decrypt Transform  Route AAA

L2
L
"
i
&
L

CLIEMT ORIGIM
ZERVER

A R e SR YA T B I

| m—
/& ] Done |_ |_ |_ |_ ré_ ) Trusted sites

S
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WebSphere. DESROWERNIS0N

e SSSRPIE — —
E Configure Action

Help
Select an action type
Operation
This action determines the URL to which documents are forwarded after all ;I

processing rules have completed,
¢~ Set Yariable

This action sets the value of a variable for use in subsequent processing.
 SOL

The SQL action sends SQL statements to a configured Data Source database for
execution, The results rmay be used for further processing.

¢~ Strip Attachments

The Strip Attachrnents action removes all or specified MIME or DIME
attachrments from a specified context (typically the INPUT context),

¢~ Transform (Using Processing Instruction}
The Transform PI action transforms the submitted docurnent using the

stylesheet specified by processing instructions within the subritted XML
docurnent.

t+ Transform Binary
ion transforms a non-XML message, such as binary or

flat text, using the Processing Control File identified here, The Control File in
turn uses a DataGlue FFD file,

4| | »
Mi@ Cancel

[
|&] Done | l_ I_ I_ I_ E |8 Trusted sites b

e Select the map file (multiplelOReport.dpa) from local:///WTXxx (this is the location to which you
deployed the map file from Design Studio earlier in the lab). Ensure that the Input and Output contexts
are both NULL, and that the map mode is DPA. You will finish configuring the map in a short while —
after we finish adding and configuring the other required policy actions.
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WebSphere. DERONERIS0N

e

Configure Transform Binary Action

Help
Basic Advanced
ﬁ'ﬂ}ut
Inpuf| | HULL [tautey =] %
‘Options

\ :
Transform Binary

{+ Use ®SLT specified in this action on a non-®¥ML message
{ Use ®SLT specified in this action

(" Use ®SLT specified in ®%ML document processing instructions, if available

Use Document Processing
Instructions

[local:ss =l
Processing Control File
I(nnne}l ;I Upload... | Fetch... I Edit...l e, | War Builder |
i
| L fffmiTmnz -

WX p file IDCEI a _I

IMuItipIeIORepDr‘t.dpa;I Upload..) | Fetch... | Edit...l View.., | Var Builder |
y
WTX MapWode | [DPA =l

URL Rewrite Policy | |{none) =] +

Asynchronous |  on & off

|
| &] Dore l_ l_ l_ l_ |E— | @ Trusted sites 4

e Finally, you need to add two Results actions to complete the assembly of all the required parts of our
response into the context (final) that you will return to the client application. Notice that you will set the
destination for these Results actions to be attachments of that output context, and that you will have to
type the names of the Input contexts in each case. [These two contexts will be created as the location
of the outputs of our WTX map, but the configuration wizard doesn’t know that yet...]
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Ve

; DataPower XI50 | Processing Policy: - Microsoft Internet Explorer o IDlﬂ

Address @https:J',l'dp:EIDEIDJ'cnnFigure,l'StylePnlicyEditurIwtxMuItiCard?sHpNav=true&p0IichameSe|eu:t=wtxMu|tiCard&service=xMLFirewaIISerkj = [ 1',’

5] Configure XML Firewall Style Palicy

Policy:
Palicy Mame: |wtxMultiCard * T up]
apply Policy | Cancel | Export | Wiew Log | Wiew Status | Close Window |
Rule:
Fule Mame: |wtxMuItiCard_request Fule Direction: Im
Hew Rule | Delete Rule |

Create rule: Click Mew, drag action icons onto line.  Edit rule: Click on rule, double-click on action

v O A & 0 0 2 O B /4] v

Filtar Sign Verify  Validate Encrypt Decrypt Transform  Route AbS Rezultz | Advanced

CLIENT ORIalN
SERVER

/& Dane o o |_|_|_|_|E_|Q Trusted sites v
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Basic Advanced
Inpyf| | emp_out [no =1 =

4 | Results
attachment:// - |
Destingftion I = . \
Iﬂnalfc_id[err]_p_d_et:;lils.uut Var Builder |
Asynchronou * off

Number of Retries I 0

Retry Interval | | 1000 msec

Method | |FOST bl *

|ouTeuT = |

Output

4| | | ’|—|

| LT ek mternet e

e Drag a second Results action onto the policy after the one you just finished adding, and configure it:
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[~ pswdp3 - Configure Results A

Help

Basic Advanced

dept_out *I *

\
|attachment:r’f \ LI

Var Builder |

| final/cid:dept_details.out

Asynchronous

Number of Retries IO_

Retry Interval | | 1000 ——

Method | |[POST = | =

Output | | OUTPUT | = |

M@l I
N4

< | LILI
Done LT[ | mtenet |%100% ~

¢ Finally, reconfigure the last Results action (the existing one added by the wizard) to return the context
finalto OUTPUT:
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" pswdp3 - Conﬁgure Results Action - Windows Internet Explorer

ror ]EFHLIVE Search

Basic Advanced

| Results
rt: - I
Destination |ce, Al
[tnane) ~ 1! upload... | Feten... | Edit... | view... | war Builder
Asynchronous | ¢ on % off

Number of Iletries‘ | 0

| 1000 msec

Hethod‘ IPOST b I *

Retry Interval

4 |
[Done P T T T T @ mteme R100%

e The completed policy should look similar to this:
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Ve

[=] Configure XML Firewall Style Policy

Policy:

olicy Name: T™MultiCard *
Apply Policy | ancel I Export | View Log | VigiStatus | Close Window |
/ \
~—
Rule:
Rule Name: |'-'-;t:<|‘»‘1l.||tiCard_request Rule Direction: ICIient to Server - I
New Rule | Delete Rule |

Create rule: Click New, drag action icons onto line. Edit rule: Click on rule, double-click on action
—

T S A &£ O 0 2 O @B H o i

Filter Sign Verify Validate Encrypt Decrypt Transform Route Rezults  Advanced

o E > E U
Action: Transform Binary
CLIENT wixMultiCard_request_xformbin_0
Action Type: xformbin
Input : NULL
WTX Map file : local:///WTX02
/MultipleIOReport.dpa
WTX Map Mode : dpa
Output @ NULL
CTenleasieiue | Locate Named Inputs and Qutputs : default
Output Type : default
\Configured Rules Asynchronous : off
Order Rule Name Direction Actions

e s
10 <5 wixMultiCard_request Client to Server ‘e %mu u ‘ delete rule
- i

v Scroll to top

e TAKE NOTE of the name of the Binary Transform Action, since you will need to know the name to

finish configuring that action (which you will do next).

1. Recall that you can discover the action’s name by hovering the mouse over the Binary

Transform Action in the ‘Configured Rules’ section of the page.

e Click the Apply Policy button.

e  ‘Before you leave this screen and finish configuring the Binary Transform action that will run the map,

you may want to spend a minute to understand the processing logic for this service. The processing

policy consists of eight actions for traffic originating from a client:

1. A Match action decides which message are processed by this rule

2. A(Binary) Transform action produces a context (final) where we will assemble our output

‘pieces’
3. Two Fetch actions which (in turn):

a. retrieve departments and

b. retrieve employees from the corresponding attachment in the incoming message

http://www-01.ibm.com/software/support/acceleratedvalue/
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4. A Binary Transform action which runs the WTX map
5. Two Results actions which (in turn):
a. Move the output from the map’s first output card to an attachment of the final context

b. Move the output from the map’s second output card a second attachment of the final
context

6. A Final Results action which sends the final context (now completely ‘assembled’) to the
context named OUTPUT, which is returned to the client application

¢ Now, click Close Window, and then Apply on the main configuration screen for the XML Firewall.
Save your configuration.

e Next, you need to make further configuration changes to the Binary Transform Action that executes
the multicard WTX map. As mentioned earlier, the input and output card mapping can not be done
from the XML Firewall wizard; these changes must be configured from the object itself.

¢ Reminder: you will need the name of the action to select the proper action from the list.

e From the left-hand navigation menu, click on (open) the Objects menu, then select Processing Action
(under XML Processing section). Click on the Binary Transform Action’s name to edit:
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|~ DataPower XI50 | Configure: XML Firewall - Windows Internet Explorer

=lol x|

{ @‘j i |E| https://pswdp3.rtp.raleigh.ibm.com:9090/service/XMLFirewall /wttxMultiCard?tab=g ﬂ % Certificate Error ‘ 1| R ILive Search

[P

J File Edit View Favorites Tools Help

| 'ii}? {5? [=] DataPower XI50 | Configure: XML F... | |

Jf”ﬂ x E:i 5 c§a o Q’Pagev {Q}Tu&lsv

>

RFLC Firewa ervice
X5l Coprocessor Service

XSL Proxy Service

XML Processing

AAS Policy

Compile Options Policy
Conformance Policy
Document Crypto Map
HTTP Input Conversion Map
Matching Rule

{ Pmﬁﬁing Action
| Procesfing Metadata

Processing Rule

SAML Attributes
Schema Exception Map

S0AP Header Disposition
Table

URL Map

URL Refresh Policy
URL Rewrite Policy
XML Manager
¥Path Routing Map

{| Web Services

WS-Proxy Endpoint Rewrite
WS-Proxy Processing Policy
WS-Proxy Processing Rule

Policy Configuration

Policy Attachment

Policy Parameters

Web Applications

Application Security Policy

Error Folicy

HTML Forms Login Policy
Name-Value Profile

Rate Limiter

Session Management Policy
Web Request Profile

Web Response Profile

||

Don't forget to save your work before you logout

‘https://pswdp3.rtp.raleigh.ibm.l:om:QDQB/Iist/SterPGIicyActinn

N

®100% ~
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=lolx]

@ g |E| https://pswdp3.rip.raleigh.ibm.com:9090/list/StylePolicyAction | Certificate Error | *5 | K ILi‘-:'e Search P~
J File Edit View Favorites Tools Help
% 4h¢ () DataPower XI50 | Configure: Proce... | | J 5~ B v o v |2 Page v (0 Tools ~
T TroTTe CeprepaTETTEp-ITaTE aven up - ST
Handler te-xform-chol-1 saved up ol sformbin _I
g::‘gfwar Front Side t-xform-Cho1-3 saved up » xformbin
tx-xform-Ch03-1 saved up P xformbin
Stateful Raw XML Handler tx-xform-Ch03-2 saved up ol xformbin
Stateless Raw XML Handler tx-xform-dpa saved up ye) xformbin
WebSphere JMS Front Side tx-xform-ef saved up ,J xformbin
Handler tx-xform-MultiinCut saved up ys] wfarmbin
Service Configuration txe-xform-Multiout saved up ,) wformbin
tx-xform-trace saved up P xformbin
HIZE Sanvics: tx-sxforme-xml-03-01 zaved up yo wformbin
Multi-Protocol Gateway tx-xform-xml-03-02 saved up el xformbin
551 Proxy Service validate-input-against-wsdl saved up i) validate
TCP Proxy Service validate-result-against-wsdl saved up yo) validate
UDDT Subscription wtteMultiCard_request_fetch_0 saved up ye fetch
e i s wtbxMultiCard_request_fetch_1 saved up ys) fetch
= witxMultiCard_request_results medified up pe results
Web Service Prexy witkMultiCard_request_results_1 new up ol results
WebSphere MQ Gateway wttxMultiCard_request_results_2 new up ,) results
wWebSphere MQ Host wtbxMultiCard_request_strip-attachments_0 |  saved up ys) strip-attachments
WebSphere MQ Proxy witxMultiCard_request_strip-attachments_1 saved up pe strip-attachments
WSRR Saved Search = = = saved L Lt ot
Subscription wibeMultiCard reguest xformbin 0 wed up 2 xformbin
WSRR Subscription @
XML Firewall Service =
—1
XSL Coprocessor Service o
XSL Proxy Service
XML Processing
Aaa Policy
Compile Optiens Policy
Conformance Policy
Document Crypte Map
HTTP Input Conversion Map
Matching Rule
MTOM Folicy
Processing Action
Processing Metadata
Processing Policy
Processing Rule
SAML Attributes
Schema Exception Map
SOAF Header Disposition
Table
URL Map
URL Refresh Policy
URL Rewrite Policy
Don't forget to save your work before you logout LI
|java5cript:generiEDBtaiIRBquest('StyIEPDIiLyAI:tiDn', ‘witxMultiCard_request_xformbin_0', ") ‘ | | | ’7’7’7‘0 Internet "100% ~

e Change the Locate Named Inputs and Outputs field to Explicit using the drop-down list:
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Search

JFiIe Edit View Favorites Tools Help

3?2 Elf&’ [=] DataPower XIS0 | Configure: Proce... | |

Control Panel

ﬁ Configure Processing Action

Administration M

Processing Action:

Network Settings
FTF Quoted Commands
IMS Connect Apply | Cancel | Delete | Undo I

Load Balancer Group
M ueue Manager iy _
i o Administrative State
MQ Queue Manager Group

NFS Dynamic Mounts

The running configuration of the domain contains unsaved changes. Review changes.
Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.

Condition

Styleshest Paramster

txMultiCard_request_xformbin_0 [up]

port | View Log | View Status | Help

= enabled " disabled

Handler
IMS Connect Handler
MQ Front Side Handler

NFS Poller Front Side
Handler

Locate Mamed Inputs and Outpy

URL Rewrite Policy

SFTP Poller Front Side

Handler Dynamic Stylesheet

SFTP Server Front Side
Handler
Qutput Type

Default _x I

Stateful Raw XML Handler
Stateless Raw XML Handler

WebSphere JMS Front Side
Handler

Asynchronous " on (¥ off
‘Service Configuration
HTTP Service

Multi-Protocol Gateway

Comments I
NFS Static Mounts
Resr Groun Action Type [Transfarm Binary - =
SGQL Data Source
User Agent Input |NULL *
WebSphere IMS
Transform I
Protocol Handlers
FTP Poller Front Side :
Fiabaler WTX Map file [local:///wTx02/MultipleIOReport.dp
FTP Server Front Side
Handler WTX Map Mode |DPA = |
HTTP Front Side Handler
HTTPS (SSL) Front Side Output | HuLL ®

Don't forget to save your work before you logout

T

*100%

E

¢ Navigate to the Named Inputs tab, and then add two inputs as shown:
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aPower XI50 | Configure: Processing Action - Windows Internet

—lolx]

! @D o IE https://pswdp3.rtp.raleigh.ibm.com:9090/configure/StylePolicyAction/witxMultiCard_reque ﬂ ' Certificate Error IE} t\ IL\'ve Search \ £ 1;|
.| File Edit View Favorites Tools Help
| 5% 45 [3]DataPower XI50 | Configure: Proce... | | J - ~ = v pPage~ O/ Tools» >

Control Panel The running configuration of the domain contains unsaved changes. Review changes.
Debug Logging (in default domain) is enabled, which impacts perfermance. Manage debug settings.

ﬁ Conflgure Processing Action

Administration Main Named Inputs Named Qutputs Stylesheet Paramater Condition

Processing Action: wttxMultiCard_request_xformbin_0 [up]

FTP Quoted Commands ; ‘ ‘
Export | Wiew Log | Wiew Status | Help
IMS Connect Apply | Cancel I Delete I Undo

Load Balancer Group

M ueue Manager
QQ ¥ Mamed Inputs

Name Context
NFS Dynamic Mounts (smiaty)

MFS Static Mounts
Peer Group

SQL Data Source

MQ Queue Manager Group

User Agent
WebSphere JM5

Protocol Handlers
FTP Poller Front Side
Handler

FTP Server Front Side
Handler

HTTP Front Side Handler

HTTPS (SSL) Front Side
Handler

IMS Connect Handler
MQ Front Side Handler

NFS Poller Front Side
Handler

SFTP Poller Front Side
Handler

SFTP Server Front Side
Handler

Stateful Raw XML Handler
Stateless Raw XML Handler
WebSphere JMS Front Side
Handler

Service Configuration
HTTP Service

Multi-Protocol Gateway

=

Daon't forget to save your work before you logout

Done l_f_l_f_l_’_|ﬂ Internet
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WebSphere. DataPower XI50
Edit Named Inputs
Mame I AllDepts \
Context I dept_ctx
[TapRly] ] ) Cancel
< | | >
Done Eh‘ IE

WebSphere. DataPower XI50

Edit Named Inputs

Mame I AllEmps \

Context I emp_ctx

[TEer]] Jcancel

—1
< | | i
| Done BEE

e From the Named Outputs tab, configure two output cards:
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g Action - Windows Internet Explorer

@‘) b |E| https:ﬂpswde.rtp.raleigh.ibm.com:9090]c0nﬁgum{SterPoliLyActicn]wtb(MultiCard_requd & Certificate Error ||

I )j ‘ |L|'Ve Search

J File Edit View Favorites Tools Help

'i:} Ly () DataPower XI50 | Configure: Proce... | | J - - @ > S}[vpagev

»

Control Panel The running configuration of the domain contains unsaved changes. Review changes.
Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.

ﬁ Configure Processing Action

Administration

Condition

Network Settings Processing Action: wttxM

FTP Quoted Commands "
e el e I Unda Export | View Log | View Status | Help
Load Balancer Group

M usue Manager
QQ i Named Outputs

Name Context
(empty)

MQ Queue Manager Group
MNF5 Dynamic Mounts
NFS Static Mounts

Add

Peer Group

SQL Data Source
User Agent
WebSphere JM5

Protocol Handlers

FTP Poller Front Side
Handler

FTP Server Front Side
Handler

HTTP Front Side Handler

HTTPS (35L) Front Side
Handler

IMS Connect Handler
MQ Front Side Handler

NFS Poller Front Side
Handler

SFTP Poller Front Side
Handler

SFTP Server Front Side
Handler

Stateful Raw XML Handler
Stateless Raw XML Handler
WebSphere JMS Front Side
Handler

Service Configuration
HTTP Service
Multi-Protocol Gateway

Don't forget to save your work before you logout

=l

R T
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()~ [Elnttps://pswdp; ¥ | Certific..| v | X

WebSphere. DataPower XI50

Edit Named Outputs

Live Search

l deptFile

l dept_out

Done | |

| | | | Internet

http://www-01.ibm.com/software/support/acceleratedvalue/
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H".-._JJ' L

I E‘_ﬁ@g-_ﬂmﬂp v | % Certifi... |Ei|g| |Lwe Search Plid

WebSphere. DataPower X150 _

Edit Named Outputs

Name empFile

Context

emp_out

_
R | B

Done | | | | | | G#internet S

e Apply the changes you've just completed, and then save your configuration.
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/= DataPower XI50 | Configure: Processing Action - Windows Internet Explorer _ ol x|
@__T_\," |E| https://pswdpii.rtp.raleigh.ibm.com:%%{conﬁgurelstylep{)liLyActiDnleb(MultiCar[i_reqmﬂ % Certificate Error ‘ *5 XK |Li\-‘e Search pelbgl
J File Edit View Favorites Tools Help

- = »
5 9 [E]DataPower XISO | Configure: Proce... | | J R A R R j Page v -2 Tools ~
_ :I
Control Panel The running configuration of the domain contains unsaved changes. Review changes.
Debug Logging (in default domain) is enabled, which impacts performance. Manage debug settings.

ﬁ Configure Processing Action

Main Hamed Inputs Named Outputs Styleshest Parameter Condition

Network Settings Processing Action: wttxMultiCard_request_xformbin_0 [up]

FTP Quoted Commands

] Export | View Log | View Status | Help
IMS Connect _elete | Gindo | ! l l

Load Balancer Group

MG Queue Manager

Named Outputs

MQ Queue Manager Group Nama Context

deptFile ' dept_out 7 3
7 %

NFS Static Mounts empFile ' emp_out © 4

Peer Group Add

SQL Data Source

NFS Dynamic Mounts

User Agent
WebSphere JMS

Protocol Handlers

FTP Poller Front Side
Handler

FTP Server Front Side
Handler

HTTP Front Side Handler

HTTPS (SSL) Front Side
Handler

IMS Connect Handler
MQ Front Side Handler

NFS Poller Front Side
Handler

SFTP Poller Front Side
Handler

SFTP Server Front Side
Handler

Stateful Raw XML Handler
Stateless Raw XML Handler
WebSphere JMS Front Side
Handler
Service Configuration
HTTP Service
Multi-Protocol Gateway
Don't forget to save your work before you logout LI

|http5://pswdp3.rtp.raleigh.ibm.mm:QDQD/cnnﬁgurelstyIEPGIicyAl:tiDn/wtb(MuItiCard_request_xfnrrl_l_l_’_|_| |0 Internet |""‘~ 100% - .

e You are now ready to test your service using cURL, a freely available tool that can (among many
many other capabilities) submit http requests from a command-line. Open a Windows command
window by clicking on the Command Window icon on the Desktop. You will now type in the cURL
command to send an http request containing a MIME-format input message to your service.

o A template containing the command you need to enter is contained in the file c:\LabFiles\curl-
cmd.txt. You may want to use that template to copy the command for execution into your
command window, but you will have to adjust the port number in the command to direct the
request to your service port on the DataPower device:

94
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e Cmd Promipt in curl directory

=10] x|

c:Ncurl>curl.exe --data-binary @c: \labFlles\multlpleIO msg -H "Content-Type: mul
tlpart/related tépe =\"text/xml\"; boundary=\"mime boundary\"" http: //dp: 8025
{?xml version="1,0" encoding="UTF-8"7>
env:Envelope xmlns:env="http://schemas.xmlsoap.org/soa?/envelope/"><env:Body)(e
nviFault><{faultcode>env:Client<{/faultcode><faultstring?lnternal Error (from clie
nt)<{/faultstring><{/env:Fault><{/env:Body><{/env:Envel ope>
c:Ncurl>

A

=

e What happened? DataPower (in the absence of specific customization to the service, and by design —

you don’t want to divulge information that would assist hackers in accessing the service) returns a very

general error back to the client. To troubleshoot the problem, you will need to start by looking at the
DataPower logs.

Using Internet Explorer, navigate to the DataPower home page, then click on Troubleshooting lcon:

95
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| #} DataPower X150 | Control Panel - Microsoft Internet Explorer [ _1of x|
| File Edit Wiew Favorites Tools Help | a‘
@Bk = &3 - [¢] & .-‘b | ) Search < Favarites 42 | = =

dress | ] htps:fjdp: 3090/

| Eleo |tk >

WebSphere. DataPower XI50 3 : Domain:

Control Panel

@ Control Panel
Services
Firmware Rew: XI50.3.8.2.1

Network
— g = g
|z s r ¥
ﬂ' [ / A /
L 4 N u
Build: 193913

1BM WebSphere DataPower Web Service Multi-Protocol XML Firewall Web Application XSL Accelerator
Proxy Gateway Firewall

Debug-Level Logging and Debug Logaing (in default dormain) are enabled, which impacts performance. Manage debug settings.

Services

Administration

Copyright IBM Corporation 1999-
2011

Monitoring and T

eb Services Yiew Status

Maonitor
Files and Administration
A “"*—lr
|canig| | cantlg| |
“ "] - L ) !
Pl i
File Management System Control Import Export Keys & Certs
Configuration Configuration Management

Hawving trouble? Additional support resources are available.

+ Find more information on the WebSphers DataPower Support Site,

* (Generate an error repart.

» Contact [BM WebSohere DataPower S04 Support
Don't forget to save your work before you logout

|
|&] https:{dp:9090/7navFrame=False# l_ l_ l_ ’_ ’—é_ @ Trusted sites A

e Ensure that your logging level is set to debug. Save your configuration if you changed it. Now, click
on the View System Logs link — this will bring up a separate window displaying the DataPower log:

96
http://www-01.ibm.com/software/support/acceleratedvalue/



Impact20if IBM Software Accelerated Value Program

Changing the Way Business anc! [T Lea:

/3 DataPower X150 - Microsoft Internet Explorer Nl =10] x|

Eile  Edit Wiew Favarites Tools Help | ?,‘7
QBack -~ &3 - [x] [2] 7o | 'Search - Favotites 42 | £
Address [ https: /dp:090/system/DebugPanel

s Work

WebSphere. DataPower XIS0

Control Panel Debug-Level Logging and Debug Logaing {in default domain) are enabled, which impacts performance. Manage debug settings.

Troubleshooting Panel

Services
Network
Administration Main Debug Probe Conformance Walidation

MNetworking

Ping Remote Help TCP Connection Test Help
Firmuare Rewt K150,3.8.2,1
Build: 193913 Remote Host | * Remote Host | *
1BM WebSphere DataPower Use IP version m Remote Port | #

Copyright IBM Corparation 1999-
2011 Fing Remote Use IP version Idafau\t .I

TCP Connection Test |

Logging

Generate Log Event Help

Log Category [{rorey o] ﬂ_l*
Log Level m*

Log Message | *
EventCode [ joio| Select Code

Reporting
Generate Error Report Help Send Error Report Help
Mo Error Report Available for Viewing v e | i
Generate Error Report |
Location | *
F-mail Address ] 4
Don't forget to save your work before you logout Ll

|@ javascript:voidiDl; ’_ ,_ ,_ ’_ ’—g @) Trusted sites 4

e Send another request to your service from the command window, then return to the DataPower log
window and use the Refresh Log link to update the logs. You can now read the log to figure out what
went wrong:
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g b

2 DataPower X150 | Confirm Action: - Microsoft Internet Explorer =] ]
" - [}
Address [ https: {idp: 3050y stemjdisplayLog/?skiphay=true ECEREE
T Refresh Lo Target: |9erade1og =] Filigr; JL0one] =1 Jtnone] =] ;I

current time: 1519148 on 2011-03-11

timew category  level  tid direction  client rnsgid message Show last 50 100 all

Fri Mar 11 2011

15:19:41 xzmilfirewall debug 527665 2.42,88.107 0x30e00531 xrnlfirevall (wixMultiCard): Starting termination of cannection 9.42,88,107:3549 9.42,135, 19218105

15:19:41 memory-  debug 527665 9.42.88.107 0x80200690 xrnlfirewall (wixMultiCard): Response Finished: memory used 204516

report

15:19:41 xmlfirewall warn 527665 | error 9.42.88.107 0x80e000b6  xrnlfirewsll (wkxMultiCard): Mo rmatch frorm processing policy 'wheMultiCard' for code '0x00:30022°

15:19:41 xmlfirewall notice 527665 9.42.88.107 0x30c0007b  stylepolicy (whxMultiCard): Mo errar rule is matched,

15:19:41 =mlfirewall errar 527665 error 9.42,88.107 0x00c30022  xrnlfirewall (wixMultiCard): dpa runtime error

15:19:41  xzrnlfirewall warn 527665 9.42.88,107 0x80e0052f | xrmlfirewall [wixMultiCard): Generated errar ta 0.0.0,0 5105 on URL 'http:ffdp: 8105/ <2xrl version="1.0" encading="UTF-8"?>

<enuiEnvelope

wrnlnstenu="http1//scharmas, xmizoap. org/soaps envelope/ "> <env:Body=<enviFault><faultcode>enu: Client=/faultcode > <faultstring
Errar (from dlient]</faultstring></env: Faul=</env:Body></envEnvelopes>

15:19:141 multistep | error  S27EES 9.42,88,107 0x00c30022 | =xmilfirewall (wkxMultiCard): dpa runtirme errar

15:19:41 rmultistep | error 527665  request  9.42,88.107  0x80c00009  xrnlfirewsll (wixMultiCard): request wixMultiCard_request #4 xfarmbin: Transfarming (possibly binarg) NULL with
locali/fMultipleIOR eport dpa results stored in NULL failed: 101 Internal ervor, Gannot find the narmed input 'all_emps' in the reque

15:19:41 rnultistep  debug 527665 request  9.42,88.107 OxB80c0004e  =xrlfirewall (wtxMultiCard): Stylesheet URL to cornpile is 'Inx{bh’IMult\p\anRaport.dpa'

15:18:41 mulkistep | info 527665  request 9.42.88.107 0x30c00002 xmifirewall (whxMultiCard): rule (whxMultiCard_request): #3 Fetch: “from cidiemp txt using http GET stored in emp_dkx, input from In
completed GK.

15:18:41 mermory-  debug 527665  request 9.42.88.107 0x30e0068d xmifirewall (whxMultiCard): Processing [Rule (whxMultiCard_request), Adion ('wixMultiCard_request_fatch_1', fetch(cid:emp.txt]), Ing
report (INPUT], Output{emp_ctx)] finished: mermory used 181716

15:1%:41 multistep | info 527665  request 9.42.88,107 0x30c00002  xmifirewall (wbxMultiCard): rule (wbxMultiCard_request): #2 fetchi “from cidideptitxt using http GET stored in dept_ctx, input from I
completed GK.

15:1%:41 memory-  debug 527665  request 9.42.88,107 0x30e0068d xmifirewall (wtxMultiCard): Processing [Rule (whxMultiCard request), Adtion ("wixMultiCard request fetch 0 fetchicid:depttt]), Ing
report (INPUTY, Outputidept ctx)] finished: mermory used 177372

15:19:41 multistep | info 527665  request 942,828,107 0x30c00002  xmifirewall (wbxMultiCard): rule CwbxMultiCard_request): #1 xformbin: "Transforming Cpossibly binary) MULL with localif/fitransform,
stored in final' completed Gk,

15:19:41 mernory-  debug 527665 request  9.42.88.107 0x80=0068d  xrnlfirewall (wtxMultiCard): Processing [Rule (wixMultiCard_request), Adion ['wixMultiCard_request_zformbin_0', sformbin()), Input(
report Cutputifinal)] finished: memory used 150444 -
4

| 3
|g‘] javascript:waid(0) ’_ ,_ ’_ ,_ ’—é_ @) Trusted sites 4

e DataPower logs are read from bottom to top in the GUI view (in other words, the log records in this
display are from newest to oldest, top to bottom). You can see that the DataPower runtime could not
locate any context mapped to the input card all_emps.

e Return (navigate) to the DataPower configuration screen for the Binary Transform Action, and switch
to the Named Inputs tab. The two input cards were [deliberately] misnamed for both “departments”
and “employees” — we specified AllDepts and AllEmps as the name of the input cards, but the actual
names are all_depts and all_emps.

o This is very likely the single most common problem in configuring maps with multiple inputs or
outputs. Although you wouldn’t do this deliberately under normal circumstances, this sort of
misconfiguration is particularly likely if there are different individuals implementing the
DataPower service from the ones developing the map in Design Studio. There is no easy way
to examine the deployed file (the compiled map file ending in dpa) to display the named inputs
and outputs. So the service implementer on DataPower may be relying on written (or even
verbal) instructions from the map designer, and mistakes are easy to make! Note that the card
names are case sensitive as well!

o However, the card names are easy to see in Design Studio — the card names are displayed in
the map detail pane. Switch back to the Design Studio window and take a look:

98
http://www-01.ibm.com/software/support/acceleratedvalue/



Impact2011 IBM Software Accelerated Value Program

Changing the Way Business anc! {T Leaders Work

‘% Transformation Extender Development - multicard/ multipleI0/multipleIC - ol x|
File Edit Mavigate Search Project Map Card Rules Type Tree Run Window Help

[ i le@G@ax@R g (G| [k~ |Fr|[lrilrr o~ £l @ Transfor...
J P e ixlaal v
5. Extender Navi [ Navigator % .~ (@ multipleI0.mms MultiplelOReport & -o
|2 & ¥ [~ Rule:
=% multicard Enter the rule for this output.
E = multiplelO 1 =l
. dept.txt =1
10-data.mtt tiop
i» 10-data.m!
@ multipleI0.mms @ % x
il |t 1# all_emps (empFile employee ROOT) <+ | | =2 1# empFile (empDetails Reportl ROOT)
~-@ multicard.dtxdeployment LA p i) ) P P p
1% Samples ¥ © all_emps | | Output Rule
P emp @ ~oempric [
» ©Record (5) | =toEmpR({emp:all_emps, EXTRACT(dept:all_de
me Cnmpositinn] =8
B & multiplelO
=T MultiplelQRag
B- “gJffput Cards
/> 1all_emps
{ % 2all_depts d o
-6 Output Cards
i WpempFiIe @ Extender Properties & T =0
-7 2 deptFile Property Value |
- ENQrganizer
- toDept®
- @ toEmpR

o= |

¢ Now, return to your Internet Explorer window and correct the DataPower configuration issue. Navigate
to the Processing Action as you did previously (from the left-hand navigation menu -- Objects/XML
Processing/Processing Action), select the correct action (by name), and then edit the two Named
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Input entries (click on the Pencil icon to the right of each entry to edit):

Main Named Inputs Named Outputs Stylesheet Parameter Condition

Processing Action: wttxMultiCard _request_xformbin_0 [up]

Apply | Cancel | Delete | Undo |

Named Inputs

Name CnntextA
AllDepts dept_m( Lo

AllEmps = emp_ctx

e After you have fixed the Named Inputs, the configuration should look like this:

ﬁ Configure Processing Action

Main Named Inputs MNamed Cutputs Stvlesheet Parameter Condition

Processing Action: wtxMultiCard _request _xformbin_ 0 [up]

Apply I Cancel I Delete I Undo I

MNamed Inputs

ame Context
all_depts ept_ctx = A 4
all_emps mp_ctx | 7 3%
" Add | N

e Apply your changes and save your configuration. Now, re-run your test from the command window by
reissuing the cURL command as before. The response should look like this:
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v Crnd Promipt in curl dirEEtDr‘f I ]

1\cur --data- ciN iles\multip el0. msg -H "Content-Type: mul 4]
tlpart/related type \"text/xml\"; boundary N"mime boundary\"" http: //dp: 8025

--mime_boundary
Content-Type: text xml; charset=UTF-8
Content-Transfer-Encoding: binary

{?xml version="1.0" encodi B "UTF-8"7>
(encoded)dthcprcthYHluIG v¥3V¥t ZWSB<{ /encoded>
--mime_boundary

Content-ID: <emp_details.out?
Content-Transfer-Encoding: binary

Content-Type: application/octet-stream

Sales,Benedykt,assistant
Admin,Kazimierz,Manager
Sales,Magdalena, SH Engineer
Sales,lHa bur?a HW Engineer
Sales,Dawid, lechnician
Admin,Otto,S5ales
Admin, Joze#at Sales
Sales, Teresa, assistant
Admin,Jan,Mana er
Admin,Zyamunt ,5H Engineer
RD,Leonard,HH Engineer
Admln dustlna Technician
Sales Nlncenty Sales
RD,Lukasz,Sales
omuald,assistant
dmin, AlFons Manager N
RD, LUCJan, nElneer

min,Hand a, ngineer

onika, Technician
Haclawa,Sales
1acynt Sales

ale a01EJ,assistant
Admln,Maksymlllan Manager
dmln, gnac! nglneer
dmin,Ludmi a, Engineer
dmln,Pelagla,Technician
dmin,Saturnin,Sales
eon,Sales
dmin,Jacinta,assistant
D Klement yna, Manager
Hawrzyniec,SH Engineer
Sales Bernard,HH Engineer

=T
JU

Dﬂbg}}}}

¢ You have successfully configured and tested the service!
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Part 7: Converting One Input Source to a Local Document

A pswdp3 - Configure Fetch Action - Microsoft Internet Explorer

WebSphere. DElSRGWESRXISON

Rather than construct and supply an input message containing both the list of employees and the
department information on every request, we can convert the service to only require a list of
employees. To do this, you will make a simple change to the service configuration — we’ll change the
Fetch Action which retrieves the “department file” so that we get that information from a local file on
the DataPower device.

Return to the processing policy by navigating throught the XML Firewall wizard on the main (login)
screen.

o [click XML Firewall, select the wixMultiCard firewall, click the edit button (“...”) to the right of
the selected processing policy.]

Edit the first Fetch Action (which currently retrieves the dept.txt attachment from the incoming
message).

o Remember — you can hover the mouse over the actions on a processing policy to have a
popup appear containing the details of the action. This will help you identify the correct action
to edit.

Change the Source to local:///WTXxx, and then upload the file c:\LabFiles\dept.ixt:

@ Configure Fetch Action

Help
Basic Advanced
Input
Content | | final [final = =
Options
oFetch
i [localissrmTxoz
Fetch... I Edit...I Wiew, .. I “War Builder I B

L
Asynchronous | (& aon ¢ off \/

Method GET - B

Dutput

DOutput Ideptictx |dept7c:t><;|

Delete I Dnnel Cancel I

W

@ Done

[ [ | |5 |@ Trusted sites
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3 pswdp3 - Configure Fetch Action - Microsoft Internet Explorer

@ https:,I',I'd!:u:9D9EI,I'service!fPrcu:essingStepF\ctinn?popup=true
WebSphere. DEFPHWERISDN

E Configure Fetch Action

Help
Basic Advanced
Content Ifin.all Iﬁna] ;I *

Pretch
|local://nTHOZ =
Ide!_:t.txt ;l Upload... | Fetch... | E-dit';.‘.l Wiew, .. Mar Builder | %

Source

Asynchronous | & on & off

Method | | GET = *®

Output |_dept_u:_t>< | dept_ctx ;l

€] bare LT 18 (@ wustedstes
e Apply the changes and save your configuration.
¢ Retest your service, this time using the input file c:\LabFiles\multiplelO-JustEmps.msg:
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¢ Cnd Prompt in curl directory

=10l x|

c:~curl>curl.exe --data-binary ®c: \labflles\multlpleIO msg -H "Content-Ty
tlpart/related tépe =N\"text xml\" boundary N"mime boundary\ " http: //dp 8925
{?xml _version="1 encodlng— UTF—S 7>

{env:Envelope xmlns:env="http://schemas.xmlsoap. org/soa senvelopes"><env:Body><e
nv:Fault><faultcodedenv:Client<{/faultcode>{faultstrin

alFormed content (from c
llsnt)fgfaultstrlng></env Fault><{/env:Body><{/env:Enve ope
c:\cur

mul|

||

The request failed, so you will need to troubleshoot again. Look through the DataPower logs (you may

need to send in another request once you have opened the Log window; refresh the log!). There
should be a log entry something like this:
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/= DataPower XI50 | Confirm Actio

dows Internet Explorer

=lolx]

9 = |E| https://pswdp3.rtp.raleigh.ibm.com:9090/system/displayLog/?skipNav=true

7] Certificate Ervor_| | X [Live Search

£~

System Log for XML Firewall Service

Help
C Refresh log  Target; [defaultloa [X]  Filter; [inone) =] [tnone) =1
current time: 19 on 2011-03-01
time v cate leval tid diraction | client message Showlast 50 100 all
Tue Mar 01 2011
20:53:56 xmlfirewall debug 632344 9.42.88.107 0x80=200531 xmlifirevall (wttxMultiCard): Starting termination of connection 9.42.88.107:2450 9.42.135.192:8025
20:53:56 memaory- debug | 633344 9.42.88.107 | O0xB0e00690 xmlfirewsll (wtbxMultiCard): Response Finished: memory used 157828
raport
20153156  xmifirewall warn 633344 | error 9.42.88.107 | OxB0e000b6 xmlfirewall (wtbcMultiCard): No match from processing policy 'wttxMultiCard' for code '0x00030001"
20:53:56  xmlfirevall error 633344  error 9.42.88.107 0x00030001 =mlifirevall (wtt<MultiCard): Parse error
20153156  xmifirewall warn 633344 9.42.88.107 | 0xB0e00532f xmlfirewall (wtbcMultiCard): Generated error to 0.0.0.0 8025 on URL 'http://dp:8025/": <?xml version="1.0" encoding="UTF-8"?>
<anviEnvalope
xm nv="http:/ .org/soap/envelope/" > <anviBady><enviFault> <faultcode>enviClient</faultcode><faultstring >Malfc
content {from client]) </ viFault></env:Body></ .
[20:53.: 5¢] EEE | 5.42.28.107 00002000
[multistaplill=rro il =32, requ=s1] ultiCard): request wtbxMultiCard_request #2 fatch: 'from local:///WTX02/dept.txt using http GET stored in dept ctx, inp
illegal character ‘1' at offset 0 of local:///WTX02/d i
bcmipar==Jll=rrodillcz 3440 =qu = b
20:53:156 xmlparse debug | 633344 request 9.42.88.107 | 0xB0eD03a6 xmlfirewall (wtb<MultiCard): Parsing document: ‘locali///WTX02/dept.txt’
20:53:56 multistep  info 633344 request 9.42.88.107 | 0xB0c00002 xmlifirevall (wtb<MultiCard): rule (wttxMultiCard_request): #1 xform: 'Transforming INPUT with local:///transform.xsl results stored in final
completed OK.
20:53:56 memory- debug 633344 request 9.42.88.107 | 0xB0=0068d xmlfirewall (wttxMultiCard): Processing [Rule (wttxMultiCard_request), Action ('wttxMultiCard_request_xform_0', xform{local:///transform.x
report Input(INPUT), Output(final)] finished: memeory used 144252
20:53:56 multistep debug 633344 request 9.42.88.107 | 0xB0c0004e xmlfirewall (wttxMultiCard): Stylesheet URL to compile is 'local:///transform.xsl'
20:53:56 xmlparse debug 633344  request 9.42.88.107 | 0x80e003ab xmlfirevall (wtbeMultiCard): Finished parsing: httpt//dp:8025/
20:53:56 xmlparse debug 633344 request 9.42.88.107 |0xB0e003a6 xmlfirevwall (wttxMultiCard): Parsing document: 'http://dp:8025/"
20:53:156 multistep debug | 633344 request  9.42.88.107 | 0xB0c0005c xmifirewall (wttxMultiCard): Stylesheet URL to compile is 'locali///transform.xsl’
20:53:56  memory- debug 632344 9.42.88.107 0x80=20068c xmlifirevall (wttxMultiCard): Regquest Started: memory used 53204
report
e You can see the problem here — when we changed the Fetch action to get from the local file, the
: ;
format of the file wasn’t what DataPower expects.
o By default, DataPower expects XML documents.
[ )

Let’s correct that; edit the Fetch Action, switch to the Advanced tab, and change the Output Type to
binary:
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| final [final =] =

Content

oFetch

Action Type |F_etc:h ;I #*
IIUcaI::’f’fWTHEIZ =1
Source | - — - . .
[dept.txt | uUpload... | Fetch.. | Edit.. | view.. | varBuilder |

Asynchronous | & on & off

Output TQ

Method

Output [dept_u:tx |dept_u:tx _TJ

Delete | Done | Cancel |

aE

el DT B @ musted sies

e Apply your changes and save. Retest:
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o Select Cond Prompt in curl directory ;l.glﬁ

ci:scurldcurl.exe --data-binary @c:\labfiles\?[[ﬂﬂﬂ(ﬂ!ﬂ!ﬂ@ﬁ.msg -H "Content-|
Tyggésmultipart/related; type=\"text/xml\"; boundary=\"mime_boundary\"" http:~-/sd
P:

--mime_boundary
Content-Type: textxml; charset=UTF-8
Content-Transfer-Encoding: binary

{?xml version="1.80" encodin UTF-
<encoded>dthcprcthYHluIGEvYBVtZNSBOyBub3cgd21BaCBquNBIG9uZSBhdHRhY2htZH5@ICh
1bXBsb3l 1 ZXMp<{/encoded>
--mime_boundary

Content-ID: <{emp_details.out>
Content-Transfer-Encoding: binary
Content-Type: applicationsoctet-stream

Sales,Benedykt,assistant
Admin,Kazimierz,Manager
Sales, Ma?dalena SH Englneer
Sales,Halburga,HH Engineer
Sales,Dawld echn1c1an
Admin,QOtto Sales
Admin, doze#at Sales
les,Teresa assistant
Admln,Jan,Mana er
Admin, Zygmunt ,SH Engineer
eonard,HH Engineer
dmln Justina, Technician
Sales,Hincenty,Sales
RD, Luﬁasz,Sales
HR,Romuald,assistant [y
Admin, Alfons,Manager
RD,Lucjan,SH Engineer
Admin,Handa,HH Engineer
RD,Monika, Technician
HR, Haclawa Sales
RD Hlacynt Sales
aie Maciej,assistant
Admin, Maksymlllan Manager
Admln, gnaci nglneer
dmin, Ludmi a, Engineer
dmln,Pelagla,Technician
Admin, Saturnin,Sales
eon, Sales
dmin,Jacinta,assistant
RD,Klementyna, Manager
Hawrzyniec,SH Engineer
ales,Bernard,Hd Engineer
RD,Bozena, Technician =l

e Now the service works.
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Part 8: Troubleshooting Invalid Input

e Lastly, we’ll work through another common problem. Use cURL to send the request
c\LabFiles\multiplelO-error1.msg to your service. What happened? Once again, let’s start with the
DataPower logs:

|/~ DataPower XI50 | Confirm Action: - Windows Internet Explorer (=] |
i @ “? = |E| https://pswdp3.rip.raleigh.ibm.com:9090/system/displaylLog/?skipNav=true pel |~

Certificate Error | +#| X

1
|

System Log for XML Firewall Service
@B, svetemog

Help

(' Refresh log  Target: |default-log =] Fikter; [(none) =] [tnone) =]

current tima: 21:14:41 on 2011-03-01

level
Tue Mar O
21:14:29 xmifirevall | dsbug 651424 5.42.88.107 0xB0=00531 =mlfirewall (vitxMultiCard): Starting termination of connaction 9.42.88.107:2577 9.42.135.192:9025
21:14:29 memory- | dsbug 651424 9.42.88.107 0xB80=00890 xmlfirewall (rttxMultiCard]: Response Finished: memory used 198876
report
21:14:29 xmlfirevall | warn | 651424 error 9.42.88.107  0xB02000b6 | xmifirewall (vtMultiCard]: Mo match from processing policy 'vitxMultiCard' for cods '0x00c30022"

21:14:29 xmlfirewall | eror | 651424 error 9.42.88.107 | 0x00c30022

o firevral ] .42.58.1070>80=00

dpa runtime arrar

| version="1.0" encoding="UTF-

cviall
21:14:2 B

21:14:2 =rrod] raquest emifirawall (wkbaMultic
local :///WTX02/Multiple10|
21:14:29 multistep | debug 651424 request 5.42.88.107 0xB0cD004e | xmifirewsll (wtxMultiCard): Styleshest URL to compile is 'local:///WTX02/MultiplelOReport.dpa’ k

21:14:29 multistep | info | 651424 request 5.42.88.107 0xB80c00002 | xmifirevall (wttxMultiCard): rule (wttxMultiCard_request): #5 strip-attachments: 'Strip from final, attachment uri cid:amp.bxt' complated OK.

21:14:29 memory- | debug 651424 request S5.42.88.107 0xB0e0068d  xmlifirewsll (wttxMultiCard): Processing [Rule {vtbcMultiCard_raquest), Action ('wkbxMultiCard_request_strip-attachmants_1', strip-attachmants
report (1): Inputifinal), Qutput(HULL)] finished: memory used 192324

21:14:29 multistep | info | 651424 request 5.42.88.107 0xB0cD0002 | xmifirewall (wttxMultiCard): rule (wtbxMultiCard_raquest): #4 fatch: 'from cid:emp.txt using http GET stored in emp_chx, input from final’
completed OK.

21:14:29 memory- | debug 651424 request 5.42.88.107 0OxB0e0088d xmifirewall (wtteMultiCard): Processing [Rule [wibeMultiCard_request), Action (‘wibeMultiCard_request_fetch_1', fetch(cidiemp.txt)), Input(fina
report Output{emp_ctx)] finished: memory used 131740

21:14:29 multistep |info | 631424 request 9.42.88.107 0xB0c00002  =mifirewall (rtbxMultiCard)s rule (wibxMultiCard_request): #3 strip-attachments: 'Strip from final, attachment uri cid:dept.bet’ completed OK.

21:14:29 memory- | debug 651424 request 9.42.88.107 0xB0e0088d xmifirevall (ribMultiCard): Processing [Rule (wbxMultiCard_request), Action ('wtbcMultiCard_request_strip-attachments_0', strip-attachments
report (1) Inputifinal), Output{NULL)] finished: memeory used 152548

21114129 multistep | info | 631424 request  9.42.88.107 0xB80c00002  xmifirevall (rtbMultiCard])s rule (wibeMultiCard_request): #2 fetch: 'from locali///WTX02/ mydepts. bt using http GET stored in dept_cbe inpu
from final' completed OK.

21:14:29 memory- | debug | 651424 request 9.42.88.107 0x80e0068d  xmlfirevall (wtbcMultiCard): Processing [Rule (wtbxMultiCard_request). Action ('wtbxMultiCard_request_fetch_0', fetch
report (local:///WTX02/mydepts.t=t)), Inputifinal), Output({dept_ctx)] finished: mamory usad 151932

21:14:29  multistep | info | 651424 request 9.42.88.107 0xB80c00002  xmifirevall (witxMultiCard): rule (witxMultiCard_raquest]: #1 xform: ‘Transforming INPUT vith local:///transform.xs| results stored in final'
completed OK.

21:14:29  memory- | debug 651424 request 9.42.88.107 0xB8020068d  xmifirewall (wttxMultiCard): Processing [Rule (vttxMultiCard_request), Action ('witeMultiCard_request_xform_0', xform(local:///transform.xsl).
report Input{INPUT), Output(final)] finished: memory used 144252

21:14:29 multistep | debug 651424 request S5.42.88.107 0xB80c0004e  xmifirewall (wtxMultiCard): Styleshest URL to compile is 'local:///transform.xsl'
21:14:29 xmlparse | debug 651424 request 5.42.88.107 0xB80e003ab  xmifirewall (wttxMultiCard): Finished parsing: http://dp:8025/

21:14:29 xmlparse | debug 651424 request 5.42.88.107 0xB80e003a6 xmifirevall (vttxMultiCard): Parsing document: 'http://dp:8025/"

21:14:29 multistep | debug 651424 request S9.42.88.107 OxB0c000Sc | xmlifirewsll (wttxMultiCard): Styleshest URL to compile is 'local:///transform.xsl'
21:14:29 memory- | debug 651424 5.42.88.107  0xB0=0068c | xmlfirawall (wkbxMultiCard): Request Started: memory used 59204

ramart

e We can see that the DataPower runtime doesn’t like something about our input, but it is difficult to
discern exactly what the matter is — we get a fairly generic “21: Input valid but unknown data found”.
To work through this issue, you will Design Studio and turn on tracing.

o NOTE: There is no tracing available when maps are executed on the DataPower device.

¢ Return to your Design Studio session and edit the Map Settings (right-click on the compiled map,
select Map Settings). Switch Trace to ON and set InputContentTrace to All:
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=10 x|

File Edit Mavigate Search Project Map Card Rules Type Tree Run  Window Help
[ = & | I%laal d/eeGexuw@e g |4 dd|e
7 B :

T Extender Mavigator | 50 Navigator 53 = Q *multiplelD. mms MultipleloReport &3
B

=~ ||+ Rule:

e J Q - i L Resource

@ Transformatio. ..

ol

=% MultiCard Enter the rule for this output,
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¢ Inthe outline view, select the all_emps input card, right-click and Edit the card. Change the input file
to c:\LabFiles\JustEmpsO01.ixt. [This is a stand-alone copy of the section emps.txt from the MIME-
format file c:\LabFiles\multiplelO-error1.msg used as input to your service.]

&b Edit Input Card (all_emps)

X|

Property Value -
= Schema
CardName all_emps
TypeTree |O-data.mtt
Type empFile employee ROOT
= SourceRule
= FetchAs Integral
WorkArea Create
FetchUnit S
= GET
= Source File
FilePath ..\..\..\..@sUustEmp@ N
= Transaction
OnSuccess Keep
OnFailure Rollback
Scope Map
= Retry
Switch OFF
MaxAttempts 0
Interval 0 -
= DocumentVerification
Classic MNever
Xerces Never
= Backup
Switch OFF -

Save and then rebuild the map, then right-click the map and choose Run Locally:
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Now, open the Trace View window (Window/Show View/Trace). Throughout the trace, you can see

what’s happened — somehow (deliberately in this case) the input terminators for each line have been
changed from <CR><LF> to <CR>.

Tracing the problem map by running locally within Design Studio is often an effective means for

tracking down issues with the input data.

This concludes the WTX / DataPower Lab
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