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About this book

— Important
Before proceeding with the migration steps described in this Guide,
download the latest WebSphere Commerce 5.4 FixPak from the WebSphere
Commerce Downloads Web site.

* For Business Edition:
http://www.ibm.com/software/webservers/commerce/wc_be/downloads.html

* For Professional Edition:
http://www.ibm.com/software/webservers/commerce/wc_pe/downloads.html

You will need to apply this WebSphere Commerce 5.4 FixPak after you
upgrade your software from WebSphere Commerce Suite 5.1 to WebSphere
Commerce 5.4, but prior to migrating your assets, such as the commerce
database, instance, configuration, and code. The FixPak contains corrections
that will minimize any problems you may encounter in the migration process.

Refer to the installation instructions that accompany the FixPak for details on
how to apply it.

Refer to the WebSphere Commerce 5.4 Installation Guide for additional
installation considerations when installing and configuring the WebSphere
Commerce 5.4 software stack. To install additional software packaged with
WebSphere Commerce 5.4, see the WebSphere Commerce 5.4 Additional Software
Guide.

This document describes the steps to migrate WebSphere Commerce Suite 5.1 to
WebSphere Commerce 5.4 on Solaris Operating EnvironmentLinux. If you wish to
migrate WebSphere Commerce Studio 5.1 to WebSphere Commerce Studio 5.4, see
the WebSphere Commerce Studio 5.4 Migration Guide.

In this document, any reference to WebSphere Commerce 5.4 or WebSphere
Commerce mean the current release, WebSphere Commerce 5.4. References to
WebSphere Commerce Suite or Commerce Suite mean the previous release,
Commerce Suite 5.1 along with Commerce Suite 5.1.1, Commerce Suite 5.1.1.1, and
Commerce Suite 5.1.1.2.

Summary of changes

The most recent version of this document is avilable as a PDF file from the
Technical Library page of the WebSphere Commerce Web site:

* Business Edition:
http://www.ibm.com/software/webservers/commerce/wc_be/1it-tech-general.html
* Professional Edition:

http://www.ibm.com/software/webservers/commerce/wc_pe/lit-tech-general.html
Updates from the last version of this book are identified by revision characters

contained in the margin. This book uses the following conventions for revision
characters:

© Copyright IBM Corp. 2001, 2002 vii



+++ ++ A+ A+ W

e The "+" (plus) character identifies updates that have been made in the current

version of this book.

e The "1" (split vertical bar) character identifies updates that have been made in

the previous versions of this book.

The following table shows the main changes that have been made to this book.

Change

Chapters or pages affected

Updated product.xml example

|“Updating product.xml” on page 67

Added information on the "Migration
Bundle”

in [Chapter 1, “Premigration,” on page 3|
and at the end of [“Upgrading to WebSphere|
|[Commerce 5.4” on page 59|

Added information in Troubleshooting
section if a 404 error is received when
accessing WebSphere Commerce tools

At the beginning of |Appendix H]

|“Troubleshooting,” on page 213|

Added information on the iiDB.getDate()
method

“Change to iiDB.getDate() method in|
InterestltemDisplay.jsp” on page 114]

MigrateEncryptedInfo script updates due to
Migration Bundle

“Migrating your security configuration” on|

page 104|

Updates to output from premigration checker

“Optional database premigration items” on|

page 72]

To learn about last-minute changes to the product, see the updated product
READMEE file, also available from the WebSphere Commerce Web site.

If you are installing WebSphere Commerce 5.4 on a machine that does not have
earlier versions of Commerce Suite and supported products installed, see the
WebSphere Commerce 5.4 Installation Guide.

What’'s new in WebSphere Commerce 5.4

Important enhancements and new features have been added to WebSphere
Commerce 5.4 from the previous release of WebSphere Commerce. For detailed
information on the enhancements and new features available with this release, see
the What’s New In IBM WebSphere Commerce, 5.4 document.

Enhancements have been made in the following areas:
* Access control

* Advanced user, member, and organization management
* Billing, invoicing, and credit management

* Business relationship management

* Buy-side purchasing

* Catalog Manager

* Catalog subsystem

» Collaboration

e Commerce Accelerator enhancements

¢ Commerce Models

* Configuration Manager

* Contract based commerce

* Coupons

* Inventory management
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* Loader package

* Marketing subsystem

* Message extensions from Commerce Integrator
* Order management enhancements

* Organization Administration Console

¢ WebSphere Payment Manager

* Product Management

* Request for Quotation (RFQ)

¢ Returns and refunds including RMA functionality
* Search Enhancements

* Security Enhancements

* Store Services

* WebSphere Application Server 4.0.2

* WebSphere® Commerce Analyzer Enhancements
* XML over HTTP

After you have migrated your Commerce Suite 5.1 system to WebSphere
Commerce 5.4 as described in this Migration Guide, check the What’s New
document and the WebSphere Commerce 5.4 online help for information on how
to use these new features in your migrated system.

Who should perform the migration?

Since the migration tasks are quite technical, the bulk of these tasks should be
performed by a System Administrator. The following is a summary of the various
users and their expected role in the migration process:

System Administrator
Knowledge and experience:

« Familiar with programming (for example, Java ", JavaServer Pages, and
SO on)

+ Familiar with database administration (DB2® or Oracle)
* Web master

* Knowledgeable on System Architecture

Tasks:

* Installs, configures, and maintains WebSphere Commerce.

* Manages the database.

* Manages the Web server.

* Controls access.

* Manages data updates through mass import or other mechanisms.

Expectations of the migration process:
The migration programs and procedures should allow the current system assets

to be migrated with minimum downtime.

Store Developer
Knowledge and experience:
¢ Familiar with programming.
 Familiar with multimedia tools

About this book  1X



Tasks:
e Creates and customizes the store.

* Sets up and customizes payment, shipping, and tax support.
Expectations of the migration process:

The migration programs and procedures should allow the current store assets to
be migrated with minimum downtime.

Store Administrator
Knowledge and experience:
e Familiar with business-procedures.
* Web-literate.

Tasks:

* Manages orders

* Processes payments

* Assists shoppers

* Maintains online store

* Modifies online store
Expectations of the migration process:

Information acquired online such as orders and shoppers will be available and
usable after migration.

Catalog Administrator
Knowledge and experience:
* Is a product expert.
* Is Web-literate and computer-literate.
* Is familiar with multimedia tools.

Tasks:

* Creates store catalogs

¢ Creates and manages products and categories
* Creates and manages pricing schemes

* Creates and manages reports
Expectations of the migration process:

Information using a previous version of WebSphere Commerce Suite will not have
to be recreated. Tools will be adaptable to extensions to the catalog.

Supported migration paths

Note:
This Guide describes the migration steps to migrate to WebSphere Commerce
5.4 Business Edition or Professional Edition on the Solaris platform.

The following migration paths for all national language versions are supported:

X  IBM WebSphere Commerce Version 5.4: IBM WebSphere Commerce Migration Guide



¢ Commerce Suite 5.1 Pro Edition to WebSphere Commerce 5.4 Professional
Edition

* Commerce Suite 5.1 Pro Edition to WebSphere Commerce 5.4 Business Edition

* Commerce Suite 5.1.1.1 to WebSphere Commerce 5.4

¢ Commerce Suite 5.1.1.2 to WebSphere Commerce 5.4

Attention: This Migration Guide has been tested only for the above migration
paths. This Guide does not address migration to WebSphere Commerce 5.4 from
any version of WebSphere Commerce Suite later than the above versions, that is,
any version of Commerce Suite that has been upgraded by applying any potential
future FixPaks, eFixes, or other enhancements.

For any information on migration issues arising from the application of any future
FixPaks, eFixes, or other enhancements, see the WebSphere Commerce Support
Web page at:

http://www.ibm.com/software/webservers/commerce/support.html

Migrating from earlier versions

This guide describes the migration process for the above supported migration
paths. Direct migration from earlier versions of Net.Commerce " or Commerce
Suite is not supported.

To migrate from earlier versions of Net.Commerce or Commerce Suite to
WebSphere Commerce 5.4, you must first migrate your existing system to the
WebSphere Commerce 5.1 level, and then use this document to migrate to
WebSphere Commerce 5.4.

* To transition and migrate to Commerce Suite 5.1 from earlier versions of
Net.Commerce, see the WebSphere Commerce Suite 5.1 Migration and Transition
Guide.

Migration paths by operating systems
WebSphere Commerce 5.4 supports the migration of Commerce Suite on the same
operating system:
¢ Solaris Operating Environment to Solaris Operating Environment

WebSphere Commerce 5.4 does not support migration between dissimilar
operating systems, for example, Commerce Suite 5.1 on Windows NT® to
WebSphere Commerce 5.4 on Solaris.

Non-supported migration paths
WebSphere Commerce 5.4 does not support the following migration path:

* Migration from one database vendor product to another (for example, DB2 to
Oracle®).

Other considerations

* Merging multiple national language version databases into one database that
supports multiple languages. Consult IBM® Global Services for assistance if you
wish to do this.

* When you install a WebSphere Commerce 5.4 system on a machine that has
WebSphere Commerce Suite 5.1 installed, the directory for WebSphere
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Commerce Suite 5.1 will be preserved as you need to copy over the old store
assets to the new directory tree. WebSphere Commerce Suite 5.1 will cease to
function.

If you have customized code or commands written in Java or Enterprise
JavaBeans " objects in WebSphere Commerce 5.1 or WebSphere Commerce
Business Edition 5.1, you need to redeploy your them to the level required for
WebSphere Commerce 5.4. See the "Transitioning your customized code” section
of the WebSphere Commerce Studio 5.4 Migration Guide. This transition is required
due to the move to WebSphere Application Server 4.0.2 from IBM WebSphere
Application Server 3.5.

Conventions used in this book

xii

This book uses the following highlighting conventions:
* Boldface type indicates commands or graphical user interface (GUI) controls

such as names of fields, icons, or menu choices.

Monospace type indicates examples of text you enter exactly as shown, file
names, and directory paths and names.

Italic type is used to emphasize words. Italics also indicate names for which you
must substitute the appropriate values for your system. When you see any of
the following names, substitute your system value as described:

host_name
The fully qualified host name of your WebSphere Commerce server (for
example, ibm.com is fully qualified).

This icon marks a Tip - additional information that can help you
complete a task.

Note: References to "Commerce Suite 5.1” in this document should be understood

to mean either Commerce Suite 5.1, Commerce Suite 5.1.1.1, or Commerce
Suite 5.1.1.2, unless specifically indicated.
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Part 1. Required migration steps

The chapters in this part of the Migration Guide describe the mandatory tasks that
are required to migrate to WebSphere Commerce Business Edition 5.4 from
Commerce Suite 5.1. They include:

Chapter 1, “Premigration,” on page 3|

Chapter 2, “Backing up Commerce Suite 5.1,” on page 27|

Chapter 3, “Upgrading your software,” on page 35|

Chapter 4, “Migrating your database,” on page 69

Chapter 5, “Post data migration actions,” on page 99

In addition, [Chapter 6, “Additional post data migration actions,” on page 119
describes optional post migration actions that you may wish to take depending on
your requirements.

© Copyright IBM Corp. 2001, 2002
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Chapter 1. Premigration

The following sections describe specific steps you must complete while you still

have an operational Commerce Suite 5.1 system. The sections also describe some
considerations you must make prior to beginning your migration to WebSphere

Commerce 5.4.

— Important
If you have customized code or commands written in Java or Enterprise
JavaBeans in WebSphere Commerce 5.1 or WebSphere Commerce Business
Edition 5.1, you need to redeploy your them to the level required for
WebSphere Commerce 5.4. See the "Transitioning your customized code”
section of the WebSphere Commerce Studio 5.4 Migration Guide. This transition is
required due to the move to WebSphere Application Server 4.0.2 from IBM
WebSphere Application Server 3.5.

If you have customized some EJBs, confirm the JNDI names are the same as
they are called in customized commands after migration.

If any of your JSPs or customized code previously used the com.ibm.uti1
package from IBM WebSphere Application Server 3.5.x, you will have to
rewrite your code or JSP by using the equivalent class from the IBM SDK for
Java that is packaged with WebSphere Application Server 4.0.2. The
com.ibm.util package has been removed from the current version of
WebSphere Application Server.

After you install WebSphere Commerce 5.4, you need to install a migration
bundle that is available from the WebSphere Commerce Support site
(http://www.ibm.com/software/commerce/support/). Click on the link for the
edition you are using and see the section Software downloads. Download the
migration bundle, APAR I1Y46716 and follow the instructions that are
provided in the bundle to install it. You should not proceed with the
migration steps in this Guide (such as migrating your instance or database)
without installing this migration bundle.

Premigration actions

Before proceeding with the migration steps contained in the rest of this guide,
ensure that you take the following actions while your system is operational at the
Commerce Suite 5.1 level.

* In order to easily migrate your Commerce Suite 5.1 store archives, you need to
publish them while you are at the Commerce Suite 5.1 level, prior to migrating
to WebSphere Commerce 5.4. See the section "Publish a store archive” in the
Commerce Suite 5.1 online help for the detailed steps to publish a store while at
the Commerce Suite 5.1 level.

* If you are going to migrate your inventory representation to use the new ATP
inventory representation, you must close all existing auctions in your Commerce
Suite 5.1 system before migrating to WebSphere Commerce 5.4. See the section
"Close bidding for an auction” in the Commerce Suite 5.1 online help for
information on closing your auctions.

© Copyright IBM Corp. 2001, 2002 3



 If you have customized any property files that are supplied with Commerce

Suite 5.1, make a copy of them to a directory that will be accessible to you after
you complete the migration, say on a different drive than where Commerce
Suite 5.1 is installed. For example, back up the

UserRegistration_en US.properties file in the
/opt/WebSphere/CommerceSuite/properties directory.

The lengths of the following columns have changed from Commerce Suite 5.1 to
WebSphere Commerce 5.4. In order to ensure that you do not lose any data
contained in these columns during the migration process, make sure that your
data in these columns in Commerce Suite 5.1 do not exceed the new length for
the column. For example, ensure that MBRGRP.DESCRIPTION is not greater than 512
characters.

Table.Column Commerce Suite 5.1 WebSphere Commerce 5.4
MBRGRP.DESCRIPTION LONG VARCHAR VARCHAR(512)
ORGENTITY.DESCRIPTION LONG VARCHAR VARCHAR(512)
CONTRACT . NAME VARCHAR(254) VARCHAR(200)

If you are using Oracle, and if you have extended any Commerce Suite 5.1
tables, there is a possibility that the migration script will experience problems if
you have defined a column as LONG. Check your Commerce Suite 5.1 tables, for
example, the CATENTDESC table.

If you have not added a column defined as LONG, then there is no need to take
any action. If you have added any columns defined as LONG to these tables, then
you need to regenerate the indexfile.sql by using the instructions below:

1. Export the table with the columns defined as LONG to a file (for example,
export table CATENTDESC).

2. Drop or delete the table.

3. Import the table using the indexfile option. This will create a file that will
create the table.

4. Edit the file created in the above step, and change the column definitions to
the one that you want. Refer to the indexfile.sql sample file provided in
the /opt/WebSphere/CommerceServer/schema/oracle/migration directory.

5. Run the file you edited in the above step to create the new table.
6. Re-import the data by running import with ignore=y.
7. Start the data migration process once again.

Also, see the related troubleshooting item in [Appendix H, “Troubleshooting,” on|
for more information.

Drop any of the constraints that are connected to Commerce Suite 5.1 tables
before migration, and then restore the constraints after migration to WebSphere
Commerce 5.4. If you have customized tables that contain foreign key links to
the shipped Commerce Suite 5.1 tables, the data migration script may fail when
it attempts to drop the referential integrity constraints (such as foreign keys,
primary keys, and indexes) during data migration. You can use the sample SQL
statements in [“Dropping custom constraints” on page 80| to drop these
constraints. After you have migrated your data, using the supplied data
migration script, you need to add back the constraints as described in
[custom constraints” on page 85/

If you have modified any of the Commerce Suite 5.1 referential integrity
constraints, that is, you have added an extra column to an already existing index
or foreign key relationship, the column will be deleted as part of the data
migration process.
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You should refer to the documentation provided by your database vendor for
more information on referential constraints.

 If you have customized database tables in Commerce Suite 5.1 and wish to use
the Staging server in WebSphere Commerce 5.4, you need to run the Stage Copy
utility command (stagingcopy) prior to the data migration to keep the product
database and staging database consistent. See the section "Stage Copy utility
command” in the Commerce Suite 5.1 online help for more information.

* The unique index in the CONTRACT table is now constructed based on the
following columns:

— NAME

— MEMBER_ID

— MAJORVERSION

— MINORVERSION

— ORIGIN

If the MEMBER _ID, MAJORVERSION, and MINORVERSION values are the same across
two or more rows, you need to make sure that the NAME column in the CONTRACT

table is different across these rows to ensure uniqueness. Otherwise, you may
encounter problems when migrating your data from WebSphere Commerce 5.1.

Premigration considerations

The following sections highlight some key items for WebSphere Commerce 5.4 that
you need to consider prior to beginning the migration process.

— Important
The database migration using the supplied database migration script is a key
part of the migration process from Commerce Suite 5.1 to WebSphere
Commerce 5.4. Before you begin migrating your Commerce Suite 5.1
database, it is highly recommended that you review the description of the
database migration script and understand the settings it uses while migrating
your database.

Migrating to ATP inventory

Previous versions of WebSphere Commerce provided task command interfaces to
check and update available inventory levels. The default task command
implementations used the INVENTORY table to record available inventory levels. This
previous level of capability is referred to as Compatibility Mode Inventory.

Table 1. Compatibility Mode Inventory

Compatibility Mode Inventory Task Description Called By

Command Interface

ResolveFulfillmentCenterCmd Determines the FulfillmentCenter for ~OrderltemAdd, OrderltemUpdate,
an Orderltem. OrderPrepare

CheckInventoryCmd Checks to see if there is sufficient ResolveFulfillmentCenterCmd

available inventory for an item.

UpdateInventoryCmd

Decreases the available inventory for ~ OrderProcessCmd,
an item. PaySynchronizePM

ReverseUpdatelnventory

Increases the available inventory for ~ Order Management user interface
an item. when canceling an Order.
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WebSphere Commerce 5.4 enhances this capability with new task command
interfaces to check, allocate, or back order available or expected inventory items.
The new default task command implementations use information in the RECEIPT,
RADETAIL, and other related tables. When items are checked or back ordered,
estimated availability times are obtained. This enhanced capability is referred to as
Available to Promise (ATP) Inventory. Allocations and back orders can expire if
payment is not initiated on time.

Table 2. Available to Promise (ATP) Inventory

ATP Inventory Task Command Interface Description Called By
AllocateInventoryCmd Checks, allocates, or back orders OrderltemAdd,
available or expected inventory. OrderltemUpdate,
Determines FulfillmentCenters and OrderPrepare, OrderProcess,

estimated availability times. Can also ProcessBackOrders
be used to reverse allocations or back

orders.
GetEligibleFulfillmentCentersCmd Determines a prioritized list of AllocateInventoryCmd
FulfillmentCenters.
CheckInventoryAvailabilityCmd Obtains estimated availability times. AllocateInventoryCmd
AllocateExistingInventoryCmd Allocates available inventory. AllocateInventoryCmd
DeallocateExistingInventoryCmd Reverses an allocation. AllocateInventoryCmd,
ReleaseExpired Allocations
AllocateExpectedInventoryCmd Creates a back order. AllocateInventoryCmd
DeallocateExpectedInventoryCmd Reverses a back order. AllocateInventoryCmd,

ReleaseExpired Allocations

The OrderItemAdd, OrderItemUpdate, and OrderPrepare commands have new
parameters that allow the caller to check, allocate, or back order inventory, or
reverse allocations or back orders. OrderProcess always allocates, or, if unable to
allocate, back orders inventory for any OrderItems not yet allocated nor back
ordered.

Table 3. ATP Inventory Commands

ATP Inventory Enabled Command  Enhanced ATP Capabilities Default Action
OrderltemAdd, OrderltemUpdate Check, allocate, back order, reverse. Check.

OrderPrepare Check, allocate, back order, reverse. Allocate or back order.
OrderProcess Allocate or back order. Not applicable.

A new column in the STORE table, named ALLOCATIONGOODFOR, is used to enable the
ATP Inventory capability for a store. When the value in this column is zero,
Compeatibility Mode Inventory is enabled. When the value is greater than zero,
ATP Inventory is enabled. The value specifies the number of seconds after which
allocations and back orders expire, if payment is not yet initiated. When you
migrate your database from Commerce Suite 5.1 to WebSphere Commerce 5.4, you
can choose to migrate to ATP Inventory. If you do so, then information in the
INVENTORY table will be moved to the RECEIPT table, and STORE.ALLOCATIONGOODFOR
will be set to its default value (43, 200 seconds or 12 hours).

Catalog entries in the WebSphere Commerce Suite 5.1 INVENTORY table that are
either products, DynamickitBean, or bundles, will not be moved to the WebSphere
Commerce 5.4 RECEIPT table during the database migration as WebSphere
Commerce 5.4 inventory function does not support them. Only catalog entries that
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are packages or items in the WebSphere Commerce Suite 5.1 INVENTORY table will
be moved to the WebSphere Commerce 5.4 RECEIPT table during the database
migration. The new ATP function supports only these types of catalog entries.

If you choose not to migrate to ATP Inventory at this time, you can do so at a later
time using the migrateATP script. This script is described in|Appendix D]

[“Converting to ATP inventory at a later time,” on page 169.

Orders and order items

There are two premigration considerations you need to make with respect to your
Commerce Suite 5.1 orders or order items:

¢ Orders or order items are in the M state (that is, the shopper has initiated
payment and the inventory update is successful, but the order or order item has
not been authorized).

In this case, you should either complete, or delete, or cancel the orders or order
items as appropriate prior to migration. Usually, orders or order items in this
state are simply waiting authorization to proceed, and are only in the M state
over a short time period. They will however, remain in this state if authorization
either fails or gets rejected. If you migrate these orders and order items while
they are in the M state, WebSphere Commerce 5.4 will run the PMClean command
as a scheduled job, to clean up these orders and order items.

* Orders or order items are in the C state (that is, payment has been authorized).

If the items are truly complete and have been shipped, you should move the
order or order item to a final S state (that is, the order item has been shipped).
This will prevent the order items from being allocated again in WebSphere
Commerce 5.4.

During the database migration process, a ctos.sql script gets generated by the
database migration script if you specify the ATP option. The ctos.sql script
changes the status of any orders or order items with a status of C, from C to S.
You should run the ctos.sql script in the following cases:

— If you run the database migration script using the ATP option:

You need to run the ctos.sql script prior to restarting the Web server and the
WebSphere Commerce Server — instance_name application server after
migration.

— If you run the database migration script without using the ATP option and
complete your migration, then later decide to migrate to ATP inventory after
running your migrated system:

Running the migrateATP script after migrating to WebSphere Commerce 5.4
generates the ctos.sqlscript. In this case, you need to run it before you
restart the Web server and the WebSphere Commerce Server — instance_name
application server.

Note that this step is optional, as you may wish to implement your own tools
and commands and thus not change the status to S.

Although you will be able to view and edit the migrated orders and order items
that are in the C state with the WebSphere Commerce 5.4 Commerce Accelerator
tools, it is not recommended that you edit them using these tools. If you try to edit
them using these tools (which you should not do as they are already completed),
there may be nonrecoverable errors. In this case, the order status changes to
either E state (CSR edit - a Customer Service Representative is working with the
order) or T state (temporary - used by the Order Management user interface to
temporarily back up an order). The CSR can view the summary of the E state
order to find out the order number for the T state order. The T state order is the
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backup copy of the original order (before editing with the tools). The CSR can
print out this T state order for reference and using the Commerce Accelerator,
manually recreate the order for the customer.

Note that the migration script does not associate the order items in the C state
with a specified item (ITEMSPC) as this may degrade performance, as there may
be large numbers (millions) of completed order items.

* Orders or order items are in the P state (pending - the customer can modify this
order) or I state (submitted - the customer has submitted the order, but has not
yet initiated payment).

The migration script will unlock these orders by setting ORDERS.LOCKED to O
(zero) for these orders.

Master catalog

In WebSphere Commerce Suite 5.1, the catalog system did not require structured
catalog data. With the introduction of the master catalog, WebSphere Commerce 5.4
requires catalog data to be structured in a certain way:.

In WebSphere Commerce 5.4, the master catalog is the central location to manage
your store’s merchandise. Everything you need in your store is contained within
the master catalog. It is the single catalog containing all products, items,
relationships and standard prices for everything that is for sale in your store.

Every store in the WebSphere Commerce system must have a master catalog. You
can share the master catalog across stores and define as many stores as needed. In
addition to creating a master catalog for catalog management, you may also choose
to create one or more navigational catalogs for display purposes. A navigational
catalog may contain the same entries as the master catalog, but with a much more
flexible structure for customer display purposes. You can have as many
navigational catalogs as you want. However, since it is the master catalog that is
used to manage your online merchandise, it is recommended that you also use the
master catalog as your navigational catalog to minimize maintenance overhead.

You can use the Product Management tool to view and manage your master
catalog

For additional information on creating and managing a master catalog, see the
WebSphere Commerce 5.4 online help after you have completed your migration.

Important structural considerations
In order to use the WebSphere Commerce 5.4 catalog tools such as the Product
Management tool, your master catalog must meet the following conditions:

* The master catalog must be a proper tree, which means that there are no cycles.
This implies that you must avoid the following type of scenario: The parent
category A has a subcategory B. It is important that B and any of B’s
subcategories are not the parent category of A.

* You cannot categorize a product under more than one category. To place a
product in more than one category, use a navigational catalog.

 All items that belong to a product must be categorized under the same category
as the product is categorized.

¢ The Product Management tools only work with a master catalog.
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Migration of catalog information

If you are currently using one catalog in your Commerce Suite 5.1 store, the
database migration script will assign that catalog as the master catalog for your
store.

If you are currently using multiple catalogs in your Commerce Suite 5.1 store, you
need to begin thinking about which one needs to be assigned as the master catalog
for your migrated store. This assignment is done using the choosemc.sql script as
described in [“Assigning a master catalog” on page 89|

Default contract

WebSphere Commerce 5.4, has introduced terms and conditions to provide contract
support. The migration process will create a default contract for your system which
will have the same behavior and characteristics as the WebSphere Commerce Suite
5.1 business flows (for example, for shipping charges).

Normally, you do not need to take any actions during the migration process, since
the default contract is automatically created. If you need to create additional
contracts for your business processes, use the WebSphere Commerce Accelerator to
do so after you have migrated to WebSphere Commerce 5.4. See the section
"Creating a new contract” in the WebSphere Commerce 5.4 online help.

Access control

Access control is an integral part of the overall security and flow control for a
commerce site. Site administrators and participating organizations need to control
which participants can perform which actions on which objects in the system. In
order to increase the customizability by externalizing the access control decisions
from the code that manipulates business objects, WebSphere Commerce 5.4
resource level access control is policy-based instead of programmatic as in
WebSphere Commerce Suite 5.1.

In WebSphere Commerce 5.4, access control is managed using a GUI and XML files
which are used to define access control policies. These policies are stored in the
WebSphere Commerce 5.4 database. They are loaded into memory when you
startup the WebSphere Commerce 5.4 system.

Following are the key improvements made to access control in WebSphere
Commerce 5.4:

* To increase flexibility, access control policies are externalized from code that
manipulates business objects.

e Hierarchical access control is built into the access control model.

 All access control policies are based on groups: ActionGroups, ResourceGroups,
AccessGroups.

If you are satisfied with the command level access control as implemented by
Commerce Suite 5.1, and do not intend to make any code changes:

* You will need to migrate the Commerce Suite 5.1 access control tables to the
appropriate policies. In order for this to work properly, you must run the
database preparation script as described in|[“Running the database preparation]
[script” on page 74)If this is not done, the access control policies for some
customized commands and views will not be migrated.
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If you have overwritten the getResourceOwners() method, each of the resource
owners returned will be used as the owner of the protectable resource, the
command, for command level access control.

If you have not overwritten the getResourceOwners () method, the owner of the
protectable resource, the command, will be the store owner, if storeld is
specified in the command context. Root organization will be used if no storeld
is specified in the command context.

If you have overwritten the method checkPermission(), this method will be
called after command level access control is performed.

If you want to take advantage of the resource level access control in WebSphere
Commerce 5.4, in addition to the above steps, you have to implement the
getResources () method. In addition, if you are migrating any existing commands,
you may want to remove your own implementation of getResourceOwners() if you
have implemented it. Using the store owner or site organization should be
adequate for command level access control. The finer level of access control can be
performed by the resource level access control.

For more information on access control, see [Chapter 8, “Access control subsystem|

lconsiderations,” on page 137

Notes:

1. If you have added a controller command that extends from a Commerce Suite

5.1 command, WebSphere Commerce 5.4 will only add the command level
policy for it during migration. If the WebSphere Commerce 5.4 version of the
Commerce Suite 5.1 command implements getResources (), then you either
have to determine what resources it is returning and create the appropriate
resource level policy for your command, or, if you do not want resource level
access control, you have to override getResources() on your command so that
it returns a null value.

To determine what the WebSphere Commerce 5.4 commands are returning for
their getResources(), analyze the trace and look for Action=WCBECommand and
find all the Protectable resources getResources() is checking for. In the trace
above, the resource is Order.For example, consider if after enabling the SERVER
trace, you find the following in the logs:

TimeStamp: 2001-11-16 02:42:30.937
Thread ID: <Worker#3>
Component: SERVER

Class: AccManager
Method: isAlTowed
Trace: isAllowed? User=10012; Action=com.fvt.ACCOrderItemAddCmd;

Protectable=com.ibm.commerce.order.objects._Order_Stub;
Owner=7000000000000002000resource is Groupable

TimeStamp: 2001-11-16 02:42:30.984

Thread ID: <Worker#3> Component:
SERVER Class: AccManager

Method: isAllowed

Trace: PASSED? =false

The meaning of the above trace is that the resource level policy is failing. In
this case, ACCOrderItemAddCmd is extending from the Server OrderItemAdd
command which implements getResources(). Therefore, by default,
ACCOrderItemAdd also requires a resource level policy, unless the
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getResources() on it is changed to return null. This resource level policy is not
added during migration, since it is not known what WebSphere Commerce 5.4
commands that you are extending.

In most cases, commands return access beans in the getResources() method.
For example, returning com. ibm.commerce.xyz.objects.XYZAccessBean in
getResources() will appear as com.ibm.commerce.xyz.objects._XYZ_Stub in the
trace. This difference is because WebSphere Commerce 5.4 must narrow the
access bean to its remote interface (since it is the remote interface of the EJB
that actually extends the Protectable interface).

2. In WebSphere Commerce Suite 5.1, resource level access control was enforced
programmatically, within the command logic. In WebSphere Commerce 5.4,
resource level access control policies are specified externally, similar to the way
command level access control policies are specified. During the migration, only
command level access control policies are migrated from Commerce Suite 5.1 to
WebSphere Commerce 5.4. Any resource-level access control policies that are
needed, due to customization of the Commerce Suite 5.1 default access control
policies (which are stored in the ACCCMDGRP table), need to be added manually.
Otherwise you will receive an unexpected access control violation exception.
Fﬁdetails, see the related item in |[Appendix H, “Troubleshooting,” on page
213.

Member subsystem

A key difference between WebSphere Commerce 5.4 and WebSphere Commerce
Suite 5.1 is that in WebSphere Commerce 5.4, every user and organizational entity
member must have a parent member which is another organizational entity. This
allows users and organizational entities to form a membership hierarchy. Member
groups are not part of the membership hierarchy and therefore they do not have
parent members.

During the migration process, the database migration script determines the parent

and an