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out.printin("<a href=\"/store/catalog\">catalog</a>")"

o) FER RN,
out.printin("<a href=\"");

out.printin(response.encodeURL ("/store/catalog"));
out.printin("\">catalog</a>");

78% AAAE URLS 2232w encodeRedirctURL() MAES SEIHIAIL.
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response.sendRedirect (response.encodeRedirectURL
("http://myhost/store/catalog"));
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String strLoginPost = response.encodeURL("Logon");
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Eflolos AF8A} 18 ID)OR ARSI,
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1. WebSphere Commerce bin ABCJHEZE WASHIAIL.
cd WC55 installdir/bin
2. wes_encrypt 2~IHES Asio] AREAL ks 9Fss)l mixls FeMiAlL.

./wcs_encrypt.sh new_password

wcs_encrypt new_password

3. WC55 installdir/instances TJEEZ]olA] PwdMgr.xml S 31 2ckA|o)lA]
Adoslsl UEE LoginPasswordE I L.

IBM HTTP Server 294} gis A3

AIX IBM HTTP Server #2jx} ¢ta2 s
H, TS TshAIL.
1. Al=HlollX HTTPServer installdir/bin TIEEZE HASHIAL.
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AlX ./htpasswd -b ../conf/admin.passwd user

password

htpasswd -b conf\admin.passwd user password <3714 user %
passwordi= IBM HTTP Serverol] thet #=jx} AhES 2] Wshe A=A} 1D}
FEYUT

o4 IBM HTTP Server #¢] 457} AA=EI5UTH
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1. A1zb el > =273 5 IBM HTTP Server » 7] =] §ge]e] A
2hs FEAA L.

2. 7] dlofejuo]lx 3}l Wil G5 AEishizL.

3. Al=Ele] IBM HTTP Server x| 729l = ss1 ABROIAEZZ HEsMIALL.
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X
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1. WebSphere Commerce 44| TJdlEe]e] bin AMBUHELR o]F3HAIL.
2. WEelA the ~TAYES AN
B wcs_password.bat password SALT merchant_key

AlX ./wcs_password.sh password SALT merchant_key
71M,
* passwordi= YHl H|AE 5 urt.
© SALTE 9% 2ol A8Ee olo] EAREdUY o g dart 784l
g 54 AMgAl tigh USERREG HofEfm|o)s Hlo1Ee] SALT Holl glsuch
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3. chgwcspwd.sh HEPoAN T3 ATHEES ASPSHIA| (AR wi7iHg7F A8
yct)

g W7 ATE ARBSI] RS thAl AdEHIAL.

o] WS A35h= A% HRE= WebSphere Commerce Production 2 Development
2R =] W8S xshirle.
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WebSphere Commercedll A= WebSphere Commerce Paymentsell thel ¢t&2 2H4
& F IFUh dEE sl oS TN
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wcs_pmpassword.bat password SALT

- 400 | ./wcs_pmpassword.sh password SALT
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* passwordse= URF HI2E kUt
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U SQLPlus ZF3ZE(Oracle HolE|o]2=0] 7904 T SQLE—O AlslaN Q.
CONNECT TO db_name [USER user id USING password]
UPDATE USERREG SET STATUS=1, PASSWORDRETRIES=0 WHERE LOGONID='logonId'
714,
db_name

WebSphere Commerce H|o]E{H|o]2~ o]E&(oll: MALL){UTH
user_id
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password
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CONNECT TO mall
UPDATE USERREG SET STATUS=1, PASSWORDRETRIES=0 WHERE LOGONID='wcsadmin'
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FolS =] WAARNS ASIAIL.
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A @ho] ofd Aol ol WA 7| (D AL} FZelAls) o).
Jeles XA soreAncestor 4L AR AllEe] AT 0).

o

<User registrationType="SS0" memberAncestor="o=Default Organization,o=Root Organization"
storeAncestor="0=Root Organization"><BR>
<Role name="Registered Customer" roleContext="explicit"
DN="o=Reseller Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit"
DN="0=Seller Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit"
DN="0=Supplier Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit"
DN="ou=Supplier Hub Organization,o=Business Indirect Supplier Organization,
o=Root Organization"/><BR>
</User>
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<Policy Name="ProductManagersExecuteProductManagersViews"

OwnerID="RootOrganization"

UserGroup="ProductMangers"
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<?xml version="1.0" encoding="1S0-8859-1" standalone="no" ?>

<IDOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>

<Action Name="MyNewView"
CommandName="MyNewView">
</Action>

<ActionGroup Name="ProductManagersViews" OwnerID="RootOrganization">
<ActionGroupAction Name="MyNewView"/>

</ActionGroup>

</Policies>
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<?xml version="1.0" encoding="IS0-8859-1" standalone="no" ?>
<!IDOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>

<Action Name="MyNewView"
CommandName="MyNewView">
</Action>

<ActionGroup Name="XYZViews" OwnerID="RootOrganization">
<ActionGroupAction Name="MyNewView"/>
</ActionGroup>
<Policy Name="XYZExecuteXYZViews"
OwnerID="RootOrganization"
UserGroup="XYZ"
ActionGroupName="XYZViews"
ResourceGroupName="ViewCommandResourceGroup"
PolicyType="groupableStandard">
</Policy>
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<PolicyGroup Name="ManagementAndAdministrationPolicyGroup" OwnerID="RootOrganization">
<PolicyGroupPolicy Name="XYZExecuteXYZViews" PolicyOwnerId="RootOrganization" />
</PolicyGroup>

</Policies>
B ol MyNewviews ZH= XML s}o] A 23] Hole AAsRIAL., o]
& AP} Adieke ol olEE FhsEhir.

<Action Name="MyNewView
CommandName="MyNewView">
</Action>

2. A 93 AT Al 24 JFS AL

<ActionGroupName="XYZViews"
OwnerID="RootOrganization">
</ActionGroup>

ol

oJ714 XYZViewss ARSAF 24| TIF9] olgdUth 4| I&F2] OwnerlD= &

¢ RootOrganizationo]o{oF gt}

3. A =AE A A 25 AT

< ActionGroupName="XYZViews"
OwnerID="RootOrganization">

<ActionGroupAction Name="MyNewView"/>

</ActionGroup>

o714 XYZViews= AREA} 22| 1E0]al MyNewViews= ARgA7} A4
Pt
=]

4. A 2] 158 Az AN AEMINL

<Policy Name="XYZExecuteXYZViews"

OwnerID="RootOrganization"

UserGroup="XYZ"

ActionGroupName="XYZViews"

ResourceGroupName="ViewCommandResourceGroup"
PolicyType="groupableStandard">

</Policy>

3714 XYZExecuteXYZViewse= 3 o]golal XYZViewss FA| IFY
WebSphere Commerce 5.504= A2 52 pdg olF) 1838 = =
A2 gl 531 ¢ Qe HIZTE AR AR ID7E AFo] A8E= 2

Agehe Hl AREIA] Utk (@AM BRe B dikzew w2

ST 274 ID e AREUTE AR o] o2 7o) 2ol A-82 A,
2L IDE 3% A9 2A(: FE 2302 AAE Ze dAUn Ao
ZA0qk A=A, &AL IDE g 229 orgentity_id= AAHE AL

Sy,

_4

i Jlm
o
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5. 2Uek 4 15 A BB TIAKAL, FEHoR thrie] «g k4
Ao BE A H8EofoF = ManagementAndAdministrationPolicyGroupel]
AL,
<PoTicyGroupName="ManagementAndAdministrationPolicyGroup"
OwnerID="RootOrganization">

<PolicyGroupPolicy Name="XYZExecuteXYZViews" PolicyOwnerId="RootOrganization"/>
</PolicyGroup>

o37)4] PolicyOwnerld Z-& A2 AojollA ARREIE= OwnerID #4} Zolof g
=3

6. XML WAARFS dlofEuo]az ZEsHAIL. XML HAAR tigh xAgE 4
B 187 HoAe] [RIBAIRFS HloEH|o)ol] ZE B HEsHAIL.

7. Ts Flste] ] E&lA A2 Alo] B BR~ERE TPABMIAIL.
a ARIE 237AEA #He] Tl EL3HIAL.
b. 74 > dR|=E=E TFEHAL.

c. dRIZED] oA Az Ao} ARE Adesiie.

WY HS
e HESY HHe AT 7N A2 Ao] o] glofo AsHYLE. o] A

# ]
gl RIS FEshe - HEZY T Bl Wl Ak 2 Ao) Baghy
o} AR AR (164 Ho)x)e) [A)] HEJE I=xsiAL. UL dis HEEY |
A% Tk A EARR

<Policy Name="SellersExecuteSellersCmdResourceGroup"

OwnerID="RootOrganization"

UserGroup="Sellers"

ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="SellersCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

ActionGroupName?! ExecuteCommandActionGroup& ojZlo] HEZE HHo|| th3h
At 7RE AAYES FARFPUTE AL EHOfAL WA~ TFS] ARSAE
SellersCmdResourceGroup AMd 1579 WS AdT 4 S-S dHFULL

22 SellersCmdResourceGroup A 155 A2le] o).

<ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.ibm.contract.commands.Contract
CancelCmdResourceCategory" />

<ResourceGroupResource Name="com.ibm.contract.commands.Contract
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CloseCmdResourceCategory" />

<ResourceGroupResource Name="com.ibm.contract.commands.Contract
CreateCmdResourceCategory"/>

</ResourceGroup>

919 o= HEESY B SHske A IF e the Al AdS BAsUTh
e com.ibm.contract.commands.ContractCancelCmdResourceCategory
e com.ibm.contract.commands.ContractCloseCmdResourceCategory

* com.ibm.contract.commands.ContractCreateCmdResourceCategory

Thee 7hgle) AR el

<ResourceCategory Name="com.ibm.commerce.contract.commands.Contract
CloseCmdResourceCategory"
ResourceBeanClass="com. ibm.commerce.contract.commands.ContractCloseCmd">

<ResourceAction Name="ExecuteCommand"/>

</ResourceCategory>

Name <d%1 com.ibm.commerce.contract.commands.
ContractCloseCmdResourceCategorys== XML TdojlA 2 H=sp7] 9IS g1
Z AR8EYE ResourceAction ©]E<1 ExecuteCommand: Aol oisl] 255t 4= 9
+ ZAE Agsh= Hl AU o] ARe B4 Aol sidEe 22 AE Akl
= A5 RElsh] 28l A2 Alo] AAls AR ) ] F&olA ARFEUT o]
73, &2 ExecuteZ} AAFULE Execute A& thea} 7ho] Aoyt

<Action Name="ExcecuteCommand
CommandName="Execute">
</Action>

Z: AeZg] Pyo] olEjHo) 2~ o]2o 9] Aeole] ResourceBeanClasset LX)k
FHt}. ResourceBeanClass 4+ ACRESCGRY E|o]E-2] RESCLASSNAME <&oil A
AU o] 2 AccCommand QIEJH|0]~E &45H= ControllerCommand
QIEIFo)| S el e 2o ® A= 4 95Ut AccCommand QIE}H|o)| =
THA| Protectable IEJH|O|IAE SRt o2igh IEjHo]2ol thdk ZpAI%H 4
HE= WebSphere Commerce ZZ 727 QhjjA] B SRAE FZsHIAIL.

7IE HAg AIES510] M ZIEEEE] WE Ut
7 A FNE Ao Q= Al Aol AT A AERY W S, ¥
A Qs fARE XML 1S AshIAL. Ugel B4 bt vy,

<?xml version="1.0" encoding="I1S0-8859-1" standalone="no" 7>
<IDOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>

< ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
ResourceBeanClass="com.xyz.commands.MyNewControllerCmd">
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<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

<ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">
ResourceGroupResource Name="com.xyz.commands.MyNewControllerCmdResource
Category"/>

</ResourceGroup>

</Policies>

1. HEZY B8R QlEHo]x o]0l afd== A} AHd HoE XML oA 24
SHAA L.

<ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
ResourceBeanClass="com. xyz.commands.MyNewControllerCmd">

<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

2. ojd o] el theh WA|2~E THERE IEslaL T olollAel o] Af 2R
< XML 39| sigsle A 50 ABATIAIL.
<ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">

<ResourceGroupResource Name="com.xyz.commands.
MyNewControllerCmdResourceCategory" />

</ResourceGroup>
AMgsiEs Al mebd Al O5E WEE Uk 948 7 gl o)
3 F7h HEE 230 HoXe] T[98 7Iuk e Axshirle.
3. XML H73ARHE dlofelolaz 2usiiAe. XML WAl ok AAIEE 4
B (187 FolAe] MWAARES dojEolze] 2EJE 3
4. thee asie] ] FEel Al Ao} BH HRAERS ZBAIsHIAL.
a APRIE FARA He] F&ol ROl
b. 74 > dRI=EE FEANC.
c. BRIZER] H5oA | Ao} S AL

d. @ﬂ%.LENAo_

o] AU IFL FTHSHE S 7k o] o] lomR A Yl IS A
R 7S oA Al AESH WS AT AUk A 1 Sl % el o
3 Aui 162 Ao1Ae] V1= Ae] A al s Aol TAJS F=ShAL.

ol
)

M Hzg AlZsio] A ZIEER] B FI|
£ €3 M gae] Qe A Aol WA A AESE PHe R, &
AR SIS FARE XML RIS AsHAL. Lol 54 el Uaguc,

<?xml version="1.0" encoding="IS0-8859-1" standalone="no" 7>
<IDOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">
<Policies>

N

< ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
<ResourceBeanClass="com.xyz.commands.MyNewControllerCmd">
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<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization"
<ResourceGroupResource Name="com.xyz.commands.MyNewController
CmdResourceCategory"/>
</ResourceGroup>

<PoTicy Name="XYZExecuteXYZsCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="XYZ"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="XYZCmdResourceGroup"
PolicyType="groupableStandard">
</Policy>

<PolicyGroup Name="ManagementAndAdministrationPolicyGroup"
OwnerID="RootOrganization">

<PolicyGroupPolicy Name="XYZExecuteXYZsCmdResourceGroup"
PolicyOwnerId="RootOrganization" />

</PolicyGroup>

</Policies>

1. HEEY WH Aol o5l sid== Al AR AelE XML dHdoild 244
AL, ool disiils [158 HolAlY] [V AAS A3l Al HESY HE|
1HAE Fxshirle.

2. Tt ol Al g3 ddE A A IEE AL

<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization">
</ResourceGroup>

3. ot 2ol A AHS A AR IR QEATIAAIL.
<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization">

<ResourceGroupResource Name="com.xyz.commands.MyNewControllerResourceCategory"/>
</ResourceGroup>

4. T3t o] Al A T Fxske AAle AMdshiA L.

<Policy Name="XYZExecuteXYZsCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="XYZ"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="XYZCmdResourceGroup">
PolicyType="groupableStandard">

</Policy>

5. XML WEARNS doleuol~z REsiAle. XML ARl tigh 2Agk 4
B (187 Folxe] MHAARES HolEmolzol REJE HxsHiAL.
6. Tha= Fallst] ] E&olA A Alo] B HA~ERE ZPAlsiAIL.
a ARIE LBAEA ] F&ol| 2R3N L.
b. 74 > HR|XEZE FEAAL.
c. HRAIZEZ] EFoA Al Alo] AL AdREHiiA L.
7})]}\

e AL,
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A4l @ zw o SR ek A9 ol HEEY WHe 8T 4 It AL
o Sk B o) did An [162 oINSl [V AR9] AL a A AR

=

P
o gL

3]

ZIEED YYo| WY oy M~ Hjof N

7|5 x|~ Alo] Aol w2} UserRegistrationAdminAddCmd HH-S nHAE A
Zb FE8 e ARAPE ARE  glFUTE o AuRIE ol AR o] W
Fe T T IS 7€ AAS sk dl a3 dAE AU o] AuE
28] SAIE ARBBIA AREA} ARG QAR BEA] AREAL BT = U

BE FEEY WH2 W% HE dH Ao o] BagH|, oS

ActionGroupName = ExecuteCommandActionGroupS ZksUth E3F AEEH HH
o] QIEH o)~ olFS Ejsle AMd IES ojoF Funk olg AL iy 54

BN

&&H(<)): MarketingManagersExecuteMarketingManagerCmdResourceGroup)S 3
ot

<Policy Name="MarketingManagersExecuteMarketingManagerCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="MarketingManagers"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="MarketingManagerCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

Z: 9lo] AL Qs A Fol Hollol R Zesls /1R A 3 shidy
o}, 7l Aol vk Z7} AR 229 FOINS] 1 A Aol A 5 ]

o] 739, " AR} HE-E 7 15 AR} User‘Reg1strat1onAdm1nAddedE 2]
Y 4 QWA BRI, AREAL Tf XML 92E Zpgale] o] e gale] AMgEl=
712 AQ gl ek oeg Fasor Fuck
1. ExecuteCommand ZX|E THA] AJsMA L.
2. com.ibm.commerce.usermanagement.commands.UserRegistrationAddCmdS A}
d FHEIEEA TA] Aofeiirl L.
3. A 7HEIElE B A 15E(©] 7d9ollk= MarketingManagerCmdResourceGroup)
of ATAITIHN L.
4. XML 3JE WC_installdir/xml/policies/xmlol] BABHIAIL. T2 XML
5}Ye] et
<?xml version="1.0" encoding="1S0-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">
<Policies>
<Action Name="ExecuteCommand"

CommandName="Execute">
</Action>
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<ResourceCategory
Name="com. ibm.commerce.usermanagement.commands.UserRegistrationAdmin
AddCmdResourceCategory"
ResourceBeanClass="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd">
<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>
<ResourceGroup Name="MarketingManagerCmdResourceGroup"
OwnerID="RootOrganization"
ResourceGroupResource
Name="com. ibm.commerce.usermanagement .commands.UserRegistrationAdminAddCmdResourceCategory" />
</ResourceGroup>
</Policies>
5. WC_installdir/bin/acpload 2THEE ARSI XML 9IS do]efs]o] o
2EHINS. XML 7 =0 oigk AR gue 187 solAe] T8
EREEREREE == R
6. T2 <=3isk] WebSphere Commerce #e] Z&olA] A~ Ao AR HR)~
EgE 7isirl L.
a ARIE BAEA ] &0l EIRsMA L.
b. 74 > HREEZE FEHAIL.
c. HAZED] FF0A Wl Ao AAS eI e

d. 7s FEAAL.

A HIe S Gk A9 ol AESH RS AT 5 YUk A9
A 1S o 391 B9 [T A0S AW Al S A Al HEsHiA
[e]

—.

0

7= FAo| X 2 GHMIA AMof A A #E A2~ Aoyt Fagt HEe]
4%, 3 WHe WOl getResources () HWATA WA HEE LS FH
Ut} o]EA sl WebSphere Commerce A2~ Alo] Z AT A &
M2~ Ao] Be1S EF]ATTE WebSphere Commerce= @A) Wea 5Us =X
& Xdele 22 IF0] e AlzHlolA] Az Ao AAS AMgRTHe] delae
com. ibm.commerce.usermanagement .commands.

UserRegistrationAdminAddCmd). 2] 2} IF9l= getResources() A=
oA FelE A= ¥Egk=lojof gt o] 7ol UserRegistrationAdminAddCmd
wedo] getResources() MAEES T8l A AR} 529 %218 gelghch

defaultAccessControlPolicies.xmlo|A com.ibm.commerce.usermanagement.
commands.UserRegistrationAdminAddCmd7} ZX|2A] oJu] AHeldUth

<Action Name="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd"
CommandName="com. ibm. commerce.usermanagement.commands.UserRegistrationAdminAddCmd">
</Action>

defaultAccessControlPolicies.xml XML 3ol AHeoj=l %% IEo= 3y
=3
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<ActionGroup Name="UserAdminRegistration"

OwnerID="RootOrganization">

<ActionGroupAction

Name="com. ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd"/>

</ActionGroup>

o]

24 25 oln] 7lE REsey B AL,

<Policy

Name="MembershipAdministratorsForOrgExecuteUserAdminRegistrationCommandsOnOrganizationResource"
OwnerID="RootOrganization"

UserGroup="MembershipAdministratorsForOrg"

ActionGroupName="UserAdminRegistration"

ResourceGroupName="0rganizationDataResourceGroup"

PolicyType="groupableTemplate">

</Policy>

T B AFe] 7R Aol IxEx A Foll HlolEu|o]zel] ZEgHuYTh 1
Ao ThFr F71 ARE 229 soRe] [7HL WA~ Aol A o TR
AL

Us
1.

erRegistrationAdminAddedoﬂ 4 9Fe FRIY, S FsHiAIL.
Ao ARgShR= WAl TFl FF ATe FTIHIAIL. o] delx=
MembershipAdministratorsForOrgQuc}.

o] MM IFE v 2o WC installdir/xml/policies/xml/
ACUserGroup_en_US.xmlell Aoy},

<UserGroup Name="MembershipAdministratorsForOrg" OwnerID="RootOrganization"
Description="Administrators of membership for the organization" MemberGroupID="-97"

<UserCondition><![CDATA[
<profile>
<orListCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Buyer Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>
</orListCondition>
</profile>
11></UserCondition>
</UserGroup>

21e] XMLelA getResources ()l o5l 2lEl=le AFA(EA)Y 391 &AF 24
of tigk 7l Bejrt == At BRI 5 HAS shus 2k ARAPE
¥kt rHE AR 988 ] A% A9 A g8 s ISkeleE 3R
ok & = st

XML 3148 WC_installdir/xml/policies/xmlol BARBIAIL. TR~ XML
o] o Ut

?2xml version="1.0" encoding="UTF-8"?
<!DOCTYPE UserGroups SYSTEM "../dtd/ACUserGroups_en_US.dtd">

l-tl
MI

<UserGroups>
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<UserGroup Name="MembershipAdministratorsForOrg" OwnerID="RootOrganization"
Description="Administrators of membership for the organization" MemberGroupID="-97">

<UserCondition><![CDATA[
<profile>
<orListConditio>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Buyer Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Marketing Manager"/>
<qualifier name="org" data="?"/>
</simpleCondition>
</orListCondition>
</profile>
11></UserCondition>
</UserGroup>
</UserGroups>

3. WC_installdir/bin/acpload 2THEE ARE3I] XML L& HoJeH]o] o]
ZoEAL, XML 31 2o tidk AEE e [187 Hlolxe] ARk
[Elo]Efo) el ZEJE FxaAL.

4. TS 3lste] WebSphere Commerce 2] S&ollA] Al Alo] A2 x|~
EgE BlsiAlL.

AllE BAkEA ] &0l EI23MA L.

a.
b. T4 > Axl=ELE AL

¢ HAED BEolA Wl Ale] AL sk
d. AL TR

A B2
ZEEY = Haa gl A g A AlolE 71 & JsUth Ak dE
SRl ] getResources() WA= o3l 2JHE= HolHE 71%E WebSphere
Commerce HEFJONA =gt} =3k 21l ¥ 8212 void checkIsAllowed
(Object resource, String action) throws ECException HWIAEE 3l 215 <4
A2 Alo] A IeAZE 3ES|] HH o] performExcecute() HE Bk Saygk
5 UFULE o] HlAEE A ARSAP T AE ApollA] A-E 2XE TS
= 7% ECApplicationExceptions ¥ozlUc}.

2

N

: 71EA0Z getResources() HWAEE G(Null)FS BlEiskez 1 @8 &Rlo]
=AU

The Qlsglzold Al weel Tt A @M AL Asio Tk
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o A} HEe A g Q1S 3 =21 71 WebSphere Commerce o)A 3
A 2w ARSI A RS 718 W OE QEwHeE 7
sHAl Hytt

o Al BE ZAPTE A g A Alo] SRS TRy

TR A9 e g,

<Policy Name="ContractMangersForOrgExecuteContractManageCommandsOnContractResource"
OwnerID="RootOrganization"
UserGroup="ContractManagersFor0Org"
ActionGroupName="ContractManage"
ResourceGroupName="ContractDataResourceGroup"
PolicyType="groupableTemplate">
</Policy>

714
Name: “g3e] o}F

PolicyType: A¥ #&. 153t 7Fed HETE AFo= A H ad A9 A<
afrhe 24 HEEl] S2o= A8gunt

OwnerID: AAE A8sl= AL,

UserGroup: Z2jo] o] TIz2] ARSAPIAl 288Ut STo] AdS afishe 224C
2 FHor FHTE A= TOFe olF AW 2 I o8l ForOrgE 715}
= A4

ActionGroupName: AFlollA] 4388t 2X|E FEdlsh= 2] 189] olE.
ResourceGroupName: ZX& A 2dS x3el= AR 79| ol

? dellA] 2% 15F ContractManage= ContractDataResourceGroupolA 2Fs3}
t o AES ZPehs 2 IR Thee 9] A 98 Ao AgEe =
A 159 oAdYTh

<ActionGroupName="ContractManage" OwnerID="RootOrganization">

<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractCancelCmd"/>

<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractCloseCmd"/>

<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractDeleteCmd"/>
</ActionGroup>

ool A& 71¥k FAof| thgk Ao m AojH HEo| ol A= AHoHUSF U
T2 9] ContractManage I3 ¥Rl ZX]o] AE AUt

<Action Name="com.ibm.commerce.contract.commands.ContractCloseCmd"
CommandName="com. ibm.commerce.contract.commands.ContractCloseCmd">
</Action>

3 CommandName 2 M #l BRRls afsk= R IEFolx o5} L8]

oF gk
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Ryo] pae dEzlolx beanw} 3 AT ol2lF beane Tl A<
u Aalo] sk AAYUT. TH-S 9] A ] 8w A 1Fe] AR Ao
ST,

<ResourceGroup Name="ContractDataResourceGroup" OwnerId="RootOrganization">
<ResourceGroupResource Name="com.ibm.commerce.contract.
objects.ContractResourceCategory"/>

</ResourceGroup>

o] djlollA ContractDataResourceGroup®] AojEar 3t 2oz FAFHUTLE A4S
T o] Aoy

<ResourceCategory Name="com.ibm.commerce.contract.objects.ContractResourceCategory"
ResourceBeanClass="com.ibm.commerce.contract.objects.Contract"
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractCancelCmd"/>
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractCloseCmd"/>
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractDeleteCmd"/>
</ResourceCategory>

1714
Name: XML 3] Th2 QIX|ol|A] o] A1 F=xsh=tl] AMSsh= Bl

ResourceBeanClass: B&3d 28 Jehll= 2. o] Zel2~= Protectable QIE]
Hol1g FHsol Ttk Aol ABZejol= beand] A A7 ol AE
Protectable QIEJF|0]~E &A43]loF St

ResourceAction: o] AHolA AFY XS YL o] Ani =4 AUl
A% XS WET 0 ) SEe AT

Z: Protectable QJEJH|o]2~0) tet 371 AR E= WebSphere Commerce Z2 72 9F
Al B SlsAts skl L.

OO|E| bean E&

Hlole] beane =Lz @BAES] g AuE T § HojHe] erAE Hu
= wAlel) 9is) AMeUC) 54 9 slolAs RE WebSphere Commerce Uje] -
o WEAET oleldt Fe g sM AR ofs) meuTh YRel 2 o
bean(ZAGHE A9)E w53 1 Folxle] Ael=E Er) nssjol & Wart U
=

Ho]E] beanc| DataBeanManager.activate(..) MAEES ARR3I] Tz HIQJ=H )
o8 bean &A= HlolE] beanollAe] A2 AoJE AR} HlolE beand
Delegator QIE|H|o]~E ARESt ZRFFA o R B & UFUTE AHZ0E S
H ol beand Protectable IEF|o]l~% FULE (Ao E HSH HolH
beano] Delegator QlEJH|0|~S F&}A] AL} getDelegate() KA =of tfgl @
(Null)ats ElEtels 749 dlofe beand HoE|R] grom offoAY FAIE = UF
Yth
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= Protectable QIEfH|o]2~0f] Tk 2pAIFE HH= WebSphere Commerce Z= 727
hiiA 9 SeAE FESMIN L.

TR HlolE] beanol] thgh 2 2P o] o duynt.

<Policy Name="Al1UsersDisplayOrderDataBeanResourceGroup"
OwnerID="RootOrganization"
UserGroup="Al1Users"
ActionGroupName="DisplayDataBeanActionGroup"
ResourceGroupName="0rderDataBeanResourceGroup"
ReTationName="creator"
PolicyType="groupableStandard">
</Policy>

ActionGroupName?! DisplayDataBeanActionGroup2 ©] A2 o] tjo]E] beanol] T
3 AU YepdUrh o] 22 I5S el Display 23S E3hTH

3714
Name: ©] AH9] o],

UserGroup: o] A8H= ARBARE Edehs Al T, o] Af Ee ARBAE

Y,

ActionGroupName: DisplayDataBeanActionGroup 4+ E|°|E] beanol tist =z}l

e S JeEpdU
ResourceGroupName: R &% H|oJE] beans Edshk= A 152 ol

RelationName: ARERIS} 2} 71 GA|E|ojok &= #A|. o] A Al8Al= H|=Y
< Order A1gle] ZHjolof Fhch,

OrderDataBeanResourceGroup Th3} o] Aolsyct.

<ResourceGroup Name="OrderDataBeanResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.ibm.commerce.order.beans.
OrderListDataBeanResourceCategory"/>

<ResourceGroupResource Name="com.ibm.commerce.order.beans
.OrderDataBeanResourceCategory"/>

</ResourceGroup>

OrderDataBeanResourceGroupe 5+ Aoz AU T2~ H|o]E] beanol] o)
g A 2 Aeodurt

<ResourceCategory Name="com.ibm.commerce.order.beans.OrderDataBeanResourceCategory"
ResourceBeanClass="com.ibm.commerce.order.beans.OrderDataBean">

<ResourceAction Name="DisplayDataBean"/>
</ResourceCategory>

3714

Name: XML Z}QejA] o] 2t Fxsl=tl] AME= B
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ResourceBeanClass: 2208 H3EE= HloJE beane] S ol&. o] FHir=
Protectable QIEJH|o]|A~E F3s]oF SRt

ResourceAction: #g] Z&olA HF £ AHAo| HQJF Q4 o] A o] 4=
Display7Z} o] ARdollA =35k]ol] SxlE %X vepiULh

aMgz X2l J=s)

A 1%5-S ACRESGRP El|o]E2] CONDITIONS &-& AMg3led Zald o= Aot 4=
4t} CONDITIONS g2 xS 1%43}—31 ARgIRE AR B Sk A
Foh= XML A5 AAUT o2t 82 A e 9 AR ol
s izl X]‘T_-/] el olge] SESH &= W AREUTE dIE =0, dAlx Al
o Aol P(EF ¥F) == E(A AMlz Yyt Y F) el Order ARl
HEER= 737 A IE= ool tisl B = Syt

H:l %0

F: FY2- o8] ohd AgER Y-S TESISIEH Ao] Groupable QIEJH| 0]~
T FUth 153}t 7hs <lEEolzol thel AR HE= WebSphere
Commerce ZZ 727 ohjjA] Bl 412 2ZSAAL.

TR~ Order A 5ol tidh dyuch

<ResourceGroup Name="OrderResourceGroupwithPEStatus"
OwnerID="RootOrganization">
<ResourceCondition>
<! [CDATA[
<profile>
<andListCondition>
<orListCondition>
<simpleCondition>
<variable name="Status"/>
<operator name="="/>
<value data="P"/>
</simpleCondition>
<simpleCondition>
<variable name="Status"/>
<operator name="="/>
<value data="E"/>
</simpleCondition>
</orListCondition>
<simpleCondition>
<variable name="classname"/>
<operator name="="/>
<value data="com.ibm.commerce.order.objects.Order"/>
</simpleCondition>
</andListCondition>
</profile>
11>

</ResourceCondition>

</ResourceGroup>

A71A
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Name: ACRESGRP Eo]E-2] GRPNAME <ol A= 2 189] o2,
OwnerID: A 189] 4284} ZE zZolojof TRt}

<ResourceCondition>: AR 1E-2 Aoldk7] sl ACRESGRP H|o]E-2] CONDITIONS
g2 2o dlolEE AU

<![CDATAL...]]>: A=3] U&q = AREE= w4} HlolE] AL Snghh
<profile>: & A ZZo)] Q3 ujyiH<r

A IE Aele] B A QA= name="classname"-S ZF= <simpleCondition>
QAQUL) o] Q4= TR0l A8Ehe A1) Java S AEFULE Java 2
2~¢1 com.ibm.commerce.order.objects.OrderE ThS oA B 4 Q&)

<simpleCondition>
<variable name="classname"/>
<operator name="="/>
<value data="com.ibm.commerce.order.objects.Order"/>
</simpleCondition>

o2 o= AE)7F Pedok 3= com.ibm.commerce.objects.order.objects.Order
Adof|Ae] 218 APgdych

<simpleCondition>
<variable name="Status"/>
<operator name="="/>
<value data="P"/>
</simpleCondition>

2] dlolA] <variable name="value"/>= AFdollA] getGroupingAttributeValue
(String attributeName, GroupContext context) () HWIAEZE A== &4 o]
£S5 Yepdyrt o] mlAtE Groupable QJEjH|o]~2] AR WebSphere
Commerce ] Z&0l4 XA 2 15 ] E2o) 2| £4-S ACATTR HlolE
o= Aej=|ojof Slal ACRESATREL El|olE2] Ak} dAvteofof Furt. Ade A
9 2Xof] ZHg AAs glolof k= AZPE @H o] 21
getGroupingAttributeValue(..) HAEE 3E3lo] SRIFYT} o] ZA$oll= Status
oA attributeName wiZi¥isE AU}

<orListCondition>2 ©] £3 Ujo] 20| -8 RS AMESI ZE=|ojo ghe X
A3t o] 349 A= P == EYYTE <andListConditon>2 o] £ Uo] %
o] B-& ANDE ARE3te] ZgE|ojof 3h& AFUTE o] Z-foll= (Classname =
com. ibm.commerce.order.objects.Order) AND (Status = P OR Status=E)2]L]|
C}.

ACATTR Hlol&2] i A= Wigle 93k HE &4 Aole vaat 25Ut

<Attribute Name="Status" Type="String">
</Attribute>
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Name 84x= &35 A8l Type 84 S49] Hloly #3< 483U £49
7het ke Thet ek

» String

* Integer

* Double

* Currency

* Decima

* URL

* Image

* Date

&3 AHde] Ade Ak Ao el APgEUT) olE E01, Status £ T
oA OrderResourceCategory®} HAFUT]

<ResourceCategory Name="com.ibm.commerce.order.objects.OrderResourceCategory"
ResourceBeanClass="com.ibm.commerce.order.objects.Order" >

<ResourceAttributes Name="Status"
AttributeTableName="ORDERS"
AttributeColumnName="STATUS"
ResourceKeyColumnName="0RDERS_ID"/>
</ResourceCategory>

4714

<ResourceAttributes>: /47 AdS A= FE &5,
AttributeTableName: AF2] Hlo]Efwo]x Ho]E: o]&.
AttributeColumnName: £44-& A= AHd HolE9] 4 ol&-

ResourceKeyColumnName: 13} 715 A&sh= A HolEe] & o],

27 &)

iz Alo] e HEl WA 28 ZRT. o) W of) AR WA Helot
A XML AR 3ds Zesph= vkxlo g2ul RS 4= Qi)

AAH

<Relation Name="value">
</Relation>

Name =2 deje] Aol AR #AY o]Eo]al ACRELATION HlolEe F7HgY
T} Name BE 753 Aol fulfills() wiase] ¥ vl/iisel Yxguc

the o= creatordls B4 Ao=E wARhTH

<Relation Name="creator">
</Relation>
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_|_|-7:" = I-I_Ql
A I A IEC Sk 249 Y 2As ZIRuoE A 35S Zelel
ofF 3h= 73-%- XML 3ol TA IF ARE AoJstAL ofefe} 2ol
defaultAccessControlPolicies.xml AS A3t Aolafjor hch.

<RelationGroup
Name="aValue"
OwnerID="Root Organization">
<RelationCondition><![CDATA[
<profile>
Relationship Chain Open Condition XML
</profile>
11></RelationCondition>
</RelationGroup>

2 el
Z} A olE2 = orListCondition @A4HE IE31E sht
olde] RELATIONSHIP_CHAIN 7 5_74_; TR B4 Jole dule] sk o)

Fo| #A IO‘HD} WA ARe] dole= = WA =2 AU oA A Al
o] XML E3HoNA <parmeter name= "X" value="Y"> 35 5 ARSI I3
I 9}15‘43} T2 o7t 191 #A AR1e] APyt

<openCondition name="RELATIONSHIP CHAIN">

<parameter name="RELATIONSHIP"

value="alValue"/>
</openCondition>

mW o oX

471

aValue: AREARR} 2ol IAIE YEE EAFE YU o] EAEE A9 ofs) v
AEE A|3Q08 TA T shiedor ot

A Aol F 7] o)l Zolel AL oL dHe F IAJULH A W
<parmeter name= "X" value="Y"> FE-2 ARgx}9} 22| JEJE] Alole] TAIUY
t}. vpxe} <parmeter name= "X" value="Y"> 3ES xz AEJE|S} AR Alo]e]
ZAIJULE AQle] =7t <parmeter name= "X" value="Y"> & %A Alolo|| Q)
FUh o2 dolrt 291 TA A1 oYyt

<openCondition name=RELATIONSHIP_CHAIN">
<parameter name="aValuel" value="aValue2"/>
<parameter name="RELATIONSHIP" value="aValue3"/>
</openCondition>

471

aValuel : 7Fs3F 35S HIERARCHY2} ROLESIUTE. HIERARCHY: =4 Al %ol
Al ARgALeL 22 QIEE] Tl AT 7= AP U= ARFUTE ROLES AREAP}
2] QA &8s ks AHFUTE aValuel ko] HIERARCHY?! 7%,
aValue2®] 7Fs3t k& childolw, o] gk AREAPF 74 AT 27 skl &=

A 13 2 XML AR83E Al o] g4 Ak8at Heo] 171
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o] zZ] JEE)E 2JElghT). aValuel Zte] ROLEC|H, aValue22] 7F=3}t k& ROLE
HolE2] NAME @9l = /&3 d&olH, o] g2 x| AR} o] 9&s 43
She 2E %2 JdEES gughct

aValue3: A WA 7o} YL SRiste] A= ) oliate] %2 QlElE] 7k
WS Uehlls EAY, o] g BE 7}4% AHelA fulfills() WAzl #A

7=} YT avaluel WSS Brksld £ ol =& JEE)) gE

=9, oz 22 e T Atk st aValue2 wiziRdsold =gk dAo =7t
3= 739 RELATIONSHIP_CHAINS] o] Fio] <.

WA 2F Aol U AR AR 171 Aol [9A 1w gollE Fxsk]

AL

Ciol ®lol 2 J= Ho|

WA Ao AL YH=EA of|E S0] A9 BuyingOrganizationalEntityql =
1 SUEIE] AL} Sk She A%, 2ot 221 Sike] 9 AlRle P
Al TIE= AAdsoF Utk v ool th'h ol Ayt

<RelationGroup Name="MemberQf->BuyerOrganizationEntity"
OwnerID="RootOrganization
<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</profile>
1]><RelationCondition>
<RelationGroup>

A AQlo] W] F AR FAEER Hole 29uyth A WAl A= AREAke}
S gl 22 EE Afolol] syt ARSAR= 3 BAIONA childduytk & W
A BAY 785 A2 Alo] B AR A 22 MEEP} AR
BuyingOrganizationalEntity ¥AIE Tsh=A] ERIGUTE &, olHlo] x|l +
o 2] QIEJEIR] 745 trues E|RIFUTH

= openCondition EJZ1o] th3F AHHE= WebSphere Commerce dz]golE] A&
A} o] ehiAlE FEIHIAL

E OE A== AR ARl Tl 22 QlEER] 22 <dEEe] AR 'Y AT

pAA= OHOFF* 797 Ut OA oA o7t 2391 T A ARleE 4

W IS AT AQlS] A A FiEe AR AR 'Y 9Es 7K B

Z2 JEEIE 25U T3 & A2 Aol AF Tell= 22 JEE HE 2

o= 3P} 23} BuyingOrganizationalEntity BAIS SZF381=A] FRIghch
3= 73 true #rol EgEUTh

O{Nf Y rlrl (i mlo

e ol olefdt £l WA IR AR WS Relguch
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<RelationGroup Name="AccountRep->BuyerOrganizationalEntity"
OwnerID="RootOrganization">
<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="ROLE" value="Account Representative"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</profile>
]]><RelationCondition>
<RelationGroup>

S Aol 20 OF Ho

s AR BAE Eoehs WA 5 2SOk ske 3, ARSAPE BE A Al”)
= T59°F SREAI(AND AlU]R) == ARSARE BA| ARl § Hol= shue 55
ok 3R=A1(OR AlUE]R) o= APgsfior st

The olollM ARSAR= ARle] APdAtelar Akelel]l A% BuyingOrganizationalEntity
ol ZfloF Futh. ARAPF Aol ZAdE Ak A WA Al Aot 1994
o} ARRAP} Aol A8 BuyingOrganizationalEntityol &afiof SRS | Ash=
T WA Alle] dols 3y

<RelationshipGroup Name="Creator And MemberOf->BuyerOrganizationalEntity"
OwnerID="RootOrganization">
<RelationCondition><![CDATA[
<profile>
<andListCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP" value="creator" />
</openCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</andListCondition>
</profile>
11></RelationCondition>
</RelationGroup>

T AR 7 A ARl F shbE S53loF sk 7% <andListConditon> El1
£ <orListConditon> EjT1E H7AsHoF STt

S
WebSphere Commerce®] €41 71 B~ TFS Ao 54 XML 3
(el: WC_installdir/xm1/policies/xml/ACUserGroups_Tocale.xml)ol] Us5YTh

o] I}JL WC_installdir/xml/policies/dtd/ACUserGroups_ko KR.dtdoll A=
DTDE wHsut-

RS W F axe] PR
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<UserGroup Name="value"
OwnerID="value"
Description="value"

<UserCondition>
<! [CDATA[
<profile>
Condition XML
</profile>
11>
</UserCondition>
</UserGroup>

4714

Name: MBRGRP El|o]E-2] MBRGRPNAME <ol #{&=

RLIC B A X

°l&-

OwnerID: ©] AM|A 155 AF3H= Member ID. Named} OwnerID2] X3S 1153

oF YUtk 4§ Fsd 55 G

DefaultOrganization (-2000) Ut}

Description (A1EH):

UserCondition (AMEH): o] A~ T80 Wge] QA A 1S Ash= A=

RootOrganization (-2001) =&

WAl TS ekt ARShe A" 4.

8

2~ o] 7552 MBRGRPCOND El|o]E2] CONDITIONS ol AUt

Condition XML: &1 ZHUYTE ARES= orListCondition, andListCondition,

simpleCondition, trueConditionCondition 842 2¥}L= =3t
k2 SimpleCondition ©]E-& U
E13. AgEE e 2 olF
A== b
W ol F A 2t A== 3k T A Bk
et AL-& A7} = 1= ROLE Elol=2] org(AH3HA « gpgentityID : ARAP} d3ke 7}
MBRROLE H|o}& NAME & 3. B BT AR 4o s o
oA o] d&e 714 A= Aok SR A
of 3 AATC} MBRROLE #] ° OrgAndAncestorOrgs: 153} 7}
olEo| xzo| T HETE GH AREE AP
AL T ARgAelA ARE AfEle 23
ook g T g Ak 22| A s
o] A ERIFT
registration AF&FFOlEE A = 1= USERS HolE9 g5 e
status 5 7ok B A REGISTER-TYPE &
ATt 7l(°ﬂl' AlzEQ] 7%

G 0'_1\__ OTR)

174
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A=

W ol Ay A} A9 4} 47 3k
AFEH AREAPY o] Y = 1= MEMBER H|o]&9] ¢l B7es
FEE 7ok & STATE € #(el: B
A olze 5 3 52 299
BE 55 %1 JH 7450, 9% 559
o ARggUrh 7% 1, ARE 559
73 2)
org AR A8E = = 1= - ORGENTITY o] S e
2] 5)9) zzo] 5] 89
=2 A3t ol
4t MBRREL ORGENTITY_ID
Blojge] A4 ] .
olHE 7= Iy . 7 T2 TP B
=

E]E z%zuo] O_'_
AR AE A&
F3te 229 39
22214 FAFY
o A A %
o 5% & 7
A A =27}
;q(o] }_zl ,;.61—) /\]_
A AR 254
ARQ] xZlo] Bl %
A9l Fels)=

.

oM~ TJF0] Cst simpleConditions2| Of

gk

FANE AR

& A e

Elgje] AnjA}t A

<UserConditon>
<! [CDATA[
<profile>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>
</simpleCondition>
</profile>
11>

</UserCondition>

o2 ofsk TRS o= RE o3 7ut Ao ALRE= AR
o4gk simpleCondition EOE]HAE} o] dlollA] ARgAR= %A ql
Hg-s 7HAAL Qlofok gt
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HAXPE Q= o5k TS o= RE 22 g AHMoM ARRE= AR = o
St smpleConditionS BejEUTh o] djollx] ARgAjllAl= Z2] MEJE] ORGENTITY_ID
= 1009} Tz =j3o] Slofo} Fhick.

<UserCondition>
<ICDATA[
<profile>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller"/>
<qualifier name="org" data="100"/>
<simpleCondition>
</profile>
11>

</UserCondition>

7E8AL Y Ot XFE g o dldAe 78Rt &5 dloly
OrgAndAncestorOrgs’} A18¥ 43k simpleConditiong HolguUtt. o] 74849 Hlo]
Bl 241 OrgAndAncestorOrgst= 1553} 7ts HIZTE AAolxvt 2H5gurt. o] o
of|A, ARBALNAIE Al Afrehe 22 e 22|9] A9 ZF0A ] A=A, Al
A I == drr gdo] ZgEe] Jlojo ot

<UserCondition><!CDATA[
<profile>
<orListCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Sales Manager"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Account Representative"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
</orListCondition>
</profile/>
11></UserCondition>

registrationStatus: T <= registrationStatus simpleConditions Ho45F
Utt. o] dojA] ARgARE S=E] ook FRTHUSERS.REGISTERTYPE = R).

<UserCondition><!CDATA[
<profile>
<simpleCondition>
<variable name="registrationStatus"/>
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2

<operator name="="/>
<value data="R"/>
</simpleCondition>
</profile>
11></UserCondition>

Al T}e ol AME simpleConditiong BodEUTh o] dof|x] ARgAR= S520] &
ol=]lojoF ghct. (MEMBER.STATUS = 1)

<UserCondition><![CDATA[
<profile>
<simpleCondition>
<variable name="status"/>
<operator name="="/>
<value data="1"/>
</simpleCondition>
</profile>
11></UserCondition>

org: T o= org simpleConditiong HoFUL) o] dlojd ARgah=s 22 ]
E] 1000 S==]ojoF ghtl. MBRREL E|olEolE= AR} ANCESTOR_ID = 100
51 SEQUENCE = 1%1 =3joll &= dl==rF lojof gk

<UserCondition><![CDATA[
<profile>
<simpleCondition>
<variable name="org"/>
<operator name="="/>
<value data="100"/>
</simpleCondition>
</profile>
11>

</UserCondition>

WC_installdir/xml/policies/xml/defaultAccessControlPolicies.xml Y-
7IRA o g Agshe 718 A Ao AAS Aottt oA WC_installdir/
xml/policies/dtd/accesscontrolpolicies.dtdo] XHE DTDE wgUch

e A o) PETEYL

<Policy Name="value"
OwnerlId="value"
UserGroup="value"
UserGroupOwner="value"
ActionGroupName="value"
ResourceGroupName="value"
PolicyType="value"
RelationName="value"
RelationGroupName="value"
RelationGroupOwner="value"

</Policy>

4714
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Name: “ge] o]&. ACPOLICY HJo]E-2] POLICYNAME €= Z=%Ut}. Name} OwnerID
o zFe TRk Tk

OwnerID: S Afsh= 22 JEEIY] +44¢) ID. ACPOLICY E|o[E2] member id
%i ZeFUY OwnerID2} Nameo] =32 afiafiof ot WSk =97} 148}
= 7 7K &5 %2 RootOrganization: -20013} DefaultOrganization: -2000

UserGroup: MBRGRP H|©|E-2] MBRGRPNAME ol A|AH "JWV\ TI5°] ©o]&. ACPOLICY
HlolE2] mbrgrp_id €= Z=gYh 718 A2 IFE WC _installdir/xml/
policies/xml/ACUserGroups_Tlanguage.xml 3}Joj| XJA%HE}.

UserGroupOwner: A~ 158 AfFdh= 74899 7AY ID. oA A~ 15
o] A AfAPT ohd T3 o3l AfirEle A Z8FUE olAs ARSI &
O AM2 T5F0]  OwnerID &80 AAE A3l <l AfrEtkar g

ActionGroupName: ACACTGRP Eo]E-2] GROUPNAME <ol XA %2 159] o|E.
ACPOLICY EolEel #43t sl 2] T ID(ACACTGRP_ID)E 7Pt o AReSt
Utk AEEY W&o & 7HF ZAMLe ActionGroupName=
ExecuteCommandActionGroup L2 AAgh ). tlofE] bean2] AH-E ActionGroupName
< DisplayDatabeanActionGroupo& AA3hch

ResourceGroupName: ACRESGRP El|o]E<2] GRPNAME &oll A€ 2k 179 ol&.
ACPOLICY Hlo|Eo)] A= 3sld A 15 ID(ACRESGRP_ID)E 7P dl ARSZ:
Ut 7o o 7Wk HA2 ResoureGroupName= ViewCommandResourceGroupl.

= A3t

PolicyType: A3 73. 41E 32 groupableStandard 2 groupableTemplateiy
ot o 534S 9lsl, standard ¥ templete Bt A|LAFUTE o3 SA4do] A A=)
= 2o o 2= o™, A(Null)gto] AU £40] 71 AAS B
o AHER] FO™, Fhe WAER & AHE Hol JsUTh v HlolsE £
%k ACPOLICY EllolE-] POLICYTYPE Lol #akd wlojeful|o]x ghake] wisgS :A|
.

F14. F21d g} wHlofEolx glate] g

String ACPOLICY.POLICYTYPE

groupableTemplate 3
groupableStandard 2
template 1

0

= (Null)gt

8 3o e 7} gui [10 oISl Al 3 TARe] Adle B
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RelationName (AMEH): ACRELATION Eo]E-2] RELATIONNAME &oll XA8H #A2] o]
E. o] o]go] AA=H, ACPOLICY HlolEol| A4 aid A ID(ACRELATION_ID)
£ 7= o AR

RelationGroupName (A EH): ACRELGRP H|o]E-2] GRPNAME ol xAE A 152
olF. o] &Ao] AP Ae- I o] PASHE 7EKERE RelationNames A1

s kg,

RelationGroupOwner: ¥4 18-S AF3h= 749 ID. o] $A4L&
RelationGroupName <#do] A=Al OwnerID $%3%°] RootOrganizatione] opd 74
Soflt a3}, o] ¢~ RelationGroupOwner= RootOrganization(-2001)Z X
Ar|ojok ot

S of

oist 7|Hl RjEH-

i} [ = |

ZIEE2] Y2 o] dollA AllUsers WAl TIFo &3 ARBAR=
Al1UserCmdResourceGroup A 1859 Y¥e] AEZE HHS APt 4 UGk

<Policy Name="AT1lUsersExceuteAllUserCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="ATl1Users"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="AT1UserCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

E: o] dof]4q] MarketingManagers WA~ TIF0l &3 AR
MarketingManagersViews XX 15| 431 H= Adist 4= QJ<5UTh
<Policy Name="MarketingManagersExecuteMarketingManagersViews"
OwnerID="RootOrganization"
UserGroup="MarketingManagers"
ActionGroupName="MarketingManagersViews"
ResourceGroupName="ViewCommandResourceGroup"

PolicyType="groupableStandard">
</Policy>

A2l 2l mA:

oigt o] oollM= ARSAPE Aol tis] creator IAIE old¥sh= 3k, AllUsers
MM~ 1Fol &3F AFEAR= CouponWalletResourceGroup®] A3 zlollA
CouponRedemption ZX| TIiFo] A ZXE 4 4 UL

<Policy Name="Al1lUsersExecuteCouponRedemptionCommandsOnCouponiWalletResource"
OwnerID="RootOrganization"
UserGroup="AlT1Users"
ActionGroupName="CouponRedemption"
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ResourceGroupName="CouponWalletResourceGroup"
RelationName="creator"
PolicyType="groupableStandard">

</Policy>

GJoJE]l Bean: ©] dox ARERZ} 2ol thsl owner BAIS ZZ3k= 3+ AllUsers
MA| 2~ T80 &3 AREAR= UserDatabeanResourceGroup AR IEo 249 ©)
oE] beans TAIE & UFUTH

<Policy Name="AllUsersDisplayUserDatabeanResourceGroup"
OwnerID="RootOrganization"
UserGroup="Al1Users"
ActionGroupName="DisplayDatabeanActionGroup"
ResourceGroupName="UserDatabeanResourceGroup"
RelationName="owner"
PolicyType="groupableStandard">

</Policy>

J&3t ItsEt HE2(E . o] o] of] A
OrgAdminConsoleMembershipAdministratorsForOrg A2~ 150l 453 AREAR=
OrganizationDataResourceGroup®] A|4s+ 2|4 ApproveGroupUpdate x| 1
ol A7 =45 TI3E  UsUh

<Policy Name="OrgAdminConsoleMembershipAdministratorsForOrgExecuteApprove

GroupUpdateCommandsOnOrganizationResource"
OwnerID="RootOrganization"
UserGroup="0rgAdminConsoleMembershipAdministratorsForOrg"
ActionGroupName="ApproveGroupUpdate"
ResourceGroupName="0rganizationDataResourceGroup"
PolicyType="groupableTemplate">

</Policy>

OrgAdminConsoleMembershipAdministratorsForOrg B2 152 AHolE ZASH
of Wil4lo] WA et g 2AS T

<UserCondition>

<profile>
<orListCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Buyer Administrator"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Channel Manager"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
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</simpleCondition>
</orListCondition>
</profile>
UserCondition>

= role?] simpleConditione org = OrgAndAncestorOrgs= gUc}
OrgAndAncestorOrgss= 153} 7|5 HIZTE AR AL 7153 719=0Y
o % B U] £fte] HEiER SHOT WelE WU o dlol
A AAGNAIE AN afeie 24 we 2H) A9 22 AW Y F

7t glolof Fe.

H3 JE Fo|

A T2 BlEy2 Bl Al Ao} eFtARel wet T ARl AMdEUS dF
71 A Ee A shell SR AR Anis 29 Aol 171 A
Fol A4 9 IR S Fxshiirle. R Ee vlxus RS Fishs §9F Lol
e} ThE A gel AMEUCH o] A, A A AR Z1E Y OF
o ekl st HUTh Al 3 25 Aslel & A%,
defaultAccessControlPolicies.xml3} AR XML 3ol Al AH TO5F-S A9
& F dlojellolaz. ZSajof gtk AR Aol thewt Ptk

<PolicyGroup Name="aValue" OwnerID="aValue">
</PolicyGroup>

3714
Name A2 1&F9] ol&.

OwnerlD: A 158 Af3k= %2 JdEEe] 749 ID. ACPOLGRP Hjo]E-<]
member_id E2 ZE=HUYT}E OwnerID9} Nameo] F3k fdflol Ut 3] =
T} esR= T VA B4 3RS RootOrganization: -2001 2
DefaultOrganization: -2000UYT}.

Ha ol MaY ol

AL oA T A IRl £ 4 dFUTE Teh AAS BolsAl Hefsl] ¢
A= AAo] shte]l AA OFARE &3t Aol FHUY. oldd dAde
defaultAccessControlPolicies.xml13} AR XML 3ol #AojE & Hjo]ejw|o]
22 ZrEojol ), AR Aole v} A5yt

<PolicyGroup Name="aValue" OwnerID="aValue">
<PolicyGroupPolicy Name="aValue" PolicyOwnerID="aValue" />
</PolicyGroup>

o714
PolicyGroupPolicy Name: A% A2 155} AdE ool AoJgl ARo] o], o]

A2 groupableStandard T== groupableTemplate®] 2 738 < shjedol gt
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PolicyGroupPolicy PolicyOwnerlD(A®]): XAE RS Afshe 22 JdEElL]
4 ID. o] wiriss7E A= A Fem, 7R gk BF 59| OwnerIDYUY
o} 3| =97t s 5 VKA B 32 RootOrganization: -2001 2!
DefaultOrganization: -20004Ut}.

Hxf IR0 S5

zHo] AP B 2Ho] T2l G I1F] Mo REFUL) s 220 A
I 50 S231A Wgkow, sg 22| 7Pt T A 22o] =3 AW IF
o] AgHUrt. 2ok S2aok she FF IF thdk AAIFF FEE 229 FHoA
o] T71E A2 Alo] A2 9 IF[je Fxshiie.

AR 28 A Ay Fox 524 4 9Jor) defaultAccessControlPolicies.
xml 3 FARE XML gjdol] “gej=o] Hlofgujolzel] 2ud = gyt 4 4
o= vt Zsuth

<PolicyGroup Name="aValue" OwnerID="aValue">

<PolicyGroupSubscription OrganizationID="aValue"/>
</PolicyGroup>

4714

OrganizationID: ©] A3 7l 55 5% =2 QlEEe] 749 ID. My] =77}
QIAIBR= T 71A] B4 7S RootOrganization: -2001 2 DefaultOrganization:
200044t

#of JHs3k B ojojE]
e wie Rsd A HolEE Aoshe Hl AT 5 gl AR Aol 32 )
o) eEel=gich,

<?xml version="1.0" encoding="1S0-8859-1" standalone="no" ?>
<!--The following TRANSLATABLE access control elements should
be defined in this file:

<Attribute_nls>

<Action_nls>

<Relation nls>

<ResourceCategory_nls>

<ActionGroup_nls>

<ResourceGroup_nls>

<Policy_nls>

<PoTlicyGroup nls>-->
<IDOCTYPE PoliciesNLS SYSTEM "../dtd/accesscontrolpoliciesnls.dtd">

<PoliciesNLS LanguagelID="value">

<l--Insert access control element definitions here -->
</PoliciesNLS>
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LanguageID $42 ZAY &4 Hlolg Adojol| dlidsl= EAFREYYT} LanguagelD
o) #ET gk Thet L]
* en US

* fr FR

* de DE

< T

* es ES

« pt_BR

* zh CN

* Zzh TW

ko KR

ja JP

®

e

o Evfsst A&l hjolE
2§19 E7FsE tlolels 238h= AREAF Aol A4 mjlo] "HEz|EUnh
<?xml version="1.0" encoding="1S0-8859-1" standalone="no" ?>

<!IDOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<!--The following NON-TRANSLATABLE access control elements
should be defined in this file:

<Attribute>
<Action>
<ResourceCategory>
<Relation>
<RelationGroup>
<ActionGroup>
<ResourceGroup>
<Policy>
<PolicyGroup>-->
<Policies>

<l--Insert access control element definitions here-->
</Policies>

=Y S35 tiolH

TR=o] el =AY 574 HloBE 2Eslo] MY E7Fs3 XML djde] o] 4
ol Al Alo] 8ol F7F e AT < IFUH 7 2AIY 54 TofEle
Uhe oA 2he o dsUth

WC_installdir\xml\policies\xml\
defaultAccessControlPolicies locale.xml

d: defaultAccessControlPolicies_ko_KR.xml.
Y U de S 84 AES Byt
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<Atrribute nls AttributeName="Status"
DisplayName nls="Status attribute"
Description_nls="Resource status attribute"

/>
o714
AttributeName: £4J2] o]2. o] ZkS ACATTR H|o]E-2] ATTRNAME Gol| AT

DisplayName_nls: &9 3A| ©]&. ©] #k> ACATTRDESC H|o]E2] DISPLAYNAME
Feoll gejgut.

Description_nls: &AJ9] Aeizl AMw. o] Zk-& ACATTRDESC H|o]E2]
DESCRIPTION €oj #dsgUch.

ZX|: v ode FF 24 24 ARES Aolduth

<Action_nls ActionName="OrderAdjustmentButton"
DisplayName_nls="Order Adjustment Button View"
Description_nls="The view for loading buttons in the order adjustment page
when placing an order from Commerce Acclerator"

/>
o714
ActionName: Zx|¢] o]&. o] Zk& ACACTION Elo]E<e] ACTION ol AUt

DisplayName_nls: ZX]2] EA] o]&. o] ke ACACTDESC H|o1E<] DISPLAYNAME &
of Ay

Description_nls: =X Ml Aw. o] g2 ACACTDESC H°]&9]
DESCRIPTION el A2y}
2 g de T WA 84 ARE Ao

<Relation_nls RelationName="creator"
DisplayName_nls="creator"
Description_nls="creator"

/>
3714

RelationName: 3A|2] o]E. o] Z-S ACRELATION Hjo|E-<] RELATIONNAME <Eoj A
AU

DisplayName_nls: ¥A|2] FA| ©]F. ©] g2 ACRELDESC H|o}E2| DISPLAYNAME &
of] AUt

Description_nls: #AS Al Ay, o] g2 ACRELDESC Hlol&<
DESCRIPTION ol A4},
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A FHEIDE: ke dle F7F AR FlEle) AR e

<ResourceCategory nls ResourceCategoryName="com.ibm.commerce.
catalog.objects."InterestItemList"

DisplayName nls="Interest Item List"
Description_nls="Interest Item List command"

/>
o71A

ResourceCategoryName: AFY 7ZHE|2]e] o]&. o] ZhS ACRESCGRY E|o]E-9]
RESCLASSNAME 2ol ATt

DisplayName nls: & ZlE|ag]e] ®A] o]&. o] S ACRSCGDES EH|o]Eo
DISPLAYNAME <&ell AUt

Description_nls: A 7HE|are]e] A&l A, o] 7S ACRSCGDES H|olE2]
DESCRIPTION <ol ##=uc).

=X OF o ode FF 24 Iw RS Aotk

<ActionGroup_nls ActionGroupName="DoEverything"
DisplayName_nls="Do Everything"
Description_nls="Permits access to all Actions"

/>
4714

ActionGroupName: %] 152 ©]&. ©] 42 ACACTGRP H|°]E2] GROUPNAME &oi|
AL

DisplayName nls: XX 159 FA| o]Z. o] & ACACGPDESC E|o]E-2]
DISPLAYNAME <&oll Ayt

Description_nls: 22 159 A=HZQl Ax. o] gk ACACGPDESC E|o]E2
DESCRIPTION &oj] AT
A O o de 7 A IF BRE AU

<ResourceGroup_nls ResourceGroupName="A1TResourceGroup"
DisplayName nls="AT1 Resources Group"
Description_nls="AT1 Resources"

/>
o714

ResourceGroupName: AFY 15-2] o|E. o] 3k ACRESGRP EJo]E-2] GRPNAME <o
AU

DisplayName_nls: A€l 2159 A ©lF. ©] #& ACRESGPDES o]
DISPLAYNAME Foll Pk,
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Description_nls: A 159 Aefze] An, o] ZkS ACRESGPDES E|o]E2]
DESCRIPTION <ol AUy,

B o ol 37b A4 AnE Yo

<Policy nls PolicyName="SiteAdministratorsCanDoEverything"
OwnerID="RootOrganization"

DisplayName nls="Site Administrators Can Do Everything"
Description_nls="Policy that allows Site Administrators to do everything"

/>
o71A

PolicyName: S§A|2~ A|o] 29| o]F., o] gk ACPOLICY H|°]E<2] POLICYNAME &
o AUt

OwnerID: o] AL AH3

ﬂF

27| QEfele] 39 ID.

DisplayName nls: AH2] FA] o2, o] Zk& ACPOLDESC E|o}E-2] DISPLAYNAME &
of] AUt

Description_nls: o] A0 Aw. o] g2 ACPOLDESC H|o]&<]
DESCRIPTION <ol Ax=uUt}.

M OF: 0 ole 31 38 OF FRs goRhin.

<PolicyGroup_nls PolicyGroupName="B2CPolicyGroup" OwnerID="RootOrganization"
DisplayName _nl1s="B2C Policy Group"

Description_nls="This policy group contains all the B2C specific policies."

/>

o714

PolicyGroupName: 7} AX7} 711 Qs WA Ao A TF9] ol&. o] gk
2 ACPOLGRP EH|°o]E2] NAME ol 5uth

OwnerID: o] A3 1S 4fa1s 24 AEEe] AL ID.

DisplayName_nls: A% ZI52] ®A ©]F. ©] &2 ACPLGPDESC H|o]=2
DISPLAYNAME &Eell AsgUTt.

Description_nls: g3 259 A&zl A9, o] Zk2 ACPLGPDESC H|ol&9]
DESCRIPTION <ol A3t
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HZAIEE Cl|o[EfH[o[~0f 2=

XML Zdell oisl] 214 2dsied e wget 749, WAE XML 3dS Tt 4

olgjro]z~el] EE3fjoF Ttk XML 213} lofeuo]2~ ] iz~ Ajo] ARt

S Ak 2 2ol 2 7K o2 Fa3Th

* WebSphere Commerce?]| QIZEHIXE 2P wlj, A= 9l A2 T&F Ao} XML
gdelr Zeguh

+ WebSphere Commerce®] F WA QIE2ol|A] A2 Alo] HAS FE3KH, F
HA) JIARIAE 2Mdsl7] Aol 2-gt telEejel] XML 3dES BARglo=A &
UFUTH

o XML 312 A2 9 74 84 FES 2 BAY dxshs deie WHe AlE
SIEE HdS HZoE A8k 2l Tygurh

XML HHZARIE Co[E[o|20 2=
2C 2ZAE Al Alo] B AEeE AN TOF 7é94% 3= XML Thele
91 ]2 AH3 HlolEo]l~E 23Rtk XML ol Z3ke A @ i~
T ARe AR A 2EEANE WARE Aeole L S oA 2EsjoF

BN

AREAL AHojEl XML 3Hd-e 2 A9, o] 3dS <WC_installdir>/xml/
policies/xml TJHEZe] HARSl] dlojejwo]2~ol] 2Es)jof ot

2. IDE &431e] HloleHo|zof] HolEIE R2Esh= ol the miivT 24e A%
3= 2= %1 2THE| AHo] ¢FUTE "-maxerror 100000". HOJEE 2
Tk &% Aol 100000718] ffRte] Sl= 79 TH8A] al FARINRE omd
Utt. o] gk oo et F7F = 4AE F IdFUh dE B0, olHd oF
7 R ol FAslW, gk 12 WAL

IO o) 739, AMgAL Aol XML e ZHAgsted oA DTDel that &
A HE2E ARgaoF FuYch. AA|~ Ao BA DTD+= WC_installdir/xml/
policies/dtdol 91X AHHYT}

Sl TF S Aol AL Zestely, TRy wEe Ausie

2000 Kelpp7oRen

1. <WC installdir>\bin HAEZA 7|0l ZAJH AUE Qo me} v
B oS AL,
o ARSFHIA) IF BeE E=skW, acugload WE 9IS AL,
1. acugload.cmd <database name> <database user> <database user
password> <UserGroups xml file>[schema name]

(dl: acugload mall dbuser dbusrpwd ACUserGroups en_US.xml)

Al 13 2 XMLS AF8 a2 Alo) 43 Akga) o) 187



188

o 71 AN Alo] AP S Zrsleid, acpload HE LS AL
T~ acpload.cmd <database name> <database user> <database user
password> <Policies xml file>[schema name]

(dl: acpload mall dbuser dbusrpwd defaultAccessControl Policies.xml)

. T4 o8 W A TS Zealiw, acpnidoad W BRI AERIAL.
T~ acpnisload.cmd <database name> <database user> <database user
password> <NLS Palicies xml file>[schema name]

(4ll: acpnisoad mall dbuser dbusrpwd defaultaccesscontrolpolicies en US.xml)
2. @F/FE HHWH <WC _installdir>\Togsol4 acugload.log, acpload.log %
acpnisoad.log 271 Y-S SR L.

o] AL

o AR Xgsl7] flsl dlolgo]l ARl IDoll= thaat -2 Hgto] Slojof

hck

* WC_installdir/xml/policies % WC installdir/logse] HHEL], AHOHE
] g udof] tigk erl/2r)idey Bk

* WC_installdir/bin TEEL] W s gdol tigt ¢i7)/as) A

wlojelols ALgA} 1Dl Sish e B o] Y= A, chmod HHE AHg3Io]

o] Fgkg Rofaol Fuick,

1. dlojgH|o]l~ AR} IDZE ZIRIGHIAL.

2. <WC_installdir>/bin HAEZNA 7)o ZAE AUE oo ue) o 4
2AHEES APl L.

1. AREARHIAR) T AolE Z=slHW, acugload @ ~IHES Agsre. T
v acugload.sh <database name> <database user> <database user password>
<UserGroups xml filename>[schema name]

(4l: acugload mall dbuser dbusrpwd ACUserGroups en US.xml)

2. 71 AAI2 Ao AP ulds ZoslEY, acpload ¥ ATHEES AL,
T~ acpload.sh <database name> <database user> <database user password>
<Policies xml filename>[schema name]

(4l: acpload mall dbuser dbusrpwd defaultAccessControl Policies.xml)

3. A ofF B AW 9dS 28k d acpnlsload A 2THES AP L. T+
- acpnidoad.sh <database name> <database user> <database user password>

<NLS Policies xml filename>[schema name]

(edl: acpnlsload mall dbuser dbusrpwd defaultaccesscontrolpolicies_en_ US.xml)

SFE HHH <WC installdir>/logsolA acugload.log, acpload.log %
acpnisload.log 21 7S FRIGHIAL.
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T ol2lRt 2aHES Adshs B BAY e LFVF HEd BAEA 4o
= 5

= il
o2 olgfgt ~23HES g § 271 9dS ERIsloF ok

Z: M o] 79 271 9} WC userdir/instancesol] 9% AAHUCH

ClO[EH|OIA0AM XML med= M2 3 AN~ OF Ho| &&=

F= ZRAIZE A Alo] dlofEmo)lzol R Bl Alx T HRE ¢lar XML
Aoz FRE sk Hde 2P = FEefEleks vlofEHo)zol F
=8 tlolElE A 8l 4 e XML s ARSI theat 22 I
o] A4k

* ACPoliciesfilter.xml: BE A2 TIF B A dolplg FEshe ol AR

U
* ACUserGroupsFilter.xml: BE A= T3 HoHE F=E5k= t AU

Wl 15 9 4 Eo]

e OrganizationPoliciesFilter.xml: &4 ZZ|o] BE =1}

EIE FE5He o) AT o] WIS AP 2 B 2% IDE ARehes

HRsoF itk o] =4 IDoA afshs AF HolEr} F=g4th

o] A%
1. <WC installdir\bin Y Eg]o|A T3 acpextract HHS AYSHIA L.

acpextract.cmd <database name> <database user> <database user password>
<input xml filter file> [schema name]

(e:

acpextract.cmd mall dbuser dbusrpwd ACPoliciesfilter.xml)

T 9kdo] 23Ut

e ExtractedACPolicies.xml: o] 32 XA¥ e 7|50l sl Extract ™
Hog F=F doly 23

* ExtractedACPolicies.dtd: ExtractedACPolicies.xml I}de] DTD

+ AccessControlUserGroups.xml: A~ 15 Aol Flsl= ulY

* AccessControlPolicies.xml: ¥1o] SHAR] MM Ao} A2 HRE x35s
= 3

 AccessControlPolicies LOCALE.xml: ¥A|] olg3} WS 35
S0 WA Alo] A T

-

F{F

%o}

o 7o
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1. dloJgHlo]x ARRA} IDE EIRISHIAL.

2. <WC_install_dir>\bin TjEEe]o)|A T2 acpextract & 2IHEZS A3Y5H
AL

acpextract.sh <database name> <database user>
<database user password> <input xml filter file> [schema name]

o

acpextract.sh mall dbuser dbusrpwd ACPoliciesfilter.xml

Ths Ikdo] 2.

e ExtractedACPolicies.xml: o] U XA= HE 7|l thsll Extract ™
Hog F=4 Holg X3}

* ExtractedACPolicies.dtd: ExtractedACPolicies.xml 342l DTD

Johe 9

* AccessControlPolicies.xml: ¢1o] SHZRQ1 WA~ Ao A2 HRE EZ3)s}
= I

 AccessControlPolicies LOCALE.xml: ¥A] o]83} AHS Igsh= Qo] £
422191 A~ Ao AR uY

* AccessControlUserGroups.xml: HA>~ 15 AHolE 3

oo (
O

1. T 342 OUTDIR VRS ARESId WC installdir/xml/policies/xml

dEg]o|A ZAdHUT

» ExtractedACPolicies.xml: o] & xA= HE] 7]==0)| i8] Extract =
Yo Zzw dole =3

* ExtractedACPolicies.dtd: ExtractedACPolicies.xml 2] DTD

+ AccessControlUserGroups.xml: A~ 15 AHolE Fdlsh= ulY

« AccessControlPolicies.xml: ¢lo] ZAQ] WA~ Ao AN ARE x3}s5}h
= I

 AccessControlPolicies LOCALE.xml: ¥A] o]E3} AHS Zgsh= Qo] =
422191 WA Ao AR uY
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o] oAM= Payments H3F ] Hi2=el tisl AT
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Ml 14 & WebSphere Commerce Payments 2HAA

WebSphere Commerce Payments= M3 (ream)S A145k] AREAS Q1) ¥
T AR )15 T vlAE (el AR olF HE)E 2 AR HIAI-Ed
Ut Z+ WebSphere Commerce Payments A& 3 ol o dhjo] HFuRS A}
83 &= UL B 739 dol= LDAP HFe} 2944 Wt UL AF
B ol Aofs|ojol ke Tigh M2t Hodd 4 QlFUTE ARBARE T
o] B sigsh= 7d-9olvt 2482 WebSphere Commerce Payments ARSAFIUTE
o HF JFU

+ WebSphere Commerce Paymentsollx] &Jgto] 2 A%|Qi5U T},

WebSphere Commerce PaymentsS Tl 471X WebSphere Commerce Payments
AghS AoJels AT 7I8E A2 Ao} AAE A}
1. AE Ak
2. PR} AR}
3. A=At

4

i)
e

A& BE]x= WebSphere Commerce Payments AR} QIEJHo] A~ ARgA} S A}
&3oto] WHFo| AHojH AREALoA HA(HTE 7|E)E ARE F UFULH
WCSReam& WebSphere Commerce PaymentsollA] Al3gUc}t. WCSReam 2
25 AREAF AlZHle tisl) AFso 2 FAJEYTE o] ol WebSphere Commerce
Payments ServletS WebSphere Commerce A&} Hjo| B0 ojn] 529 2492 A
HE ARSS = SFUh o] 9A AT} AE ARl oSl ARSEEE WebSphere
Commerce Payments AREA} QIEJH|0|E ARBSE ] floll 2G4 IDO] HE AEES
Ao Favt gy
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Ml 15 & WebSphere Commerce Payments HOl A&

WebSphere Commerce Payments Ho+e- ofz] 7] HelF @4
A Agste] AHIAE SlollA BsHAl NS 4 e

- it

 IBM WebSphere Commerce Payments(¢lslollAl= WebSphere Commerce
Payments)S o]zoll= Payment Managergkal iUt B4 3.1.3004 A& &
{318 720] WebSphere Commerce Payments® o]Eo] WA= om Ao o
gk Fx7} o] AMe| A WAE S

WebSphere Commerce Payments HS

WebSphere Commerce Payments®] F419ll Payment Servleto] 5Ut) of] B4
291 A%, WebSphere Application ServerZ TAIEE ) AW, dojgro]x~ 2 A}
%x} ¢lejH|o)~7} WebSphere Commerce PaymentsS Mgt} o] Aolx:= o}

}sl WebSphere Commerce Payments 7482 HQES $J31 W40l s A3t

‘45}.

Ee5t HoE S
7y %3] 9o g ZEUYas= HA o) figk AREAle] d8kS A=sly I
o we} QueryRequest QHAE A4 Fl= WME = AR AT Fh e Za%
cloelt 24l HE geser] ofJd nkams sleHol sheA] Gis FABKE A
AAE AT} WebSphere Commerce Payments Z#|¢19]T= %3] Wals E3)

geld o+ e o F83% HlolHE FRIESSEA] Ut 18y o] AR F

= FRIgkL Fa3 HolElE 78l WHEOE vixTsh] ff8 FHIE ZHdtellAl A

22 o] AUt 2 FTHEE F83 HoEE Umr] A3 dHolHERE +
ol Ut gukx oz FQ31 HloJE= 7HEZ| WebSphere Commerce Payments
tlojeuo] 2ol Aslr] ol fFaslsl= FU3t e AEYHTH

VM A|2=Hl wj7H<= wpm.MinSensitiveAccessRole=
{clerk|supervisor|madmin|psadmin|none}o] 23 HoJEld] thdt HHAE 3

§317] 918 AHgAE Fhok Sh= A 4TS ARTUL. g ThaPAE TR

o, o] S4¢ A ko derk @l FEe] RE A8} o7 HolEE B
& 9k enER] e gk Aels 49 Payment Servieto] Z71skete Bl A
s,

o] w7 Payment Q1B A ol AAE 22 WebSphere Commerce 74
BEAE Mgt AAEA] A F Qlthe Hol| frefahiiAle. 74 BEjRke) mi
W o] 52 Payment 1B 3de] HA A2~ FERUTE A dEjRE oo

© Copyright IBM Corp. 2003 195



196

ek ApAIR AR i S2AEe] WebSphere Commerce %] QhfjA] B 74 &
2ol = F9el Payment Q112 siidel] #]E 22191 Eae HEsHiAL.

ks Hole2 A= ke Akt o2 a3 oF Ak=o= sAgY:

F15. Payments A&} Hg Hst

Az} Adrg

9 Q) opge] oJakg zhe AMAPL F83 HolElE
B 5 gk

A=A A=A} oPde] HTS Ze A8APt F83 HolE
2 2 5 kun

madmin Tz} HA; opde] dEE zh= AP Fogt
HloElE £ 4 ik

psadmin A% PeRpre] 83k HoElE ¥ 4 gtk

B TR S8 HelEE B S gl

WebSphere Commerce 73 #JAE 53l wpm.MinSensitiveAccessRole w7

TE A8+ syt

ClO[EH[0|A ES

WebSphere Commerce Payments HloJElH|o]~= F23F HIoJHE sl dsho]
= Ao] o] & 7] tigk RE7} Hashich. WebSphere Commerce Payments
2 dlojEHo)z~] AEE T8zt vlofE(d: 9E R 7IE AR AR)] FEsle
gk A¢s Algdct

S Co[E]

The2 ExA lofe] Sl theh AR AUt
« 8% ExdAA AHe QR gloldeiE]e] lojEHlolx HlolEel A4t
o] gfolHefel7} Payments U&= 2 mpHALA QIZEA 270 o] F0 =

o BE Y ksl Bas|ojop gt
2 glolHeigle] dlojefu|o)x HolBolls Fa3k 74 2 EdA ARVt &
Aom Al2E] wie] Heke] YREA x| ojof it Egh TS Widaljof o

— Qlx=HE2 o]Fo] WebSphere Commerce Payments?]l /QIBM/UserData/
CommercePayments/V55/instance TJAlER]e] 3.

— WebSphere Commerce Paymentsol] thal] 743gF HTTP A QI2El>, o] HTTP
A7} Payments Q12-E12 A mpiAlolA] ) AR 2)BHUTE

- 7 A2 QI2Ex glo|Bejg|e] QHAER olg}, 4 HloJEo]2 7]
AP ARSERE 94 A2ES HolEuo]l2~ Z8A.
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M 5 5 7|} =2oF 2 x|

o] BRojxj= WebSphere Commerce A28 2|z} =31 4= 9= 7]e} Bel g
230 i3l Aot
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M| 16 & WebSphere Application Server H9F A2

o] ZollAE WebSphere Application Serveroll Tigh 12t 7158 ARgsl= Wl of
3] A3t WebSphere Application Server RoFS AR83SHPH W& Enterprise
JavaBeans 73247 TFE AbEe] 94 S50 k2R eFUth

P
-

1. WebSphere Application Server 228 HORS o] o] thAlo|A A
o3k =2 ARSSPA Windows 2000 Services 3'dollx] WebSphere Application
Server AH(el]: serverl)E FAANZ T glsUth Helo] AR8E wl AHIAE F
Ak ohga o] W ZEIEXA WAS installdir\bin THEEZ
stopserver HHES ARESHHAILL

stopserver server -username user_id -password password

o714 servers FX8lEE AE(ll: serverl)e] WebSphere Application Server
T/ HEEg]e] o]Folr, HRto] AMollA ARBEE 75 user_ide Q158 ARE
2} olgolH, Heto] AHollA AMEl= 79 passwordis Q158 FEPUTt.

AEl2 3ol AMHE FABIAIL 3 E4oll= ARSAF ID B et E3EA
Ut 229 Heto] ARSEH, AHE TXE u] AR ID H Bl BF
1ol RFTh AMIAE Al AUITHARIZ: sidellA A2t FHEY
S FAFIE B78k). ARl didolA] Al AlRSkE dlolle AR ID
2 QFs7t FashA ekl frelshiAlL.
2. WebSphere Application Server B3 AR83F o 3-8x=2 =0 AMHE T3k
& AS, oS3 o] Wy zEsxEeX WAS installdir/bin tEEze)
stopserver HEHS ARSI L.

AIX

o
=]

stopserver server -username user_id -password password

o714 servers= FAJ8l= WebSphere Application Server $-8322 78] (o)
. serverl)?] o]golal user_ide UF= S AREAL ©]FelH passworde= (1%
< 9% dEPych

stopserver -instance WAS instancename server -username user_id
-password password
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o714 WAS instancenames WebSphere Application Server QI2-E122] o]E9|
11, servers A5k E WebSphere Application Server S8 = 713 Au(o]):
serverl)?] o|gFo|H, user_ide UFS 9IS+ AREAL o]E, password= 1SS 9
& AEYuch

3. WebSphere Application Server HQke-
ARESE o], AREAL AlZEIO] T 8FARMS REESAIACK
© 34 1GB AlzH wizg
* WebSphere Commerce 822 13-& I3+ 4 384MBe] 3] =7]

AIEts17] ol

HRF ARE-S AR Aol Bk AMSStE= WebSphere Application Serverl Ab
84} ID9] EAS A58k WS dolo dUth. WebSphere Application Servere
LDAP XE= +gAlA1e] A8} #x~E2]E WebSphere Application Server AR8A}
HA~EdZ ARS o FUTh

LDAP AL2A} BXIAER|E AlRSH HOt AI2

LDAPS WebSphere Application Server AR&A} #)
AEZZ AFE- Y ] WebSphere Application Server HSRS- ARR31EHH, wasuser
IDEA] Al2Elol] 2IRA3|aL T BAIE S35l L.

LDAPS WebSphere Application Server AR8A} HIA-E|2 ALE- £
o] WebSphere Application Server HQMS ARSI Al2Elo] 210811 the &
AE FPHA L.

LDAP<S WebSphere Application Server AMSAl PIA~EZE AR 5
u] WebSphere Application Server H3+s- ARS3SIET AR} Hilo] = ARSAIE
A AlZHlol] 2RIk T BAIE TalsHAI L.

1. WebSphere Application ServerE AJ&151al WebSphere Application Server 3

TES L.

2. T F&ox] 228 Bk S ot o] FABMIAIL.
a RellX AMgA} HR2-ER]S A1 LDAPS FEAAL. ARE F21 tEE

g Mol FFol wEbd Tt o] 74 §le] B=E AAAL.
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#16. IBM Directory Server Al7-

de o7 73¢] A2 3 +
A AR8AE 1D AH84} 1D user_ID . oS LDAP %%}
7} oholof ok
o Cn=XxXXE AGE ARE-
A5 ARESIA] BgA]
L.
s o] AREALY] QEAE
Zejl2vF LDAP 13
54 o] AgAE BH
ded Age eBA
E Zj2~9} 530
oF ot
A AR S AREAL ks password
3 LDAP AH2] 3 SecureWay
I E LDAP AHe] EE o] | hostname.domain.com
XE LDAP A7} ARG <1 o] == v} opdy

iIIE

o,

71 14 olF o] WAsh= <14 o] | o=ibm,c=us
HRIE 1Y olF g o tEEee) Hf o] =& I} obdy
ek #1312 olF =g
HRIE ¢ HRIE 12 olFol tigk o] de= Bt ohdyl
&3 =4
3 17. Netscape ASAL
g olF 72| A 3k F
A AR8AE ID AR&AL ID user_ID . o]l LDAP &%}
7} ofolok ghich
o CN=XXXE AAE AR
A= AREBEA] A
Q.
+ o] AREARY] QuAE
227} LDAP 13
A4 el AR I
Zed AHE eBA
E Y20t s8]
oF ok
AW AR o5 AR} oks password
93 LDAP A2l #3 Netscape
TAE LDAP A®9] &4E o] | hostname.domain.com

=

=
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202

3£17. Netscape ARSR}

i,

e o=

72l

i

LDAP A7} ARE- 21
XE

o] F== It opdY]

Zlo] WA= QA of

o=ibm

o] We= B4 obdy]

| 13 214
uRiE ¢s HRRIE Q14 o]0 st o] == It oy
i =3
3 18. Domino™ ANEAL
dE ol F 7] 22 2k =
AW AREAE ID e o]Z/AMAL ID user_ID o] ARgALY] eHAE F
#i27} LDAP 13 &4
o] ARgAL e FEo
APge QBAE Zejo}
S&=jojof Pt}
A AREALE St AR U password
bk LDAP Awe] £3 Domino 5.0
TAE LDAP A2] &~E o] | hostname.domain.com
=
IE LDAP A7} AM8- 521 o] I== W} opdy)

3N E

ol

o] WA= Q1 o]

o] WEE B} ofdl]

g o

Hlele el ofg A o S sl o WEE Wi} opdy]
Q=] SIst <) o)E o

HRole ks HlolE Q14 o2 tiah o] W= W} opdy

oF3
=

F19. B rjEEe] A8

g= g

9]

N

A AR8AE ID

SsAMAccountName

o S A AR A}
|4 218 ol%.

o CN=XXXE A AL
22 ARESHA PHA

[e]

o o] AREAS] QEAE
27} LDAP 17
EA o] AR ZH
Heof Xgd 2184
E Fj29} 530
oF ot
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F#19. 2 rlEEe) AR (714,

HE ol

2]

A 3k

X

A AR

g s

password

—
74

LDAP Al #3

Active Directory

TAE LDAP A2] &4E o] | hostname.domain.com
=
IE LDAP Al8j7} ARE- 5<% o] = 47t opdy
TE ot
718 ok olg o] WAYH= 212 o] | CN=users,
=4 DC=domainl,
DC=domain2,
DC=com
HRIE Q1 ol& g v tjgEejel] Hk| CN=user_ID, user_ID @k A olF
ol=sly] 913k Q12 o] | CN=users, U} oplo] ARgAF =
DC=domaini, T2 o83} HlEA] 2%
DC=domain2, = ot
DC=com
HRIE ¢ vRIE 14 olFell th3k| bind_password oA HRl AH ¢se}
%= ot Fhick
Hge FE F AL TR

b T) Fold Bk WA F= B TS,

1) =29 Bl A oA ARE-S AEskal Java 2 Bk AJYS AEEHAA

[e]

—-.

. WebSphere Commerce 5.59014= Java 2 ®Qke A3k 25Ut

2) A4 U= "AYS oA LTPA(Lightweight Third Party
Authentication)E A=A L.

3) A AR&A} PR AEd oA LDAPS AeiEhilAL.

4 Hge re

c. T F&oA Bk A, F
1) LPTA 743 ¥lo4] 83t ti= LTPA AAe AL

2) 37} EAolA wl ARI(SSO)E 2 F o] 71eS

Ars

3 Ao ¥

170 =

d. o9 FEeM S8==77

[e]

—.

RS ASAAL.

2 % Age

T

o=

B3l

o

F A FEANL

AAUES B

i

e

F lejslols $4ERTAS FEAN

1) qEZelo]=r -8z 3 HollA] Commerce -$-8Z& 192
WC_instance_name(¢ll: WC_demo)& FEAIAL.

2) Z7} B4l

nch e AAHIF BE FEAAS.

3) A} olurle T3 20 SRS e AEAE

2o Q.
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4) 3F ARgAlel tfsll, WCSecurityRoles Adglslal E918 FE4A] L.

3. I &8 231 WebSphere Application Server 2] 248 X3 3 A A
A L. oAIFE WebSphere Application Server ] &S5 & W X
H ID$} 55 UHsl=S ZEIEVF AU

4. WebSphere Commerce 74 #2AE Fal J2ElA > instance_name > 1
Bl EX > 0okS Melsiy AR AElghe FEAAL. [203 H|o]X|e] 2pHA|d)
/‘1 P3 ARAL o8 dEE EEEE ZEXEVE AHUTE H8S FE
3 74 HRE FEsHiAL.

5. WebSphere Application Server 2] Z&& FAIGE & o] ARIBHIAIL.

2YHH AR2AL SHIXIAEZE AlSE 2ot AL

204

AlX FGAAE AR AR ER]E AMSSHH WebSphere
Application Server’} root IDZ A8j=|ojof ). root= WebSphere Application
Serverg Adslal T THAIE TlsHAIL.

SAAA A8 §8A 7ZS WebSphere Application Server
AEA} YRAIAEZE AR 5 ol WebSphere Application Server BQRS AR83l
A Rt JekS ZH= ARSAE 2RIk TR TS SsIAlL.

1 rootE. 2 ICTEHAIA Q.
2. AIX root® 2%t = <+ WebSphere

Application ServerE AJZFlal WebSphere Application Server #2] &2 2
A L. AHE AFIE T FalshiA L

cd WAS installdir/bin
./startServer server

o3714 server+= WebSphere Application Server 2-83Z2 12 o] o]=dYc}
(el: serverl).
3. WebSphere Application Server 2] Z&ollA tha3} o] 223 HeF 434S
TN L
a I F&oA Heke X1, A8} dx|~ERE X & 27 0SE FE2A
AL, HRF HRIZEZ] Aol thal th3a} o] 74 §e] JEE AeAle.
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g= ofF A% 3 F

A AR 1D wesuser 400

iSeries®] A8} ID
oli= *SECOFR H3lo] glojok Th
=3

roott} root @IS
Z¥= AR8AL ID.

AR ZOR1%E
A DA HS Zh= AREAE
ID. Alz®lo] ZwRle) &3l 4
-, st AR8AL IDE ARSI
AL dE 9,
DomainXYZ\user_id. o] APdo] =
3l Aol EAfelal +F=F IF
o] FAYUIA] ERISHIAIL.

Heb MY = password ol ARAPE 2IRIA ARERE

SR DA VG 2= AL
Aol 23k hEQILY,

1) 2=9 Bk 74 Rl AR-E ATEfstal Java 2 B3t Als AdEsiiA
Q

2) A ¢I= w7 UZ oAl SWAM (Simple WebSphere Authentication
M echanism)< AElEHIAI L.
3) A AL} PRI-ER] oA 24 0SS AdEAl L.

1) Age TE F AL T2y

4. T FEolM =S X F e =glo|= 8T IS FEAAQ.

a

b.

C.

d.
5. WebSphere Commerce 74 #EAE 11

Mejzetolx w5 Follx Commerce 82 1S
WC_instance_name(¢ll: WC_demo)S TEAAL.

F7F 54014 B3t H3ke ARAHIF WS FEAAL.

AREAL oy E FEal 0] ATs WEskE ARARE ZhoAAL.

& AR&Aol thell WCSecurityRoleS Aeislarl &elS 244 Q.

o

\2~Elx~ EZ s instance_name »

Qo B4 » Bk Husha Bk M MRS HUsRINC. 91F HEd
tig LA AHEAL BRlER) S Aeiska P04 FoTS] Sdlolg el A

2 oI5 9=E dEshNe. AHES FE F A e FESHAL
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6. WebSphere Application Server #e] AHE TAIFE & U] ARBHIAIL. oA
FE] WebSphere Application Server 2] &8 & uf EF AW ID9} 455
del=s ZEZET FAIPUT

WebSphere Commerce EJB HOF Al okst

WebSphere Commerce Business EditionollXl= EIB HFS ARSSHA] & = S5

Ut} WebSphere Commerce EJB E<QFS ARSSIA] gkodd, e SR L.

1. WebSphere Application Server ¥a] &3 AZ6HIAIL

2. T FEoA Boks AT F2H BkS FEAXN Q. 2 BF 74 RlojA
AR AERhs 2 pAA L.

3. WebSphere Commerce 74 #2jA2 911 ¢l EE 5 instance_name »
Bl SA » HRRS Uizt & Bk AR AEiRhs AeAAlL.

4. WebSphere Application Server ¥ &8 Fa3HIM L.
5. WebSphere Application Server &2 AAHE FTAI7E 3 ThA] ARBHIALL.

%

(6]

(TR

WebSphere Commerce HOF M7 SM

206

WebSphere Commerce= THRE Bt A7) 7= AT v Follxes AR

A7F AR e BE N Aol oSl ARiuc

20, T Al=E] HO AR

WebSphere Application Server ®bo] ARHUM |, o aqz1= webSphere Application Server @7
2EZZ ANIHIALL.

« HloJEjH|o]2~E WebSphere Commerce R 2~E
2= ARTHIALL.

« LDAPS WebSphere Application Server @A
~ER ALEHIANL.

» LDAPS WebSphere Commerce HIRI~ERZ A

gAML

« LDAPS WebSphere Application Server A
2ER)Z ASBHIALL.

WebSphere Application Server ¥Rto] AMB=IA] 2. \vepSphere Application Server #@l<|2~E2)7} I

i_qvl\;ebSphere Commerce ARIEZH S Wl 1| oy paiyny,

n « djoJElHo]~2 WebSphere Commerce #%|2-E
= ARSSHIALL.

+ WebSphere Application Server #lX-Ez]7} 2
7t ohgyrt.

+ LDAPS WebSphere Commerce HA-Eg]& A}
B3N 2.
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F21. Ha= AlzE Hob Ao

WebSphere Application Server ®bo] AU |, | pAPS WebSphere Application Server @17

+ LDAP& WebSphere Commerce dAI-~EZ]Z A}
BIHA L

« LDAPS WebSphere Application Server @A
2EF]Z ARGBMIALL.

« dloJEH|o]2~E WebSphere Commerce HA|2-E
=2 ARSHIAI L.

* LDAPS 473131 LDAP giRI~Eg]e] dhie] 2
g S vixjEoF Yt

WebSphere Application Server ¥Rlo] ARBEA| 2|, ylolejuo]~2 WebSphere Commerce BIXI2-E

11 WebSphere Commerce Al|EZ} HiEh ulo) 9] 22 ALEERIALL

U, '

+ WebSphere Application Server #lX-E&]7} 2
7} obduth

o T ARIRo] AYER| gREUTH

« LDAPS WebSphere Application Server @A
2EZ ARSSHIAL.

+ WebSphere Application Server gIX~Ez)7} 2
7} obdurh

. WebSphere Commerce ARIEE WIshY vloA Fs= 749, WebSphere
Application Server H3hs ARESHA| 92 4 AU 3P Hlolla oA 3-8
zZZ o] Al Fo| opgial glsh= 73-FollF WebSphere Application Server
8oke AL glolok FLk

SH FHAl ZLE2| Hot Y

TUEIE WebSphere Application Server 2] 7)A] RUEZE AR Fola RUEY
SR B2 TaelA Bt o] ST N Al A= glom TS 573
alloF .

WebSphere Application Server 2] &4 "AA: ARSAHIF] Bt AT 3"
s e, S8=Z2 T8 > A S8R AXE FE F I AR
oF HE)E AESMIAL. (RAIE HEE= WebSphere Application Server A= AlE]|
(http://www.ibm.com/software/webservers/appserv/infocenter.html)ojx] "B
QF S8R " H "Gl ARAE OF ARS FAESHAL. "HAl AR
ZHF] B A qig” s doll tha-E& FHAIL.

1 ZF 1ok o) W= ARt 2 RS APEMIALL.
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2. BE ATg AEEiAY /I A3 Aesks o] st 93 dof Adeghs e
s oshjr} AP Aolel ALEAHA: Everyone = HE
Ao WA AFE AFE F IFUTE AREA HARERlA BA AR
b B IES AUEEd thes AL
a s AYd & AR} ety e O Fol|E FEAN
b. FAIE AREA} ZlolR 7| = O Zlopry] sidolA A TS dsie] At
B4 YRA-EZHE AR} B OF 555 FERIL.
A Aol N AR B IS AEEiAlL.
BIgE AREAL B TIES "HAl ARSANIE s gl B A wisgellA A
gt S]] sl 1S FEAAIL.

s

to

o

& o

A 2E AWM BEUE Z1s0l AT ¢ e shte] el o] dsunt F
AN ZUE el x|z = Qe ARSARE APgshe ) o] FloRE AR 5 Slthe

BEDIEES

N ZR|XEE Sl WebSphere Commerce QIAEIA ZH|
WebSphere Application Server 229 Hoke Algglom A RS ARSI
WebSphere Commerce %= WebSphere Commerce Payments QI-EIAE HA5HA|
A, AL 2 = AT ¢ S v DAIE FaEioR Stk
1. WAS installdir/properties TJEEglolA Tk 1} @ EAS e grog 73
AN S
* sas.client.props
com.ibm.CORBA .securityEnabled=true
com.ibm.CORBA .loginSource=properties
com.ibm.CORBA .LoginUserid=validUser
com.ibm.CORBA .L oginPassword=validPassword
* soap.client.props
com.ibm.SOAP.loginUserid=validUser
com.ibm.SOAP.loginPassword=validPassword
com.ibm.SOAP.secrityEnabled=true

2. WAS installdir/bin TJEEg]olA PropFilePasswordEncoder 85 (3+ jof ¢
)2 A8¥sle] sas.client.props & soap.client.props 3dolx AT E <l

HEFRIALL.

AIX
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PropFilePasswordEncoder.sh WAS installdir/properties/
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.sh WAS installdir/properties/
soap.client.props com.ibm.SOAP.1oginPassword

PropFilePasswordEncoder.sh WAS userdir/WAS instance/properties/
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.sh WAS userdir/WAS_instance/properties/
soap.client.props com.ibm.SOAP.ToginPassword

PropFilePasswordEncoder.bat WAS installdir\properties\
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.bat WAS installdir\properties\
soap.client.props com.ibm.SOAP.ToginPassword

&3} 7o) config_client ATAHES 7ML,

$CLIENTSOAP $CLIENTSASE Java Sl =
2o FRMIANL. dE EA thea LU

${JAVA EXE?} -classpath $CLASSPATH -DIDIR="$WPMDIR"
-Djava.security.policy="config.policy" -Djava.version="1.3"
-Dwas.install.root="$WAS HOME " -Dwas.repository.root="$CONFIG_ROOT"
-Dcom. ibm.CORBA.BootstrapHost="$COMPUTERNAME" $CLIENTSOAP $CLIENTSAS
$PM_ARGS -Xmx128m com.ibm.commerce.config.client.CMClient "$§@"

%CLIENTSOAP% %CLIENTSASSE Java Q4 220 3wlsHiAL. dE
S0 Thest 2T,

"%JAVA_HOME%\bin\java" %CLIENTSOAP% %CLIENTSAS% %PM_ARGS% "
-Dwas.install.root=%WAS_HOME%" "-Dwas.repository.root=%CONFIG_ROOT%"
-Dcom.ibm.CORBA.BootstrapHost=%COMPUTERNAME%
-Djava.security.policy="config.policy"
com.ibm.commerce.config.client.CMClient %=

023 o] config_server 2IHES 7JAIBHIAIL.

b 400 | $CLIENTSOAP $CLIENTSASE Java Sl &
2of| FFRMIAL. ¢dE EW ot 25Uk

${JAVA_EXE?} -classpath $CLASSPATH -DIDIR="§WPMDIR"

-Djava.security.policy="config.policy"

-Dwas.install.root="$WAS_HOME " -Dwas.repository.root="$CONFIG_ROOT"
-Dws.ext.dirs="$WAS_EXT DIRS" -Dcom.ibm.CORBA.BootstrapHost="$COMPUTERNAME"

$CLIENTSOAP $CLIENTSAS $PM_ARGS $MAX_HEAP

com.ibm.commerce.config.server.CMServerImpl "$@"

%CLIENTSOAP% %CLIENTSASSS Java 014 B2 Z/)5lilAle. o=
57 orgat g,
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"%JAVA_HOME%\bin\java.exe" %CLIENTSOAP% %CLIENTSAS% %PM_ARGS%
"-Dwas.install.root=%WAS_HOME%" "-Dwas.repository.root=%CONFIG_ROOT%"
"-Dws.ext.dirs=%WAS_EXT DIRS%" -Dcom.ibm.CORBA.BootstrapHost=%COMPUTERNAME%
-Djava.security.policy="config.policy"
com.ibm.commerce.config.server.CMServerImpl %=
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M 17 & IBM HTTP Serverg Al2st =2EME 2|8t SSL A2

o] B iSeries ZTHTo| 28R WU iSeries FHol thalxlE= 229
Flo1A19] TiSeriesS] IBM HTTP ServerollM SSL AR dzsiiiie.

IBM HTTP ServerZ WebSphere Commerce Q1~E1~5 ZA35PA SSL(Secure Sockets
Layer)o] HIZE &52 ARSHUTL ARIEE FajxtolAl F71s7] ol o] <] &
AL FPsie] Z2GMof| SSLS ARSHoF T

02

IBM HTTP Server:s 9538} 718 AM83le] MU~ ElAAS 915 Hel 848
ARt dEshs RS 0] 458E A mWA ¢he & =S B

2 3l
AN BH EAAS dEslshs AYUTh Bl Al gl diElold 718 AR
sto] EflAAS dEslelal AL 435 dE 715 AREUS olF Y=
SSL (Secure Sockets Layer) T2&Fo| o) AR&HUT}

A A QIS ZEA|AE ARESI HIZUAE FElEe Al TUAS A5,
TJE0] ARlolgtar Fshs BRlo] Bh=A] ERNETE of7ldl= QIS 71RHCA) Iz}
© A== AR AHEE 1% Sy 23U IBM HTTP Server AR8Ake] 7
$, CAE Equifax® == VeriSign® Inc.¥d 4 J5Uth o2 CAE ARES = s
Yct.

=294 7] 3ds AMgElE o S dEsHiAe.

Gl tigk Bt 7] TS FASHIAIL.

71O ZRE HRF 1SS QAL

A7) S AA 7] TR AL

i R DL I AT

Iﬁl

A ow N P
b
o 49

ro
olN

1Y

o
N
T

(-

1o =

it

ol T} olelel AR AR,

¥

Lo
S
=
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Z2EMo]| Chst 2ot 7| T 74
ZRehdo] gk ek 7] TS TSl @ A AZEo T SaskiALL.

1
2.

IBM HTTP Serverg FX3HIA L.
I EZE Al2EHle] IBM HTTP Server Ax] HHEZ]9] conf AHTHEZZE H
I RN
httpd.confe] ¥ AME-S ZPdalar wpde] ¥iQ] ARE-S httpd.conf.backupS
2 o]FS uHMiAlL.
g1E HIZ]|E httpd.confS AL
IEE 44300 el o AollA T4 APt AAFEJNSA(ES Sl = [#)e Al
Asled) SIS,
.

a LoadModule ibm_ss1_module modules/IBMModuleSSL128.d11

b. Listen 443

C. <VirtualHost host.some domain.com:443> (E3F o] 8ol HHFE T~
E olF< AbdalioF dutt)
SSLEnable
</VirtualHost>
f. Keyfile "HTTPServer_installdir/ss1/keyfile.kdb"

> AlX

LoadModule ibm_ss1 module libexec/mod_ibm_ss1 128.so

o

®

o o

AddModule mod_ibm ssl.c

C. Listen 443

d. <VirtualHost host.some domain.com:443> (¥=3+ o] 3jo]] 9bdl &~
E o)E2 Ao} uth)

e. SSLEnable

f. </VirtualHost>

g. SSLDisable

h. Keyfile "HTTPServer_installdir/ss1/keyfile.kdb"

i. SSLV2Timeout 100
j- SSLV3Timeout 1000

6. T ol T4 APt AA=EJNEAI(E ol = #]e AAsie]) Flshd

Al
a. WebSphere Commerce ¥] =79 7% ZE 8000, 8002 3! 80047} €&
Gt
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Listen 8000
Listen 8002
Listen 8004

WebSphere Commerce Paymentss AR~ F0|H XE 54329} 5433= I8
.

Listen 5432
Listen 5433

b. glo] FEo) g 7V e AME T4 Mk AL S Wel 2ol
(418 AAS)EIRIEA ARSI oS Mol gt F2E o
AtQlalol T The: ool Qs 71 AR o]E wige] B Tl
ix o] (7= MEE H=shiA L.

o rr

|

l

o e T e

e 4= Windows AlZE httpd.conf oA F4 Xt AAR 7P &
2-E Adolx] sp=AGUTE ol8g AL T LVAAIME FARIUT

########## IBM WebSphere Payments (Do not edit this section) #################
Listen 5432
Listen 5433
########## End of IBM WebSphere Payments (Do not edit this section) #########4#

########## IBM WebSphere Commerce (Do not edit this section) #################
Listen 8000
Listen 8002
Listen 8004
########## End of IBM WebSphere Commerce (Do not edit this section) ##########

73 7. httpd.conf 2] "Listen” AH o

########## End of IBM WebSphere Commerce (Do not edit this section) ##########
## VirtualHost: Allows the daemon to respond to requests for more than one

## server address, if your server machine is configured to accept IP packets
## for multiple addresses. This can be accomplished with the ifconfig

## alias flag, or through kernel patches like VIF.

#

## Any httpd.conf or srm.conf directive may go into a VirtualHost command.

## See also the BindAddress entry.

#

#<VirtualHost host.some _domain.com:443>

78 8. httpd.conf Q2] 7} TAE wlE]g A4 o
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#########4# IBM WebSphere Payments (Do not edit this section) ##############H###
<VirtualHost host.some_domain.com:5433>

SSLEnable

SSLC1ientAuth 0

ServerName wordsworth.torolab.ibm.com

DocumentRoot "HTTPServer_installdir\htdocs\en US"

</VirtualHost>

########## End of IBM WebSphere Payments (Do not edit this section) #########4#

77 9. Paymentsol Tfi$t httpd.conf ZFYe] 7 SAE 44 o

#########4# IBM WebSphere Commerce (Do not edit this section) #################

#Instance name : instance_name

<VirtualHost host.some_domain.com:80>

ServerName host.some_domain.com

DocumentRoot "HTTPServer installdir/htdocs/en US"

Alias /wcsdoc  "WC installdir/web/doc"

Alias /wcsstore "WAS installdir\installedApps\host\WC instance _name.ear/Stores.war"

Alias /wcs  "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war
</VirtualHost>

7% 10. WebSphere Commerce ZE 809] thgh httpd.conf 3}o] 7H T4E 414 of. (HREER] ghs XE)

<VirtualHost host.some_domain.com:443>
SSLEnabTe

SSLC1ientAuth 0

ServerName host.some_domain.com

DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc  "WC_installdir/web/doc"

Alias /wcsstore "WAS installdir\installedApps\
host\WC_instance_name

.ear/Stores.war"

Alias /wcs  "WAS_installdir
\installedApps\host\WC_
instance_name.ear/CommerceAccelerator.war"
</VirtualHost>

78 11. WebSphere Commerce ZE 4430 tj$h httpd.conf #1Yo] 7} TAE Al o], (HSl XE)
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<VirtualHost host.some_domain.com:8000>

SSLEnable

SSLCTientAuth 0

ServerName host.some_domain.com

DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc  "WC_installdir/web/doc"

Alias /wchelp  "WC_installdir/web/doc/en_US"

Alias /adminconsole "WAS_ installdir\installedApps\host
\WC_instance_name .ear/SiteAdministration
.war/tools/adminconsole/wcsadmincon.html"

Alias /wcsstore "WAS installdir\installedApps\host
\WC_instance_name .ear/Stores.war"

Alias /accelerator "WAS_ installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator
.war/tools/common/accelerator.html"

Alias /wes  "WAS_installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator.war"

Alias /wcadmin "WAS installdir\installedApps\host
\WC_instance_name .ear/SiteAdministration.war"

Alias /wcorgadmin "WAS_installdir\installedApps\host
\WC_instance_name .ear/OrganizationAdministration.war"
Alias /orgadminconsole "WAS_installdir\installedApps\host
\WC_instance_name .ear/OrganizationAdministration.war
/tools/buyerconsole/wcsbuyercon.html"

</VirtualHost>

73 12. WebSphere Commerce ZE 80009] i3t httpd.conf Ffde] 7y 34E A4 o (WebSphere Commerce

HAlig]o|e))

<VirtualHost host.some_domain.com:8002>

SSLEnable

SSLClientAuth 0

ServerName host.some_domain.com

DocumentRoot "HTTPServer_installdir/htdocs/en_US"

Alias /wcsdoc  "WC_installdir/web/doc"

Alias /wchelp  "WC_installdir/web/doc/en_US"

Alias /adminconsole "WAS_ installdir\installedApps\host
\WC_instance_name .ear/SiteAdministration
.war/tools/adminconsole/wcsadmincon.html"

Alias /wcsstore "WAS installdir\installedApps\host
\WC_instance_name .ear/Stores.war"

Alias /accelerator "WAS installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator
.war/tools/common/accelerator.html"

Alias /wes  "WAS_installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator.war"

Alias /wcadmin "WAS_ installdir\installedApps\host
\WC_instance_name .ear/SiteAdministration.war"

Alias /wcorgadmin "WAS_installdir\installedApps\host
\WC_instance_name .ear/OrganizationAdministration.war"
Alias /orgadminconsole "WAS installdir\installedApps\host
\WC_instance_name .ear/OrganizationAdministration.war/tools
/buyerconsole/wcsbuyercon.html"

</VirtualHost>

73 13. WebSphere Commerce ZE 80029] ojj$t httpd.conf Fde] 7Fy 32AE A4 o (WebSphere Commerce

e 2E)
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<VirtualHost host.some_domain.com:8004>

SSLEnable

SSLClientAuth 0

ServerName host.some_domain.com

DocumentRoot "HTTPServer_installdir/htdocs/en_US"

Alias /wcsdoc  "WC_installdir/web/doc"

Alias /wchelp  "WC_installdir/web/doc/en_US"

Alias /adminconsole "WAS_installdir\installedApps\host
\WC_instance_name.ear/SiteAdministration.war
/tools/adminconsole/wcsadmincon.html"

Alias /wcsstore "WAS installdir\installedApps\host
\WC_instance_name .ear/Stores.war"

Alias /accelerator "WAS installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator
.war/tools/common/accelerator.html"

Alias /wes  "WAS_installdir\installedApps\host
\WC_instance_name .ear/CommerceAccelerator.war"

Alias /wcadmin "WAS_installdir\installedApps\host
\WC_instance_name.ear/SiteAdministration.war"

Alias /wcorgadmin "WAS installdir\installedApps\host
\WC_instance_name .ear

/OrganizationAdministration.war"

Alias /orgadminconsole "WAS_installdir\installedApps\host
\WC_instance_name .ear/OrganizationAdministration.war
/tools/buyerconsole/wcsbhuyercon.html"

</VirtualHost>

########4# End of IBM WebSphere Commerce (Do not edit this section) ##########
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IBM HTTP ServerE TABHIAIL.

TR W3S Asslo] JAVA_HOMES HIES14IALL.
DISPLAY=host name:0.0

export DISPLAY

JAVA_HOME=java_home

export JAVA_HOME

o714 host_name A ARE 21 Al2Ele] $H%E TAE o]20]H java_home
< ot AU
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. /opt/WebSphere/AppServer/javal3l
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<MemberSubSystem name="Member SubSystem"
AuthenticationMode="LDAP"
ProfileDataStorage="LDAP"

<Directory LdapAdminDN="cn=root"
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LdapTimeQut="0"
LdapVersion="3"
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JNDIEnvPropNamel="java.naming.security.protocol"
JNDIEnvPropValuel="ss1"
display="false"
LdapType="SECUREWAY"

/>

</MemberSubSystem>
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» SiteAdministratorsCanDoEverything

* BuyerAdministratorsExecuteBuyersAdministratorsCommands

* BuyerApproversExecuteBuyerA pproversCmdResourceGroup

* GuestsExecuteGuestUsersCmdResourceGroup

» BecomeUserCustomer ServiceGroupExecutesBecomel serCmdsResourceGroup

* CustomerServiceRepresentativesExecuteCustomer ServiceRepCmdResourceGroup

* MarketingM anagersExecuteM arketingM anagerCmdResourceGroup

» CustomerServiceSupervisorsExecuteCustomer ServiceSupervisorCmdResourceGroup

» AccountRepresentativesExecuteA ccountRepresentativesCmdResourceGroup
» SalesM anagersExecuteSal esM anagersCmdResourceGroup

* ProductManagersExecuteProductM anagersCmdResourceGroup

*  SellerAdministratorsExecuteSeller A dmini stratorsCommands

» SellersExecuteSellersCmdResourceGroup

» CategoryManagersExecuteCategoryM anagersCmdResourceGroup

» Buyers(buy-side)ExecuteBuyers(buy-side) CommandsResourceGroup
* Buyers(sell-side)ExecuteBuyers(sell-side) CommandsResourceGroup
* PickPackersExecutePickPackersCmdResourceGroup

* ReceiversExecuteRecei versCmdResourceGroup

* ReturnsAdministratorsExecuteReturnsAdministratorsCmdResourceGroup

* OperationsM anagersExecuteOperationsM anagersCmdResourceGroup

* L ogisticsManagersExecutel ogisticsM anagersCmdResourceGroup

* ProcurementBuyersExecuteProcurementBuyersCmdResourceGroup

» CustomerServiceRepresentativesExecuteCustomer ServiceRepresentativeViews

* BuyerAdministratorsExecuteBuyerAdministratorsViews
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* BuyerApproversExecuteBuyerApproversvViews

* MarketingM anagersExecuteM arketingM anagersViews

» CustomerServiceSupervisorsExecuteCustomer ServiceSupervisorViews
» SalesManagersExecuteSalesManagersViews
 AccountRepresentativesExecuteA ccountRepresentativesViews

* Buyers(buy-side)ExecuteBuyers(buy-side)Views

* Buyers(sell-side)ExecuteBuyers(sell-side)Views

» CategoryManagersExecuteCategoryManagersViews

* CustomersExecuteCustomersViews

* ProductM anagersExecuteProductM anagersViews

* PickPackersExecutePickPackersViews

* ReceiverseExecuteReceiversViews

* ReturnsAdministratorsExecuteReturnsAdministratorsViews

* OperationsM anagersExecuteOperationsManagersViews

* LogisticsManagersExecutel ogisticsManagersViews

» SellerAdministratorsExecuteSellerAdministratorsvViews

» SellersExecuteSellersViews

* RegisteredApprovedUsersExecuteRegisteredApprovedUsersViews

* NonRgectedUsersExecuteNonRejectedUsersViews

* GuestUsersExecuteGuestUsersViews

* RegisteredA pprovedUsersExecuteRegi steredA pprovedUsersCommandsResourceGroup
* Channel M anagersExecuteChannel M anagersCommands

* AllUsersExecuteAll SiteUserCmdResourceGroup

* AllUsersExecuteAllSiteUsersViews

* RegisteredCustomersForOrgExecuteRegi steredUserCmdResourceGroup
* RegisteredCustomersForOrgExecuteRegisteredUserViews

* Channel M anagersExecuteChannel ManagersViews

* AllUsersExecuteResellerUserCmdResourceGroup

* AllUsersExecuteResellerUserViews

* RegisteredCustomersForOrgExecuteRegi steredResel | erUserCmdResourceGroup
* RegisteredCustomersForOrgExecuteRegisteredResellerUserViews
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SiteAdministrators

A

dlo

TiRE 2R BuyerAdministrators BuyerAdministrators BuyerAdministrators
CommandsResource Views
Group

TuiRF SR} BuyerApprovers BuyerApproversCmd BuyerApproversViews
ResourceGroup

Alz-E Guests GuestUsersCmd GuestUsersViews
ResourceGroup

I el G

CustomerService
Representatives

CustomerService
RepCmdResourceGroup

CustomerService
Representative
Views

AR iRt

MarketingManagers

MarketingManager
CmdResourceGroup

MarketingManagersViews

7 Al o

CustomerService
Supervisors

CustomerService
Supervisor

CustomerService
SupervisorViews

CmdResourceGroup

AR FE Account AccountRepresentativesCmd AccountRepresentatives

Representatives ResourceGroup Views

) ek SalesManagers SalesManagersCmd SalesManagersViews
ResourceGroup

CEie s ProductManagers ProductManagers ProductManagersViews
CmdResourceGroup

il e iy Seller SellerAdministrators SellerAdministrators

Administrators

CommandsResourceGroup

Views

o}

Sellers SellersCmdResourceGroup SellersViews

7Helae] et CategoryManagers CategoryManagers CategoryManagersViews
CmdResourceGroup

THRHTEIS) Buyers (buy-side) Buyers (buy-side) Buyers (buy-side)Views
CommandsResourceGroup

TERHES) Buyers(sell-side) Buyers(sell-side) Buyers
CommandsResourceGroup (se11-side)Views

AR PickPackers PickPackersCmd PickPackersViews
ResourceGroup

2=20 . ) . .

T Receivers ReceiversCmdResourceGroup ReceiversViews

ReturnsAdministrators

ReturnsAdministratorsCmd
ResourceGroup

ReturnsAdministrators
Views
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ResourceGroup
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ResourceGroup
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ResourceGroup
5 o]l AR RegisteredApproved RegisteredApprovedUsers RegisteredApproved
Users CommandsResourceGroup UsersViews
3
AR 92 ARSAY NonRejectedUsers NonRejectedUserCommands NonRejectedUsersViews
ResourceGroup
A et ChannelManagers ChannelManagersCmd ChannelManagersViews
ResourceGroup
AllUsers ResellerUserCmd ResellerUserViews®
ResourceGroup®
RE AR
Al1SiteUserCmd Al1SiteUsersViews®
ResourceGroup®
o= A Registered RegisteredUserCmd RegisteredUserViews
(OrgandAncestorOrgs CustomersForOrg ResourceGroup
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RegisteredResellerUser
CmdResourceGroup
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UserViews
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* AllUsersExecuteAllUsersActionGroupCommandsOnOrderResource
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AllUsersExecuteOrderCreateCommandsOnStoreResource
AllUsersExecuteOrderReadCommandsOnOrderResource
AllUsersExecuteOrderPrepareCommandsOnOrderResource
AllUsersExecuteOrderWriteCommandsOnOrderResource

AllUsersExecuteSchedul edOrderCancel OnOrderResource
AllUsersExecuteReturnAgainstOrderOnOrderResource
AllUsersExecuteOrderProcessOnOrderResource

OrderManagersForOrgExecuteOrderM anageCommandsOnOrderResource

CustomerOrderM anagersForOrgExecuteOrderProcessOnOrderResource
ResellerAdministratorsForOrgExecuteOrderReadCommandsOnOrder DataResourceGroup
Resdller AdministratorsForOrgExecuteOrderPrepareCommandsOnOrder DataResourceGroup
ResellerAdministratorsForOrgExecuteOrderWriteCommandsOnOrderDataResourceGroup
Resdller AdministratorsForOrgExecuteSchedul edOrderCancel OnOrderDataResourceGroup
ResdllerAdministratorsForOrgExecuteOrderProcessOnOrder DataResourceGroup

Email OrderNotificationM anagersForOrgExecuteCustomer ServiceEmail OrderOnOrderResource

ClolE At 2F 55

AllUsersExecuteRequisitionListCreateCommandsOnStoreEntityResource
AllUsersExecuteRequisitionL istSharedReadCommandsOnSharedRequisitionListResource
AllUsersExecuteRequisitionL istExclusiveReadCommandsOnPrivateRequisitionListResource
AllUsersExecuteRequisitionListWriteCommandsOnRequisitionListResource
AllUsersExecuteRequisitionListSharedProcessCommandsOnSharedRequisitionL istResource
AllUsersExecuteRequisitionListExclusiveProcessCommandsOnPrivateRequisitionListResource

GlolE] Afel: Tl S

AllUsersExecutel nterestltemReadCommandsOnl nterestltemL i stResource
AllUsersExecutel nterestltemWriteCommandsOnl nterestltemListResource

OolEl X[2l: RMA:

AllUsersExecuteRM A CreateCommandsOnStoreResource
AllUsersExecuteRM A ReadCommandsOnRM A Resource
AllUsersExecuteRM A PrepareOnRM A Resource

AllUsersExecuteRM AWriteCommandsOnRM A Resource
AllUsersExecuteRM A ProcessCommandsOnRM A Resource

RMAA pproversForOrgexecuteRM A A pproveCommandsOnRM A Resource
RMA DisposersForOrgExecuteRM A DisposeCommandsOnRM A Resource
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* RMAReceiversForOrgExecuteRM A ReceiveCommandsOnRM A Resource
* RMAManagersForOrgExecuteRM A M anageCommandsOnRM A Resource
» StoreAdministratorsForOrgExecuteRM A CreditCommandsOnStoreEntityResource

QO] bean: F=:

* AllUsersDisplayOrderDatabeanResourceGroup

* AllUsersDisplayApproval sOrderDataBeansResourceGroup

* AccountRepresentativesForOrgDisplayOrderDatabeanOnlyResourceGroup

CloE bean: 2 S5
AllUsersDisplaySharedRequisitionL istDataBeans| f SameOrgani zati onal Entity AsCreator

CIO|E] bean: 2K &=:  AllUsersDisplaylnterestitemDatabeanResourceGroup

CIo|E] bean: RMA:  AllUsersDisplayRM A DatabeanResourceGroup

Z{el&| oy Heh

clole| xkek &7| of Hek

» ContractCreatorsForOrgExecuteContractCreateCommandsOnM emberResource

* ContractM anagersForOrgExecuteContractM anageCommandsOnContractResource
» ContractOperatorsForOrgExecuteContractDepl oyCommandsOnContractResource
» ContractViewersExecuteContractDisplayCommandsOnContractResource

* ContractOperatorsForOrgExecuteContractSubmitCommandsOnContractResource
» ContractM anagersForOrgExecuteContractA ccountM anageCommandsOnA ccountResource

GlolE] Rfgl: HIzLIA B,

* BusinessPolicyAdministratorsForOrgExecuteBusinessPolicy CreateCommandsOnStoreResource
* BusinessPolicyAdministratorsForOrgExecuteBusi nessPoli cyM anageCommandsOnBusi nessPolicyResource

CllolE| Rkl AFM EM:  StoreCreatorsForOrgExecuteStoreCreationCommandsOnOrgani zationResource
CIo|E] bean: AccountHandlersForOrgDisplay TradingDatabeanResourceGroup

20|

[ u
(o] = RPN
* AllUsersExecuteA pproveCommandsOnA pproval Resource

* FlowAdministratorExecutesH owA dminCreateCommandsOnStoreEntityResource
* FlowAdministratorExecutesH owadminDel eteCommandsOnF owadminResource

CIo|E] bean: FlowAdministratorsForOrgDisplayFlowadminDatabean
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CllolE] X2l

* AuctionAdministratorsForOrgExecuteA uctionCreateCommandsOnStoreEntityResource

* AuctionAdministratorsForOrgExecuteA uctionM anageCommandsOnA uctionResource

* AuctionManagersForOrgExecuteAdminRetractBidCommandsOnA uctionResource

* AuctionAdministratorsForOrgExecuteA uctionStyleCreateCommandsOnStoreEntityResource

* AuctionAdministratorsForOrgExecuteA uctionStyleM anageCommandsOnA uctionStyleResource
* AuctionAdministratorsForOrgExecuteBidControl Rul eCreateCommandsOnStoreEntityResource
* AuctionAdministratorsForOrgExecuteBidControl RuleM anageCommandsOnBidControl RuleResource
* RegisteredA pprovedUsersExecuteBidCreateCommandsOnA uctionResource

* RegisteredA pprovedUsersExecuteBidM anageCommandsOnBidResources

* RegisteredA pprovedUsersExecuteA utoBidCreateCommandsOnA uctionResource

* RegisteredA pprovedUsersExecuteA utoBidM anageCommandsOnA utoBidResources

CIO|E] bean: AuctionDatabeanOwnersDisplayAuctionDatabeans
HISLEA QIElRfEA

Clloj& RH2d:
* BusinessAnalystsForOrgExecuteViewContextListCommandsOnStoreEntityResource
* IntelligenceReportViewersForOrgExecuteViewBus nessintdl ligenceReportCommands OnStoreEntityResource

|:HIH-|¢I

(=l —

Clo|E] RI: A=K}

*  MembershipAdministratorsForOrgExecuteUser A dminUpdateCommandsOnUserResource
* GuestsExecuteUser SelfRegi strationCommandsOnOrgani zationResource

* NonRe ectedUsersExecuteUser SelfRegi strati onConti nuationCommandsOnUserResource
* NonRg ectedUsersExecuteNonRej ectedUserCommands

* AllUsersDisplayUserDatabeanResourceGroup

* NonRejectedDisplayUserDatabeanResourceGroup

Clojg] Xpad: =A!:
* OrgAdminConsoleMembershipAdministratorsForOrgExecuteOrgEntityPolicySubscription
UpdateCommandsOnQrgani zationResource

* OrgAdminConsoleMembershipAdministratorsForOrgExecuteOrganizationM anageActions
OnOrganiztionResource

*  CSAMembershipAdministratorsForOrgExecutelUserAdminRegistrationCommands OnOrganizationResource
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* CSAMembershipAdministratorsExecuteUserAdminRegistrationCommands OnOrgani zationResource
*  MembershipAdministratorsForOrgExecuteOrgEntityRegistrationCommands OnOrgani zationResource

*  MembershipAdministratorsForOrgExecuteOrgEntity U pdateCommandsOnOrgani zationResource
GuestsExecuteResel | er Sel fRegi strationCommandsOnOrgani zationResource

* NonRegjectedUsersExecuteReseller SelfRegi strationContinuationCommandsOnOrgani zationResource
* Channel ManagersExecuteOrgEntityL ockCommandsOnOrgResource

*  OrgAdminConsoleM embershipAdministratorsForOrgExecuteA pproveGroupUpdateCommands
OnOrganizationResource

oolEf Xk A2 OE:
* OrgAdminConsoleM embershipAdministratorsForOrgExecuteM emberGroupM emberU pdate
CommandsOnUserResource

* OrgAdminConsoleM embershipAdministratorsForOrgExecuteM emberGroupM emberU pdate
CommandsOnMemberGroupResource

*  MemberGroupAdministratorsForOrgExecuteM ember GroupCreateCommandsOnM emberResource
*  MemberGroupM anagersForOrgExecuteM emberGroupM anageCommandsOnM emberGroupResource

CllojE] ARl =~
* NonRegjectedUsersExecuteA ddressM anageCommandsOnUserResource
*  MembershipAdministratorsForOrgExecuteA ddressM anageCommandsOnM emberResource

Cloj| Xjad: ofgh

*  MembershipAdministratorsForOrgExecuteRol el nassignCommandsOnUserResource

* OrganizationRol eAdministratorsExecuteRol eM anageCommandsOnOrgani zationResource

*  MembershipAdministratorsForOrgExecutel serRol eA ssignCommandsOnOrgani zationResource

Clof| Rl 7A@ =4
*  OrgAdminConsoleM embershi pAdministratorsForOrgExecuteM emberAttributeCommands OnOrgResource
* AllUsersExecuteM emberAttributeCommandsOnUserResource

Clo[E| bean:

*  MembershipViewersForOrgDisplayMembershi pDatabeanResourceGroup

*  MembershipAdministratorsForOrgDispl ayOrgani zationDatabeanResourceGroup
*  MembershipAdministratorsForOrgDisplay UserDatabeanResourceGroup

» EmployeesDisplayOrgani zationSpecificDatabeanResourceGroup
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ClofE| Rfel: Z4mol:

» CampaignM anagersForOrgExecuteCampai gnRel atedCreateCommandsOnStoreEntityResource

» CampaignM anagersForOrgExecuteCampai gnUpdateCommandsOnCampaignResource

» CampaignM anagersForOrgExecutel nitiati vel pdateCommandsOnl niti ativeResource

» CampaignM anagersForOrgExecuteEM arketingSpotUpdateCommandsOnEM arketingSpotResource
» CampaignManagersForOrgExecuteCol | ateral U pdateCommandsOnCaoll ateral Resource

ClolE Xl ZAt 2H &S

* Email ActivityEditorsForOrgExecuteEmail Activity SaveCommandsOnEmail Activity DataResourceGroup

» Email ActivityEditorsForOrgExecuteEmail ActivitySaveCommandsOnStoreEntity DataResourceGroup
» Email ActivityEditorsForOrgExecuteEmail ActivityDeleteCommandsOnEmail Activity DataResourceGroup

« EmailActivityConfigurationEditorsForOrgExecuteEmail ActivityConfigurationSaveCommands

OnEmailActivityDataResourceGroup

* EmailActivityConfigurationEditorsForOrgExecuteEmail Activity SaveCommandsOnStoreEntity

DataResourceGroupAllUsersExecuteEmail OptOutDataResourceGroup
CIO|E| bean: Zu||Ql:  CampaignManagersForOrgDisplayCampai gnDatabeanResourceGroup

ClO[E| bean: XA} 2H &=:
» EmailUserReceiveDataBeanPolicy
* EmailActivityDataBeanPolicy
» EmailConfigurationDataBeanPolicy

CIOJE| bean: e-promotion: EpromotionDisplayDataBeanPolicy
=T

CllolE] X2l

» CatalogManagersForOrgExecuteStoreCategoryM anageCommandsOnCatal ogResource

» CatalogManagersForOrgExecuteCatal ogM anageCommandsOnCatal ogResource

» Catal ogGroupM anagersForOrgExecuteCatal ogGroupM anageCommandsOnCatal ogGroupResource

 Catal ogEntryM anagersForOrgExecuteStoreCatal ogEntryM anageCommandsOnStoreEntityResource
» CatalogGroupM anagersForOrgExecuteProduct SetA ddCommandsOnCatal ogResource

» CatalogGroupM anagersForOrgExecuteProduct SetM anageCommandsOnProductSetResource

+ Catal ogEntryM anagersForOrgExecuteCatal ogEntry M anageCommandsOnCatal ogEntryResource

» Catal ogEntryM anagersForOrgExecuteCatal ogEntryRel ationM anageCommandsOnCata ogResource
 Catal ogEntryM anagersForOrgExecuteCatal ogStoreM anageCommandsOnStoreEntityResource
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GIO|E{ bean:

* ProductAdministratorsForOrgDisplayProductDataBeansResourceGroup

» CatalogGroupViewersForOrgDisplay Catal ogGroupDataBeansResourceGroup
» CatalogListViewersForOrgDisplayCatal ogL istDataBeansResourceGroup

ol ol oz

GlolE] fel

» BackendOrderAdministratorsForOrgExecuteBackendOrder StatusCreateCommandsOnOrder DataResource
» BackendPickPackersForOrgExecuteBackendPi ckPackL istCommandsOnFulfillmentCenterDataResource
» MessagingUpdateA dministratorsForOrgExecuteM essagingU pdateCommandsOnStoreEntityResource

=g

CllolE X2l

* ProcurementAdmini stratorsForOrgExecuteProcurementA uthenticationAndRegistration OnOrgani zationResource

* ProcurementShoppingCartM anagersExecuteProcurement ShoppingCartM anageOnOrderResource

FE

Cllojef XId:

* CouponAdministratorsForOrgExecuteCouponPromotionCreateCommandsOnStoreEntityResource

* CouponAdministratorsForOrgExecuteCouponPromotionDel eteCommandsOnCouponPromoti onResource
* AllUsersExecuteCouponRedemptionCommandsOnCouponWalletResource

» AllUsersExecuteCouponDe eteCommandsOnCouponWalletResource

* CouponAdministratorsForOrgExecuteCouponPromoti onUpdateCommandsOnStoreEntityResource

* AllUsersExecuteCouponSaveCommandsOnCouponWalletResource

Co|E] bean: CouponAdministratorsForOrgDisplayECouponPromotionBeans
174 memel
Clole| XF&:  CustomerProfileEditorsForOrgExecuteSegmentM anageCommandsOnStoreEntityResource

Clo[E| bean: CustomerProfileEditorsForOrgDisplaySegmentationDatabeansResourceGroup
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CllolE] AR

DiscountAdministratorsForOrgExecuteDiscountCreateCommandsOnStoreEntityResource
DiscountAdministratorsForOrgExecuteDi scountDepl oyCommandsOnCal cul ationCodeResource
DiscountAdministratorsForOrgExecuteDiscountA ssoci ateCommandsOnCal cul ationCodeResource

CIOlE| bean: DiscountViewersForOrgDisplayDiscountDatabeans

Xz 22|

CllolE] AH:

FulfillmentCenterM anagersForOrgExecuteFulfillmentCenter CreateCommandsOn  Organi zationResource
FulfillmentCenterM anagersForOrgExecutefulfillmentCenterM anageCommandsOn  FulfillmentCenterResource
PickBatchl nventoryM anagersForOrgExecuteRel easeReady ShipCommandsOn  FulfillmentCenterResource
V endorl nventoryM anagersFor OrgExecuteV endorM anageCommandsOnV endorResource

V endorlnventoryM anagersiForOrgExecuteV endorCreateCommandsOnStoreEntityResource

ExpectedI nventoryM anagersForOrgExecutel nventoryM anageCommandsOnStoreEntityResource

PickPack GeneratorsForOrgExecutePi ckPack GenerateCommandsOnFul fillmentCenterResource
InventoryAdjustersForOrgExecutel nventoryAdjustCommandsOnStoreEntityResource

ReturnReasonsM anagersForOrgExecuteReturnReasonsCommandsOnStoreEntityResource

FulfillmentCenterManagersForOrgExecuteFulfillmentCenterReleaseOnFulfillmentCenter
ReleaseDataResourceGroup

SharedFulfillmentCenterPickBatchl nventoryM anagersExecuteRel easeReady ShipCommands
OnFulfillmentCenterDataResource

SharedFulfillmentCenterPickPackGeneratorsExecutePickPackGenerateCommands
OnFulfillmentCenterResource

SharedFulfillmentCenterM anagersExecuteFulfillmentCenterRel easeCommandsOnFulfillment
CenterReleaseDataResourceGroup

GIo|E]| bean:

ReturnReasonsM anagersForOrgDi spl ay ReturnReasonsOrderM anagementD ataB eansResourceGroup
ExpectedI nventoryM anagersForOrgDi spl ay Expectedl nventoryDataB eansResourceGroup

V endorl nventoryM anagersForOrgDisplayV endor| nventory DataB eansResourceGroup

ProductFindl nventoryM anagersiorOrgDisplayProductFindl nventoryDataBeansResourceGroup
FulfillmentCenterM anagersForOrgDisplayFulfillmentCenter DataBeansResourceGroup
PickBatchlnventoryM anagersiForOrgDispl ayPickBatchl nventoryDataBeansResourceGroup
ReceiverOrderManagersForOrgDisplayReceiverOrderM anagementDataBeansResourceGroup
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* ReturnsAdminOrderManagersForOrgDisplayReturnsA dminOrderM anagementDataBeans ResourceGroup

* SuperUserOrderManagersForOrgDisplaySuperUserOrderM anagementDataBeans
ResourceGroupFul fillmentM anagersiForOrgDi spl ayRel easeOrder| temsDatabeanResourceGroup

r

2|

X

CllofE{ Xp2d:

* CustomerOrderM anagersForOrgExecuteCustomer ServiceOrderWriteCommands OnOrderResource

* CustomerOrderM anagersForOrgExecuteCustomer ServiceOrderCreateCommands OnStoreEntityResource
* CustomerOrderM anagersForOrgExecuteCustomer ServiceReturnWriteCommands OnRMAResource

* CustomerOrderM anagersForOrgExecuteCustomer ServiceReturnCreateCommands OnStoreEntityResource
* CustomerOrderM anagersExecuteCustomerWriteCommandsOnUserResource

* CustomerOrderM anagersForDefaultOrgExecuteCustomer ServiceCustomerWriteCommandsOn
UserDataResourceGroupwithGuestRegister Type

GIO|E{ bean:

* CustomerOrderM anagersForOrgDisplay CustomerOrderM anagementDatabeans
*  MemberOrderM anagersForDefaultOrgDisplay GuestM emberDatabeans

* MemberOrderManagersDispl ayOrgani zationSpecificDatabeans

*  MemberOrderManagersDisplayUserDatabeanResourceGroup

* UserOrderManagersForDefaultOrgDisplayGuestM emberDatabeans

*  UserOrderManagersDisplayOrgani zationSpecificDatabeans

*  UserOrderManagersDisplayUserDatabeanResourceGroup

* LogisticsManagersForOrgDisplayOrdersAndReturnsListsDatabeans

* ReturnsManagersForOrgDisplayReturnsListsDatabeans

Payments

Clloje{ Xpd:

* AccountM anagersForOrgExecuteA ccountCreateCommandsOnOrgani zationResource

* AccountAdministratorsForOrgExecuteA ccountM anageCommandsOnA ccountResource

» AccountViewersForOrgExecutePaymentSummaryGenerateCommandsOnA ccountResource
* AccountViewersForOrgExecuteStorePaymentAdminCommandsOnStoreEntityResource

* AllUsersExecutePaymentOrderWriteCommandsOnOrderResource

B mED|
Cllojef X1
» StoreAdministratorsForOrgExecuteA CPoli cy CreateCommandsOnOrgani zationResource
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StoreAdministratorsForOrgExecuteA CPolicy EditCommandsOnA CPolicyResource

* StoreAdministratorsForOrgExecuteA CViewPoliciesForUpdateA ctionsOnOrgani zationResource
StoreAdministratorsForOrgExecuteA CViewA pplicabl ePoli ci esA ctionsOnOrgani zationResource
DescendantStoreA dministratorsExecuteA CViewPoli ciesForOrgA ctionsOnOrgani zationResource

CIO|E| bean: StoreAdministratorsForOrgExecuteUserGroupSearchViews
22 O{=H|o[X]

GIo|E]| bean:

* ProductAdvisorStatisticiansForOrgDisplayProductAdvisor Stati sticsDatabeans
» SalesAssistantStatisticiansForOrgDi splay Sal esA ssi stant Stati sticsDatabeans
* ProductAdvisorM anagersDisplayPAWCBEDatabeanResourceGroup

*  GuidedSellManagersDisplay GSWCBEDatabeanResourceGroup

RFQ

CllojE] Aa:

* RFQBuyersExecuteRFQCreateCommandsOnStoreEntity DataResourceGroup

* RFQBuyersManageRFQResourcesTheyOwn

* RFQBuyersManageRFQResponsesForRFQsTheyOwn

* RFQAdministratorsAdministerRFQs

*  RFQAdministratorsM anageRFQResponses

* RFQSalesM anagersiForOrgCreateRFQResponse

*  RFQSal esM anagersExecuteRFQResponseM anageCommandsOnRFQResponseResource

»  RFQSa esManagersExecuteRFQResponseA dminCommandsOnRFQWithPublicAccess TypeResourceGroup
*  RFQSal esM anagersExecuteRFQResponseA dminCommandsOnRFQResourceGroup

HIO|E| bean:

* RFQBuyersDisplayRFQDataBeanResourceGroupTheyOwn

* RFQBuyersDisplayRFQResponseDataBeansViewabl etoRFQOwnerResourceGroup
* RFQSalesViewersDisplayRFQResponseDataBeanResourceGroup

* RFQSaesViewersDisplayRFQDataBeanWithPublicAccessTypeResourceGroup

* RFQSaesViewersDisplayRFQDataBeanResourceGroup

=t

Cllo|El XFl:  StoreAdministratorsForOrgExecutePersonalizationRul eServiceAdministrationCommands
OnStoreEntityResource
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GIO|E{ bean:
StoreAdministratorsForOrgDi splayPersonalizati onRul eServiceAdmini strationDataBeanResourceGroup

AlER

Cllo[] AR2d:
» StoreAdministratorsForOrgExecuteSchedul edJobM anageCommandsOnStoreEntityResource
* StoreAdministratorsForOrgExecuteSchedul edJobM anageCommandsOnUserResource

CIo|E| bean: StoreAdministratorsForOrgDisplaySchedul erDataBeansResourceGroup
Commerce HMIE{E|O[E]

Cllole] AR2d:

* B2CCSAViewUsersForOrgExecuteB2CCSAViewA ctionsOnStoreEntityResource
* B2BCSAViewUsersForOrgExecuteB2BCSAViewA ctionsOnStoreEntityResource
* CHSCSAViewUsersForOrgExecuteCHSCSAViewA ctionsOnStoreEntityResource
* RHSCSAViewUsersForOrgExecuteRHSCSAViewA ctionsOnStoreEntityResource
* CPSCSAViewUsersForOrgExecuteCPSCSA ViewA ctionsOnStoreEntityResource
* RPSCSAViewUsersForOrgExecuteRPSCSA ViewA ctionsOnStoreEntityResource
* HCPCSAViewUsersForOrgExecuteHCPCSAViewA ctionsOnStoreEntityResource
* MHSCSAViewUsersForOrgExecuteM HSCSAViewA ctionsOnStoreEntityResource
* MPSCSAViewUsersForOrgExecuteM PSCSA ViewA ctionsOnStoreEntityResource
» SCPCSAViewUsersForOrgExecuteSCPCSA ViewA ctionsOnStoreEntityResource
* SHSCSAViewUsersForOrgExecuteSHSCSAViewA ctionsOnStoreEntityResource
* SPSCSAViewUsersForOrgExecuteSPSCSA ViewA ctionsOnStoreEntityResource

O
_—o

Clolg] XF&:  ShippingM embershipAdministratorsForOrgExecuteShi ppingM anageCommandsOnStore
DataResourceGroup

CIo[E{ bean:  ShippingMembershipAdministratorsForOrgDisplay ShippingDatabeanResourceGroup
A
CloJE] X}&d:  TaxationAdministratorsForOrgExecuteT axationM anageCommandsOnStoreD ataResourceGroup

Co|E] bean: TaxationAdministratorsForOrgDisplay TaxationDatabeanResourceGroup
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CustomerCareA dministratorsForOrgExecuteCustomer CareQueueM anageCommandsOnStoreResource

CIOIE| bean: &lA[ZE =28k  LiveHe pAgentsForOrgDisplayCustomerCareDatabeanResourceGroup

Clo[E] bean: &Q) Atoi Qfoi:
CollaborativeWorkspaceA dministratorsForOrgDispl ay Coll aborativeWorkspaceDatabeanResourceGroup

SrSRSE

Cllo[e] Xj2l:

 Channel M anagersExecuteStoreStateChangeCommandsOnStoreResource

* AdministrativeRol esForOrgExecuteStoreStateChangeCommandsOnStoreResource
* AdministratorsForOrgA ccessStoreWithCl oseOrSuspendStateResourceGroup

* AllUsersAccessStoreWithOpenStateResourceGroup

A
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i

=

ClolE Ated: EoM 28

ReportDeliveryM anagersForOrgExecuteSetupReportDeliveryCommandsOnStoreDataResourceGroup
ClolE Atad: A&

* StoreFrontM anagersForOrgExecuteStoreFrontRel atedU pdateOnStoreEntityResource

» StoreProfileManagersForOrgExecuteStoreProfileRel atedU pdateOnStoreEntityResource
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