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ZgS;W53P,sFzYCZG<M'n/#sFzYG<M'k53Du<S
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cookie ;A,rI\#0CC'J'D2+#b(#F*a0YV#gZ 57 3DZ 5
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2GnKTsD#

*K9 WebSphere Commerce 5.5 PDBi|r%|1[,WH*y]5qMCJXF

*s+_TVI_Ti#}g,;v_TiIT9yhD_T'VO,,xm;vI
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yhD53M&CLr\k,"+|Gf"Z WebSphere Commerce dCD~P#S\
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r`vLj#;s>c\m1(et=i/DyPXbDCJXF_T,"8(t=

\m14\mCi/#t=\m1y]kCi/`XDCJXF_T,TC'xP"

a"+;,DG+8(x{GTzci/DLqh*#

t=\m1DpN\agB:

v 4(I5PLjDSi/#I!X,(ei/ZD)}Lh*K<#vZ0LR=

LR1>cPh*C=h#

v +G+8(xSi/#

v 4(C'#

v +G+8(xC'#

i/(r=)

Z0LR=LR1>cP,>c\m1y]Lqh*4(;vr`vr=i/#;s

>c\m1(er=i/DyPXbDCJXF_T,"8(r=\m14\mr=

i/#r=\m1y]kCi/`XDCJXF_T,TC'xP"a"+;,DG

+8(x{GTzci/DLqh*#

r=\m1DpN\agB:

v 4("\mr=i/ZDSi/#I!X,(ei/ZD)}Lh*K<#vZ

0LR=LR1>cPh*C=h#

v +G+8(xSi/#

v 4(C'#

v +G+8(xC'#

":gPX*,>c\m1I^DM\mr=i/DCJXF_T#XZ>c\m1

NqD|`E",kND WebSphere Commerce *zoz#
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_Ti

WebSphere Commerce 5.5 'VwV5q#M,"R?v5q#M<PT:DCJXF

_T/O#*K+#MZD_T/OVi,4(K_Ti#_T+;T=XVd=J

1D_Ti,;si/IT$)b)_TiPD;vr`v#}g,ZB<P,t=

i/$)t=i/_TiMyi/_Ti#

_T8(x_Ti#}g,ZO<P,_T 1 M_T 2 8(xyi/_Ti,_T 3

8(xt=i/_Ti,_T 4 8(x?E A i/%;_Ti#

_Ti$)

ZH0f>D WebSphere Commerce P,_TJCZ_TyP_i/DSz5PDyP

J4#}g,g{i/ A P3v_T"RGi/ B D8i/,G4i/ B ~=X2

5PC_T#VZ,Z WebSphere Commerce 5.5 P,i/IT$)_Ti#Z

WebSphere Commerce 5.5 P,g{i/ B ;P$)NN_Ti,G4CJXFr\+

*<rOQwi/cNa9,1=|v=;v$)KAY;v_TiDi/#g{i

/ B D1S8i/i/ A $)K_Ti,rQw#9,_TJCZi/ A M B#g

18 IBM WebSphere Commerce V5.5



B<Py>#

g{i/ A ;P$)_Ti,rQwLxXEi/cNa9rOxP,1==oxP

$)Di/#bgB<y>,<PDyi/$)K_Ti#CiPD_TJCZi/ B

Mi/ A#
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g{i/ B $)K_Ti,rQw#9Zi/ B,yT;Pi/ B _TiPD_TJ

CZi/ B#

CJXF_T

CJXF_TZh;iC'T WebSphere Commerce PD3iJ44P3iYwD(

&#}G(};vr`vCJXF_T-}Z(,qrC'+;\CJ53DNN&

\#*mbCJXF_T,zh*mbDvw*En:C'"Yw"J4MX5#C

'G9C53DK#J4G53Ph*#$DTs#YwGC'ITJ44PDn

/#X5GfZZC'MJ4.dDI!u~#

CJXF_TD*X

CJXF_TIDv*XiI:

CJi &C_TD;iC'#

Ywi IC'TJ44PD;iYw#

J4i I_TXFDJ4#J4iI|,LqTs(}g0O,1r0)%1)r;

i`X|n(}gX(G+DC'I4PDyP|n)#

X5(I!)

?vJ4`I_PkdX*D;iX5#?vJ4I_Pzc?vX5D;i

C'#}g,3v_TI8(;P)%D4(_EI^DC)%#ZKiv

B,X5+G04(_1,R|fZZC'M)%J4.d#

CJXF_TEn

CJXF_TZhC'T>cDCJ(#}G(};vr`vCJXF_TZ(C'

4Pd0p,qrC';\CJ>cDNN&\#
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?vCJXF_T_PTBq=:

AccessControlPolicy [AccessGroup,ActionGroup,ResourceGroup,Relationship]

CJXF_TPD*X8(:JmtZX(CJiDC'TtZ8(J4iDJ44

P8(YwiPDYw,;*C'TJ4zcX(X5#vZh*18(X5#}

g,[AllUsers,UpdateDoc,doc,creator ] 8(yPC'<I|BD5,;*{GGD

5D4(_#

TB?VhvKkCJXFX*DEnTE"Muo#

I1i

WebSphere Commerce PD0I11S539z\;4(I1i,I1iGvZwVL

q-rxV`DC'i#ViICZm`?D,}g,CJXF?D"K<?D,T

0ngFc[["[qMT>z7DP!*z?D#`M*0CJi1(-2)DI1

iCZCJXF?D,x`M*0C'i1(-1)DI1irCZ;cC>#Z

MBRGRPUSG mP,;vI1ik`vI1i`MX*#

CJi: `M*0CJi1(-2)DI1iCZ*CJXF?DxTC'xPVi#

CJiGCJXF_TD;v*X#CJiPI1JqDu~(#yZG+"C'y

tDi/rC'D"a4,#}g,F*0r=\m11DCJiGdC'#1r=

\m1G+Di#

WebSphere Commerce |,m`1!G+,RT&Z?vG+P;v~=}CCG+D

1!CJi#G+ICwtTTyZC'Z>cPy4Pn/D`M+C'mS=C

JiP#}g,1!ivBP;vF*0t=\m11DG+M;vF*0t=\m

11DT&CJi#>c\m19C WebSphere Commerce \mXF(4(",$M>

}>cDCJi#>c\m1"r=\m1"t=\m1r~@-m9C WebSphere

Commerce i/\mXF(+G+8(xC'rT>X+C'8(xCJi#

~=CJi: ~=CJiI;iu~(e#zcu~DyPK<GiI1#u~(#

yZC'DG+"8i/r"a4,#(eI1iPI1JqD~=u~Z MBRGRPCOND

mD CONDITIONS PP#9C8(C'tTD~=CJi,cZT`FC'ZhCJ(,

x^kTvpC'wT=D8(M!{8(#|9E}KZC'tT|D1|BiI

1DX*#xR,IZ`CJiIT&CZ,;C'tT,rKrC'8(tTIT

~=X|(Z`CJiZDCC'#CJiDr%<rG:|,8(KX(G+D?

vK,x;\CC'ZDvi/P#NG+#4S;)D<rG:8(;P#1X(

i/D;iI\G+.;DC'EtZCJi#

T=CJi: ITT=XrI1iPmSC'rSI1iP}%C'#I9C

MBRGRPMBR m4jIb=VT=8(#T=CJiT=X|,8(DC',b)C'I

\2m2I\;2m+2tT#|9Cz\;E}d;zc~=(eDiPD|,u

~"+z9G*+dE}DvK#

C'i: `M*0C'i1(-1)DI1iGILR(eD5P2,K$D;iC'#

C'i`FZsMLjTd-#bKDrEHDM'a)DcV?#I*C'iDI

1I9M'5P:rz7D[[rd|1xD(&#}g,g{P!wiT>_6M

'-#:rCPiMPn|,rI+b)M'8(*F*0_6M'DCPcV?1

DI1i#`FX,I4(C'iT1x-#bKDM'#
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Yw

(#,YwGTJ44PD/w#ZXFw|nDyZG+D_TP,YwG Execute,

J4G}Z4PD|n#ZS<DyZG+D_TP,YwGS<D{F,J4G

com.ibm.commerce.commands.ViewCommand#TZJ46pDCJXF,Yw(#3d

* WebSphere Commerce |n,xJ4(#G\#$D EJB(Enterprise Java Bean)

D6LSZ#}g,XFw|n com.ibm.commerce.order.commands.OrderCancelCmd T

com.ibm.commerce.order.objects.Order J44PYw#ns,Z}] bean _TP,

Display YwCZ$n}] bean J4#

>c\m1I9C WebSphere Commerce \mXF(+VPYwkYwi`X*,xG

CZ4(BYw#I(}Z XML D~P(eBYw,;s+|G0k}]b44(B

Yw#Ywf"Z ACACTION mP#

Ywi

YwiG`XYwDVi#YwiD>}G AccountManage i,Ci|,TB|n:

v com.ibm.commerce.account.commands.AccountDeleteCmd

v com.ibm.commerce.account.commands.AccountSaveCmd

;P>c\m1EI4("|BM>}Ywi#IS WebSphere Commerce \mXF(

T0(} XML 4jIKYw#Ywif"Z ACACTGRP mP#Z ACACTACTGP mP,

YwkYwi`X*#

J4`p

J4`pG8h*\CJXF#$D;`J4#J4Xk5V Protectable SZE"#J

4`pG Java `,}g)%"RFQ MDt#J4Gb)`D5}#}g,IDt\m

1 A 4(D Auction1 G;vJ4;IDt\m1 B 4(D Auction2 Gm;J4#

b=vJ4<tZJ4`p:Dt#

":XZ Protectable SZD|`E",kND6IBM WebSphere Commerce Lr18

O7#

Z ACRESCGRY mP(eKJ4`p,RvZr`,P12F*J4#>c\m1I9C

WebSphere Commerce \mXF(+VPJ4`pkJ4i`X*#I9C XML 4(

BJ4`p#

J4

J4G53Ph*#$DNNTs#}g,RFQ"Dt"C'M)%G WebSphere

Commerce Ph*#$D;)J4#?vJ4<_PyP_#J4DyP(CZ7(y

JCDCJXF_T#CJXF_T2_PyP_,4i/5e#_TvJCZtZ

5PC_TD`,i/5eDJ4#g{5PJ4Di/;P$)_Ti,G4Ma

&C_TiPn|DO6i/$)D_T#

XFw|nJ4: TZXFw|nDyZG+DCJXF,_T-}J19\,9

Execute YwZXFw|nJ4O4P#b)_TbZ^F;P_P8(G+DC'E

\4PXFw|n#b)_TDCJi(#G_P%;G+DCJi,}g,z7-

m(_Pz7-mG+)#by,J4i+Gz7-mIT4PD;iXFw|n#

1TXFw|n?F5)yZG+DCJXF1,Xk7(|nDyP_#g{Q5

VK getOwner() =(,r(}T|nwCC=(4jIKYw#(#"45VK=(,

rK WebSphere Commerce KP1+(}4PTBYw.;4TKxP@@:
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v 9C5P10&Z|nOBDPDLjDi/#

v g{Z|nOBDP;PLj,r9Cyi/w*yP_#

}] bean J4: "GyPD}] bean <h*#$#ZVPD WebSphere Commerce

&CLrP,h*#$D}] bean Q5VKXhDCJXF#Zz4(BD}] bean

1,Eav*#$24DJb#T*#$J4D7(!vZzD&CLr#g{*T

>DE"4\=TS<(CS<T&Z|,}] bean D JSP,4 Java Server Page)

DyZG+DCJXFDdV#$,r&11SrdSXT}] bean xP#$#

g{}] bean h*#$RI@"fZ,r&11S#$|#g{}] bean DfZ!

vZm;}] bean DfZ,r&+|;Pxm;}] bean #$#&1S#$D}]

bean D>}G Order }] bean#&dS#$D}] bean D>}G OrderItem }]

bean,r*;P Order }] bean,|M^(fZ#XZgN#$}] bean J4D|

`E",kND6WebSphere Commerce `L8OMLL7#

}]J4: }]J4G8IY]DLqTs,}gDt")%"RFQ MC'#(#Z

s5 bean 6pT|GxP#$,+GIT#$NND`,;*C`5V Protectable S

Z#(}9CJ46pDCJXFli4#$}]J4#jIKYwD#{==G(

}5XXFw|nrNq|nD getResources() =(PD}]J4#XZ|`E",

kND6WebSphere Commerce 5.4 Lr18O7#

J4i

J4ij6;i`XJ4#J4iI|,LqTs,}gO,r;i`X|n#ZC

JXFP,J4i8(CJXF_TZ(CJDJ4#

ACRESGRP mP(eKJ4i#>c\m1I9C WebSphere Commerce \mXF(r

9C XML 4\mJ4iT0+J4kJ4i`X*#

~=J4i: ~=J4i(ek3itT`%dDJ4#b)tT.;XkG Java `

{#d|tTI|,4,"Ljj6"[qH#}g,zI4(|,K&Z4v4,

(ORDERS.STATUS=P)DyP)%D~=J4i#1J42m Java `{.bD+2tT

1,~=J4i(#CZT+CZJ46pD_TPDG)J4xPVi#

~=J4iG9C ACRESGRP mD CONDITIONS P(eD#I9C WebSphere Commerce

\mXF(4(r%D~=J4i#I9C XML 4(=4=4SDi#

T=J4i: T=J4iG(}+;vr`vJ4`pk3vJ4i`X*x8(

D#bVX*GZ ACRESGPRES mPjID#(}PvJ4`pD Java `{xT=X

rimSJ4`p,9z\;TI\;;(2m+2tTDvpJ4xPVi#

X5

?vJ4I\_Pk.`X*D3`X5T0zc?vX5D;iI1#}g,yP

J4<_PX5yP_,J4DyP_zcCX5#d|X5I|,D5DSU=M

)%D4(_#b)J4X5Z7(-ITJ4DX(5}4P3)Yw1G\X*

D#}g,D5D4(_I\;\;>}|,+G2msFK1IT#`FX,4i

_I\v\;A!MK<D5,+G;\*"|r4Pd|Yw#

X5f"Z ACRELATION mP,2IT!qZCJXF_TPxP8(,=(G(}9

C ACPOLICY mD ACRELATION_ID P#1@@;vh*5VC'MJ4.dX5D_T

1,+TCJ4wC fulfills(Long Member, String relationship) =(4TKw@@#

+b)X5kX5iwHO1,P12+b)X5F*r%X5#
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X5i: CJXF_TI8(C'XkTyCJDJ4zcX(X5,r__TI8

(C'XkzcX5iPy8(Du~#s`}ivB,;vX5Qc;#;x,g

{h*|*4SDX5,rI9CX5i#X5iJm8(`vX5,T0;vX5

4#b=_<G(}9CX549lxjID#X54GImor%X5(1SfZ

ZC'MJ4.d)"2ICZmoC'MJ4.dD;5PX5D;V9l#}

g,*KmoC'Xk_Pi/PD;vG+,xCi/TJ4_P}yP_X5.

bDd|X5,rXk9CX5i#ZK>}P,C'Mi/.dfZG+X5,x

i/MJ4.d2fZX5#

+X5kX5iwHO: s`}ivB,X5D9C&1zc&CLrDCJXF*

s,r*EnO,s`}X51SfZZC'MJ4.d#}g,_TIywC'X

kGJ4D4(_#;x,g{h*8(`vX5,r&19CX5i#}g,_T

IywC'XkGJ4D4(_ra;_#

9h*X5i4moC'MJ4.dDX54#ZX54P,C'MJ4.d;fZ

1SX5,}g,C'tZI)%y8(Dr=i/#ZKivB,C'ki/.d

_PS.X5,xCi/k)%.d_P:rX5#

X54: ?vX5i<I;vr`v RELATIONSHIP_CHAIN *Eu~iI,b)u~

4 andListCondition r orListCondition *XxPVi#X54G;vr`vX5D

rP#X54D$H!vZdy|,X5D}?#bIT(}liX54D XML m>

(P <parameter name= "X" value="Y"/> u?D}?x7(#TBG$H* 1 DX

54D>}#

<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP"
value="aValue"/>
</openCondition>

TZ$H* 1 DX54, <parameter name="Relationship" value="something"> *

X8(C'MJ4.dD1SX5#5tTGm>C'MJ4.dX5DV{.#|

9XkT&Z protectable J4OD fulfills() =(D relationship N}#

1X54D$H* 2 1,|G;vI=vX5iIDrP#Z;v <parameter name=

"X" value="Y"/> *XfZZC'Mi/5e.d#ns;v <parmeter name= "X"

value="Y"/> *XfZZi/5eMJ4.d#TBG$H* 2 DX54D>}#

<openCondition name=RELATIONSHIP_CHAIN">
<parameter name="aValue1" value="aValue2"/>
<parameter name="RELATIONSHIP" value="aValue3"/>
</openCondition>

aValue1 DI\5|, HIERARCHY M ROLE#HIERARCHY 8(ZI1JqcNa9P,

C'Mi/5e.dfZcNa9X5#ROLE 8(C'Zi/5eP#1G+#

g{ aValue1 D5G HIERARCHY,rI\D5+|, child,C55XZI1cNa9

PC'5d1SS.Di/5e#g{ aValue1 D5G ROLE,rI\D5+|, ROLE

mD NAME PPDNNP'u?D5,C55X10C'Td#1KG+DyPi/

5e#

aValue3 u?G;vV{.,m>SZ;vN}D@@Plw=D;vr`vi/5e

MJ4.dDX5#K5T&Z protectable J4OD fulfills() =(D relationship
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N}#g{TN} aValue1 xP@@15XK`vi/5e,R1b)i/5ePDA

Y;vzcIN} aValue2 y8(DX51,rb;?VD RELATIONSHIP_CHAIN C=

zc#

":IxP%vN}*XD%vX54yiIDX5iZ&\OH[Zr%X5#Z

KivB,Z_TP9CX5x;GX5ir|*=c#XZ(eX5iD|`

E",kNDZ 135 3D:(eX5i;#

CJXF_T`M

P=V`MDCJXF_T:

v IVij<_T(_T`M -2)

v IVi#e_T(_T`M -3)

IVi#e_TMIVij<_T<XktZ3v_Ti,Tc&CZ53P#Zi

/P&C;NIVij<_T,b)i/G$(|,C_TD_TiDi/#

5JOIVi#e_TG/,D,r*|G_P;vCJi,Z53}ZKPD1

r,CCJiDwCrao=5PJ4Di/#}g,1K`_TJCZi/ XYZ y

5PDJ41,|aliC'Gq#NKi/ XYZ rdO6D8(G+.;#

Xb1!CJXF_T

TB_Th*;)nbbM:

v >c\m1IxPNNYw(SiteAdministratorsCanDoEverything)

v < C ' M ' ~ q i z m M ' 4 P < C ' | n

(BecomeUserCustomerServiceGroupExecutesBecomeUserCmdsResourceGroup)

SiteAdministratorsCanDoEverything _TG;VXb1!_T,|+,6C'CJ(Zh

_P>c\m1G+D\m1#ZK_TP,>c\m1ITNbJ44PNbY

w,494(e}b)YwrJ4#Z+KG+8(xC'1b6=b;cG\X*

D#

BecomeUserCustomerServiceGroupExecutesBecomeUserCmdsResourceGroup _TG;vX

b_T,|Jm3)\mC'zmd{C'KP8(D|n#}g,1M'ksM'

~qzmzm{4()%1,Mh*K_T#ZK8}P,M'~qzmITKP|

nTAZ4O%qGM'T:ZKP|n;y#

G+

gOyv,WebSphere Commerce a)K;i1!DG+#>c\m1Z+C'8(*

X(G+.0,Xk+b)X(G+8(x?vi/#i/vI5PQ8(xd8i

/DG)G+#

WebSphere Commerce PDyPG+,dwC6'<^Z3vi/#}g,C'#1i

/ X D0z7-m1G+#ZK8}P,i/ X Xk'V0z7-m1G+#(#,

ZQi/DG+8(xNNC'0,Ci/Xk'VCG+#byrIThCCJX

F_T,T9CC'vI4Pi/ X 0dSi/DOBDPDz7\mYw#

":*C'Mi/8(G+Z MBRROLE mPxP#
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f WebSphere Commerce =xD1!G+IV*TB`p:

v <uYwG+

v P!*zG+

v YwG+

v M'~qG+

v LqX5G+

v z7\mMz[_TG+

Z WebSphere Commerce 5.5 P,?vG+<k;vr`v5q#M`X*#Z?v#

MZ,;vG+IT9C3WSYw"\mXF(Mi/\mXF($_4P!q}

?DNq#XZ5q#MD|`E",kND6WebSphere Commerce y!7#

TB<mT>K?vG+T?v$_y_PDCJ(#Z+G+VdxC'.0,k

7#zFUPXJCZCG+DCJ^FD}7E"#

3d=?vLjy>D WebSphere Commerce $_DG+

m 1. 3d= WebSphere Commerce $_DG+

G+ y> $_

M'zm v B2B 1z:`Vep v SYw

r=\m1 v B2B 1z:`Vep v i/\mXF(

r=K<1 v B2B 1z:`Vep v i/\mXF(

r=(z[=) v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

r=(:r=) v B2B 1z:`Vep

v w\:w\Lj

v )&4:)&Lw\Lj

KG+ICZb)y>

P,+;\9CNNX

($_#

`p-m v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:w\Lj,z7

?<PCJ4Lj,

v w\:w\Lj,z7?

<PCJ4Lj

v )&4:z7?<PCJ

4Lj,)&Lw\Lj

v SYw

~@-m v hs4:~@PD

v w\:w\PD

v )&4:Lj?<

v SYw

v i/\mXF(

M'~qzm v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

M'~qw\ v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw
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m 1. 3d= WebSphere Commerce $_DG+ (x)

G+ y> $_

sZ?-m v B2B 1z:`Vep

v )&4:)&Lw\Lj

v SYw

P!?-m v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:~@PD,w\

Lj,*zLLj0(P

CJ4Lj

v w\:w\Lj,w\L

j0(PCJ4Lj

v SYw

5q-m v {Q_1z:1P1w

v hs4:w\Lj

v w\:w\Lj

v SYw

au0u1 v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

I:r= v B2B 1z:`Vep

v )&4:)&Lw\Lj

KG+ICZb)y>

P,+;\9CNNX

($_#

I:r=\m1 v B2B 1z:`Vep

v )&4:)&Lw\Lj

KG+ICZb)y>

P,+;\9CNNX

($_#

z7-m v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

Uu1 v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

"aM' v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:~@PD,w\

Lj

v w\:w\PD,w\L

j

v )&4:Lj?<,)&

Lw\Lj

KG+ICZb)y>

P,+;\9CNNX

($_#

Ku\m1 v {Q_1z:1P1w

v B2B 1z:`Vep

v SYw

z[-m v B2B 1z:`Vep

v )&4:)&Lw\Lj

v SYw

Z 3 B Z(En 27



m 1. 3d= WebSphere Commerce $_DG+ (x)

G+ y> $_

t= v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:w\Lj

v w\:w\Lj

v )&4:)&Lw\Lj

v SYw

t=\m1 v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:~@PD,w\

Lj

v w\:w\PD,w\L

j

v )&4:Lj?<,)&

Lw\Lj

v i/\mXF(

>c\m1(yi/) v {Q_1z:1P1w

v B2B 1z:`Vep

v hs4:~@PD,w\

Lj,z7?<PCJ4

Lj,*zLLj0(P

CJ4Lj

v w\:w\PD,w\L

j,z7?<PCJ4L

j,w\Lj0(PCJ

4Lj

v )&4:Lj?<,)&

Lw\Lj,z7?<P

CJ4Lj,)&LPC

J4Lj

v SYw

v i/\mXF(

v \mXF(

":

1. >c\m1GT\mXF(5PCJ(D(;G+#

2. XZX(G+T0b)G+ITCJD?v$_PDK%D|`E",kND

WebSphere Commerce Production *zozPD0Roles1D~#

3. XZ?Ry>LjD|`E",kND WebSphere Commerce zzM*"*zoz

PD0Lj1

CJXFgN@94Z(DYw

>?VbMKyZ_TDCJXFgN$wT7#C'vI4PQZ(DYw#

Z4PC't/DYw.0li(^

_T\mwG7(GqJm10C'T8(J44P8(YwDCJXFi~#CJ

XF_TT XML q=8(#5}4(Zd,+1!_TM_Ti0k`&D}]bm

P#1t/ WebSphere Commerce Application Server 1,CJXFE"_Y:fZZ
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fP,rK_T\mwIZ;wC4Pli1lYliC'D(^#g{(}

WebSphere Commerce \mXF(r(}0k XML _T}],Z}]bP|DKCJ

XFE",rh*|BCJXF_Y:f#bI(}|B WebSphere Commerce \mX

F(PDJ1D"am4jI#g{_T}]Q|D,r&C|B0CJXF_T1

"am#g{_T}]iQ|D,r&C|B0CJXF_Ti1"am#XBt/

WebSphere Commerce 2+<B|B_Y:f#

1C'T<T\#$DJ44PYw1,+4PCJXFliT7#C'GQZ(

D#_T\mwiRJCZ5PCJ4Di/DyPCJXF_T#;s|lib)

_TT@@GqQZhC'T?jJ44PKYwD(^#g{fZAY;vbyD

_T,r_T\mw+ZhCJ(,qr|+\xCJ#

CJXF6p

WebSphere Commerce PP=vc:6pDCJXF:|n6p(2F*yZG+D)

MJ46p(2F*5}6pD)#

|n6pryZG+DCJXF

|n6pryZG+DCJXFGV#HDCJXF#|7(0-I4P241#9C

yZG+DCJXF,I8(X(G+DyPC'I4P3)|n#hkP;vCJ

XF_T:t=I4Pt=|n#ZK_TP,t=|n.;G ModifyAuction |n#

ZO<P,Jack M Tom <Gt=,rK=K<I^DDt#

yZG+DCJXFCZXFw|nMS<#K`MDCJXF;<G|n+Td"

zwCD}]J4#|v7(GqJmC'4PX(DXFw|nrS<#K6pD

CJXFG?FD,RIKP1?F#

XFw|nD|n6pCJXF: ^[N1KPXFw|n,<XkfZ;vCJX

F_T,|ZhC'T|nJ44P Execute YwD(^#J4GXFw|nDSZ{

F#CJi(#kT%vG+#}g,I8(_P0M'zm1G+DC'I4P

AccountRepresentativesCmdResourceGroup J4iPDNN|n#
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S<D|n6pCJXF: 11SS URL wCS<1,r_S|nX(rwCS<

1,CS<Xk_PCJXF_T#Z ACACTION mP,K`_TD viewname Xk8

(*Yw#;sXk9C ACACTACTGP m+KYwkYwi`X*#xKYwiXkZ

ACPOLICY mP\=`&|n6p_TD}C#

5}6prJ46pDCJXF

5}6prJ46pDCJXF_Ta)K8#HDCJXF,7(K0-ITD)

J44P24|n1#0fDyZG+DCJXF_TD>}Jmt=^DDt,I+

|+8w{*J46pDCJXF:t=I^DTd#1CG+Di/y5PDD

t#Z 29 P,Jack _Pt=i/ 1 Dt=G+,Tom _Pt=i/ 2 Dt=G+#

Jack ZR_Lj4(KR_Dt#Tom ZD@Lj4(D@Dt#Jack I^DR_D

t,x;\^DD@Dt#Tom I^DD@Dt,x;\^DR_Dt#

\xT.,WH534P|n6pCJli#g{JmC'4P|n,r4PsxD

J46pCJXF_T47(C'GqICJ};V[DJ4#

J46pCJXFJCZ|nM}] bean#

|nDJ46pCJXF: |n6pCJXFlijIs,g{ZhKCJ(,rZ

TB=Viv.;PjIJ46pli:

v |n5V getResources() * K=(8(h*T10YwxPliDJ45};Zb

o V Z | n G Y w # W e b S p h e r e C o m m e r c e K P 1 + ? F 1 0 C ' _ P

getResources() 8(DyPJ4DCJ(^#1!ivB,getResources() 5X

null,4,|;4PNNJ46pDli#

v |nwC checkIsAllowed(Object Resource, String Action) * 1KP1wC

getResources() 1,|n`4w;*@h*liD)J4DivB,|nIT4Uh*

wCK checkIsAllowed() =(,T7(10YwMJ4TGqC=Z(#Yw(#

G 1 0 | n D S Z { F # w C K = ( 1 , g { C J ; \ x , r W v l # :

ECApplicationException( ECMessage._ERR_USER_AUTHORITY, ..)

}] bean DJ46pCJXF: gOfyvD5w,S<\=|n6p_TD#

$,xb)_T(#GyZG+D#}g,|n6p_TIT8(t=\m1TX(

DS<_PCJ(###h*x;=7# JSP OD}] bean <GkC'Td#Nt=

\m1G+Di/`XD#bG(}Ch*#$(1SrdS)DyP}] bean 5V

Delegator SZxjID#b)}] bean ;Pxw(@")}] bean,;sb)w(@

")}] bean 5V Protectable SZ#w}] bean +;Px|Tm,rK5Vb=v

SZ#by,^[N19C}] bean \mwD activate() =(wC}]

bean,WebSphere Commerce KP1<+7#P;v_TZh10C'Tw}] bean J

44P Display YwD(^#

@@CJXF_T

>?VICw@@CJXF_TD8O#Z>?VP,+rz9>;v=8,"(}

;vgN@@IVij<CJXF_TMIVi#eCJXF_TD>}Tzw8

<#?v?V<TT`X_TT09C?v_TD=8Dhvw**7#XZIVi

j<_TMIVi#e_TD|`E",kNDZ 25 3D:CJXF_T`M;#
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B<T<N==T>K=8:

i/cNa9

S<PI4=>cPPTBi/:

v yi/

v t=i/

v 1!i/

v ?E A i/%;

<PD5_8>yP(,c._8>$)#gzy{,yi/Gt=i/M1!i/

D8i/#t=i/G?E A i/%;D8i/#

C'

Z<P,Don M Emily Q"a=t=i/#Abe"Billy M Carol Q"a=?E A i

/%;#Y1C' 1 P4"a,+GvZCJXF?D,~=XtZ01!i/1#

G+

Don _Pt=i/DK<1G+#Abe _P?E A i/%;DK<1G+#

CJi

TBCJiCZK=8:

v "aC':Ki~=X|,KQ"a=>cPAY;vi/DyPC'#

v t=K<1:Ki~=X|,K_Pt=i/K<1G+DyPC'#

v ?E A K<1:Ki~=X|,K_P?E A i/%;K<1G+DyPC'#
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D5

D5TsG\#$DJ4#D5DyP_(e*ZdP4(CD5Di/#

|BD5DCJXFhs
TBG|BD5DCJXFhs:

1. "aC'I|B{GGd4(_DD5#

2. ?E A K<1I|BI?E A y5PDD5,+;\|BIt=i/y5PDD

5#t=i/K<1I|BI?E A Mt=i/y5PDD5#

@@IViDj<_T

>?V}<zjIIViDj<_TT0@@b)_TD=8#

k|BD5`XDCJXF_T

TBGk|BD5`XD_Tq=MCJXF_T:

_Tq=:[Access Group, Action Group, Resource Group, Relationship]

_T 1:

[Registered Users, Execute Command Action Group, Update Document
Resource Group, - ]

bG;vIViDj<DyZG+D_T,|Gyi/"t=i/Mv_ A i/%;

}Z$)Dyi/_TiD;?V#ZK_TP,"aC'I4P Update Document |

n#

_T 2:

[Registered Users, Update Document Action Group, document, creator ]

bG;vIViDj<DJ4cN_T,|Gyi/"t=i/Mv_ A i/%;}

Z$)Dyi/_TiD;?V#ZK_TP,g{"aC'GD5D4(_,MI

|BCD5#

_T 3:

[Approvers for Seller, Update Document Action Group, document, - ]

bG;vIViDj<J46p_T,|Gt=i/M?E A i/%;}Z$)Dt

=i/_TiD;?V#ZK_TP,t=K<1I|Bt=y5PDD5#

_T 4:

[Approvers for Division A, Update Document Action Group, document, - ]

bG;vIViDj<DJ46pD_T,|G?E A $)D?E A i/%;_Ti

D;?V#ZK_TP,?E A K<1I|BI?E A y5PDD5#

=8

=8 1:Billy "T|B{T:DD5: TBGK=8DCJXF@@:

|n6pDli:
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1. r*;P8(NNLjj6,yT+|nDyP_hC*yi/#rK,;PG)

tZIyi/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:

_T 1 M 2 Gyi/}Z$)D_TiD;?V#

2. _T 1 Z(CJ(,r* Billy G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Billy DD5I?E A y5P#r*

?E A $)K_Ti,yTtZG)_TiDyP_T<+&C:_T 1"2"3 M

4#

2. _T 2 Z(CJ(,r* Billy G"aC'CJiDI1,{}ZTD5J44P

Update Document |nYw,"zckD5.dD4(_X5#

r* Billy ,1(}K|n6pMJ46pDCJXFli,rK{I|B{T:DD

5#

=8 2:Don "T|B Carol DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;PG)tZIyi

/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2

Gyi/y5PD#

2. _T 1 Z(CJ(,r* Don G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Carol DD5I?E A y5P#r*

?E A $)K_Ti,yTtZG)_TiDyP_T<+&C:_T 1"2"3 M

4#

2. _T 3 ZhCJ(,r* Don Gt=K<1CJiDI1,R{}ZTD5J4

4P Update Document |nYw#

r* Don ,1(}K|n6pMJ46pDCJXFli,rK{I|B Carol DD

5#

=8 3:Abe "T|B Emily DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;PG)tZIyi

/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2

Gyi/y5PD#

2. _T 1 Z(CJ(,r* Abe G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Emily DD5It=i/y5P#r

*t=i/$)K_Ti,yTtZG)_TiDyP_T+JC:_T 1"2 M

3#

2. _T 3 ;ZhCJ(,r* Abe ;Gt=K<1CJiDI1#
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!\ Abe (}K|n6pDli,+Gr*{4(}J46pDCJXFli,rK{

;\|B Emily DD5#

=8 4:Y1C' 1 "T|B{T:DD5: TBGK=8DCJXF@@:

|n6pDli:

1. r*;P8(NNLjj6,yT+|nDyP_hC*yi/#rK,;PG)

tZIyi/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:

_T 1 M 2 Gyi/y5PD#

2. _T 1 ;ZhCJ(,r*Y1C' 1 ;G"aC'CJiDI1#

J46pDli:

1. r*|n6pDli'\,rK;a4PJ46pDli#

r*Y1C' 1 4(}|n6pDli,rK{;\|B{T:DD5#

@@IViD#e_T

>?VyZBf<mPT>DdC#

k|BD5`XDCJXF_T

ZKdCP,CJXF_T 1 M 2 TJC,+GIViDj<_T 3 M 4 VZII

ViD#e_T 5 f;#XZ_T 1 M 2 D|`E",kNDZ 32 3D:@@IV

iDj<_T;#

_T 5:

[Approvers for Organization, Update Document Action Group, document, - ]
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K_TGIViD#eJ46p_T#|Gyi/}Z$)Dyi/_TiD;?

V#IVi#e_T/,&CZZKP1Zd5PJ4Di/#b)_T(#9CN

}/DCJi#ZK}P,9CTBN}/DCJi:

v i/K<1:Ki~=X|,K_P5PD5J4Di/rdO6i/DK<1G

+DyPC'#

=8

TB=8yZH0D;P;v_TiD<mPT>DdC#yi/_Ti|,_T 1"2

M 5#

=8 1:Don "T|B Carol DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;PG)tZIyi

/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:_T 1"2 M

5#

2. _T 1 Z(CJ(,r* Don G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Carol DD5I?E A y5P#?E

A ;P$)NN_Ti,rKCJXFr\+*<rOQwi/cNa9,1=|v

=;v$)KAY;v_TiDi/#?E A D1S8i/0t=i/12;P$

)_Ti#LxXi/cNa9rO,1=yi/#Ki/$)K;v_Ti;G

4IT&C|D_T:_T 1"2 M 5#

2. IViD#e_T 5 &CZ5PJ4Di/:?E A#KN}/DCJi(i/K

<1)/,X+wCr(*10J4OBD,by|+liC'Gqzc5PJ4

Di/rdO6i/DCJiu~#ZK}P,r* Don Gt=i/(?E A D

O6i/)K<1,yT{zcCJiDu~#r*{}ZTD5J44P0|B

D51|nYw,2zc_T 5 Dd|*X,yT(}KJ46pD_Tli#

r* Don ,1(}K|n6pMJ46pDCJXFli,rK{I|B Carol DD

5#

=8 2:Abe "T|B Emily DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;PG)tZIyi

/$)D_TiD_TE+CZ@@C'Gq_P|n6pDCJ(:_T 1"2 M

5#

2. _T 1 Z(CJ(,r* Abe G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Emily DD5It=i/y5P#t=

i/;P$)NN_Ti,rKCJXFr\+*<rOQwi/cNa9,1=

|v=;v$)KAY;v_TiDi/#LxXi/cNa9rO,1=yi

/#Ki/$)K;v_Ti;G4IT&C|D_T:_T 1"2 M 5#
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2. IViD#e_T 5 &CZ5PJ4Di/:t=i/#KN}/DCJi(i/

K<1)/,X+wCr(*10J4OBD,by|+liC'Gqzc5PJ

4Di/rdO6i/DCJiu~#ZK}P,r* Abe G?E A i/%;(t

=i/DO6i/)K<1,yT{;zcCJiDu~#

!\ Abe (}K|n6pDli,+Gr*{4(}J46pDCJXFli,rK{

;\|B Emily DD5#

j8=V;v_T

H;mbKCJXF_TDy>a9MfZED_T`M,G4VZCRGC;5P

;,D>}4j8=V;v1!_T#+*P?D_TgB:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

":C_TGJ4cN_T#|D_T`MGIVi#e#

ZZ;v>}P,+'0gN9C WebSphere Commerce i/\mXF(A!_T"6

pdiI?V"mb_TD,e#Z~v>}+=V XML q=D_T,Tozzmb

,;E"ZzkPJVDyS#

Z}v>}+|x;=Xmb;v_TgNkd|_T`X#mb_T.dDStT

TZ|DCJXF_Tr4(B_TGX*DHvu~#

>} 1:A!_T

ZK>}P,+9C WebSphere Commerce i/\mXF(iR_T"6p(e|Dw

viI?V#9+9Cb)iI?V4NIT_TD;chv#

Zi/\mXF(PiR_T

1. G<= WebSphere Commerce i/\mXF(#S0CJ\m1K%,!q_T#

2. IZyi/5Ps`}D1!CJXF_T,rKSPmr!qyi/#

3. Z0_T13fO,v/_TPm"iRTB_T:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

k"bI(}9Cv/uT09CZ;3"O;3"B;3Mns;34S,Z_

TPmPdv/#

i4_TDwviI?V

1. (}%w_TTDr"%wT>Ywi4!q_T#

2. Z0Ywi13fO,+4=Ywi AuctionManage#bGk_TX*DYwi#

!q AuctionManage "%wT>Yw#

3. ZB;3O,+4=|,Z AuctionManage YwiPDTBYwr|nDPm:

v com.ibm.commerce.negotiation.commands.CloseBiddingCmd

v com.ibm.commerce.negotiation.commands.DeleteAuctionCmd

v com.ibm.commerce.negotiation.commands.ModifyAuctionCmd

bo,AuctionManage |(axDt(CloseBiddingCmd)">}Dt

(DeleteAuctionCmd)M^DDt(ModifyAuctionCmd)#XZ|nD|`E",

kND*zozD5PDN<?V#
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k"b2IS0_T13f(}%wT>Yw,CJ,;YwPm#

4. *5X=_T3f,k!qNbYw,"%wT>_T#

5. YN!q_T,+GVZ%wT>I1iTi4ZC_TP9CDI1(CJ)

i#

6. kGBI1(CJ)i{F#ZK}P,I1(CJ)iG

AuctionAdministratorsForOrg#

7. S0CJ\m1K%,!qCJi#

8. iR AuctionAdministratorsForOrg#!q|"%w|D#

9. %wu~#Z0u~13fO,Z!(DG+Mi/BiR#&14=TBG

+:

v t= * TZi/

v z7-m * TZi/

v r=(z[=)* TZi/

v `p-m * TZi/

8 ( K 5 P D t J 4 D i / D b ) G + . ; D y P C ' < G

AuctionAdministratorsForOrg CJiDiI?V#

10. ;wNN|Dk*0u~13f#S0CJ\m1K%,YN!q_T#iRT

B_T:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

11. !qC_T"%wT>J4#Z0J413fO,+4=

com.ibm.commerce.negotiation.objects.Auction J4#bGPZYwiPDG)

YwTd5)YwDJ4#ZK}P,J4GDt#k"bIS0_T13f(

}%wT>J4i"xx*AvpJ4,CJK,;Pm#

12. VZS0CJ\m1K%P!q_T,"iRTB_T:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

13. !qC_T"%w|D#Z0|D_T13fO,i4X5BDB-K%#k"

bX5hC*0^1#bb6E_T;_PX5#

14. ZT0rP%w!{M7(#

mb_TD,e

H;Q6pKK_TD%viI?V,rIEV+|GiOZ;pTmb_TDw

C#WHQ*C_TJCZtZ AuctionAdministratorsForOrg iDyPC'#(}%

wT>I1iITKb=b;c#ZC&9CK0CJ\m1K%*A0CJi13

f,"4=CJi|,TBG+:t="z7-m"r=(CZz[=)T0`p-

m#\e45,_PbDvG+.;DC'IF*Dt\m1#

9Q-Kb=Ywi|,CZ^D"7zMaxDtD|n,J4iv|,\\DD

tJ4#,y,(}S0_T13f%wT>YwMT>J4,"xx*Aj8E"

6p,Kb=b;c#ns,IC*_T;|,CJiMJ4.dDX5#

+yPQ*ivEZ;p,I\agB:C_TJmDt\m14Pk\mTDtJ

4DDt`X*DyPn/,}g^D"7zMaxDt,;*\m1T5PDtD

i/#1CG+#
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I(}i4_TD{Fx*@_TD,e#ZK>}P,_TT8(

C'iD{F AuctionAdministratorForOrg *7#{E ForOrg m

>bG;vIVi#e_T#AuctionManageCommands hvYwi,

AuctionResource hvJ4i#

>} 2:A! XML q=D_T

1!CJXF_Tf"Z XML D~P,CD~GZ5}4(Zd0k}]bD#1Z

WebSphere Commerce \mXF(Pi4_T1,GZ9Cgf4i4M|Df"Z}

]bPDE"#_T\mw9C}]bPDE"4@@CJXF#g{}]bE"H

p XML D~|B,rzI9Ci!Lr$_+}]bPDCJXF_TE"i!=

XML D~P#

Z XML D~P_T4O%gB:

<!-- AuctionAdministrators
manage Auctions (Retract/delete auction,
Modify auction, Close Auction)
-->
<Policy
Name="AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource"
OwnerID="RootOrganization"
UserGroup="AuctionAdministratorsForOrg"
ActionGroupName="AuctionManage"
ResourceGroupName="AuctionDataResourceGroup"
PolicyType="groupable Template">
</Policy>

bo,_TG4TBZ](eD:

Name:_TD{F#

OwnerID:_T&CDi/#

UserGroup:CJi#

ActionGroupName:Ywi#

ResourceGroupName:J4i#

PolicyType:_TD`M,}gIVij<rIVi#e#

|,yP1!CJXF_TDD~F* defaultAccessControlPolicies.xml R;ZT

B?<:

X:\installation_directory\xml\policies\xml#

":T?v1!CJXFD~Dhv|,Z defaultAccessControlPolicies_locale.xml

D~P,IZ,;?<PR=CD~#T1!CJXFD~PD1!CJXF_

Twv|Ds,h*Z defaultAccessControlPolicies_zh_CN.xml PTd`&D

hvw|B#?R(iT XML D~DNN|D#tx_6C'9C#

>} 3:6pkzD_TX*Dd|_T

Zbns;v>}P,+=VCJXF_Tkd|_TPNVStX5#
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(e;iC'(CJi)ITJ44PD|n(Yw)D_TF*J46pD_T#

}g,Ofj8=VD_T:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource GJ

46pD_TD>}#

;x,J46pD_TyJmDYw9@5ZtZC_TDCJiP?vG+yJm

DYw#hvTX(G+JmD)YwD_TF*yZG+D_T#

*6pkJ46pD_TX*DyZG+D_T,k4PTBYw:

iRk_TX*DG+

1. G<= WebSphere Commerce \mXF("Z0_T13fPiRJ46pD_T#

9C,;>},Q*h*TB_T:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

.

2 . 6 p k _ T X * D C J i # Z K } P , Q * C J i G

AuctionAdministratorsForOrg#

3. iRkCJiX*DG+#TZ AuctionAdministratorsForOrg,SO;>}PQ*

b)G+G:r=(z[=)"`p-m"z7-mMt=#

*?vG+iRyZG+D_T

1. *A>ia2D:=<;,"R=Zjb:yZG+D_T;#z+9C:=<;

iRkG+X*D?vyZG+D_T#

2. iR Buyers(sell-side)ExecuteBuyers(sell-side)CommandsResourceGroup _T#

K_Tkr=(z[=)G+X*#r*_TD0:G Buyers(sell-side),rKI

Kb=b;c#

3. 9CG+0:6p}7D_T,4iRkr=(z[=)"`p-m"z7-mM

t=G+X*Dd`yZG+D_T#&1C=TBPm:

v Buyers(sell-side)ExecuteBuyers(sell-side)CommandsResourceGroup

v Buyers(sell-side)ExecuteBuyers(sell-side)Views

v CategoryManagersExecuteCategoryManagersCmdResourceGroup

v CategoryManagersExecuteCategoryManagersViews

v ProductManagersExecuteProductManagersCmdResourceGroup

v ProductManagersExecuteProductManagersViews

v SellersExecuteSellersCmdResourceGroup

v SellersExecuteSellersViews

4. ?vyZG+D_TJm_PCG+DC'4PX(DXFw|nrS<#*i4

D)YwpnJ4kyZG+D_TX*,k9Ck>} 1 `,D}L,S

WebSphere Commerce i/\mXF(D0_T13fOiR_T#

*N6p_T.dDStTGAXX*D

KbD)yZG+D_TkJ46pD_TX*(#G(F_TT04(B_TDH

vu~#
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ZZ 75 3DZ 3 ?V, :\m2+TZ(;P,+KbPXJ46pMyZG+D_

TD|`Z],|(gN6p"mbdnpT0Kb|GKKgN`X#
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Z 2 ?V \m2+TO$

>?Vhv(#II WebSphere Commerce >c\m14PD2+TO$Nq#
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Z 4 B v?>c2+T

*v? WebSphere Commerce >cD2+T,IZ WebSphere Commerce dC\mw

PtCNNTB&\:

v 9C0G<,11Zc"zZ3;S$D1NP4n/DC'"*s{GG<X5

3#XZj8E",kNDZ 46 3D:tCG<,1;#

v 9C0\k''1Zc,*sC'ZZ;NG<531|D\k#XZj8E",

kNDZ 47 3D:tC\k'';#

v 9C0\\k#$D|n1Zc,1C'}ZKPf0KP8(|nDks1,*

sC'dk\k#XZj8E",kNDZ 47 3D:tC\\k#$D|n;#

v 9C0}]b|B$_1Zc,|B WebSphere Commerce }]bPDS\}](}

g\kMEC(E")T0LR\?#XZj8E",kNDZ 48 3D:|BS\

}];#

v 9C0;f>cE>#$1Zc,\x|,8(*;JmDtTrV{DNNC'

ks#XZj8E",kNDZ 49 3D:tC;f>cE>#$;#

v (}tCCJG<,lY6pvT WebSphere Commerce DNN2+T~2#XZj

8E",kNDZ 51 3D:tCCJG<;#

"R,IZ WebSphere Commerce \mXF(D02+T1B-K%PtCTB&\:

v (}9C0J'_T13f4hC>cDJ'_T,T(ekJ'`XD9CPD

_T#XZj8E",kNDZ 52 3D:hCJ'_T;#

v 9C0\k_T13f4hC>cD\k_TTXFC'D\k!qXw(v1T

U WebSphere Commerce }]b4O$C'1)#XZj8E",kNDZ 52 3D

:hC\k_T;#

v 9C0J'x(_T13f4hC>cDJ'x(_TTuY#0C'J'2+D

za(v1TU WebSphere Commerce }]b4O$C'1)#XZj8E",kN

DZ 53 3D:hCJ'x(_T;#

v (}9C0t/2+Tli13f,t/2+TLr,CLrli">}I\|,

1ZD2+T~<DY1 WebSphere Commerce D~#XZj8E",kNDZ 54

3D:t/2+Tli;#

XZ`XEnDE",kND WebSphere Commerce *zozPDTBwb:

v dC\mw

v WebSphere Commerce dCD~

v \mXF(

v 2+T

XZ`XNqDE",kND WebSphere Commerce *zozPDTBwb#

v t/dC\mw

v r*\mXF(
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XZ Internet Information Services(IIS)Web ~qwD2+T"bBn

"bBn

g{zZ9C WebSphere Commerce D,19C IIS Web ~qw,G4Mh*

"bTB2+T"bBn,"I!(ik)T9 WebSphere Commerce }]DN

N2+~<o=n!#

Jb:T IIS Web ~qw,Tib?<DAmI(a)KCJ JSP D~4zkD({#

*Kh9BX JSP 4zk,g{z}Z9C IIS Web ~qw,rXkZomO+ Web

3fD2,Z]M/,Z]V*#bGr* IIS 2+TGyZ?<;C,x;GD~`

MD#Z1! IIS dCB,<qD~M JSP D~;Z%;p{DBf#;IZCZb

T?D1EI9C1!dC#

bv=8:#$yPD Web PCJ4,12,Z]*F=;,D;PAmI(Dib

?<1,/,Z]Xk9C;P4PmI((;IA)Dib?<4CJ#XZZi

b?<OhCmI(D|`E",kND IIS ozE"PD8>E"#9(izN<

Microsoft® Corporations XZ2+T9!MdC_TDnBD5#

2+TS<

9C WebSphere Commerce D3)2+T&\.0,*szZI9CC&\.0*Lj

(eX*DS<#TBE"hvgN(eBPS<:

v G<,1(kND:G<,1;)

v \k''(kNDZ 45 3D:\k'';)

v \\k#$D|n(kNDZ 45 3D:\\k#$D|n;)

v ;f>cE>#$(kNDZ 46 3D:;f>cE>#$;)

XZ4(S<M*"Lj0(D;cE",kND6WebSphere Commerce Lj*"8

O7#

G<,1

*9CG<,12+T&\,h**Lj(e L o g i n T i m e o u t E r r o r V i e w M

ReLogonFormView S<#

LoginTimeoutErrorView
g{G<,1E";}7,r WebSphere Commerce a+C'D/@wX(r=KS

<#g{"zKiv,rI\Gr*PK[DK cookie#

m 2. LoginTimeoutErrorView tT
ECConstants.EC_LOGIN_TIMEOUT_ERROR_MSGCODE

1 ''1dhC*msD5#

2 G<1dhC*msD5#

3 ''rG<1dhC*msD5#
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ReLogonFormView
ZC'a0''srC'T>KS<#|h*rC'a)m%TdkC'DG<j6

M\k#a;4%+wC Logon |n#9&P0!{14%+C'X(r=m;3f,

Zs`}ivBGLj0(3f#

ReLogonFormView ;PtT#

m 3. ReLogonFormView m%tT
ECUserConstants.EC_UREG_LOGONID C'G<j6#

ECUserConstants.EC_UREG_LOGONPASSWORD C'G<\k#

ECUserConstants.EC_RELOGIN_URL Za)D>$^'DivBT>D URL#s`}ivB,G

KS<D{F#

ECConstants.EC_STORE_ID Ljj6#

ECConstants.EC_URL ZydkD>$tZm;C'DivBT>D URL#s`}

ivB,b&GLjw3,rGCZLjG<3fPD,;

URL#

\k''

*9C\k''2+T&\,h**Lj(e ChangePassword S<#

ChangePassword
ZC'\kQ''DivBT>KS<#|&rC'a)m%Tdk10(Q''

D)\kMB\k#0a;14%wC ResetPassword |n#9&P0!{14%+C

'X(r=m;3f,Zs`}ivBGLj0(3f#

m 4. ChangePassword tT
ECConstants.EC_PASSWORD_EXPIRED_FLAG

1 C'\kQ''#*K,CZ\k|D&\DS

<xVKS<(r*|GG`,D),h*Kt

T#CZ\k|DDS<IIC'wC,xZb

=VivB8(xKS<D JSP &G;yD#*

K7(T>DvS<,JSP &iRKtT#

null tT;G;Z URL O#bG}#D\k|DP*

ECUserConstants.EC_UREG_LOGONID 10C'G<j6#

ECConstants.EC_LOGIN_RETURN_URL ZI&X|DK\k.s,+/@wX(rAD URL#K

URL +;+]={*

ECConstants.EC_URL DYw|n#

m 5. ChangePassword m%tT
ECUserConstants.EC_UREG_LOGONID C'DG<j6#Q+10G<j6+]=S<P#

ECUserConstants.EC_UREG_LOGONPASSWORDOLD I\k#

ECUserConstants.EC_UREG_LOGONPASSWORD B\k#

ECUserConstants.EC_UREG_LOGONPASSWORDVERIFY B\ki$#

ECConstants.EC_URL ZI&X|DK\k.s,+C'X(rAD URL#Q+5+]=S<

P#

ECUserConstants.EC_RELOGIN_URL Z\k|D;I&DivB+/@wX(rAD URL#

\\k#$D|n

*9C0\\k#$D|n12+T&\,h**Lj(e PasswordReEnterErrorView

M PasswordReEnterFormView S<#

PasswordReEnterErrorView
KS<CZTB=8:

v C'4\a)}7D\kRQ"z#
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v O$Q'\#

Z=VivB,C'<&1Pl((}103fOD4SLx=m;3f#

m 6. PasswordReEnterErrorView tT
ECConstants.EC_PASSWORD_REREQUEST_MSGCODE

0 1T<O$C'1"zJb#

null tT;G;Z URL O#C'4\a)\kRQ"z#

PasswordReEnterFormView
ZC'"T4P\\k#$D|n1T>KS<#|&rC'a)m%Tdk\k#

&P=vdkVNTdk\k#

m 7. PasswordReEnterFormView tT
ECConstants.EC_PASSWORD_REREQUEST_URL 9Cm%D0a;14%KPK URL#

ECConstants.EC_PASSWORD_REREQUEST_MSGCODE {"zk,|8(T>xC'D{":

1 dkD\k;%d#

2 4dk\k#

3 dkK;}7D\k#

Yw:+K URL w*N}+],N}{*:

m 8. PasswordReEnterFormView m%tT
ECConstants.EC_PASSWORD_REREQUEST_PASSWORD1 Z;v\k#

ECConstants.EC_PASSWORD_REREQUEST_PASSWORD2 Z~v\k#

;f>cE>#$

* 9 C ; f > c E > ` F 2 + T & \ , h * * L j ( e

ProhibitedAttrsErrorView"ProhibitedCharacterErrorView M ProhibCharEncodingErrorView

S<#

ProhibitedAttrsErrorView
ZIZks|,{9DtTx4&mksDivBrC'T>KS

<#

ProhibitedCharacterErrorView
ZIZks|,{9DV{x4&mksDivBrC'T>KS<

ProhibCharEncodingErrorView
|kOvD ProhibitedCharacterErrorView `,#

tCG<,1

":**Lj9CG<,12+T&\,h*gZ 44 3D:G<,1;yv*Lj(

e LoginTimeoutErrorView M ReLogonFormView S<#

9CdC\mwD0G<,11Zc4tCr{CG<,1&\#1tCK&\1,

+S53P"zZS$1dNZ&ZGn/4,D WebSphere Commerce C',"ks

{XBG<#g{C's4G<I&,r WebSphere Commerce KPCC'T0"vD

-<ks#g{C'G<'\,rOz-<ks,C'T;&ZS53"zD4,#
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k"b,TZ WebSphere Commerce $_(}g\mXF("WebSphere 3WSYw

H),G<,1;rC'T>XBG<3f#xGXU/@w0Z,IC'T:v(

GqG<X$_#rK,Z$_DivB,;&mC'a;D-<ks#

*tCK&\:

1. t/dC\mw"gBiz=5}D0G<,11Zc:WebSphere Commerce >
host_name > 5}Pm > instance_name > 5}tT > G<,1

2. *$nG<,1&\,k%wtC4!r#

3. Z051VNdkG<,15(k})#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

k"bG<,15TAk*%;f"Z instance.xml D~P,xdC\mwPD5GT

k*%;dkD#

tC\k''

":*9C\k''2+T&\,h*gZ 45 3D:\k'';yv*Lj(e

ChangePassword S<#

9CdC\mwD0\k''1Zc4tCr{C\k''&\#1tC\k''

1,g{C'D\kQ}Z,r*s WebSphere Commerce C'Dd{GD\k#ZK

ivB,C'a;X(r=*s{G|D\kD3f#C'*\;CJ>cODNN

2+3f,XkH|D{GD\k#*tCK&\:

1. t/dC\mw"gBiz=5}D0\k''1Zc:WebSphere Commerce >
host_name > 5}Pm > instance_name > 5}tT > \k''

2. *$n\k''&\,k%wtC4!r#

3. *+ywD|D&C=dC\mw,k%w&C#

4. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

5. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

tC\\k#$D|n

":*9C0\\k#$D|n12+T&\,h*gZ 45 3D:\\k#$D|

n;yv*Lj(e PasswordReEnterErrorView M PasswordReEnterFormView S

<#

9CdC\mwD0\\k#$D|n1Zc4tCr{C0\\k#$D|n1&

\#1tCK&\1,WebSphere Commerce aZLx&mks(CksKP8(D

WebSphere Commerce |n).0,*sG<= WebSphere Commerce D"aC'd

kd\k#

Z 4 B v?>c2+T 47



/f:dC\\k#$D|n1,T>Z|n!qPmPD;)|nII;cC'r

Y1C'4P#+K`|ndC*\\k#$+^F;cC'MY1C'Tb)|n

DKP#rK,Z+|ndC*\\k#$1,&1ww#

*tCK&\:

1. t/dC\mw"gBiz=5}D0\\k#$D|n1Zc:WebSphere
Commerce > host_name > 5}Pm > instance_name > 5}tT > \\k#$

D|n

2. Z0#f1!n(P:

a. *$n0\\k#$D|n1&\,k%wtC#

b. Z0XT1VNPdkXTN}#(XTN}D1!5G 3#)

3. Z0_61!n(P:

a. S0\\k#$D|nPm10ZDPmP!q#{#$D WebSphere Commerce

|n,"%wmS#y!qD|naPZ010\\k#$DPm10ZP#

b. g{#{TNN WebSphere Commerce |n{C\k#$,kZ010\\k#

$D|nPm10ZP!qC|n,"%w}%#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

":WebSphere Commerce ZIC|nPmP+vT>Z URLREG mP8(*QO$r

hCK https j>D|n#

|BS\}]

9CdC\mwD0}]b1Zcya)D0}]b|B$_1,Zx(5}D;v

r`v WebSphere Commerce }]bP|DLR\?"|ByPS\D}](g\kr

EC(E)#*9CC$_:

1. t/dC\mw"gBiz=8(D}]bu?:WebSphere Commerce >
host_name > 5}Pm > instance_name > 5}tT > }]b > database_name

2. CsjR|%w database_name "!qKP}]b|B$_

v !q|BK5}DyP}]b4(F!(5}DyP}]bDS\}]#

400 r* iSeries 'V%}]bdC,rKbv!n;JCZ iSeries#

v (}SB-PmP!q}]b,"!q|B!(D}]b,4(FX(}]bD

S\}](1!5)#

3. S0Ywn1rP!q#{KPDYw,"Z0N}1VNPnkXhDE":

Yw N} XhDYw
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|DLR\? IDLR\? dkZ4(10 WebSphere Commerce 5}1

9CDVPLR\?#

BDLR\? dkBDLR\?#bG 16 ;.yxF}V,

T)dC\mwXBS\10QS\}]#L

R\?AYXkP;vV8}VV{(a = f)

M;v}VV{(0 = 9)#NNV8}VV{

<XkT!4V8N=dk,,;V{Z,;

PP;\dkDNTO#

4. %w7(T!(D WebSphere Commerce }]brTyP WebSphere Commerce }

]bKP}]b|B$_#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

tC;f>cE>#$

":**Lj9C;f>cE>2+T&\,h*gZ 46 3D:;f>cE>#$;

yv*Lj(e ProhibitedAttrsErrorView"ProhibitedCharacterErrorView M

ProhibCharEncodingErrorView S<#

9CdC\mwD0;f>cE>#$1Zc4tCr{C5}D;f>cE>#

$# 1tC1,;f>cE>#$\xNN|,8(*;JmDtTrV{.DC'k

s#ITZdC\mwDKZcP8({9DtTrV{.#2I(}JmX(|n

D8(tT5|,{9DV{.,S;f>cE>#$PE}C|n#1!ivB,

;f>cE>#$G{CD#

/f:;f>cE>#$G^FT&\,r*|+^FyZdCD|nD4P# C&\

;li24tTrV{.Q(e*{9,rK1zdC|1,k7#{9DtT;G

I|n9CDG)tT#9k7#{9DV{.;G(#+]x|nDG)5#dC

K&\1kqbww#

*tCK&\:

1. t/dC\mw"gBiz=5}D0;f>cE>#$1Zc:WebSphere
Commerce > host_name > 5}Pm > instance_name > 5}tT > ;f>cE

>#$

2. 9C0#f1!n($n0;f>cE>#$1&\,gBy>:

a. %wtC#

b. *mS#{T WebSphere Commerce |n{9DtT,kCsjR|%w0{9

DtT1m"!qmSP#dk#{{9DtT#?PvI8(;vtT#

c. *S0{9DtT1mP}%tT,kZmP;vT>"CsjR|%w|,

CtTDP,"!q>}P#

d. *mS#{T WebSphere Commerce |n{9DV{.,kCsjR|%w0{

9DV{1m"!qmSP#mS#{{9DV{.#?PvI8(;vV{

.#

e. *S0{9DV{1mP}%V{,kZ0{9DV{1mP;vT>"Cs

jR|%w|,CV{DP,"!q>}P#
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"b:1!ivBZ0{9DV{1VNP8(KTBV{.#b)V{.Zqb

D;f>cE>`F%wPn#CwE>`FjG:

v <SCRIPT

v &lt;SCRIPT

v <% M &lt;%

.

3. gB(}CX(|nD8(tTD5|,{9DV{.,49C0_61!n(S

;f>cE>#$PE}C WebSphere Commerce |n:

a. S0|nPm1rP!q|n#

b. dkC:EVtD;PtT(Z0E}tTDPm10ZP,{9DV{Tb

)tTGJmD)"%wmS#

c. *,,tT;p}%;v|n,kS0E}|nDPm10ZP!qC|n"

%w}%#

9IT(}!qtT"%w}%,4}%|nDX(tT#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

":

1. 1|nS;f>cE>#$PE}1,+9C HTML {E`kT8(tTD5xP

`k#}g,|n cmd1?user=<Thomas> `k* ascmd1?user=&#60;Thomas&#62;

2. 1Z0{9DV{1VNP8(V{.1,k"b:

v 3;V{rPg{q- URL `kj<,rI}pCV{.*;*%vV{#}

g,V{. <%bb +*;*V{. <X,dP X G.yxFm>5* HEX ’bb’

(.xF 187)D%vV{#ZKivB,g{V{. <%bb Z URL P+],

;f>cE>#$+;a6qCV{.#

v 3;V{rPg{;q- URL `kj<,rI}pV{.*;'\#}g,V{

. <%gg +}p*;'\,r* HEX ’gg’ ;GP'D.yxF5m>#ZKi

vB,V{. <%gg +}pl#,<B^[tC;f>cE>#$kq,T|,K

V{.D URL ks;P`&#

>}:k<GTB>}:

v {9DV{.:<SCRIPT"<%

{9DtT:mycomment"description

|n 4,

cmd1?description=Available... \x

cmd2?userid=Thomas... S\

cmd3?mycomment=<SCRIPT>... \x

cmd4?password=<%...%>... \x

v g{#{Jm cmd1 |nDtT text |,{9DV{.(<SCRIPT"<%),xTd|

tT(gtT txt)r;Jm,G4ITE} cmd1 "+ text 8(*}bDtT#
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|n 4,

cmd1?text=<SCRIPT>... S\

cmd1?text=<%...%>... S\

cmd1?txt=<SCRIPT>... \x

cmd1?txt=<%..%>... \x

tCCJG<

1tC1,CJU>G<&\G<= WebSphere Commerce ~qwDyPxkks,r

_vG<<BCJe;Dks#CJe;D>}G:O$'\"4P|nD(^;

;,r_XBhC%4K>c\kfrD\k#tC1,CJU>G<9 WebSphere

Commerce \m1\;lYX6pvT WebSphere Commerce 53D2+T~2#

1"zO$'\rZ('\B~1,+TBE"G<=CJU>D~}]bm

ACCLOGMAIN M ACCLOGSUB P:

v M'zwz{

v KP|nD_Lj6

v M'zC'j6

v B~"z1d

v KPD|n

v *dKP|nDLj

v Td4PYwDJ4

v CJXFliDa{

*tCCJG<,k4PTBYw:

1. t/dC\mw

2. !q wz{ > 5} > Instance_List,;sr*i~D~P#

3. !q AccessLoggingEventListener#

4. Z0#f1feP,$ntCi~4!r#

5. !q0_61fe"tCt/#

6. %w&C#

7. KvdC\mw#

8. XBt/ WebSphere Application Server#

*|DU>D~Ds!,r8(GqG<yPks,h*V$`-;Z WebSphere

Commerce 5}S?<PD WebSphere Commerce 5}D instance.xml D~:

1. Z`-wPr*5}D instance.xml D~#

2. (;TBZc,CZc;Z <LogSystem>/<activitylog> ZcP:

<accessLogging cacheSize="aa" logAllRequests="bbbbb" />

dP:

v aa G{}5,8(+u?4k}]b0+G<=ZfPDu?Dns}?#(#

OsD}5+<BTZCJG<DT\Dx#1!5G 32#
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v bbbbb G true r false#5* true 48G<yPxkks#5* false 48

vG<CJe;#*@9}`Dr;X*DG<,(i9C false 5#v13I

>cfZO$Jbr2+T%}1E9C true#1!5G false#

3. 1jI|B1,#f WebSphere Commerce 5}D instance.xml D~#

4. XBt/ WebSphere Application Server#

ZTB>}P,CJG<Zr}]bmG<u?.0,ZZfP#f 3 vu?#"R,

|G<= WebSphere Commerce ~qwDyPxkks:

<accessLogging cacheSize="3" logAllRequests="true" />

hCJ'_T

WebSphere Commerce \mXF(D0J'_T13fJmzhCJ'_T#K3fP

vKyPVPDJ'_T,|(1!ivBf WebSphere Commerce a)DNN$)e

DJ'_T#J'_T(ekJ'`XD_T,}g\kMJ'x(_T#ZK3f

O:

v I(}%wB(4(BDJ'_T#

v IT(}ZPmP!q_T"%w|D4|DVPDJ'_TXw#

v IT(}ZPmP!q_T"%w>}4>}VPK'_T#

*4(BDJ'_T:

1. r* WebSphere Commerce \mXF(#

2. S\mXF(D02+T1B-K%P,%wJ'_T#

3. ZJ'_T3fO,%wB(44(BDJ'_T#

4. Z0{F1VNPdkJ'_T{F(}g my_account_policy)#

5. S0\k_T1K%P,!q$HfZD\k_T#

6. S0J'x(_T1K%P,!q$HfZDJ'x(_T#

7. %w7(#

;)4(KJ'_T,rI+_T8(xC'#k"bg{J'_TZ9CP(4Q

+K'_T8(xC')DivB;\>}J'_T#

XZ=SE",kNDZ 55 3D:1!DO$_T;#

hC\k_T

WebSphere Commerce \mXF(D0\k_T13fCz\;XFC'D\k!qT

c(e\kDXw,47#\k{O>cD2+T_T#K3fPvKyPVPD\

k_T,|(1!ivBf WebSphere Commerce a)DNN$)eD\k_T#

\k_T(e\kXkq-DtT#\k_T?F5)TBu~:

v C'j6M\kGq\;%d#

v ,xV{DnsvVN}#

v NbV{Dn`vVN}#

v \kDns9CY|#

v V8V{Dn!}?#
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v }VV{Dn!}?#

v \kDn!$H#

v GqIXB9CC'H0D\k#

v IT(}%wB(4(BD\k_T#

v IT(}ZPmP!q_T"%w|D4|DVPD\k_TXw#

v I(}ZPmP!q\k_T"%w>}4>}VP_T#

*4(BD\k_T:

1. r* WebSphere Commerce \mXF(#

2. S\mXF(D02+T1B-K%P,%w\k_T#

3. ZJ'_T3fO,%wB(44(BD\k_T#

4. Z0{F1VNPdk\k_T{F(}g my_password_policy)#

5. 4h*|BTBZ]T^D:o_1!5PDNb5:

v C'j6M\k\q%d?(eC'j6M\kGq\;j+;y#SPmP!

qGrq#

v ns,xV{dkN}#(e\kP,xV{DnsvVN}#n!5G 2 v,

xV{#}g,g{5* 2,rC'^(dkng aaabc D\k#

v NbV{Dn`vVN}#(e\kP,;V{IvVDn`N}#n!5GV

{vV 1 N#}g,g{5* 2,rC'^(dkng abcaabc D\k#

v \kDns9CY|#(e\kIfZDns1d(Tl*%;)#n!5G 1

l#ZK1dN.s,+a>C'|D\k#

v V8V{Dn!}?#(e\kPh*fZDV8V{Dn!}?#n!5G 0

vV8V{#

v }VV{Dn!}?#(e\kPh*fZD}VV{Dn!}?#n!5G 0

v}VV{#

v \kDn!$H#TV{*%;(e\kDn!$H#n!5G 1 vV{#

v GqIXB9C\k? (eGqIXB9CC'H0D\k#SPmP!qGr

q#

6. %w7(#

":

1. Z\k_T}Z9CP(4Q+\k_T8(xC')DivB;\>}\k_

T#

2. v1TU WebSphere Commerce }]bO$C'1E?F5)\k_T#

XZ=SE",kNDZ 55 3D:1!DO$_T;#

hCJ'x(_T

WebSphere Commerce \mXF(D0J'x(_T13fJmz* WebSphere

Commerce ZD;,C'G+hCJ'x(_T#K3fPvKyPVPDJ'x(_

T,|(1!ivBf WebSphere Commerce a)DNN$)eDJ'x(_T#J'

x(_TZTJ't/KqbYwDivB+{CCC'J',TcuYYw#0J

'2+Dza#
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J'x(_T?F5)TBn:

v J'x(P5#bG{CJ'0^'G<"TD}?#

v ,x'\G<SY#bGZ=N"TG<'\.s,;JmC'G<D1dN#T

?v,xDG<'\,4dCD1dSY5(}g 10 k)4vSSY#

*hCJ'x(_T:

1. r* WebSphere Commerce \mXF(#

2. S\mXF(D02+T1B-K%P,%wJ'x(_T#

3. 0J'x(_T13fPvKyPVPDJ'x(_T#ZK3fO:

v I(}%wB(4(B_T#

v I(}ZPmP!q_T"%w|D4|DVP_TDXw#

v I(}ZPmP!q_T"%w>}4>}VP_T#

TZB(DJ'x(_T,Z0J'x(_T13fP:

1. Z0{F1VNPdkJ'x(_T{F(}g my_policy)#

2. Z0J'x(P51VNPdkJ'x(P5#}g,dk 6(4 6 N"T)

3. Z0H}1d1VNPTk*%;dk,x'\G<SY#}gdk 10(4 10

k)#

4. %w7(#

":

1. k"bg{J'x(_TZ9CP(4Q+K'_T8(xC')DivB;\>

}J'x(_T#

2. v1TU WebSphere Commerce }]bO$C'1E?F5)J'x(_T#

t/2+Tli

400 K&\;JCZ WebSphere Commerce for iSeries#

WebSphere Commerce \mXF(D0t/2+Tli13fJmzV$Xt/2+T

Lr,CLrli">}I\|,1ZD2+T~<DY1 WebSphere Commerce D

~#(#2+TLrw*QwHw5KP,RZ1!ivBhC*?BKP;N#

*wC2+TliLr:

1. r* WebSphere Commerce \mXF(#

2. S\mXF(D02+T1B-K%P,%w2+TliLr#

3. Z0t/2+Tli13fO,%wt/#

2+TliDa{,|(LrI!DyPYw,<4k02+TliU>10ZT0

;Z logs S?<D sec_check.log D~P:

AIX Linux Solaris WC_installdir/instances/instance_name/logs

Windows WC_installdir\instances\instance_name\logs
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Windows ZG Windows =(O,I WebSphere Commerce T/hCD~mI(,T

94Z(C';\CJtPD~#Z Windows =(O,h*gBV$hCmI(#K

}L7#;P\m1iETtPD~_PA/4/4P({:

1. Z Windows J4\mwP,CsjR|%w drive:\WebSphere D~P#

2. %wtTM2+T#1!ivB0Everyone1iTKD~P_PyPmI(#

3. %wmS#

4. T>;v0Z(!qC'"Fcz...)#ZK0ZP,!q Administrators i#

":K&I\P;)b<,},r*zI\4= Administrator w*;vC'vV,

+Gzh*mS Administrator i,x;G Administrator C'#

%wmS;s%w7(#

5. Z02+T1!n(P,QmSK Administrators i#h*}%0Everyone1#!q

Everyone,R;!qT>0JmILPDmI(....1=r

6. ZT>D02+T10ZP%w}%#

dC\mw PDI S\VN

dC WebSphere Commerce 5}1,(iz!q0PDI S\14!r#tC0PDI S

\1VNr8(&1T ORDPAYINFO M ORDPAYMTHD mPDE"xPS\#(}!qC

4!r,'6E"TS\q=f"Z WebSphere Commerce }]bP#

1!DO$_T

WebSphere Commerce a)K=v1!DO$_T:

v ::o_;

v Z 56 3D:\m1;

:o_

:o_D1!J'_T|,:o_D1!J'x(_TM1!\k_T#

:o_D1!J'x(_T|,TB1!tT:

tT 1!5

J'x(P5 6 N"T

,x'\G<SY 10 k

:o_D1!\k_T|,TB1!tT:

tT 1!5

C'j6M\kGq\;%d N(;,|G;%d)

,xV{DnsvVN} 3 vV{

NbV{Dn`5}} 4 v5}

\kDns9CY| 180 l

V8V{Dn!}? 1 vV8V{

}VV{Dn!}? 1 v}VV{
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tT 1!5

\kDn!$H 6 vV{

GqIXB9CC'H0D\k N(;,;ITXB9C|)

r4PT"aD:o_VdK1!D:o_O$_T * :o_#

\m1

\m1D1!J'_T|,\m1D1!J'x(_TM1!\k_T#

\m1D1!J'x(_T|,TB1!tT:

tT 1!5

J'x(P5 3 N"T

,x'\G<SY 20 k

:o_D1!\k_T|,TB1!tT:

tT 1!5

C'j6M\kGq\;%d N(;,|G;%d)

,xV{DnsvVN} 3 vV{

NbV{Dn`5}} 4 v5}

\kDns9CY| 90 l

V8V{Dn!}? 1 vV8V{

}VV{Dn!}? 1 v}VV{

\kDn!$H 8 vV{

GqIXB9CC'H0D\k N(;,;ITXB9C|)

rf WebSphere Commerce a)D1! wcsadmin \m1C'VdK1!DO$_T

* \m1#
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Z 5 B a0\m

Web /@wMgS;W>c9C HTTP xP(E#r* HTTP G^4,-i(b4?

v|ny@"4Px^h*@K0"zDNN|n),rKXk*P;V=(IT\

m/@wKM~qwK.dDa0#

WebSphere Commerce 'V=V`MDa0\m:yZ cookie T0 URL X4#\m

1IT!qv'VyZ cookie Da0\m,r_!q,1'VyZ cookie M URL X

4Da0\m#g{ WebSphere Commerce v'VyZ cookie,r:o_D/@wX

k\;S\ cookie#g{,1!qKyZ cookie M URL X4,r WebSphere

Commerce +H"T9C cookie \ma0;g{:o_D/@whC*;S\ cookie,

r9C URL X4#

yZ cookie Da0\m

19CyZ cookie Da0\m1,Web ~qw+|,C'E"D{"(cookie)"M

=/@w#1C'"TCJ3)3f1,+K cookie "MX~qw#(}+ cookie "

MX4,~qw\;j6C'T0Sa0}]bPlwC'a0,xx,$C'a

0#yZ cookie Da0ZC'"zrXU/@w1ax#yZ cookie Da0\mG2

+DR_PT\ODEc#yZ cookie Da0\mG2+D,r*|9Cv(} SSL

w/Dj6jG#yZ cookie Da0\ma)KTxDT\f&,r* WebSphere

Commerce _Y:fzFv'VyZ cookie Da0(x;'V URL X4)#TZ:o

_a0,(i9CyZ cookie Da0\m#

g{;Z9C URL X4,R#{7#C'Z{GD/@wOtCK cookie,kZdC

\mwD0a0\m13fO!P Cookie S\bT#ba(*:o_,g{{GD/

@w;'V cookie,r_g{{GXUK cookie,G4{G+h*'V cookie D/@

w4/@ WebSphere Commerce >c#

vZ2+T-r,yZ cookie Da0\m9C=V`MD cookie:

v G2+a0 cookie

CZ\ma0}]#|,K9l cookie 1Da0j6"-LoT"10LjM:o

_W!uR#K cookie IZ SSL rG SSL ,SBZ/@wM~qw.dw/#P

=V`MDG2+a0 cookie:

– WebSphere Application Server a0 cookie GyZ servlet HTTP a0j<D#

WebSphere Application Server cookie Z`Zc?pP#f=Zfr}]bP#X

Z|`E",kZ WebSphere Application Server E"PD

(http://www.ibm.com/software/webservers/appserv/infocenter.html)PQ

w0session management1#

– WebSphere Commerce a0 cookie TZ WebSphere Commerce GZ?D,"R

;#f=}]b#

*!q9CNV`MD cookie,kZdC\mwD0a0\m13fO!q WCS r

WAS w* Cookie a0\mwN}#

v 2+O$ cookie
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CZ\mO$}]#O$ cookie (} SSL w/,RrOK1dAGTo=ns2+

T#K cookie CZ?14PtP|n(}gksC'EC(EkD DoPaymentCmd)

1O$C'#K cookie I\I4Z(C'ACDgUQ+!/#?1yZ cookie D

a0\m}Z9CP1,<UI WebSphere Commerce zIO$zk cookie#

*i42+3f,h*a0MO$zk cookie =_#

TZ cookie ms,ZTBivBwC CookieErrorView:

v C'Sm;;C9C,;G<j6G<#

v cookie Q;F5M/r;[D#

v g{+ cookie S\hC*0true1 xC'D/@w;'V cookie#

+ cookie CZa0\m

*Z WebSphere Commerce P9C cookie,k4PTBYw:

1. r*dC\mw#

2. !q5},;sr*a0\mD~P#

3. !qJ1Da05#

v Cookie S\bT

!qK4!r4liTZv'V cookie D>c,M'D/@wGqS\ cookie#

v Cookie a0\mw

!q#{G WebSphere Commerce 9G WebSphere Application Server 4\m

cookie#1!5G WebSphere Commerce#

– WebSphere Application Server a0 cookie GyZ servlet HTTP a0j<D#

WebSphere Application Server cookie Z`Zc?pP#f=Zfr}]bP#

XZ|`E"#kZ WebSphere Application Server E"PD

(http://www.ibm.com/software/webservers/appserv/infocenter.html)

PQw0session management1#

– WebSphere Commerce a0 cookie TZ WebSphere Commerce GZ?D,

R;#f=}]bP#

4. %w_6!n(#!qJ1Da05#

v Cookie 76

8( cookie D76,|G cookie &;"M=D URL DS/#(#;\|DK

VN#

XZ cookie 76Dj8E",kND Netscape D Cookie f6M RFC 2109#

v Cookie r

8(;vr^F#=#(#;\|DKVN#

Kr8(&Ci4 cookie D~qw#1!ivB,v+ cookie "MX"vb)

cookie D WebSphere Commerce Server#1!ivB,v+ cookie 5X=#f

b) cookie Dwz#8(r{#=+2GK1!5##=XkTc*<,RXk

| , A Y = v c # # = v k , v p < c ; v d k D Z ] ` % d # } g ,

0.ibm.com1GP'D,"Rk0a.ibm.com1M0b.ibm.com1%d,+;k

0www.a.ibm.com1%d#XZr#=Dj8E",kND Netscape D Cookie

Specification M RFC 2109#

5. %w&C#
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6. XUdC\mw#

7. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

URL X4

9C URL X41,Z5X=/@wr_qCX(rDyP4Ss=SKa0j6#1

C'%wb)4S1,+X4q=D URL w*M'zksD;?V"M=~qw#

servlet }f6p URL PDa0j6,"#f|CZ*CC'q!}7DTs#*9C

URL X4,;\+ HTML D~(_P .html r .htm )9{DD~)CZ4S#*

9C URL X4,Xk+ JSP D~CZT>?D#9C URL X4Da0Z:o_"z

1''#

":WebSphere Commerce /,_Y:fk URL X4^(%Yw#1 URL X4r*

1,zh*{C WebSphere Commerce /,_Y:f#XZ|`E",kND

6WebSphere Commerce \m8O7PXZ/,_Y:fDBZ#

9C URL X4a0\m

*8(&gN\ma0,k4PTBYw:

1. r*dC\mw#

2. !q5},;sr*a0\mD~P#

3. !qJ1Da05#

tC URL X4#!qK4!rT9C URL X4xPa0\m#

Cookie a0\mw#!q WebSphere Application Server#

4. %w&C#

5. XUdC\mw#

6. (} WebSphere Application Server \mXF(,H#9;sXBt/ WebSphere

Commerce ~qw5}#

* URL X4`4 JSP #e

g{#{9C URL X4,$a04,,k;*Z? HTML D~P|,A Web &C

Lrw?VD4S#K^FGX*D,r*Z? HTML D~P;\9C URL `k#

*9C URL X4,$4,,a0ZdC'ksD?v3fXk_P Java bMwIm

bDzk#g{Z Web &CLrM>cD;?VP_PC'I\Za0ZdCJDK

`? HTML D~,k+|G*;* JSP D~#b+0l=&CLr`4_,r*k9

C cookie ,$a0;,,9C URL X4,$a0*s&CLrPD?v JSP #eX

kT <A> jGOD?v HREF tT9C URL `k#g{&CLrPD;vr`v JSP

#e;wC encodeURL(String url) r encode RedirectURL(String url) =(,r+

*'a0#

`44S

9C URL X41,Z5X=/@wr_X(rDyP4Ss=SKa0j6#}g,

Z Web 3fPK4S:

<a href="store/catalog">

X4*
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<a href="store/catalog;$jsessionid$DA32242SSGE2">

1C'%wK4S1,+X4q=D URL w*M'zksD;?V"M=~qw#

servlet }f+ ;$jsessionid$DA32242SSGE2 6p*a0j6,"#f|CZ*CC'

q!}7D HttpSession Ts#

TB>}T>K Java zkITgN6k= JSP D~P:

<%
response.encodeURL ("/store/catalog");
%>

*X45X=/@wD URL,kZ+ URL "M=dvw.0,wC JSP #ePD

encodeURL() =(#}g,g{;9C URL X4D JSP #e_P:

out.println("<a href=\"/store/catalog\">catalog</a>")"

k+.f;*:

out.println("<a href=\"");
out.println(response.encodeURL ("/store/catalog"));
out.println("\">catalog</a>");

*X4X(rD URL,kwC encodeRedirctURL() =(#}g,g{ JSP #e_P:

response.sendRedirect (response.encodeRedirectURL ("http://myhost/store/catalog"));

r encodeURL() M encodeRedirectURL() =(G HttpServletResponse TsD;?

V#Zb=VivB,b)wCZT URL xP`k0+liGqdCK URL X4#

g{4dC,r|5X-< URL#

` 4 m % : * ` 4 C Z a ; D m % , k T m % # e D A C T I O N j G w C

response.encodeURL("Logon");#}g:

String strLoginPost = response.encodeURL("Logon");
<FORM NAME="Logon" METHOD="post" ACTION= <%= strLoginPost %> >
...
</FORM>

`4W3: xk3f((#Gw3);\|,r\#g{#{ZLjP9Cr\,I

T+^r\3f(_PALjD4S)w*LjDxk3f#;x,g{Lj759

Cr\RM'"T;H-}xk3fMCJb)xr\D3f,r{GDa0+*

'#g{M'9CO;34%(vZ_Pr\DivB)5X=xk3f""Bxk

3f,r2I*'da0#"Bxk3f+xh{GBDa0j6#w*O;34%

Dfz,;vX=xk3fD4SGXhD,Toz@9K`a0*'#

Lj6pDa0\m

B<9>K WebSphere Commerce Lj6pD"ay!a9#Lj6pD"a9CCJ

XFG++:o_kLjX*#
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ZLj:oDC';XGCLji/DI1,+h*Zi/Pg]:oG+(4"a

M')#i/Pg]\mG+DC'(#G(}ki/PO6X5kCi/`X*#

}g,YhzP;RLj,gO<PDLj A#9Yh Sue ZLj A :o,Joe GL

j A DM1,{:pK*DLj A D\mBq#*Si/D[cTK=8xP(#,

Joe &CZLj A Di/.B,x Sue r;&C#IZ Sue ;GLj A DM1,y

T Sue G(}9}T:ZLj A i/Pg]:oG+4kLj A `X*D#

Lj(}iRZLjDi/Pg]:oG+DyPC'7(dyP"a:o_#;s

LjDC'\m1ITLx4PLj6'ZDn/(g*LjPDyP"aC'hC

:z),r_4PX(DYw(gXBhC"a=dLjDC'D\k)#

kND< 3PD<,<GTB=8:

v Sue G1!i/DI1,Z*zL A Di/P_P:oG+#*zL A D8i/G

*zLi/#

v *zL A 5PLj A

< 3. Lj6pD"a
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v Sue ;_PZ*zL B Di/PDi/G+

v *zL B 5PLj B

Sue G<=Lj A ",y#;y:o#1 Sue CJLj B 1,Sue w*Y1C';

8(;vLj B DBDa0m]#g{}YNCJLj A,r WebSphere Commerce

9C}H0DLj A a0m]PDE"4\m}Da0#

ZTBu~B,aTLj B XB9CLj A Da0m]:

v Lj A MLj B tZ,;vi/#

v Sue _P;v,1(eZ*zL A M*zL B i/PDG+#
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Z 6 B hCM|D\k

WebSphere Commerce PDs`}i~{C-}Yw53i$DC'j6M\k#XZ

|Db)\kDE",kNDYw53D5#>Bf0gNhCM|D WebSphere

Commerce i~D\k,b)i~;(}Yw53i$C'j6M\k#

C'j6"\kM Web X7lYN<

Z WebSphere Commerce 73P,4P\mYwh*;i;,DC'j6#TBPmh

vKb)C'j6T0|GXk_8D(^#TZ WebSphere Commerce C'j6,9

j6K1!\k#

400 iSeries C'E*D~

Z20MdC WebSphere Commerce 1-#9CMa0=v iSeries C'E*

D~:

v z4(DCZ20 WebSphere Commerce Mt/dC\mwDC'E*D~#

*20MdC WebSphere Commerce,Xk9C USRCLS(*SECOFR) D iSeries

C'E*D~r9C QSECOFR C'E*D~#g{h*4(C'E*D~,

kND iSeries fD6WebSphere Commerce 208O7#

v Z4( WebSphere Commerce 5}1IdC\mw4(DC'E*D~#K

C'E*D~2F*5}C'E*D~#USRCLS(*USER) C'E*D~GZ?

N4( WebSphere Commerce 5}1IdC\mw4(D#g{h*4(C

'E*D~,kND iSeries fD6WebSphere Commerce 208O7#

dC\mwC'j6

dC\mw$_D<Ngf9z\;^D WebSphere Commerce DdC==#

1!DdC\mwC'j6M\kG webadmin M webibm#

AIX Linux Solaris Windows IS WebSphere Commerce zwr_

k WebSphere Commerce Z,;xgODNNzwCJdC\mw#

400 TZ iSeries,ISk iSeries ~qwZ,;xgODNN Windows

zwCJdC\mw#

IBM HTTP Server C'j6

AIX Linux Solaris Windows g{}Z9C IBM HTTP Server,I

(}r* Web /@w"dkTB Web X74CJ Web ~qww3:

http://host_name

g{Q-(F} Web ~qw,rI\h*Zwz{sfdk Web ~qwW3

D{F#

WebSphere Commerce 5}\m1

5}\m1C'j6M\kJCZTB WebSphere Commerce $_:

v WebSphere 3WSYw. *SKP Windows Yw53D6LzwCJ

WebSphere 3WSYw,kr* Internet Explorer Web /@w,"dkTB

Web X7:
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https://host_name:8000/accelerator

v WebSphere Commerce \mXF(. *SKP Windows Yw53D6Lzw

CJ WebSphere Commerce \mXF(,kr* Internet Explorer Web /

@w,"dkTB Web X7:

https://host_name:8002/adminconsole

v WebSphere Commerce i/\mXF(. *SKP Windows Yw53D6L

zwCJ WebSphere Commerce i/\mXF(,kr* Internet Explorer

Web /@w,"dkTB Web X7:

https://host_name:8004/orgadminconsole

TZTO$_,kdkzZ4( WebSphere Commerce 5}1dkD\m1C

'j6M\k#

":Pp}%>c\m1C'j6,RKC'j6&;1_P5}\m1(

^#

WebSphere Commerce *sC'j6M\kq-TBfr:

v \k$HXkAY* 8 vV{#

v \kXk|,AY 1 v}V#

v \kP,;V{;\vV,} 4 N#

v \kP,;V{;\X4,} 3 N#

WebSphere Commerce Payments \m1

120 WebSphere Commerce Payments 1,WebSphere Commerce >c\m

1j6T/8(*'6\m1G+#kq-6WebSphere Commerce 208O7

PD8>E"+0'6r`1P;* WCSRealm(g{P4jIK=h)#

'6\m1G+9C'j6\;XFM\m WebSphere Commerce Payments#

400 "b:

v ;*>}rX|{*5}4(D>c\m1C'j6,2;*|DNN$H

8(D WebSphere Commerce Payments G+,qrk WebSphere Commerce

Payments /I`XD WebSphere Commerce &\+^($w#

Windows Windows C'j6

Windows C'j6Xk_P\m1(^#g{}Z9C DB2®,r|*sC'

j6M\k{OTBfr:

v $H;I,} 8 vV{#

v ;\|,V{ A = Z"a = z"0 = 9"@"#"$ M _#

v ;JmTB._V{(_)*7#

v C'j6;ITGTBb8v%J,^[Gs4"!4rGs!4lO:

USERS"ADMINS"GUESTS"PUBLIC M LOCAL#

v C'j6;IT9CTBNN%J*7,^[s4"!4rGs!4lO:

IBM"SQL M SYS#

v C'j6;ITkNN Windows ~q{F`,#

v C'j6XkZ>XzwO(e,RXktZ>X\m1i#
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v C'j6Xk_P#1?VYw53G+D_6C'(^#

zIT4P20,x^k_P#1?VYw53G+D_6C'(^,+G

DB2 20Lr+^(i$z*0\m~qw18(DJ'#(iNNCZ

20 DB2 DC'J'<_PbV_6C'(^#

X*E"

g{ Windows C'j6;_P\m1(^,r$HsZ 8 vV{,r4

Z>XzwO(e,r53+(*z"zms"+^(Lx20#

g{}Z9C DB2,rz+QKC'j6Cw DB2 }]bC'{(}]bC

'G<j6)#

g{h*4({OTOj<DC'j6,zIS Windows *zozPR=

XZ4( Windows C'j6DE"#

|DdC\mw\k

Zzt/dC\mw1,IT(}ZdkC'j6M\kD0ZP%w^D4|Dd

C\mw\k#

8!=8G,*|DdC\mwC'j6r\k,IP;= WebSphere Commerce 20

76BD bin S?<,"Z|n0ZPdkTB|n:

1. P;= WebSphere Commerce bin S?<:

cd WC55_installdir/bin

2. KP wcs_encrypt E>4qCS\f>D\k:

AIX 400 Linux Solaris

./wcs_encrypt.sh new_password

Windows

wcs_encrypt new_password

3. r* WC55_installdir/instances ?<PD PwdMgr.xml D~,;sCZZ 2 =

PS\DS\\k4^DG=\k#

hC IBM HTTP Server \m1\k

AIX Linux Solaris Windows *hC IBM HTTP Server \m1\k,

1. P;=zzwOD HTTPServer_installdir/bin ?<#

2. dkTB|n:

AIX Linux Solaris ./htpasswd -b ../conf/admin.passwd user password

Windows htpasswd -b conf\admin.passwd user password dP user M password

G#{TZ IBM HTTP Server 5P\m(^DC'j6M\k#

Z 6 B hCM|D\k 65



VZQ-I&XhCK IBM HTTP Server \m\k#

":g{\m1\k;fZ,rh*HKPx -c !nD htpassword 44(\k#

|D SSL \?D~\k

AIX Linux Solaris Windows g{}Z9C IBM HTTP Server,kqXBf

D=h|D SSL \?D~\k#

1. Windows %w*<K% → Lr → IBM HTTP Server → t/\?\m5CLr#

2. S\?}]bD~K%P,!qr*#

3. P;AzwD IBM HTTP Server 2076BD ssl S?<#zD\?D~(D~

)9{* .kdb)&1ZKD~PP#g{;P,kq-Z 171 3DZ 17 B, :*

IBM HTTP Server DzztC SSL;PE(D8>E"4(BD\?D~#

4. S\?}]bD~K%P,!q|D\k#0|D\k10ZvV#

5. dkzDB\k,"tC+\k~X=D~P#

6. %w7(#zD\kQ-|D#

VZQ-I&X|DKzD SSL \?D~\m\k#

zI WebSphere Commerce S\D\k

zITzIQS\D\k,TS|nPV$XBhCC'\k#9Pd|$_(}g

ResetPassword |n)ITjI`,DNq#*V$XBhC\k,\m1+!CITB

5CLrdvDQS\\k,"|B USERREG mD LOGONPASSWORD VN#\m19+

C!qD salt 4|B USERREG mD SALT VN#

AIX Linux Solaris Windows WebSphere Commerce JmzzIS\D\k#

*zIS\D\k,k4PTBYw:

1. *A WebSphere Commerce 20?<BD bin S?<#

2. S|nPKPTBE>:

Windows wcs_password.bat password SALT merchant_key

AIX Linux Solaris ./wcs_password.sh password SALT merchant_key

dP

v password G?D>\k#

v SALT GCZzI\kDfzV{.#|ITZ\kC=|BDX(C'D

USERREG }]bmD SALT PPR=#

v merchant_key G4(5}ZddkDLR\?#

400 TZ iSeries,*|D:o_DS\\k,k9C chgwcspwd.sh |n#

1. Z iSeries 53Ot/ QShell a0#

2. /@=TB?<:WC_installdir/bin

3. S|nPKPTBE>:chgwcspwd.sh(aT>C(N}#)

4. 9CJ1DN}YNKP|n#
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XZKPC|nDj8E",kND WebSphere Commerce zzM*"*zoz#

zI WebSphere Commerce Payments S\D\k

WebSphere Commerce JmzI WebSphere Commerce Payments DS\\k#*zI

S\D\k,k4PTBYw:

1. *A WebSphere Commerce 20?<BD bin S?<#

2. S|nPKPTBE>:

Windows wcs_pmpassword.bat password SALT

AIX 400 Linux Solaris ./wcs_pmpassword.sh password SALT

dP:

v password G?D>\k#

v SALT GCZzI\kDfzV{.#|ITZ\kC=|BDX(C'D

USERREG }]bmD SALT PPR=#

4;\m1J'

g{ WebSphere Commerce J'vZ3V-r;x(r{C,rITgBbxrtCC

J':

g{J';G>c\m1DJ':

1. r*\mXF(#

2. %wCJ\m > C'#

3. +wCC'J'rSPmP!qCC'J'"%w|D#

4. Z0J'4,1VNP!qtC#

5. %w7(#

g{CJ'G>c\m1DJ'rNNd|C'J',rS DB2 |n0Zr SQLPlus

a>{(TZ Oracle }]b)KPTB SQL od:

CONNECT TO db_name [USER user_id USING password]
UPDATE USERREG SET STATUS=1, PASSWORDRETRIES=0 WHERE LOGONID=’logonId’

dP

db_name

GzD WebSphere Commerce }]b{F(}g MALL)#

user_id G}]bD}]b\m1C'j6#

password

GT&Z}]b\m1C'j6D\k#

logonId

G*4;DJ'DC'j6(g wcsadmin)#

}g,*4; wcsadmin J',g{Gw*}]b\m1C'j6G<=53O,rI

T"vTB SQL od:

CONNECT TO mall
UPDATE USERREG SET STATUS=1, PASSWORDRETRIES=0 WHERE LOGONID=’wcsadmin’
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400 *Z iSeries =(Odk SQL od,zIT9C DB2/400 i/\mwM SQL

*"|,r_IT9C iSeries <=w#*9C IBM iSeries Access 44P}]bi/,

k4PTBYw:

1. S20 iSeries <=wD PC t/K<=w#

2. )9 iSeries 53#)9}]b,CsjR|%wX5}]b,;s!qKP SQL
E>#bar*0KP SQL E>10Z#

3. S0,S1K%,!q JDBC hC#%w~qw!n(#

4. Z01!b1VNP,A}NNVPD5,;sdkz5}D}]b#=D{F#

1!ivB,#={FG5}D{F#%w7(T#f|D#

5. Z0ZPdkOfD SQL od#
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Z 7 B %;"a

>BEvKgN* WebSphere Commerce hC%;"a#

Hvu~

*tC%;"a,XkzcTBhs:

v Xk20MdCKVPD LDAP ~qw#*dC LDAP ~qw,kND6WebSphere

Commerce =Sm~8O7#

v Xk+ WebSphere Commerce 20"dC*9C LDAP#

v XktCK WebSphere Application Server 2+T#*tC WebSphere Application

Server 2+T,kNDZ 161 3DZ 16 B, :tC WebSphere Application Server 2

+T;#

tC%;"a

"bBn

Z+%;"aCZ WebSphere Commerce 1T|P;)X|^F#b)^FG:

v LTPA cookie IT(};,D Web ~qwKZ#

v zI\h*^D ldapentry.xml D~"mSTs` ePerson#bG ldapocs *

XDtT#

v h*^D instance.xml "7# MigrateUsersFromWCSdb j>h*0ON1#

v Nk%;"adCDzwXk+|GD531S,=#

v %;"avZITA!M"v WebSphere Application Server a?6Z}=O$

(LTPA)nFD&CLr.d\'V#

*tC%;"a,Xk4PTBYw:

1. tC WebSphere Application Server ZD%;"a#XZ|`E",kZ

WebSphere Application Server E"PD

(http://www.ibm.com/software/webservers/appserv/infocenter.html)PQw

0single sign-on1#!q Single Sign-On: WebSphere Application Server "j

ITB?V:

v * WebSphere Application Server dC SSO#

– ^D WebSphere Application Server 2+ThC#

":B;=Gj85wgNn4 LDAP VND,ITvTx;aPNNJb#

– + LTPA \?<vAD~#

2. Z WebSphere Commerce zwO,t/ WebSphere Commerce dC\mw#

3. *dCI1S53Zc,k4PTBYw:

a. Z WebSphere Commerce B9* host_name → 5}Pm → instance_name →

5}tT → I1S53#
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b. ZO$==B-K%P,!q LDAP#

c. tC%;"a4!r#

d. ZwzVNP,dk LDAP ~qwD+^(wz{#

e. Z\m1(P{FVNPdk\m1D(P{F#K{F&1kCZ LDAP ~q

wOD{F`,#

f. Z\m1\kVNP,dk\m1D\k#K\k&1kCZ LDAP ~qwOD

\k`,#7O7O\kVNPD\k#

g. jI?v#BDVN#

h. %w&C,;s%w7(#

4. dCG+,b)G++8(xS%;"a(SSO)xk53DC'#?1C'(}

SSO ,S=531,WebSphere Commerce +a"TS

MemberRegistrationAttributes.xml D~Vd"a`M =0SSO1DG+#4S=

hv MRA.xml DBD;Z#

5. XBt/ WebSphere Application Server#

* SSO C'dCG+

Z WebSphere Commerce 5.5 P,2+TG+Gw*"a}LD;?VxP8(D#Z

%;"a1,g{C'QI&Xr-w53O$,G4{GITF}>cD"a=

h#g{C';Gr%XfY;\xCJ{Gk*9CDh8(}g,ZLj:

o),G4~=XO$= WebSphere Commerce 5.5 >cD\&;P24[5#

rK,"zZC'"a1D,yDT/G+8(&\2a"zZa0\mzkP#Z

K}P,zh*9C0SSO1"a`M4dC SSO :o_G+#by,1M'O$=5

31,WebSphere Commerce 5.5 aT/a){GZC>cO&C5PDyPG+#G

!,SSO G+8("zZ>c6,x;GLj6(gdMC'"aGy)#rK,z&

C7#8(D StoreAncestor tT75G>c(Lj 0)DO6#

}g:

C>}arNNS SSO xk53D:o_a)DvG+

<User registrationType="SSO" memberAncestor="o=Default Organization,o=Root Organization" storeAncestor="o=Root Organization"><BR>
<Role name="Registered Customer" roleContext="explicit" DN="o=Reseller Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit" DN="o=Seller Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit" DN="o=Supplier Organization,o=Root Organization"/><BR>
<Role name="Registered Customer" roleContext="explicit" DN="ou=Supplier Hub Organization,o=Business Indirect Supplier Organization,

o=Root Organization"/><BR>
</User>
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Z 8 B \m X.509 $i

WebSphere Commerce 'Vw*2+TzFDM'z$iG<,Sx#$K>cMM'#

X.509 $i*M'xk>cv9Ky>DO$#VPK$iDM'ITCJ\#$DR

QtCM'z$iO$D WebSphere Commerce >c#

14( WebSphere Commerce 5}1,!q0O$==1#O$==ITG0y>1r

0X.5091#1!5Gy>O$==,|G9CG<j6M\kDG<O$#*$n9

C X.509 $iDG<O$,k!q X.509 O$#

ZIT*<9C X.509 $i.0,Xk2E,b?O$PDDENX5,Tc&m

X.509 $iDgSO$#g{}9C Netscape Enterprise w* Web ~qw,+h*q

-=SD=hZzD Web ~qwOtC X.509 $i#XZ|`E"Mj{D8>E

",kND Netscape Enterprise Server D5#

(} WebSphere 3WSYw,ITCJ X.509 C'#ZtC X.509 $iO$.0,

\m1Xk7#PM'z$i(|GI~qw$i6pv"RG20Z/@wOD)#

qr,\m1+^(G<#1\m1Z;NCJ WebSphere Commerce \mXF(G<

0Z1,a4(;vO$:o_G<""v;v:o_ cookie,b`FZ1U(:o_

CJ2+ URL D1r#Z\m19C}7Dj6M\kG<= WebSphere Commerce

\mXF(D1r,a"v;v\m1 cookie 4f;:o_ cookie#;s\m1+P

=uC'G<:\m1C'MH0D:o_C'#

1"zTBiv1aT>ms{":

v >cQ!{KC'D X.509 $i

v M'z$i;|,b4;VX*E",4#$:o_Z WebSphere Commerce PG(

;D#

X.509 msS<NqGw* VIEWREG }]bmPD X509 ErrorView "aD#

tC X.509 $i

14( WebSphere Commerce 5}1,9CdC\mw!qy>O$==r X.509 O

$==#1!5Gy>O$==,|G9CG<j6M\kDO$#

*9C X.509 $itCO$,k4PTBYw:

1. 20 IBM HTTP Web ~qw SSL $i#SSL ~qw$i|(;vCZENX5

DM'z(^Pm#zI\h*mSd|DM'zO$PD#

2. t/ WebSphere Commerce dC\mw#

3. !q5}tT -> Web ~qw#

4. kT0O$==1!P X.509 r#%w&C#VZ+S\ X.509 M'z$iC'#

1!q X.509 O$==1,+*$i'VT/tC IBM HTTP Server#

5. t/"#9 WebSphere Commerce ~qw#1=XBt/K~qw1,WebSphere

Commerce EaZ CERT_X509 mP"a X.509 C'#

":zITdC IBM HTTP Server,9C X.509 $iGI!Dr_XhD#
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1. r*dCD~ httpd.conf "R= SSLClientAuth 18n#+C18nhC* 1(I

!D)r 2(XhD)#(iDN}GXhD#

2. r* WebSphere Commerce Payments M'z;'V SSL M'zO$,yTXk{

C WebSphere Commerce Payments M'zM Web ~qw.dD SSL#

a. ZD>`-wPr* PaymentServlet.properties D~#CD~Z WebSphere

Commerce Payments 20?<P#

v R= UseNonSSLWCSClient tT#+CtThC*5011#

v g{ZD~PR;= UseNonSSLWCSClient tT,rmSP:

UseNonSSLWCSClient=1

b. #fD~,"Kv`-w#

3. g{ WebSphere Commerce Payments 20Z WebSphere Commerce D,;(zw

O:

a. t/dC\mw#

b. !q5};;s!q Payments#

c. !P9CG SSL WebSphere Commerce Payments M'z#b9C

WebSphere Commerce Server M'z\;Z;9C SSL DivB, WebSphere

Commerce Payments (E#

d. %w&C#

e. XUdC\mw#

4. S WebSphere \mXF(XBt/ WebSphere Commerce Payments &CLr~q

w#

5. S WebSphere \mXF(XBt/ WebSphere Commerce &CLr~qw#

XZ*$ihC^FM}KN}D|`E"Mx;=D!n,kND IBM HTTP Server

D5#

|B X.509 $iC'D4,

9C WebSphere 3WSYw,>c\m1IT+ X.509 $iC'D4,|B*TB}

v4,5PD;v:

P' C'IT9C{GD$iCJ\#$D WebSphere Commerce >c#

Q!{ C'^(CJ WebSphere Commerce >c#1$iQ!{DC'"TG<1,

{G+C=;v X.509 $ims3f#

Q'' C'^(CJ WebSphere Commerce >c#1$iQ''DC'"TG<1,

{G+C=;v X.509 $ims3f#

1\m X.509 $i1,2I\#{T$iVP_hC^FM}KN}#}g,2I\#

{(}^D httpd.conf dCD~Jm3)`MD$iVP_CJ\#$D>c#

XZ|`E"M8>E",kND Web ~qwD5#
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dMDO$=8

BfD=hT>K X.509 $iDdMO$=8:

1. :o_CJ:

v (} http:// DG2+ URL

;4PNNO$#

v (} https:// D2+ URL

a>:o_!qM'z$i#

v ;u URL |n"X(r= https://,r*bG URL |nDCJ==

a>:o_!qM'z$i#

2. WebSphere Commerce ~qw9C4TM'z$iDE"7(:o_GqQfZZ

WebSphere Commerce SHOPPER mP:

v g{:o_fZ"_PP'D$i4,,rO$C:o_"Lx:owL#

v g{:o_;fZ:

– T/+:o_"a= WebSphere Commerce }]bP,"Lx:owL#

":S$i;\C= CERT_X509 mPR=DE"#+G,IS X.509 M'z$iC=

:o_X7E"(g{P)#
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Z 3 ?V \m2+TZ(

>?VhvII WebSphere Commerce >c\m14PD2+TZ(Nq#
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Z 9 B CJXFri

gS;WDG+;vDdK+>vzbD==,xRTxXvSK+>IZ{kdM

'M5qoi("DX5DV`#TZ+a_D[5a)xVPDM',T0*J{

SrXxD\&MvSD'JPCfDBM'L=@745,Web GX|rX#1qC

Z Web OvzbDwTEFMvSM':D^s1&D,1,2x4KZ,$_H2

+73"Z(J1D;WT0r/$w}L1D\m5qwLM3W#=Dt=#

CJXFDXcG(}yZC'n/0dTZz7M~qD5qX5x\mC'Nk

53D==,4`Sd$w}LD\&#}g,zI\v#{Q"a=>cDM'E

\i4LjPDDtz7"Tb)Dtz76j#`FX,zI\Z(<NhF_(

FzDLj3f,+GzI\^F{G;\\mz7?<D5JZ]#

WebSphere Commerce (}|,Z5}4(1T/0k=53D=Y`v1!CJXF

_T,a)KCZCJ\mDOJ$_#b)_TB&ZzD5qyhDm`dMC

JXFhs,uAIT(FTJOzT:DgS;Wbv=8#

\mTgSP!Pn/DCJ(G#$+>DpZJzMJ4D;Ir1DiI?

V,|CZ7#>cDQK<I1.dD2+Lq;W,T0i$Z_KwDO(

T#CJXFZgS;W73PdCqbX|,Zbo,TzD5qDPkc\sL

HO\=(} Web x*<DM'X5D0l#

CJXFTzb6E24

CJXF9z\;\m5q$wwL,"7#C'v4PkdG+MpN`&DG)

n/#WebSphere Commerce ;va)KVIICD1!_T,xR9a)KCZ(F

_TTJ&5qh*D$_M&\#

BmvE(K8v>}CT5wr%D^DGuy(FT5q73DCJD#

1!ivBJmC'4PDYw (FsJmC'4PDYw

M'ITT"a# ;Pt=\m1EIT"aBM'#

r=ITT>{G4(D RFQ# g{ RFQ <BK)pO,,r;Pt=EIT> RFQ#

g{)%&Z4v4,,r;PM'E\!{d4(D)

%#

g{z7\[!Z $1000,rM'~qzm2IT!{&Z

4v4,D)%#

4()%DKIT^DC)%# ;P4Tr=i/D_P:r=G+DC'E\^DQ4(

D)%#

M'zmITT>yPJ'# M'zmvIT>n/DJ'#

_P0sZ?-m1G+DM1IT4(M^D)uPD# _P0sZ?-m1G+DM1IT4(+G;\^D)u

PD#

ZB;BP,+j8=VgN4(i/MC'T0CJXF_T#

© Copyright IBM Corp. 2003 77



78 IBM WebSphere Commerce V5.5



Z 10 B kE

Z0;BP,zQKbKCJXFZgS;WPyg]DX*G+,T0|Za_(

} Web *95qD'JMI?T=fDX*Ec#

Z>BP,+V[ WebSphere Commerce PCJ\mDy>c(}g(ei/MC

'),T0CJXF_TgNCZ\mb)i/0dC'Z53P4PDn/#Zr

*XEvKhCi/MC'+4PD=h.s,+nkX=VCJXF_TT0|G

Z WebSphere Commerce PDwC,"TdP;vCJXF_Twj8P?#

>BV*TB?V:

v (ei/MC'

v mbCJXF

v gNEV9CCJXF?

(ei/MC'

TZ>c\m1,20MdC WebSphere Commerce .sDW*Nq.;MGhCM\

mTgS;W>cDCJ#b|(4(+Nk>cDi/T0(e+I*b)i/D

I1DC'#Z WebSphere Commerce 5.5 P,}xK5q#M#4(5}.s,\m

1IT"<;)y>5q#M,b)#M+("i/a9#XZ5q#MD|`E

",kNDZ 15 3D:5q#M;#

Z3)ivB,Sk>cDi/ITGr=i/,r_,2ITCkzD5qP0L

R={Q_1X5DM'"a=>c#^[zG\m0LR=LR19G0LR={

Q_1>c,(e>cDi/a9G\mI1TzD53y5PDCJ`MDX*=

h#

Z>?VP,+a)(e>cDa9yh*4PD_6=h#g{}Z9Ca)Dy

>5q#M,rIr0xAXZCJXFDB;Z#g{k*(eT:Di/a9,

kLxTB=h#

*R=XZ4(i/"C'MG+Dj8E",kNDISTB<ub3fqCD*

zoz:

Business

http://www.ibm.com/software/webservers/commerce/wc_be/lit-tech-general.html

Professional

http://www.ibm.com/software/webservers/commerce/wc_pe/lit-tech-general.html

RG9(izi46WebSphere Commerce y!7#*+fKb5q#M,kVpND

6WebSphere Commerce Lj*"8O7M6WebSphere Commerce y>Lj8O7#
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(et=i/

(#,t=i/GZ WebSphere Commerce >cO5P;vr`vLjDi/#t=i

/9IT5PSi/r?E,b)Si/r?E2I5P;vr`vLj#}g,z

[10L7Dy>Lj0wP1P1I\5P.0V'MP0V',|GVp5P@

"DxOLj#

VZY(z}ZhC;5PNNSi/Dt=i/#*hCt=i/,boP;vz

h*4P=hDsBE(:

1. 4(Bi/#4(Bi/1,+*Ci/4(E*D~,|(i/{F"hv"X

7M*5KT0i/`M#

2. (I!)(et=i/ZDD)Nqh*K<,}g)%&mrC'"a#K=h

vTZ0LR=LR1>cGXhD#XZK<D5,kNDz7*zoz#

3. *Bi/8(G+#;vi/vI#1Q8(xd8i/DG+#r*yi/Gy

Pd|i/DO6i/,rKXkT|8(yPI\DG+#WebSphere Commerce

a)K;i1!G+,zI"4*<9Cb)G+#IZz4(DGt=i/,r

KzI\8(DdMG+|(t=\m1Mz[1HH#kNDZ 25 3D:G

+;Tq!1!G+Pm#

4. 4(C'#ki/`F,+*?vC'4(E*D~,|(C'{"*5E"M8

(xCC'DG+#8(G+1,z+S0;=8(xi/DG+DPmP!qG

+#

5. +_Ti8(xBi/,byM'MITZICi/\mDLjP:oK#XhD

dM_TiG:\mM-*_Ti"+2:o_Ti"B2C _Tir B2B _Ti#

XZ_TiD|`E",kNDZ 185 3D:1!CJXF_TMi;#

OfEvDyP=h<II>c\m1(}i/\mXF(PD0CJ\m1K%4

P#

":Z WebSphere Commerce Professional Edition P,z;\4(NNi/#Q-*z

4(Kt=i/#

(er=i/

g{}ZKP0LR=LR1>c,rITPtZ>cD;vr`vr=i/#(g{

}ZKP0LR={Q_1>c,rC%vr="a=1!i/)#Z7"KD)+>

+Nk=k>cD:rX5P.s,rXk*?v+>4(r=i/#zI5Pyh

}?Dr=i/#

r=i/Za9Okt=i/`F#kt=i/`F,r=i/2I5PSi/r?

E,b)Si/r?Em>Ci/D;,:rn/#

VZY(zDr=i/;5PNNSi/#*hCr=i/,boGzh*4P=h

DE(:

1. gzZ4(t=i/1yvD,4(Bi/"4h*(eIK<DNq#YN5

w,(eIK<DNqvTZ0LR=LR1>cGXhD#

2. *Br=i/8(G+#r*zVZ4(DGr=i/,rKI\8(DdMG+

|(r=\m1"r=(:r=)"r=K<1H#

3. 4(C'"*{G8(G+#8(G+1,z+S0;=8(xr=i/DG+D

PmP!qG+#
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4. T#{mS=>cD?vr=i/X4{v}L#

":Z}#ivB,r=i/;h*$)NN_Ti,r*|G+LPyi/$(D

_Ti#

YN5w,OfEvDyP=hyI(}i/\mXF(PD0CJ\m1K%4

P#

":Z WebSphere Commerce Professional Edition P,yPM'<tZ01!i/1#

mbCJXF

(ej+*NkgS;W>cDi/MC'.s,I(};i_T(F*CJXFD

;v}L)4\mdn/#ZB;?VP,+=VCJXF_T0dy>a9#

24GCJXF_T?

CJXF_TG;vfr,|hvKZ(DiC'Z>cO4PX(n/#b)n/

D6'ITS"a=\mDt"=|Bz7?<MK<)%,T0KwM,$gS;

W>cyhDyPd|}YVn/#

_TDwCGZhC'T>cDCJ(#}G(};vr`vCJXF_TZ(C'

4Pd0p,qrC';\CJ>cDNN&\#

CJXF_TgN$w?

CJXF_TIDv?ViI:CJi"Ywi"J4iMI!X5#

CJiGT>cOD;i&\2m+2CJ(D;iC'#CJi(#|,2m+2

tT(}g,;G+"?Er<\/)DC'#

YwiG8IT,;J44PD;iYw#(#,Ywi|,k+25qxrX*D

Yw,r>cO`XD;in/#

J4i|,\XZ_TDJ4#J4iI\|,ngO,r;i`X|n.`DL5

Ts#

Z3)ivB,;PT3;J4_PX5DC'E\TCJ44PYw#}g,I\

;Jm4(O,DG)C'^DCO,#

< 4. CJXF_TDDv?V
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bDv?V;p,(}8(TBZ](eK WebSphere Commerce PD_T:C'"{

GI4PDYw"y4PYwDL5Tsr|ni,T0(I!)C'kJ4iDX

5#

XZCJi"Ywi"J4iMX5D|`j8E",kNDZ 15 3DZ 3 B, :Z

(En;#

gNEV9CCJXF?

Z;)ivB,z242;Cv!5q#MDriPzZZ53Pa)y>CJXF

a9,xR WebSphere Commerce PD1!_ThF*yZ53PDdMC',T0{

G4PDk{GZi/PDG+`X*Dn/,4a)CJXFDy>a9#b)_

T-GKc+6'D+25qn/,|(I1Jq")%4(M&m"$wwK<T

03W(}gDt"([ksMO,)#(eKi/MC'.s,I4ya)D-y9

C1!_T,r_(F|GT{O+>Dvphs#

+G,Z\;v(G*9C1!_T9G(F|G.0,mb|GZ WebSphere

Commerce PDEvG\X*D#XZT1!_TDj8nkP?,kNDZ 36 3D

:j8=V;v_T;#
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Z 11 B (F1!CJXF_T

WebSphere Commerce a)D1!CJXF_TB&Zzci/y_PDy>h*,b

)y>h*CZXFTi/C'a)DYwME"#(#,1!_TTZ>cDh*

I\Qc;#,1,1!_TG_HI(FD,byJm4zT:DhsxP(F#

SiteAdministratorsCanDoEverything _TG;VXb1!_T,|+,6C'CJ(

Zh_P>c\m1G+D\m1#ZK_TP,>c\m1ITNbJ44PNb

Yw,494(e}b)YwrJ4#Z+KG+8(xC'1b6=b;cG\X

*D#

>Ba)KgNTf WebSphere Commerce |,D1!CJXF_TxPy>|DDE

"#(}i\z+h*KbD3)EnMX5w**<#

":g{v=;l$DuorEn,kNDZ 15 3DZ 3 B, :Z(En;Tq!|

`E"#

6p\|D0lD_T

ZZ 15 3DZ 3 B, :Z(En;,QKb=_T(#kd|_T`X#9Kb=g

NEV9CJ46pD_TT06pkdX*DyZG+D_T#Z>?VP+|j

8X5w_TgNKK`X,T0*Nh*ZI^DVPD_Tr4(B_T.0,

Kb|GDX5#Zm`ivB,h*|D8v_TT}7X5V|D#

KbyZG+MJ46pD_T.dDX5

Z WebSphere Commerce P,gB9CyZG+D_T,+IIC'4PD?vYw8

(x;vr`vG+:

v ?v1!G+<_PT&DCJi#}g,0t=1G+DCJiGt=#

v ?v0yZG+1DCJi(#_P=vX*DyZG+D_T:

– ;v_T(eQZ(CG+4PDXFw|n#

– m;v_T(eQZ(CG+4PDS<Yw#Z VIEWREG mP+S<Yw3d

*S<#}g,OperationalReportsHomeRHSView +T>xPt=ITCJDK*

(mDPmD Web 3f#

;)XFw|nvPyZG+D_T,x;PJ46pD_T#b"zZ|n;Pw

CZNN\#$J4DivB#}g,|n SetCurrencyPreferenceCmd ;h*J46

pD_T,r*|vI|D}ZKPC|nDC'DuRW!n#g{|\;|Dm

;C'DuRW!n,rXk#$C'Ts,"R+h*J46pD_T#

CZXFw|nDJ46pD_TkCZXFw|nD3)yZG+D_T1S`

X#ZJ46pD_TP,XFw|nGYwiD;?V,+GZyZG+D_T

P,XFw|nGJ4iD;?V#B<5wKKX5#J46pD_TZdCJi

P|,G+ A M B,b+9G+ A M B DyZG+D_TpwC#1J46pD_

TZ(_PG+ A r B DC'T;iX(J44P3)Yw1,X*DyZG+D_

T(#aT_PG+ A M B DC'a)Z(4Pb)Yw#
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B<T>K;vy>J46pD_T,|Z(K1CJiPDC'DArP?3)J

4(4i."S>M(=)#K_TG}7moD,r*CZG+y/MIKDyZG

+D_T2Z({GDArP?i."S>M(=#

< 5. J46pD_T0dX*DyZG+D_T.dDX5

< 6. J46pD_TT00l|DyZG+D_T#
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k"bZCZXFw|nDyZG+D_TP:

v Ywiv|,%vYw:4P#

v J4i|,I4PDXFw|n#

`FX,ZCZS<DyZG+D_TP:

v Ywi|,I4PDS<#

v J4i|,%vJ4:com.ibm.commerce.command.ViewCommand#

m;=f,ZJ46pD_TP:

v Ywi|,ITJ4iPDJ44PD;iYw#

v J4i|,ITd5)YwD;5P5J5qJ4#

J46pD_TvIZ(X(G+DC'4PQC=T&DyZG+D_TZ(DY

w#}g,ZOv>}P,G+y/;Z(4PTBYw:
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v '0

v DA

v f#

Y(J46pD_TVZ|D*|,BD{*$wDYw#_PG+IKDC'+\

;4PYw$w#+G,_PG+y/DC'r;\#1lib=vG+DyZG+

D_T1a"V-rGT;D#CZIKD_TZdJ4iPPvKYw$w#CZ

y/D_Tr;P#49y/MIK<C=KJ46pD_TD}7Z(,+GCZ

y/DyZG+D_T;Z(Yw$w#

IZJ46pD_TX*=yZG+D_TD==,rKzY\X(|D0lDyP

_TDnQ=(GSJ46pD_Tfr$w#Z;=GliJ46pD_TDCJ

i"7(|Gq|,NNG+#I(}Si/\mXF(!q0CJ\m1>0G

+1,i41!G+Dj{Pm#

g{J46pD_TDCJi|,G+,k4idyZG+D_TTi4Gqh*T

|GxP|D#g{}Z+YwmS=J46pD_TDYwi,rh*7#`XD

yZG+D_T2TBYwwKZ(#g{}ZSJ46pD_TP>}Yw,"R

;Pd|J46pD_T}CKYw,rnCSX*DyZG+D_TP}%`&D

J4#

mb_T#M

Z(_TXkfZ,C'E\4PYw#+Gg{PNN_Ta)KyhDZ(,r

WebSphere Commerce JmC'4PYw#rK,g{(eKH1!_T|_P^FT

DB_T,rXk>}r^D|*m:D1!_T,T@9|2GB_T#

}g,Y(1!_T A Z(yP"aC'a;Dt6j#z#{|DK_T,Tc+

Dt6j^FZ_Pr=G+DC'#g{zv(eZ(r=I4(Dt6jDB_

T,rB_T+;z'#1!_T A +T;JmyP"aC'6j#*9B_Tz',

Xk>}|*m:D1!_T#

Bm\aKZ4(">}r|DJ46pD_T1h*xPD=S|D#

m 9. |D9CG+DJ46pD_T1h*D=S|D#

P;AJ46p_T ZJ46pCJi9CG+DivByXhD|D

+YwmS=_TDYwi# 7#JCDyZG+D_TZdJ4iP|,CYw#

S_TDYwiP}%Yw# ^h=S|D#vZ;BT,nCS`XDyZG+D_T

D`&J4iP}%KYw#v1;Pd|Ywi}CKY

w1EIbyv#g{d|Ywi}Z}CKYw,r\I

\fZEyZG+D_TT;h*ZdJ4iP|,KY

w#

9Cm;Ywi# 7#JCDyZG+D_TZdJ4iP|,BYwiDY

w#

+G+mS=_TDCJi# k7#T&ZBG+DyZG+D_Ty}CDJ4i|,

KZJ46pD_TP8(DYw#

S_TDCJi}%G+# ^h=S|D#vZ;BT,nC^D`&DyZG+D_

T,Tc|;YZdJ4iP}Cb)Yw#

9Cm;CJi# 7#JCDyZG+D_TZdJ4iP|,J46pD_

TDYwiPDYw#
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m 9. |D9CG+DJ46pD_T1h*D=S|D# (x)

P;AJ46p_T ZJ46pCJi9CG+DivByXhD|D

4(B_T# liGqfZT`,YwwKZ(DVP_T#gPX*r

>}|#

>}C_T# *@9PNNC'4PC_TDYw,k>}T`,Yww

KZ(DyPd|_T#

7(_TGyZG+D9GJ46pD

yZG+D_T2F*|n6pD_T,r*b)_TZ(_PX(G+DC'4P

;i|n#J46pD_TZ(;iC'T;iX(J44P;i|n#}g,yZ

G+D_TIZ(y/T+w#xJ46pD_TIZ(y/TW9#

(#I(}[ld{F,7(_TGyZG+D_T9GJ46pD_T#

yZG+D_T

(eG+I4PDXFw|nD_Tq-|{<(:

<AccessGroupforRoleXYZ> Execute <XYZCmdResourceGroup>

}g:ProductManagersExecuteProductManagersCmdResourceGroup#

ZCZXFw|nDyZG+D_TP,Ywi|,{* Execute D%vu?,J4i

|,_PCG+DC'I4PD;5P WebSphere Commerce |n#

(eG+I4PDS<D_Tq-|{<(:

<AccessGroupforRoleXYZ> Execute <XYZViews>

}g:SalesManagersExecuteSalesManagersViews#

J4i|,F* com.ibm.commerce.command.ViewCommand D%vJ4#

J46pD_T

(e-IT}]J4(I4(rY]DL5Ts)4PYwD_Tq-|{<(:

<AccessGroupXYZ> Execute <XYZCommands> On <XYZResource>

}g:AllUsersExecuteOrderProcessOnOrderResource#

ZJ46pD_TP,Ywi|, WebSphere Commerce |n,J4i6pIxPYw

DX(5qJ4#

;v}bGZ(4(5e(}g)%"6jr RFQ)D_T#b)_T;T5e>m4

PYw,r*P44(5e#xGT|,|GD5e4PYw#}g,ZLj73P

4(Dt,Zi/73P4(C'#s`}J4<GZLj73P4(D#rK,b

)_T_PgBD{F:

<AccessGroupXYZs> Execute <XYZCommands> On <StoreEntityResource>
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}g:

AuctionAdministratorsForOrgExecuteAuctionCreateCommandsOnStoreEntityResource

.

(e-Ii4}] bean J4(}] bean |,PX}]J4DE",}g6jr)%,

(#CZ JSP)D_Tq-|{<(:

<AccessGroupXYZs> Display <XYZDatabeanResourceGroup>

}g:MembershipViewersForOrgDisplayMembershipDatabeanResourceGroup#

|D1!_TD<I

|D1!_T1,kNGTBZ]:

v s`}CJiG4C'G+(}gr=rz7-m)(eD#*|CXmbb)G

+T0Jm|G4PD)Yw,kNDZ 25 3D:G+;#

v Z+_T|D*9Cm;CJi.0,k4iCCJiD(eT7#|{Oh*#

*v=bc,Si/\mXF(!qCJ\m > CJi#

v y]TS<!qD5,0_T13fPvK!(Di/y5PD_T#|;xV>

c6pD_TMX(ZXbi/D_T#

v X|{|DDyP1!_T,Tc_T{F43v_TDwC,T0I6pvQ|

DD1!_T#k<GT(FD_T5V|{<(#g{OJ,9&1^D_TD

hv0dT>{F#

":CJXF_TK%;F=Ki/\mXF(#i/\mXF(vITTCJXF

_T(eMCJi(evr%D^D#|*?!Dbv=8G9C XML D~|B

}]#TBYwvI(} XML jI:

1. (eBDYw"J4"tT"X5MX5i#

2. (e4SD~=J4iT04SD~=CJi#

3. +B_T8(x_Ti#

|D_T.s

4(B_Ts,Z|z'.0XkHVdx_Ti#&C+B_TVdx*_Ta)

~qDi#XZ_Ti{FD|`E",kNDZ 185 3D:1!CJXF_TM

i;#

?N4(r^DCJXF_T1,<Xk4P3)bTTi$_TGq}7$w#;

)jIKT10&Z}]bPDyPBDMQ|DD_TDbT,r+CE"i!=

XML D~PG;vC=(#b)D~ku<DCJXF_T`XD~Dq=`,:

defaultAccessControlPolices.xml"defaultAccessControlPolicies_locale.xml M

ACUserGroup_locale.xml#b;=hGXhD,r*9C\mXF(ywD|Dv0

lf"Z}]bPD_TE"#"4T/|BCZZ5}4(Zd0k1!CJXF

_T0diI?VD XML D~#

&1,V XML D~M}]bPDCJXFE".dD;BT,-rPTB8v:

v 4( WebSphere Commerce 5}1,_TMCJi(eGS XML D~0kD#
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v XML D~a)K1Si4M`-_T0di~?VDc]==,rK+b)D~#

V*nBGAXX*D#

bT_T|D

TZ?v_T,7#TBZ]:

v tZ_TDCJiDC'\;T8(DJ44P8(DYw#g{}%KT4P3

vYwDZ(,r9&1xPbTT7#C';Y\;4PCYw#

v ;tZ_TDCJiDC';\T8(DJ44P8(DYw#

}g,Y(z5VZ 5 BPDDt(F=8 1,ZK=8P}%Dt\m1DaxDt

6jD\&#*bTK|DGq}7$w,kTtZDt\m1CJiC'Dm]G

<,"4PTBYw:

v ^DDt#

v >}Dt#

9&1i$Dt\m1Gq^(ax6j#

;s,T;tZDt\m1CJiC'Dm]G<,""T4P,yDYw#g{_

T}7$w,rzD"T&1'\#

+_T|Di!= XML D~P

nU7("bTK_T|D1,&1|B XML D~T#Vdk}]bPD_TE",

=#XZkCJXF_TMCJi`XD;, XML D~Dhv,kNDZ 119 3DZ

13 B, :9C XML (FCJXF_T;#9|,KgN+_T|DS}]bi!=

XML D~,T0gN+_TE"S XML D~0k=}]bPD5w#
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Z 12 B 9C GUI (FCJXF_T

Bf9>D=8Cz\&Cy'=DXZCJXF_TD*649C GUI T1!_T

xPwVy>|D#g{*xP4SD|D,z+;C;9C XML#kNDZ 119 3D

Z 13 B, :9C XML (FCJXF_T;#

TZyPb)=8,Y(>c\m1}Z^Dyi/D_T#;)4=hjIKdP

D;)=8,zMITq-,yD=(4Pbo;PXp5wD|D#

=8G45qxri/D#Z?v5qxrP,T%vD4ST*3r9>b)=

8#

m 10. =8?<

5qxr p<3

Dt Z 92 3D:Dt=8 1:}%Dt\m1ax

Dt6jD\&;

O, Z 95 3D:O,=8 1:}%O,\m1mS

r>}O,=~D\&;

)% Z 97 3D:)%=8 1:vJmr=4()

%;

I1Jq Z 103 3D:I1Jq=8 1:}%C'T"a

\&;

y/ Z 107 3D:y/=8 1:vJmr=R;y

/;

I: Z 110 3D:I:=8 1:JmI::o5-m

*Idi/4(D)%\mI::o5;

bf Z 113 3D:bf=8 1:Jm)uPD-m|

B)uPD+G;\>}|G;

LqG\ Z 114 3D:LqG\=8 1:JmsF1i4

LqG\(m;

g{}ZiR5wX(V`|DD=8,kNDm 11,|45wD(F`M;f}C

Kb)=8#

m 11. 4(F`Mi/D(F=8

(F kND3

+G+mS=_TDCJi 108

|D_TDYwi 111,113

|D_TDJ4X5 99,110

+_T|D*9Cm;CJi 93,97,99,103,107,109

4(BCJi"+|CZ_T 101,104

4(BYwi"+|CZ_T 104,111

4(BDJ46pD_T 96,111

4(BDyZG+D_T 104,114
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m 11. 4(F`Mi/D(F=8 (x)

(F kND3

4(BG+"+|CZJ46pD_T 104,114

>}_T 93,103

S_TDYwiP}%Yw 3,95

Dt=8 1:}%Dt\m1axDt6jD\&

1!ivB,LjDDt\m1I^Dr>}LjDt,"Iax6j#Z3)iv

B,r_Gr*z#{Id{K&mKYw,r_Gr*TZzDLj;h*KY

w,zI\;#{ZhDt\m1ax6jD(^#

ZK=8P,+}%Dt\m1ax6jD(^#*jIK|D,+4PTBYw:

1. 9C:=<;iR(eKDt\m1I4PDYwDJ46pD_T#

2. 7(_TDYwi{F#

3. S_TDYwiP>}axDt6jDYw#

*4PD=h

6pXk|DdYwiD_T

1. i4:=<;D0Dt1BDZ],6pv*|DDJ46pD_T#_TG:

AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GB_TDYwiD{F AuctionManage#bGh*|DDYwi,T}%ax6j

DYw#

S_TDYwiP}%ax6jDYw

1. %wCJ\m > Ywi#

2. SYwiPmP,!q AuctionManage#

3. %w|DT>0|DYwi13f#

4. S0!(DYw1PmP,!q

com.ibm.commerce.negotiation.commands.CloseBiddingCmd#

5. %w}%#

6. %w7(#

9C|D|B_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#
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Dt=8 2:}%Dt-m7z6jD\&

1!ivB,LjDDt-mI7zTdDtya;D6j#Z;)ivB,zI\

;#{+K(^ZhNNK#*xPK|D,XkiR=(e-I7z6jDJ46

pD_T">}|#

ZDt=8 1 P,0ax6j1YwG|,Z_TPD}vYw.;#rK,vkS_

TDYwiP}%CYw#;xZK=8P,{v_TXFE6j7z#rK,Xk

>}_Tx;vvG>}Yw#

*>}_T,h*4PTBYw:

v 9C:=<;iRJ46pD_T,C_T|,IDt-m4PDDt6jD7

X#

v >}C_T#

":Z>}_T.0,kGBd{F"CJi{F"J4i{FT0Ywi{F,T

cITZB;=8PXB4(|#

*4PD=h

1. i4:=<;D0Dt1BDZ],6pv*|DDJ46pD_T#_TG:

AuctionManagersForOrgExecuteAdminRetractBidCommandsOnAuctionResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!qTB_T:

AuctionManagersForOrgExecuteAdminRetractBidCommandsOnAuctionResource

5. %w>}#

9C|D|B_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

5. TCJXF_Ti"amX4=h 3 M 4#

Dt=8 3:+Dt6j^F*r=

1!ivB,JmyP"aC'TLjPDtDz76j,^[b)C'Zdi/P

D;CgN#Z;)ivB,zI\#{+6j^F=;i\^C',}g WebSphere

Commerce P8(*r=G+DG)C'#

ZK=8P,+|DJ46pD_T0dX*DyZG+D_T#*+6j^F=_

Pr=G+Dr=i/DI1,h*4PTBYw:

v 9C:=<;iR8(-I4(Dt6jDJ46pD_T#

v +_TDCJiSyP"aC'|D*_Pr=G+DG)C'#

v X|{_T"hvMT>{F#

v 6pCZ4(6jD|n#
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v 9C:=<;iRCZr=(:r=)DyZG+D_T#K_T(eK_Pr=

(:r=)G+DC'I4PD|n#Xk|BK_TDJ4iTJmr=4P4

(6jD|n#

v |BKyZG+D_TDJ4i9d|,4(6jD|n#

*4PD=h

6pJ46pD_T

1. i4:=<;D0Dt1BDZ],6pv*|DDJ46pD_T#_TG:

RegisteredApprovedUsersExecuteBidCreateCommandsOnAuctionResource#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!q

RegisteredApprovedUsersExecuteBidCreateCommandsOnAuctionResource#

5. GB_TDYwi{F BidCreate#bGh*i4DYwi,TiRCZ4(6jD

|n{F#

|D_TDCJi

1. %w|DT>0|D_T13f#

2. TZ0C'i1,%wiR"!qr=(:r=)#

3. %w7(#

4. (}`-dD>,X|{_T"T>{FM_Thv#

5. %w7(#

6pCZ4(6jD|n

1. %wCJ\m > Ywi#

2. SYwiPmP,!q BidCreate#

3 . % w | D T > 0 | D Y w i 1 3 f # G B C Z 4 ( 6 j D | n { F :

com.ibm.commerce.negotiation.commands.BidSubmitCmd#Xk+K|nmS=|

,r=I4P|nPmDJ4iP#

6pr=(:r=)G+DyZG+D_TMJ4i

1. i4:=<;D0yZG+D_T1BDZ],iRvCZr=(:r=)DyZ

G+D_T#_TG:

Buyers(buy-side)ExecuteBuyers(buy-side)CommandsResourceGroup.

2. %wCJ\m > _T#

3. TZS<,!qyi/TT>>c6pD_T#

4. GBJ4iD{F:Buyers(buy-side)CommandsResourceGroup#VZPKh*|

BDJ4iD{F#

|ByZG+D_TPDJ4i9d|,CZ4(6jD|n

1. %wCJ\m > J4i#

2. !q Buyers(buy-side)CommandsResourceGroup#

3. %w|DT>0|DJ4i13f#
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4. %wB;=T>0j8E"13f#

5. S0ICDJ41Pm,!q

com.ibm.commerce.negotiation.commands.BidSubmitCmd#bGCZ4(6

jD|n#

6. %wmS+|nmS=J4i#

7. %wjI#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

O,=8 1:}%O,\m1mSr>}O,=~D\&

1!ivB,LjDO,\m1ImSr>}{G\mDO,D=~#Z;)iv

B,zI\;#{+K(^ZhO,\m1#

ZK=8P,+|D(eO,\m1I4PYwDJ46pD_T#*}%O,\m

1mSr>}O,=~D(^,h*4PTBYw:

v 9C:=<;iR(eKO,\m1I4PDYwDJ46pD_T#

v 7(_TDYwi{F#

v S_TYwiDYwPmP>}mS=~M>}=~DYw#

*4PD=h

6pJ46pD_TMYwi

1. i4:=<;D0O,1BDZ],6pv*|DDJ46pD_T#_TG:

ContractManagersForOrgExecuteContractManageCommandsOnContractResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GB_TDYwiD{F ContractManage#bGh*|DDYwi,T}%mSM

>}=~DYw#

S_TDYwiP}%mSM>}=~DYw

1. %wCJ\m > Ywi#

2. SYwiPmP,!q ContractManage#

3. %w|DT>0|DJ4i13f#

4. S0!(DYw1PmP,!qTBYw:

com.ibm.commerce.contract.commands.ContractAttachmentAddCmd
com.ibm.commerce.contract.commands.ContractAttachmentDeleteCmd#

5. %w}%#

6. %w7(#
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9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

O,=8 2:JmO,Yw1MO,\m1?pO,

1!ivB,LjDO,Yw1I?pO,#Z;)ivB,zI\#{2+K(^

ZhO,\m1#

CJXF_TDinhFa)K5VK|DDtI=(:

v I4(|,O,Yw1MO,\m1DBCJi,"+(e-I?pO,D_T8

(xKBCJi#

v I+?pO,YwmS=C_T,C_T8(O,\m1I4PDYw#

v I4(B_T,C_TJmO,\m1?pO,#

K=85wZ}V=(#|T>KgN4(Z(O,\m1?pO,DBDJ46p

D_T#

*4(K_T,h*4PTBYw:

v 9C:=<;iRZ(O,Yw1?pO,DJ46pD_T#

v GBK_TDYwi{F#

v GBK_TDJ4i{F#

v TO,\m1CJi(eB_T,8(4TZ(O,Yw1?pO,D_TDYw

iMJ4i#

*4PD=h

6p*CZB_TDYwiMJ4i

1. i4:=<;D0O,1BDZ],TiRZ(O,Yw1?pO,DJ46pD

_ T # C _ T G :

ContractOperatorsForOrgExecuteContractDeployCommandsOnContractResource#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GB_TDYwi{F ContractDeploy#bGh*CZ(eB_TDYwi#

6. GBJ4i{F ContractDataResourceGroup,bGh*CZ(eB_TDJ4i#

(eB_T

1. %wB(T>0B(_T13f#

2. TZ0{F1,8(:

ContractAdministratorsForOrgExecuteContractDeployCommandsOnContractResource

3. TZ0T>{F1,C>XoT8(_TDrLhv#
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4. TZ0hv1,C>XoT8(XZ_TwCD|j8hv#

5. TZ0C'i1,%wiR"!q ContractAdministratorForOrg#

6. %w7(#

7. TZ0J4i1,!q ContractDataResourceGroup#

8. TZ0Ywi1,!q ContractDeploy#

9. TZ0_T`M1,!qIi#e_T+_T8(*#e_T#

10. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

":KB_TZz'.0XkHVdx_Ti#_TDVdXk(} XML 4jI#

kND|`E"#

)%=8 1:vJmr=4()%

1!ivB,JmyPC'Tz74()%,^[C'Zdi/PD;CgN#Z;

)ivB,zI\#{+4()%D\&^FZ;i\^C',}gr=i/DM

1#(#,Tb)M18(Kr=i/Dr=(:r=)G+#

*+)%4(^F=_Pr=G+DC',h*4PTBYw:

v 9C:=<;iR8(-I4()%DJ46pD_T#

v +_TDCJiSyPC'|D*_Pr=G+DG)C'#

v |B_TD{F"T>{FMhv#

v 6pCZ4()%D|n#

v 9C:=<;iRCZr=(:r=)DyZG+D_T#K_T(eK_Pr=

(:r=)G+DC'I4PD|n#Xk|BK_TDJ4iTJmr=4P4

()%D|n#

v |BKyZG+D_TDJ4i9d|,4()%D|n#

*4PD=h

6pJ46pD_T

1. i4:=<;D0)%1BDZ],6pv*|DDJ46pD_T#_TG:

AllUsersExecuteOrderCreateCommandsOnStoreResource#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPm,!q AllUsersExecuteOrderCreateCommandsOnStoreResource#

GB_TDYwi{F OrderCreateCommands#bGh*i4DYwi,TiRCZ

4()%D|n{F#
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|DCJi

1. %w|DT>0|D_T13f#

2. TZ0C'i1,%wiR"!qr=(:r=)#

3. %w7(#

4. |B_TD{F"T>{FMhvT43TCJiD|D#

5. %w7(#

6pCZ4()%D|n

1. %wCJ\m > Ywi#

2. SYwiPmP,!q OrderCreateCommands#

3. %w|DT>0|DYwi13f#GBCZ4()%D|n{F:

com.ibm.commerce.order.commands.OrderCopyCmd
com.ibm.commerce.order.commands.OrderScheduleCmd
com.ibm.commerce.orderitems.commands.OrderItemMoveCmd
com.ibm.commerce.orderitems.commands.OrderItemUpdateCmd
com.ibm.commerce.requisitionlist.commands.RequisitionListSubmitCmd
com.ibm.commerce.orderitems.commands.OrderItemAddCmd
com.ibm.commerce.orderquotation.commands.OrderQuotationCreateCmd

Xk+b)|nmS=|,r=I4P|nPmDJ4iP#

":;h* com.ibm.commerce.orderitems.commands.AdminOrderItemUpdateCmd |

n#

6pr=(:r=)DyZG+D_T

1. i4:=<;D0yZG+D_T1BDZ],iRvCZr=(:r=)DyZ

G + D _ T # _ T G :

Buyers(buy-side)ExecuteBuyers(buy-side)CommandsResourceGroup#

2. %wCJ\m > _T#

3. TZS<,!qyi/TT>>c6pD_T#

4. ZPmPiR_T#

5. GBJ4iD{F — Buyers(buy-side)CommandsResourceGroup# bGh*|BD

J4i#

|ByZG+D_TPDJ4i9d|,CZ4()%D|n

1. %wCJ\m > J4i#

2. SJ4iPm,!q Buyers(buy-side)CommandsResourceGroup#

3. %w|DT>0|DJ4i13f#

4. %wB;=T>0j8E"13f#

5. S0ICDJ41Pm,!qCZ4()%DTB|n:

com.ibm.commerce.order.commands.OrderCopyCmd
com.ibm.commerce.order.commands.OrderScheduleCmd
com.ibm.commerce.orderitems.commands.OrderItemMoveCmd
com.ibm.commerce.orderitems.commands.OrderItemUpdateCmd
com.ibm.commerce.requisitionlist.commands.RequisitionListSubmitCmd
com.ibm.commerce.orderitems.commands.OrderItemAddCmd
com.ibm.commerce.orderquotation.commands.OrderQuotationCreateCmd
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6. %wmS#

7. %wjI#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

)%=8 2:vJmr=\m1^D)%

":K=8;JCZ WebSphere Commerce Professional Edition#

1!ivB,JmyPC'^Ddy4(D)%,^[C'Zdi/PD;CgN#

Z;)ivB,zI\#{;Pi/Dr=\m1_P^D)%D(^#

ZK=8P,+|DJ46pD_T,T0yZG+D_T#*vJmr=\m1^

DtZr=i/I1D)%,h*4PTBYw:

v 9C:=<;iR8(-I^D)%DJ46pD_T#

v +_TDCJiSyPC'|D*_Pr=\m1G+DG)C'#

v }%TJ4X5D8(TJmr=\m1^DtZd|C'D)%#

v |B_TD{F"T>{FMhv#

v 6pCZ^D)%D|n#

v 9C:=<;iRCZr=\m1DyZG+D_T#K_T(eK_Pr=\m

1G+DC'I4PD|n#Xk|BK_TDJ4iTJmr=\m14P^D

)%D|n#

v |BKyZG+D_TDJ4i9d|,^D)%D|n#

*4PD=h

6pJ46pD_T

1. i4:=<;D0)%1BDZ],6pv*|DDJ46pD_T#_TG:

AllUsersExecuteOrderWriteCommandsOnOrderResource#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!q

AllUsersExecuteOrderWriteCommandsOnOrderResource#

5. GB_TDYwi{F OrderWriteCommands#h*i4KYwiTiRCZ4()

%D|n{F#

|DCJi

1. %w|DT>0|D_T13f#

2. TZ0C'i1,%wiR"!qr=\m1#

3. %w7(#
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4. TZ0X51,!q^#

5. |B_TD{F"T>{FMhvT43TCJiD|D#

6. %w7(#

6pCZ^D)%D|n

1. %wCJ\m > Ywi#

2. SYwiPmP,!q OrderWriteCommands#

3. %w|DT>0|DYwi13f#kGBCZ^D)%D|nD{F:

com.ibm.commerce.order.commands.OrderCancelCmd
com.ibm.commerce.order.commands.OrderCopyCmd-Write
com.ibm.commerce.order.commands.OrderUnlockCmd
com.ibm.commerce.orderitems.commands.OrderItemAddCmd
com.ibm.commerce.orderitems.commands.OrderItemDeleteCmd
com.ibm.commerce.orderitems.commands.OrderItemMoveCmd
com.ibm.commerce.orderitems.commands.OrderItemUpdate.Cmd
com.ibm.commerce.orderquotation.commands.OrderItemSelectCmd

Xk+b)|nmS=|,r=I4P|nPmDJ4iP#

":+|n com.ibm.commerce.order.commands.OrderCopyCmd-Write mS=J4i

1 , | Z 0 I C D J 4 1 B T > *

com.ibm.commerce.order.commands.OrderCopyCmd#

6pr=\m1G+DyZG+D_T

1. i4:=<;D0yZG+D_T1BDZ],iRvCZr=\m1DyZG+

D_T#_TG:BuyerAdministratorsExecuteBuyersAdministratorsCommands#

2. %wCJ\m > _T#

3. TZS<,!qyi/TT>>c6pD_T#

4. ZPmPiR_T#

5. kGBJ4iD{F BuyersAdministratorsCommmandsResourceGroup#

bGh*|BDJ4iD{F#

|ByZG+D_TPDJ4i9d|,CZ^D)%D|n

1. %wCJ\m > J4i#

2. !q BuyersAdministratorsCommandsResourceGroup#

3. %w|DT>0|DJ4i13f#

4. %wB;=T>0j8E"13f#

5. S0ICDJ41PmP,!qCZ^D)%D|n:

com.ibm.commerce.order.commands.OrderCancelCmd
com.ibm.commerce.order.commands.OrderCopyCmd
com.ibm.commerce.order.commands.OrderUnlockCmd
com.ibm.commerce.orderitems.commands.OrderItemAddCmd
com.ibm.commerce.orderitems.commands.OrderItemDeleteCmd
com.ibm.commerce.orderitems.commands.OrderItemMoveCmd
com.ibm.commerce.orderitems.commands.OrderItemUpdate.Cmd
com.ibm.commerce.orderquotation.commands.OrderItemSelectCmd

6. %wmS+|nmS=J4i#

7. %wjI#
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9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

)%=8 3:Jm RMA K<1K<yP RMA
1!ivB,vJmLjDKuL7Z((RMA)K<1K<{GT:LjD RMA#

Z;)ivB,zI\#{Jm RMA K<1K<NbLjD RMA#Z,;i/5P

}vLjr_,;vK&m`vLjD RMA K<1,I\#{byv#

ZK=8P,+4(BDCJi"+|CZBDJ46pD_T#*Jm RMA K<1

TNbLjK< RMA,h*4PTBYw:

v 9C:=<;iRJmi/D RMA K<1K<di/D RMA DJ46pD_T#

v GB_TP9CDJ4iMYwiD{F#

v i4_TDCJi RMAApproversForOrg "GB||,DG+#CJiG(},1+

i/MG+Cw!qu~(eD#*xhC'g`vi/4PYwD(^,Xk;

xi/u~(eCJi#

v 4(BCJi RMAApprovers,CCJi9C,;)G+,+G;|,i/u~#

v 4(9CBPiI?VDB_T:

– BCJi RMAApprovers

– 4TVP_TDYwi

– 4TVP_TDJ4i

*4PD=h

6p*CZ(eB_TDYwiMJ4i

1. i4:=<;D0)%1BDZ],iRvZ( RMAApproversForOrg K<dLjD

RMA DJ46pD_T#_TG:

RMAApproversForOrgExecuteRMAApproveCommandsOnRMAResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GB_TDYwi{F RMAApproveCommands#bG+CZ(eB_TDYwi#

6. GBJ4i{F RMADataResourceGroup,bG+CZ(eB_TDJ4i#

7. GBCJi{F RMAApproversForOrg#i4KCJiTi4*|,ZBCJiPD

G+#

6p*CZBCJiDG+

1. %wCJ\m > CJi#

2. SCJiPmP,!q RMAApproversForOrg#

3. %w|D#
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4. !qu~T>0u~13f#

5. Z0!(DG+Mi/1B,GBCJiP9CDG+:

v M'~qw\

v t=

v z[-m

v 5q-m

6. %w!{5XCJiPm#

(eBCJi

1. %wB(T>BCJiD0j8E"13f#

2. TZ0{F1,8( RMAApprovers#

3. TZ0hv1,8(CJiDhv#

4. TZ08i/1,!q0yi/1#

5. %wB;=T>BCJiD0u~13f#

6. %wyZi/MG+Du~#

7. SG+PmP,!qTBG+:

v M'~qw\

v t=

v z[-m

v 5q-m

8. %wjI#

(eB_T

1. %wCJ\m > _T#

2. %wB(T>0B(_T13f#

3. TZ0{F1,8(:RMAApproversExecuteRMAApproveCommandsOnRMAResource

4. TZ0T>{F1,C>XoT8(_TDrLhv#

5. TZ0hv1,C>XoT8(XZ_TwCD|j8hv#

6. TZ0C'i1,%wiR"!q RMAApprovers#

7. %w7(#

8. TZ0J4i1,!q RMADataResourceGroup#

9. TZ0Ywi1,!q RMAApproveCommands#

10. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#
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I1Jq=8 1:}%C'T"a\&

1!ivB,g{C'%tQ"aDi/,rJmb)C'T"a#9Z(I1Jq

\m1"a%tdi/DC'#TZh*OqXFCJD>c,rI\PX*}%T

"a\&"*sII1Jq\m1TC'xP"a#

":Z WebSphere Commerce Professional Edition P,vP}vi/:yi/"1!i

/Mt=i/#

ZK=8P,+}%JmC'T"aDJ46pD_T,+G#t;v_T,C_T

JmI1Jq\m1"adi/PDC'#

*>}JmC'T"aDJ46pD_T,k4PTBYw:

v 9C:=<;iRJmC'T"aDJ46pD_T#

v >}C_T#

*4PD=h

>}_T

1. i4:=<;D0I1Jq1BDZ],iRvJmC'T"aDJ46pD_

T # _ T G :

GuestsExecuteUserSelfRegistrationCommandsOnOrganizationResource#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!q

GuestsExecuteUserSelfRegistrationCommandsOnOrganizationResource#

5. %w>}#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

5. TCJXF_Ti"amX4=h 3 M 4#

I1Jq=8 2:vJmQ"aDMQK<DC'|DdX7E"

1!ivB,g{QK<KC'"arC'"aG}ZszDK<,rC'I^Dd

X7E"#Z;)ivB,zI\#{;PQ"aMQK<DC'I\mdX7#

ZK=8P,+gB|DZ(C'\mdX7E"DJ46pD_TDCJi:

v 9C:=<;iRJmC'\mdX7E"DJ46pD_T#

v |D_TDCJi#

r*CJi RegisteredApprovedUsers ;|,NNG+,rK^h*K|D|ByZ

G+D_T#
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*4PD=h

|DJ46pD_TDCJi

1. i4:=<;D0I1Jq1BDZ],TiRJmC'\mdX7E"DJ46

p D _ T # _ T G

NonRejectedUsersExecuteAddressManageCommandsOnUserResource#

":G\xC'Gd"a4;\xDC'#d"aQ-K<,r_}ZszK<#

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!q

NonRejectedUsersExecuteAddressManageCommandsOnUserResource#

5. %w|DT>0|D_T13f#

6. TZ0C'i1,%wiR"!q RegisteredApprovedUsers#

7. %w7(#

8. |B_TD{F"T>{FMhvT43TCJiD|D#

9. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

I1Jq=8 3:JmI1"a1TC'xP"a

1 ! i v B , Z ( i / D I 1 J q \ m 1 " a d i / D I 1 # C J i

MemberAdministratorsForOrg |,tIG+(}gr=\m1Mt=\m1),QZ(

b)G+4P;5P\mNq#Z;)ivB,zI\#{4(%@D;vG+,v

Z(CG+"ai/I1:

boGyf0=hDEv:

v 4(BG+,"*d4(BCJi"BJ4iMBDyZG+D_T#

v ^DVPDJ46pD_TT9CKBG+#

ZK=8P,+4PTBYw:

v (e{*I1"a1DBG+#

v (e{* MemberRegistrars DBCJi,CCJi|,I1"a1G+#

v 9C:=<;iRJmI1Jq\m1"aI1DJ46pD_T#

v GBdYwiPDYw{F#Xk4(_PKYwDBJ4i,"+|CZBG+

DyZG+D_T#kNG,ZTZYwDyZG+D_TP,Ywiv|,%;

Yw04P1#J4i|,I4PDYw(|n)#

v (e{* UserAdminRegistrationCommands DBJ4i,CJ4i|,CZ"aI1

D|n#+ZI1"a1G+DyZG+D_TP9CKJ4i#
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v *I1"a1(eBDyZG+D_T,C_T9C MemberRegistrars CJiM

MemberRegistrationCommands J4i#

v ^D(e-I"aI1DJ46pD_T,"+dCJiS MembershipAdministrators

|D* MemberRegistrars#

*4PD=h

(eBG+

1. Si/\mXF(,%wCJ\m > G+#

2. Z0G+13fO,%wB(#

3. TZ0{F1,8(0I1"a11#

4. TZ0hv1,C>XoT8(I1"a1G+Dhv#

5. %w7(#

(e|,I1"a1G+DBCJi

1. %wCJ\m > CJi#

2. Z0CJi13fO,%wB(T>BCJiD0j8E"13f#

3. TZ0{F1,8(:MemberRegistrars#

4. TZ08i/1,!qyi/#

5. TZ0hv1,C>XoT8(CJiDhv#

6. %wB;=T>BCJiD0u~13f#

7. %wyZi/MG+#

8. S0G+1PmP,!qI1"a1#

9. %wTZi/48(XkZC'T:Di/rO6P#NG+#

10. %wjI#

6p*CZI1"a1DyZG+D_TDJ4iDYw

1. i4:=<;D0I1Jq1BDZ],iRvJmI1Jq\m1"aC'D_

T#_TG:

CSAMembershipAdministratorsForOrgExecuteUserAdminRegistrationCommandsOn
OrganizationResource

2. %wCJ\m > _T#

3. TZS<,!qyi/TT>>c6pD_T#

4. ZPmPiR_T#

5. GB_TDYwi{F UserAdminRegistration#bGh*i4DYwiT6pCZ

"aI1DYw#

6. %wCJ\m > Ywi#

7. SYwiPmP,!q UserAdminRegistration#

8. %w|DT>0|DYwi13f#

9. GBCZ"aI1D|n{F:

com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd#
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(e*CZI1"a1DyZG+D_TDBJ4i

1. %wCJ\m > J4iT>0J4i13f#

2. %wB(T>BJ4iD0#f13f#

3. TZ0{F1,8( UserAdminRegistrationCommands#

4. TZ0T>{F1,C>XoT8(J4iDhv#

5. TZ0hv1,C>XoT8(J4iD|j8hv#

6. TZ0`M1,!qT=J4i#

7. %wB;=#

8. %wB;=T>BJ4iD0j8E"13f#

9. S0ICDJ41PmP,!qTBJ4:

com.ibm.commerce.usermanagement.commands.
UserRegistrationAdminAddCmd

10. %wmS#

11. %wjI#

(eI1"a1G+DyZG+D_T

1. %wCJ\m > _T#

2. Z0_T13fO,%wB(#

3. TZ0{F1,8(

MemberRegistrarsExecuteUserAdminRegistrationCommands#

4. TZ0T>{F1,C>XoT8(_TDhv#

5. TZ0hv1,C>XoT8(XZ_TwCD|j8hv#

6. TZ0C'i1,%wiR"!q MemberRegistrars#

7. %w7(#

8. TZ0J4i1,!q UserAdminRegistrationCommands#

9. TZ0Ywi1,!q ExecuteCommandActionGroup#

10. %w7(#

":4(KB_T.s,Z|z'.0XkHVdx_Ti#bXk(} XML 4j

I#XZ|`E",kNDZ 119 3DZ 13 B, :9C XML (FCJXF_

T;#

^DJ46pD_TT9CBCJi

^DKJ46p_T.s,;JmG)ZkCJ4`,Di/P#NI1"a1G+

DC'"aC'#ZNNd{i/P#NG+DC';_8K&\#

1. S_TPmP,!qTB_T:

CSAMembershipAdministratorsForOrgExecuteUserAdmin
RegistrationCommandsOnOrganizationResource

.

2. %w|DT>0|D_T13f#

3. |B_TD{F"T>{FMhvT43TCJiD|D#

4. TZ0C'i1,%wiR"!q MemberRegistrars#
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5. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

y/=8 1:vJmr=R;y/

1!ivB,JmyPC'R;y/#Z;)ivB,zI\#{+y/R;^F=

WebSphere Commerce P_Pr=G+DC'#

ZK=8P,+|DJ46pD_T0dX*DyZG+D_T#*+y/R;^F

=_Pr=G+DC',h*4PTBYw:

v 9C:=<;iR8(-IR;y/DJ46pD_T#

v +_TDCJiSyPC'|D*_Pr=G+DG)C'#

v 6pCZR;y/D|n#

v 9C:=<;iRCZr=(:r=)DyZG+D_T#K_T(eK_Pr=

(:r=)G+DC'I4PD|n#Xk|BK_TDJ4iTJmr=4PR

;y/D|n#

v |BKyZG+D_TDJ4i9d|,R;y/D|n#

*4PD=h

6pJ46pD_T0dYwi

1. i4:=<;D0y/1BDZ],6pv*|DDJ46pD_T#_TG:

AllUsersExecuteCouponRedemptionCommandsOnCouponWalletResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!qTB_T:

AllUsersExecuteCouponRedemptionCommandsOnCoupon
WalletResource

5. GB_TDYwi{F CouponRedemption#bGXki4DYwiTiRR;y/

D|n{F#

|DCJi

1. %w|DT>0|D_T13f#

2. TZ0C'i1,%wiR"!qr=(:r=)#

3. %w7(#

4. |B_TD{F"T>{FMhvT43TCJiD|D#

5. %w7(#
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6pCZR;y/D|n

1. %wCJ\m > Ywi#

2. SYwiPmP,!q CouponRedemption#

3. %w|DT>0|DYwi13f#GBCZ4(6jD|n{F:

com.ibm.commerce.couponredemption.commands.CouponDSSCmd
com.ibm.commerce.couponredemption.commands.UseCouponIdCmd

Xk+b)|nmS=|,r=I4P|nPmDJ4iP#

6pr=(:r=)DyZG+D_T

1. i4:=<;D0yZG+D_T1BDZ],iRvCZr=(:r=)DyZ

G+D_T#_TG:

Buyers(buy-side)ExecuteBuyers(buy-side)CommandsResourceGroup

2. %wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GBJ4iD{F:Buyers(buy-side)CommandsResourceGroup# bGh*|BDJ

4iD{F#

|ByZG+D_TPDJ4i9d|,CZ4(6jD|n

1. %wCJ\m > J4i#

2. !q Buyers(buy-side)CommandsResourceGroup#

3. %w|DT>0|DJ4i13f#

4. %wB;=T>0j8E"13f#

5. S0ICDJ41Pm,!q

com.ibm.commerce.couponredemption.commands.CouponDSSCmd
com.ibm.commerce.couponredemption.commands.UseCouponIdCmd. b)G

CZR;y/D|n#

6. %wmS+|nmS=J4i#

7. %wjI#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

y/=8 2:Jmy/\m1M5q-m4(gSy/Yz

1!ivB,LjDy/\m1I*dLj4(gSy/Yz#Z;)ivB,zI

\#{2+K(^Zh5q-m#

CJXF_TDinhFa)K5VK|DDtI=(:

v I+5q-mG+mS=8(K-I4(gSy/YzD_TDCJi#
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v I4(B_T,C_TJm5q-m4(gSy/Yz#

K=85wKZ;V=(#|T>KgN+5q-mG+mS=Z(y/\m14(

y/DJ46pD_T#

*xPK|D,h*4PTBYw:

v 9C:=<;iR8(-I4(gSy/YzDJ46pD_T#

v |D_TDCJiT|,_P5q-mG+DC'#

v i4J46pD_TDYwiT6pCZ4(gSy/YzD|n#

v 9C:=<;iRCZ5q-mDyZG+D_T#K_T(eK_P5q-mG

+DC'I4PD|n#Xk|BK_TDJ4iTJmLj\m14P4(gS

y/YzD|n#

v |BKyZG+D_TDJ4i9d|,4(gSy/YzD|n#

*4PD=h

6pJ46pD_TDYwiMCJi

1. i4:=<;D0Dt1BDZ],6pv*|DDJ46pD_T#_TG:

CouponAdministratorsForOrgExecuteCouponPromotionCreateCommands
OnStoreEntityResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#

5. GB_TDYwiD{F CouponPromotionCreate#bGXki4DYwiTiRC

Z4(gSy/YzD|n{F#

6. GB_TDCJi{F CouponAdministratorsForOrg#bGXk|BDCJiT|

,Lj\m1G+#

|DCJi

1. %wCJ\m > CJi#

2. SCJiPm,!q CouponAdministratorsForOrg

3. %w|DT>0j8E"13f#

4. %wu~T>0u~13f#

5. S0G+1Pm,!q5q-m#

6. %wTZi/48(XkZJ4T:Di/rdO6P#NG+#

7. %wmS#

8. %w7(#

6pCZ4(gSy/YzD|n

1. %wCJ\m > Ywi#

2. SYwiPmP,!q CouponPromotionCreate#

3. %w|DT>0|DYwi13f#GBCZ4(gSy/YzD|n{F

com.ibm.commerce.tools.ecoupon.ECouponPromotionSaveCmd# Xk+K|nmS

=|,5q-mI4P|nPmDJ4iP#
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6p5q-mDyZG+D_T

1. i4:=<;D0yZG+D_T1BDZ],iRvCZ5q-mDyZG+D

_T#_TG:OperationsManagersExecuteOperations ManagersCmdResourceGroup#

2. %wCJ\m > _T#

3. TZS<,!qyi/TT>>c6pD_T#

4. ZPmPiR_T#

5. GBdJ4iD{F — OperationsManagersCmdResourceGroup# bGh*|BD

J4iD{F#

|ByZG+D_TPDJ4i9d|,CZ4(gSy/YzD|n

1. %wCJ\m > J4i#

2. !q OperationsManagersCmdResourceGroup#

3. %w|DT>0|DJ4i13f#

4. %wB;=T>0j8E"13f#

5. S0ICDJ41PmP,!q

com.ibm.commerce.tools.ecoupon.ECouponPromotionSaveCmd#bGCZ4(gS

y/YzD|n#

6. %wmS#

7. %wjI#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

I:=8 1:JmI::o5-m*Idi/4(D)%\mI::o5

":K=8;JCZ WebSphere Commerce Professional Edition#

1!ivB,Z(I::o5-mZ4(K)%1\mI::o5#Z;)ivB,

zI\#{)9I::o5-mD(^TcC{G*Idi/DNNI14(D)%

\mI::o5#

*xPK|D,h*4PTBYw:

v 9C:=<;iRZ(I::o5\m1\mI::o5DJ46pD_T#

v +K_TDJ4X5S4(_|D*k4(_`,Di/5e#

*4PD=h

|DJ46pD_TDJ4X5

1. i4:=<;D0I:1BDZ],iRvZ(I::o5-m*)%\mI::

o5DJ46pD_T#_TG:
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ProcurementShoppingCartManagersExecuteProcurementShopping
CartManageOnOrderResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. S_TPmP,!qTB_T:

ProcurementShoppingCartManagersExecuteProcurementShopping
CartManageOnOrderResource

5. %w|DT>0|D_T13f#

6. TZ0X51,!q sameOrganizationalEntityAsCreator#

7. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

I:=8 2:JmI:r=\m1*Idi/4(D)%a;I::o5

":K=8;JCZ WebSphere Commerce Professional Edition#

1!ivB,I::o5-mZd4(K)%1I#fra;I::o5#Z;)i

vB,zI\#{Tb)Nq.V0p#zITJmI::o5-m#f|,dQ4

()%DI::o5,+Gxhk)%4(_&Z,;i/PDI:r=\m1a;

I::o5D(^#g{#{I:r=\m1Za;F.D:r.0TdxP4i,

rbI\GPfD#

*xPK|D,h*4PTBYw:

v 9C:=<;iR+I::o5-mZ(*PD-mT\m)uPDDJ46pD

_T#

v S_TDYwiP}%CZa;I::o5DYw#

v (eBDYwi,CYwi|,CZa;I::o5D|n#+9CKYwi(e

BDJ46pD_T,C_TZ(I:r=\m1Zk)%4(_&Z,;i/D

ivBIa;I::o5#

v 4(BDJ46pD_T,C_TZ(I:r=\m1Zk)%4(_&Z,;i

/DivBIa;I::o5#

*4PD=h

6pJ46pD_TDYwiMJ4i

1. i4:=<;D0I:1BDZ],iRvZ(I::o5-m*)%\mI::

o5DJ46pD_T#_TG:

ProcurementShoppingCartManagersExecuteProcurement
ShoppingCartManageOnOrderResource

2. Si/\mXF(,%wCJ\m > _T#
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3. Z_TPmPiR_T#

4. GBdYwiD{F ProcurementShoppingCartManage#+|BKYwiT}%CZ

a;I::o5DYw#

5. GBdJ4iD{F OrderDataResourceGroup#+9CKJ4i(eBDJ46p

D_T#

|BJ46pD_TDYwi

1. %wCJ\m > Ywi#

2. SYwiPm,!q ProcurementShoppingCartManage#

3. %w|DT>0|DYwi13f#

4. S0!(DYw1Pm,!q

com.ibm.commerce.me.commands.SubmitShoppingCartCmd# +4(_PK

YwDBYwi,"+CYwiCZBDJ46pD_T#

5. %w}%#

6. %w7(#

(eBYwi

1. %wCJ\m > Ywi#

2. %wB(T>0B(Ywi13f#

3. TZ0{F1,8( ProcurementShoppingCartSubmit#

4. TZ0T>{F1,C>XoT8(YwiDrLhv#

5. TZ0hv1,C>XoT8(XZYwiwCD|j8hv#

6. S0ICDYw1Pm,!q

com.ibm.commerce.me.commands.SubmitShoppingCartCmd#

7. %wmS#

8. %w7(#

(eB_T

1. %wCJ\m > _T#

2. TZS<,%wyi/4T>d5PD_T#

3. %wB(T>0B(_T13f#

4. TZ0{F1,8(:

ProcurementBuyerAdministratorsExecuteProcurementShoppingCartSubmitCommands
OnOrderResource

5. TZ0T>{F1,C>XoT8(_TDrLhv#

6. TZ0hv1,C>XoT8(XZ_TwCD|j8hv#

7. TZ0C'i1,%wiR"!q ProcurementBuyerAdministrators#

8. %w7(#

9. TZ0J4i1,!q OrderDataResourceGroup#

10. TZ0Ywi1,!q ProcurementShoppingCartSubmit#

11. TZ0X51,!q sameOrganizationalEntityAsCreator#

12. TZ0_T`M1,!qIi#e_T+_T8(*#e_T#
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13. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

":4(KB_T.s,Z|z'.0XkHVdx_Ti#bG(}9C XML j

ID#XZ|`E",kNDZ 119 3DZ 13 B, :9C XML (FCJXF

_T;#

bf=8 1:Jm)uPD-m|B)uPD+G;\>}|G

1!ivB,Z()uPD-m|Br>}kdLjX*D)uPD#Z;)iv

B,zI\#{Jm)uPD-m|B)uPD,+G;\>}|G#

*xPK|D,h*4PTBYw:

v 9C:=<;iRZ()uPD-m\m)uPDDJ46pD_T#

v S_TDYwiP}%CZ>})uPDDYw#

*4PD=h

}%CZ>})uPDDYw

1. i4:=<;D0I:1BDZ],iRvZ(I::o5-m*)%\mI:

:o5DJ46pD_T#_TG:

FulfillmentCenterManagersForOrgExecuteFulfillmentCenter
ManageCommandsOnFulfillmentResource

2. Si/\mXF(,%wCJ\m > _T#

3. Z_TPmPiR_T#

4. GBdYwiD{F FulfillmentCenterManage#h*|BKYwiT}%CZ>

})uPDDYw#

5. %wCJ\m > Ywi#

6. SYwiPmP,!q FulfillmentCenterManage#

7. %w|DT>0|DYwi13f#

8. S0!(DYw1PmP,!q

com.ibm.commerce.inventory.commands.FulfillmentCenterDeleteCmd#

9. %w}%#

10. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#
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bf=8 2:vJmsZ?-m"5q-mMM'zm4("|Br>})u

PD

1!ivB,Z()uPD-m4("|Br>}kdLjX*D)uPD#)uP

D-mDCJi|,TBG+:t="sZ?-m"5q-mMM'zm#Z;)i

vB,zI\;#{+t=Z(*)uPD-m#

*xPK|D,h*4PTBYw:

v 9C:=<;iRZ()uPD-m\m)uPDDJ46pD_T#

v S)uPD-mCJi(eP}%t=G+#

*4PD=h

SCJi}%t=G+

1. i4:=<;D0I:1BDZ],iRvZ(I::o5-m*)%\mI:

:o5DJ46pD_T#_TG:

FulfillmentCenterManagersForOrgExecuteFulfillmentCenterManage
CommandsOnFulfillmentResource

2. Si/\mXF(,%wCJ\m > CJi#

3. SCJiPm,!q FulfillmentCenterManagersForOrg#

4. %w|DT>0|DCJi13f#

5. %wCJ\m > CJi#

6. %w|DT>0j8E"13f#

7. %wu~T>0u~13f#

8. S0G+1Pm,!qt=#

9. %w}%#

10. %w7(#

9C|D|BCJXF_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w|B#

LqG\=8 1:JmsF1i4LqG\(m

1!ivB,JmG\(mi41i4dLjDLqG\(m#Z;)ivB,z2

I\#{4({*sF1DBG+,"Z(_PKG+DC'i4LjDLqG\(

m#

boGyf0=hDEv:

v 4(BG+(sF1),"*d4(BCJi(sF1)"BJ4iMBDyZG

+D_T#

v +BG+mS=J46pD_TDCJi#
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v +sF1G+mS=J46pD_TDCJi,C_T(e-Ii4dLjDLq

G\(m#

ZK=8P,+4PTBYw:

v 9C:=<;iRJmLqG\(mi41i4LqG\(mDJ46pD_T#

v GBdYwiPDYw{F#Xk4(_PKYwDBJ4i,"+|CZBG+

DyZG+D_T#kNG,ZTZYwDyZG+D_TP,Ywiv|,%;

Yw04P1#J4i|,I4PDYw(|n)#

v (e{* AuditorCommands DBJ4i,CJ4i|,CZi4LqG\(mD|

n#+ZsF1G+DyZG+D_TP9CKJ4i#

v *sF1(eBDyZG+D_T,C_T9C Auditors CJiM AuditorCommands

J4i#

v +sF1G+mS=J46pD_TDCJi,C_T(e-Ii4dLjDLq

G\(m#

*4PD=h

(eBsF1G+

1. Si/\mXF(,%wCJ\m > G+#

2. Z0G+13fO,%wB(#

3. TZ0{F1,8(0sF11#

4. TZ0hv1,C>XoT8(TsF1G+Dhv#

5. %w7(#

*sF1G+(eBCJi

1. %wCJ\m > CJi#

2. Z0CJi13fO,%wB(T>BCJiD0j8E"13f#

3. TZ0{F1,8( Auditors#

4. TZ0hv1,C>XoT8(CJiDhv#

5. TZ08i/1,!qyi/#

6. %wB;=T>BCJiD0u~13f#

7. %wyZi/MG+#

8. S0G+1Pm,!qsF1#

9. %wmS#

10. %wjI#

6p*CZsF1G+DyZG+D_TDJ4iDYw

1. Z:=<;D0LqG\1Bi4,TiRZ(G\(mi41i4LqG\(m

D_T#_TG:

IntelligenceReportViewersForOrgExecuteViewBusinessIntelligenceReport
CommandsOnStoreEntityResource

2. Si/\mXF(,%wCJ\m > _T#

3. TZS<,!qyi/4T>d5PD_T#

4. ZPmPiR_T#
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5. GB_TDYwi{F ViewBusinessIntelligenceReport#bGXki4DYwi

T6pCZ"aI1DYw#

6. %wCJ\m > Ywi#

7. SYwiPm,!q ViewBusinessIntelligenceReport#

8. %w|DT>0|DYwi13f#

9. GBCZi4LqG\(mD|n{F

com.ibm.commerce.bi.commands.BIShowReportCmd#

(e*CZsF1G+DyZG+D_TDBJ4i

1. %wCJ\m > J4iT>0J4i13f#

2. %wB(T>BJ4iD0#f13f#

3. TZ{F,8( AuditorCommands#

4. TZT>{F,C>XoT8(J4iDhv#

5. TZhv,C>XoT8(J4iD|j8hv#

6. %wB;=#

7. TZ0`M1,!qT=J4i#

8. %wB;=T>BJ4iD0j8E"13f#

9. S0ICDJ41Pm,!q

com.ibm.commerce.bi.commands.BIShowReportCmd#

10. %wmS#

11. %wjI#

*sF1G+(eyZG+D_T

1. %wCJ\m > _T#

2. Z0_T13fO,%wB(#

3. TZ0{F1,8( AuditorsExecuteAuditorCommands#

4. TZ0T>{F1,C>XoT8(_TDhv#

5. TZ0hv1,C>XoT8(XZ_TwCD|j8hv#

6. TZ0C'i1,%wiR"!q Auditors#

7. %w7(#

8. TZ0J4i1,!q AuditorCommands#

9. TZ0Ywi1,!q ExecuteCommandActionGroup#

10. %w7(#

+sF1G+mS=J46pD_TDCJi

1. %wCJ\m > CJi#

2. SCJiPm,!q IntelligenceReportViewersForOrg#

3. %w|DT>0|DCJi13f#

4. %wu~T>CJiD0u~13f#

5. S0G+1Pm,!qsF1#

6. %wTZi/48(XkZJ4T:Di/rdO6P#NG+#

7. %wmS#
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8. %w7(#

9C|D|B_T"am

1. G<A\mXF(#

2. %wdC > "am#

3. S"amPmP,!qCJXF_T#

4. %w0|B1#
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Z 13 B 9C XML (FCJXF_T

WebSphere Commerce \mXF(JmTCJXF_T0diI?Vwr%D|D#*

w|*4SD|D,h*1S`- XML D~,"+|G0k}]b#

Z*<TCZCJXFD XML D~w|D.0,&1DA6WebSphere

Commerce `L8OMLL7PXZCJXFD;B#CBa)KTCJXFD<uT

Ev,"5wKgN4(I\CJXF_T#$DQ(F|n"5e bean M JSP #

e#

;)q-6WebSphere Commerce `L8OMLL7Pya)D8>E"jIKzk(

F,MI`-CZCJXFD XML D~T("yhD#$#

vI(}`-M0k XML D~wvD|D

TB|DvI(}`-;s0k`&D XML D~wv:

v 4(r^DYw

v 4(r^DX5

v 4(r^DX5i

v 4(r^DJ4

v 4(r^DtT

v 9C4Su~4(r^DCJi

v 9C4Su~4(r^DJ4i

v 4(S<DyZG+D_T

v |DS<DyZG+D_TPDYwi

v 4(r^D_Ti

v +_TM_TiX*p4

XZCJXFD XML D~

BmT>K WebSphere Commerce D XML D~"DTD D~T0CZ XML *;L

rD XSL D~D{FMhv#
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m 12. CZCJXFD WebSphere Commerce XML D~

D~{ hv

ACUserGroups_de_DE.xml

ACUserGroups_en_US.xml

ACUserGroups_es_ES.xml

ACUserGroups_fr_FR.xml

ACUserGroups_it_IT.xml

ACUserGroups_ja_JP.xml

ACUserGroups_ko_KR.xml

ACUserGroups_pt_BR.xml

ACUserGroups_zh_CN.xml

ACUserGroups_zh_TW.xml

T?V'VoTmvDCJi(eM

hv#

defaultAccessControlPolicies.xml |,1!CJXF_T"Ywi"J

4i"X5"X5i"Yw"J4`

pT0tTD(eDwD~#

defaultAccessControlPolicies_de_DE.xml

defaultAccessControlPolicies_en_US.xml

defaultAccessControlPolicies_es_ES.xml

defaultAccessControlPolicies_fr_FR.xml

defaultAccessControlPolicies_it_IT.xml

defaultAccessControlPolicies_ja_JP.xml

defaultAccessControlPolicies_ko_KR.xml

defaultAccessControlPolicies_pt_BR.xml

defaultAccessControlPolicies_zh_CN.xml

defaultAccessControlPolicies_zh_TW.xml

|,T?V'VoTmvD1!CJ

XF_T"Ywi"Yw"J4i"

J4`p"X5T0tTDT>{F

MhvDD~#

ACPoliciesfilter.xml CZS}]bi!yPCJXFE"

D}KD~#

OrganizationPoliciesFilter.xml CZi!X(i/y5PDyPk_

T`XDCJXFE"D}KD~#

ACUserGroupsFilter.xml CZi!yPCJiE"D}KD

~#

accesscontrolpolicies.dtd CJXF_T XML D~Xk{OK

DTD#

accesscontrolpoliciesnls.dtd CJXF_T NLS(X(Z>Xo

T)XML D~(vT>{FMhv)

Xk{OK DTD#
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m 12. CZCJXFD WebSphere Commerce XML D~ (x)

D~{ hv

ACUserGroups_en_US.dtd CJXFC'i XML D~Xk{OK

DTD#

accesscontrol.xsl CZCJXF_T XML D~D XSL

*;frD~#

accesscontrolnls.xsl CZCJXF_T NLS XML D~

(vT>{FMhv)D XSL *;f

rD~#

ACUserGroup.xsl CZCJi XML D~D XSL *;f

rD~#

wcstoacpolicies.xsl C Z i ! . s D

ExtractedACPolicies.xml D~T4(

CJXF_T XML D~D XSL *;

frD~#

wcstoacpoliciesnls.xsl C Z i ! . s D

ExtractedACPolicies.xml T4(CJ

XF_T NLS XML D~D XSL *

;frD~#

wcstoacusergroup.xsl C Z i ! . s D

ExtractedACPolicies.xml D~T4(

CJi XML D~D XSL *;frD

~#

|D XML D~

zITXF XML D~44PTBZ(Nq:

v #$S<

v #$XFw|n

v 5VJ46pDCJXF

v #$}] bean

v 4tT+J4Vi

v (eX5

v (eX5i

#$S<

1SS URL wCr_w*4Tm;|nDX(rxt/DyPS<,<h*yZG+

DCJXF_TTcC=T>#TB>}T>CZS<DyZG+D_T:

<Policy Name="ProductManagersExecuteProductManagersViews"
OwnerID="RootOrganization"
UserGroup="ProductMangers"
ActionGroupName="ProductMangersViews"
ResourceGroupName="ViewCommandResourceGroup"

PolicyType="groupableStandard">
</Policy>
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ResourceGroup {F ViewCommandResourceGroup 8>bGCZS<DyZG+D_T#

_Tyw ProductManagers C'iPDC'IT> ProductMangersViews YwiPD

S<#,yX,TZs`}G+,?vG+<P;vT&DYwi+CG+ITCJ

DS<i`I;i,}gt=G+ -> Sellers CJi-> SellersViews Ywi#

TBG ProductMangersViews YwiD>}:

<ActionGroup Name="ProductManagersViews"
OwnerID="RootOrganization">

<ActionGroupAction Name="ProductImageView"/>
<ActionGroupAction Name="ProductManufacturerView"/>
<ActionGroupAction Name="ProductSalesTaxView"/>

</ActionGoup>

O f > } P v Z P r o d u c t M a n a g e r V i e w s Y w i P D I 4 P D } v Y w :

ProductImageView"ProductManufacturerView M ProductSalesTaxView#

TBG ProductImageView Yw(eD>}:

<Action Name="ProductImageView"
CommandName="ProductImageView">
</Action>

Name tT ProductImageView CwZ XML Dd|;C(}g+CYwkYwiX*

1)}CCYwDjG#

":f"Z VIEWREG mD VIEWNAME PPDS<{FXkkYw(ePD CommandName

%d#CommandName D5f"Z ACACTION mD ACTION PP#Name M

CommandName tT^hG`,D#

9CVP_TmSBS<

*mSII_PVPDyZG+D0S<1_TDG+4CJDBS<,k4(;v

kT>D`FD XML D~,;s4PTBYw:

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>

<Action Name="MyNewView"
CommandName="MyNewView">

</Action>
<ActionGroup Name="ProductManagersViews" OwnerID="RootOrganization">

<ActionGroupAction Name="MyNewView"/>
</ActionGroup>
</Policies>

1. Z_PS<{F MyNewView D XML D~P4(BYw(e#bITGz!qD

NN{F#

<Action Name="MyNewView"
CommandName="MyNewView">

</Action>

2. 7(D)G+&1_PTKS<DCJ(,"Z XML D~P+BYwkT&DY

wiX*,gBfD>}y>:
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<ActionGroup Name="ProductManagersViews"
OwnerID="RootOrganization">

<ActionGroupAction Name="MyNewView"/>

</ActionGroup>

QPyZG+D_T(ProductManagersExecuteProductManagersViews)|,KK

Y w i , r K ; P X * 4 ( B _ T # , y , 1 ! D t Z

ManagementAndAdministrationPolicyGroup _TiDyZG+D_TJCZ>cO

Ds`}(g{;G+?)i/,rK;h*|`D_Ti$)#

3. + XML |D0k}]b#XZ0k XML |DD|`E",kNDZ 149 3D:+

|D0k}]b;#

4. (}4PTBYwZ\mXF(P|BCJXF_T"am:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

mS9CB_TDBS<

*mSII;_PVPDyZG+D_TDG+4CJDBS<,k4(;vkT>

D`FD XML D~,;s4PTBYw:

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>

<Action Name="MyNewView"
CommandName="MyNewView">

</Action>
<ActionGroup Name="XYZViews" OwnerID="RootOrganization">

<ActionGroupAction Name="MyNewView"/>
</ActionGroup>
<Policy Name="XYZExecuteXYZViews"
OwnerID="RootOrganization"

UserGroup="XYZ"
ActionGroupName="XYZViews"
ResourceGroupName="ViewCommandResourceGroup"
PolicyType="groupableStandard">

</Policy>

<PolicyGroup Name="ManagementAndAdministrationPolicyGroup" OwnerID="RootOrganization">
<PolicyGroupPolicy Name="XYZExecuteXYZViews" PolicyOwnerId="RootOrganization" />
</PolicyGroup>

</Policies>

1. Z_PS<{F MyNewView D XML D~P4(BYw(e#bITGz!qD

NN{F#

<Action Name="MyNewView
CommandName="MyNewView">
</Action>

2. 4(*kBG+X*DBYwi:

<ActionGroupName="XYZViews"
OwnerID="RootOrganization">
</ActionGroup>

dP XYZViews GYwiD{F#YwiD OwnerID &C<U* RootOrganization#

3. +BYwkBYwiX*:
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< ActionGroupName="XYZViews"
OwnerID="RootOrganization">

<ActionGroupAction Name="MyNewView"/>

</ActionGroup>

dP XYZViews GYwi,MyNewView G4(DYw#

4. 4(}CBYwiD_T:

<Policy Name="XYZExecuteXYZViews"
OwnerID="RootOrganization"
UserGroup="XYZ"
ActionGroupName="XYZViews"
ResourceGroupName="ViewCommandResourceGroup"

PolicyType="groupableStandard">
</Policy>

dP XYZExecuteXYZViews G_T{,XYZViews GYwi#Z WebSphere Commerce

5.5 P,IZ_T$)#MD-r,";9CIVij<MIVi#e_TD

OwnerID 47(_T+&CD)J4#OwnerID 510vI\mXF(Z4i/(y

P_)i4_T19C#g{3n_TJCZ`vi/,r(i+ OwnerID hC*

+2DO6i/,}gyi/#g{3n_TvJCZ;vX(Di/,r(i+

OwnerID hC*Ci/D orgentity_id#

5. +BD_T|,ZJ1D_TiP#1!ivB,s`}yZG+D_TyEC=

ManagementAndAdministrationPolicyGroup P,|G&JCZyPi/#

<PolicyGroupName="ManagementAndAdministrationPolicyGroup"
OwnerID="RootOrganization">
<PolicyGroupPolicy Name="XYZExecuteXYZViews" PolicyOwnerId="RootOrganization"/>
</PolicyGroup>

dP PolicyOwnerId 5XkkCZ_T(ePD OwnerID 5`,#

6. + XML |D0k}]b#XZ0k XML |DD|`E",kNDZ 149 3D:+

|D0k}]b;#

7. (}4PTBYwZ\mXF(P|BCJXF_T"am:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

VZI9CCS<#

#$XFw|n

yPDXFw|n<h*yZG+DCJXF_TTcC=4P#g{XFw|nr

Nq|n}Z4PJ46pDli,rC|n9h*J46pD_T#XZ|`E

",kNDZ 130 3D:#$J4;#TB>}T>KCZXFw|nDyZG+D

_T:

<Policy Name="SellersExecuteSellersCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="Sellers"
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ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="SellersCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

ActionGroupName ExecuteCommandActionGroup 8>bGCZXFw|nDyZG+D

_T#_Tyw Sellers CJiPDC'I4P SellersCmdResourceGroup J4iP

D|n#

TBG SellersCmdResourceGroup J4i(eD>}:

v <ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.ibm.contract.commands.Contract
CancelCmdResourceCategory"/>
<ResourceGroupResource Name="com.ibm.contract.commands.Contract
CloseCmdResourceCategory"/>
<ResourceGroupResource Name="com.ibm.contract.commands.Contract
CreateCmdResourceCategory"/>
</ResourceGroup>

Of>}T>KJ4iPDTB}vJ4(?vJ4<k;vXFw|n`T&):

v com.ibm.contract.commands.ContractCancelCmdResourceCategory

v com.ibm.contract.commands.ContractCloseCmdResourceCategory

v com.ibm.contract.commands.ContractCreateCmdResourceCategory

TBGJ4Dy>(e:

<ResourceCategory Name="com.ibm.commerce.contract.commands.Contract
CloseCmdResourceCategory"
ResourceBeanClass="com.ibm.commerce.contract.commands.ContractCloseCmd">

<ResourceAction Name="ExecuteCommand"/>

</ResourceCategory>

Name tT com.ibm.commerce.contract.commands.ContractCloseCmdResourceCategory

Z XML D~PCw}CJ4DjG#ResourceAction {F ExecuteCommand CZ8(

ITJ45)DYw#19CCJXF_TndkX(J4T&D0Yw1!qr

1,Z\mXF(P*9CKE"#ZK}P,8(KYw Execute#ZTBodP(

eK Execute Yw:

<Action Name="ExcecuteCommand
CommandName="Execute">
</Action>

":XFw|nDSZ{FXkkJ4(ePD ResourceBeanClass %d#

ResourceBeanClass D5f"Z ACRESCGRY mD RESCLASSNAME PP#b)|nI

CwJ4,r*|G)9 ControllerCommand SZ,CSZ)9 AccCommand S

Z,s_@N)9 Protectable SZ#XZb)SZD|`E",kND6WebSphere

Commerce `L8OMLL7#

9CVP_TmSBDXFw|n

*mSIBG+CJDR_PVPyZG+D_TDBXFw|n,k4(`FZT

By>D XML D~#fsPvKX(=h#

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<Policies>
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< ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
ResourceBeanClass="com.xyz.commands.MyNewControllerCmd">

<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>
<ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">

ResourceGroupResource Name="com.xyz.commands.MyNewControllerCmdResource
Category"/>

</ResourceGroup>
</Policies>

1. ZkXFw|nDSZ{FT&D XML D~P,4(BDJ4(e#

<ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
ResourceBeanClass="com.xyz.commands.MyNewControllerCmd">

<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

2. 7(D)G+&1_PT|nDCJ(,"Z XML D~P+BJ4kT&DJ4

iX*,gBfD>}y>:

<ResourceGroup Name="SellersCmdResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.xyz.commands.

MyNewControllerCmdResourceCategory"/>

</ResourceGroup>

y]*9CDG+,zIT|DJ4i#XZyZG+D_TD|`E",kND

Z 186 3D:yZG+D_T;#

3. + XML |D0k}]b#XZ0k XML |DD|`E",kNDZ 149 3D:+

|D0k}]b;#

4. (}4PTBYwZ\mXF(P|BCJXF_T"am:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

r*QPyZG+D_T|,KKJ4i,rKVZIT9CBXFw|n(g{|

4Z4PNNJ46pDli)#XZJ46pDliM|nDE",kNDZ 128 3

D:^DVP_TDJ46pCJXF;#

mS9CB_TDBXFw|n

*mSIIBG+CJDR;_PVPyZG+D_TDBXFw|n,k4(`F

ZTBy>D XML D~#fsPvKX(=h#

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">
<Policies>

< ResourceCategory Name="com.xyz.commands.MyNewControllerCmdResourceCategory"
<ResourceBeanClass="com.xyz.commands.MyNewControllerCmd">

<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization"
<ResourceGroupResource Name="com.xyz.commands.MyNewController
CmdResourceCategory"/>

</ResourceGroup>
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<Policy Name="XYZExecuteXYZsCmdResourceGroup"
OwnerID="RootOrganization"

UserGroup="XYZ"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="XYZCmdResourceGroup"

PolicyType="groupableStandard">
</Policy>

<PolicyGroup Name="ManagementAndAdministrationPolicyGroup"
OwnerID="RootOrganization">

<PolicyGroupPolicy Name="XYZExecuteXYZsCmdResourceGroup"
PolicyOwnerId="RootOrganization" />

</PolicyGroup>

</Policies>

1. ZkXFw|nDSZ{FT&D XML D~P,4(BDJ4(e#kNDZ 125

3D:9CVP_TmSBDXFw|n;=h 1 Tq!>}#

2. 4(*kBG+X*DBJ4i:

<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization">
</ResourceGroup>

3. +BJ4kBJ4iX*:

<ResourceGroup Name="XYZCmdResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.xyz.commands.MyNewControllerResourceCategory"/>
</ResourceGroup>

4. 4(}CBJ4iD_T:

<Policy Name="XYZExecuteXYZsCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="XYZ"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="XYZCmdResourceGroup">
PolicyType="groupableStandard">

</Policy>

5. + XML |D0k}]b#XZ0k XML |DD|`E",kNDZ 149 3D:+

|D0k}]b;#

6. (}4PTBYwZ\mXF(P|BCJXF_T"am:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

VZIT9CCXFw|n(g{|4Z4PNNJ46pDli)#XZJ46pD

liM|nDE",kNDZ 128 3D:^DVP_TDJ46pCJXF;#

*XFw|n^D|n6pCJXF

yZ1!CJXF_T,UserRegistrationAdminAddCmd |n;\IG)v5PP!?

-mG+DC'KP#TB=8hv^DVP_T,T9Cb)C'\4PC|ny

hD=h#zIT9CK=8PD=h,"(F|GTzczT:Dhs#

yPDXFw|n<h*;v|n6pDCJXF_T,|P ActionGroupName =

ExecuteCommandActionGroup#|9XkP;v|,XFw|nDSZ{FDJ4i#

b ) _ T ( # & C Z ; v X ( G + , } g

MarketingManagersExecuteMarketingManagerCmdResourceGroup#
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<Policy Name="MarketingManagersExecuteMarketingManagerCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="MarketingManagers"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="MarketingManagerCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

":TO_TGZ5}4(Zd,0k=}]bD1!_T.;#XZ1!_TD|

`E",kNDZ 185 3D:1!CJXF_TMi;#

Z K i v B , g { k * _ P P ! ? - m G + D C ' \ ; 4 P

UserRegistrationAdminAddCmd,zXk(}4(T:D XML D~4+K|nmS=

CZ_TPDVPJ4i,"4PTBYw:

1. XB(e ExecuteCommand Yw

2. + com.ibm.commerce.usermanagement.commands.UserRegistrationAddCmd XB(

e*;vJ4`p#

3 . + J 4 ` p k X h D J 4 i ` X * , Z K i v B G

MarketingManagerCmdResourceGroup#

4. + XML D~4F= WC_installdir/xml/policies/xml#TBG XML Dy=>}:

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">
<Policies>

<Action Name="ExecuteCommand"
CommandName="Execute">
</Action>

<ResourceCategory
Name="com.ibm.commerce.usermanagement.commands.UserRegistrationAdmin

AddCmdResourceCategory"
ResourceBeanClass="com.ibm.commerce.usermanagement.commands.

UserRegistrationAdminAddCmd">
<ResourceAction Name="ExecuteCommand"/>
</ResourceCategory>

<ResourceGroup Name="MarketingManagerCmdResourceGroup" OwnerID="RootOrganization"
ResourceGroupResource

Name="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmdResourceCategory"/>
</ResourceGroup>

</Policies>

5. 9C WC_installdir/bin/acpload E>,+ XML D~0k=}]bP#XZ0k

XML D~D|`E",kNDZ 149 3D:+|D0k}]b;#

6. (}4PTBYw,Z WebSphere Commerce \mXF(P|BCJXF_T"a

m:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

VZIT9CCXFw|n(g{|4Z4PNNJ46pDli)#g{}Z4PJ

46pDli,kND:^DVP_TDJ46pCJXF;#

^DVP_TDJ46pCJXF: TZh*J46pCJXFD|n,|Ga5X

G)+Z|nD getResources() =(PCJD\#$J4#ba%"I WebSphere

Commerce CJXFr\4PDJ46pCJXFli#ZK>}

com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd P,
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WebSphere Commerce +ZxPYwiD53PQwCJXF_T,CYwi|,H,

Z10|nDYw#_TDJ4i9Xk|(T getResources() =(5XDJ4#Z

KivB,UserRegistrationAdminAddCmd |n755V getResources() =(,"5

XBC'+*ZOf"aDi/#

Z defaultAccessControlPolicies.xml PD=r.b,

com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd Q(e*

;vYw:

<Action Name="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd"
CommandName="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd">

</Action>

|9|,Z;v(eZ defaultAccessControlPolicies.xml XML D~PDYwiP#

<ActionGroup Name="UserAdminRegistration"
OwnerID="RootOrganization">

<ActionGroupAction
Name="com.ibm.commerce.usermanagement.commands.UserRegistrationAdminAddCmd"/>

</ActionGroup>

KYwiQZVPD}<_TP9C:

<Policy
Name="MembershipAdministratorsForOrgExecuteUserAdminRegistrationCommandsOnOrganizationResource"
OwnerID="RootOrganization"
UserGroup="MembershipAdministratorsForOrg"
ActionGroupName="UserAdminRegistration"
ResourceGroupName="OrganizationDataResourceGroup"
PolicyType="groupableTemplate">

</Policy>

":m`_TG1!_T,"Z4(5}Zd0k=}]bP#XZ1!_TD|`

E",kNDZ 185 3D:1!CJXF_TMi;#

*+XhDG+mS= UserRegistrationAdminAddCmd P,k4PTBYw:

1 . + X h D G + m S = I _ T 9 C D C J i # Z > } P G

MembershipAdministratorsForOrg#

KCJiGZ WC_installdir/xml/policies/xml/ACUserGroup_en_US.xml P(eD,

_egB:

<UserGroup Name="MembershipAdministratorsForOrg" OwnerID="RootOrganization"
Description="Administrators of membership for the organization" MemberGroupID="-97"

<UserCondition><![CDATA[
<profile>
<orListCondition>

<simpleCondition>
<variable name="role"/>
<operator name="="/>

<value data="Buyer Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>

<value data="Seller Administrator"/>
<qualifier name="org" data="?"/>
</simpleCondition>

</orListCondition>
</profile>
]]></UserCondition></UserGroup>

ZOfD XML P,AY_P;v8(G+DC';|(ZZ,b)8(DG+G

getResources() 5XDJ4(i/)DyP_DO6i/D0r=\m11r0t

=\m11#g{kmSP!?-mG+,rXkv?|9d2|,BG+#
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2. + XML D~4F= WC_installdir/xml/policies/xml#TBG XML Dy=>}:

?xml version="1.0" encoding="UTF-8"?
<!DOCTYPE UserGroups SYSTEM "../dtd/ACUserGroups_en_US.dtd">

<UserGroups>

<UserGroup Name="MembershipAdministratorsForOrg" OwnerID="RootOrganization"
Description="Administrators of membership for the organization" MemberGroupID="-97">

<UserCondition><![CDATA[
<profile>
<orListConditio>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Buyer Administrator"/>

<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>

<qualifier name="org" data="?"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Marketing Manager"/>

<qualifier name="org" data="?"/>
</simpleCondition>

</orListCondition>
</profile>

]]></UserCondition>
</UserGroup>

</UserGroups>

3. 9C WC_installdir/bin/acpload E>,+ XML D~0k=}]bP#XZ0k

XML D~D|`E",kNDZ 149 3D:+|D0k}]b;#

4. (}4PTBYw,Z WebSphere Commerce \mXF(P|BCJXF_T"a

m:

a. w*>c\m1G<=\mXF(#

b. %wdC > "am#

c. S"amPmP,!qCJXF_T#

d. %w|B#

#$J4

I+J46pCJXFmS=XFwrNq|n#J46pDliGZ WebSphere

Commerce KP1yZ|nD getResources() =(5XD}]jID#J46pDl

i 2 I Z | n D p e r f o r m E x c e c u t e ( ) ? V Z d j I , = ( G 9 C v o i d

checkIsAllowed(Object resource, String action) throws ECException =(1Sw

CCJXF_T\mw#K=(Z;Jm10C'T8(J44P8(YwDivB

+Wv ECApplicationException#

":1!ivB,getResources() =(5X null 5,R;4PJ46pDli#

ZTB5}P,h**B|n4(J46pD_T:

v B|nGS4PJ46pliDy> WebSphere Commerce |n)9x4D,"5P

J46p_T,xRB|nky>|n5VDgf;,#

v B|n>m4PJ46pDCJXFli#

TBGJ46pD_TD>}:
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<Policy Name="ContractMangersForOrgExecuteContractManageCommandsOnContractResource"
OwnerID="RootOrganization"
UserGroup="ContractManagersForOrg"
ActionGroupName="ContractManage"
ResourceGroupName="ContractDataResourceGroup"
PolicyType="groupableTemplate">

</Policy>

dP:

Name:_TD{F#

PolicyType:_T`M#bGIViD#e_T,R+/,&CZ5PJ4Di/5

e0dO6#

OwnerID:5P_TDI1#

UserGroup:_TJCZCiDC'#TZdPG+DwCrI/,X=o5PJ4D

i/DCJi,d|{<(a+ ForOrg =S=i{P

ActionGroupName:|,K*TJ44PDYwDYwiD{F#

ResourceGroupName:|,K*Td5)YwDJ4DJ4iD{F#

ZOf>}P,Ywi ContractManage G|,K+T ContractDataResourceGroup 5

)D;i|nDYwi#TBGCZOvJ46pD_TDYwiD>}:

<ActionGroupName="ContractManage" OwnerID="RootOrganization">
<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractCancelCmd"/>
<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractCloseCmd"/>
<ActionGroupActionName="com.ibm.commerce.contract.commands.ContractDeleteCmd"/>
</ActionGroup>

H 0 T Z y Z G + D _ T ( e * J 4 D | n V Z ( e * Y w # T B G 5 O v

ContractManage i;?VD;vYwDy>(e:

<Action Name="com.ibm.commerce.contract.commands.ContractCloseCmd"
CommandName="com.ibm.commerce.contract.commands.ContractCloseCmd">
</Action>

":CommandName D5&1T&Z4PJ46pDliD|nDSZ{F#

s`}|n9Cs5 bean#b) bean (#G\J46pD_T#$DJ4#TBGC

ZOvJ4_TDJ4iDy>(e:

<ResourceGroup Name="ContractDataResourceGroup" OwnerId="RootOrganization">
<ResourceGroupResource Name="com.ibm.commerce.contract.
objects.ContractResourceCategory"/>
</ResourceGroup>

ZK>}P(eK ContractDataResourceGroup,R|I;vJ4iI#J4(egB:

<ResourceCategory Name="com.ibm.commerce.contract.objects.ContractResourceCategory"
ResourceBeanClass="com.ibm.commerce.contract.objects.Contract"
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractCancelCmd"/>
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractCloseCmd"/>
<ResourceAction Name="com.ibm.commerce.contract.commands.ContractDeleteCmd"/>
</ResourceCategory>

dP:

Z 13 B 9C XML (FCJXF_T 131



Name:CZZ XML D~Dd|;C}CKJ4DjG#

ResourceBeanClass:m>*#$J4D`#K`Xk5V Protectable SZ#g{J4

Gs5 bean,rd6LSZ&1)9 Protectable SZ#

ResourceAction:8(+TKJ44PDYw#\mXF(Z7(D)YwTX(J

4P'19CKE"#

":XZ Protectable SZD|`E",kND6WebSphere Commerce `L8OML

L7#

#$}] bean
}] bean |,XZLqTsDE"RCZZ Web 3fOT>TsE"#/, Web 3

f(#3d* WebSphere Commerce PDS<,b)S<\yZG+D_TD#$#P

1PX*(}#$ Web 3fD}] bean(g{fZ),4x;=#$ Web 3fDZ

]#

19C DataBeanManager.activate(..) =(nd}] bean 1,}] bean \mw?

F5)Tb)}] bean DCJXF#I9C Delegator SZT}] bean 5)1Sr

dSD#$#\1S#$D}] bean 95V Protectable SZ#g{\dS#$D}]

bean 45V Delegator SZ,r_T getDelegate() =(5X null 5,r|";\#

$RNNK<ITT>|#

":XZ Protectable SZD|`E",kND6WebSphere Commerce `L8OML

L7#

TBGCZ}] bean DJ46pD_TD>}:

<Policy Name="AllUsersDisplayOrderDataBeanResourceGroup"
OwnerID="RootOrganization"
UserGroup="AllUsers"
ActionGroupName="DisplayDataBeanActionGroup"
ResourceGroupName="OrderDataBeanResourceGroup"
RelationName="creator"
PolicyType="groupableStandard">
</Policy>

ActionGroupName DisplayDataBeanActionGroup 8>K_TGCZ}] bean D_T#

KYwi|,;v Display Yw#

dP:

Name:C_TD{F#

UserGroup:|,K_TyJCC'DCJi#ZK}P,||,yPC'#

ActionGroupName:DisplayDataBeanActionGroup D58>|GCZ}] bean DJ4

6pD_T#

ResourceGroupName:|,K*#$D}] bean DJ4iD{F#

RelationName:C'MJ4.dXkzcDX5#ZK}P,C'XkGLq Order J

4D4(_#

OrderDataBeanResourceGroup (egB:

132 IBM WebSphere Commerce V5.5



<ResourceGroup Name="OrderDataBeanResourceGroup" OwnerID="RootOrganization">
<ResourceGroupResource Name="com.ibm.commerce.order.beans.
OrderListDataBeanResourceCategory"/>
<ResourceGroupResource Name="com.ibm.commerce.order.beans
.OrderDataBeanResourceCategory"/>
</ResourceGroup>

OrderDataBeanResourceGroup I=vJ49I#TBGCZ}] bean Dy>J4(e:

<ResourceCategory Name="com.ibm.commerce.order.beans.OrderDataBeanResourceCategory"
ResourceBeanClass="com.ibm.commerce.order.beans.OrderDataBean">
<ResourceAction Name="DisplayDataBean"/>
</ResourceCategory>

dP:

Name:CZZ XML D~P}CKJ4DjG#

ResourceBeanClass:\1S#$D}] bean D`{#K`Xk5V Protectable SZ#

ResourceAction:Z\mXF(P`-_TyhD*X#ZK}P,K*X8> Display

G*TKJ44PDP'Yw#

4tT+J4Vi

J4ij+I(}9C ACRESGRP mPD CONDITIONS P4(e#CONDITIONS Pf

"K XML D5,CD5|,CZ+J4ViD0<x-tT15T#K`MDJ4i

F*~=J4i,R(#CZJ4`{;dVD!O#}g,g{CJXF_TJC

Z4,HZ P(4v)r E(IM'~qzm`-)D Order J4,rI(eK`MD

J4i#

":*K4`{.bDd|tT+J4Vi,J4Xk5V Groupable SZ#XZ

Groupable SZD|`E",kND6WebSphere Commerce `L8OMLL7#

TBG Order J4iD>}:

<ResourceGroup Name="OrderResourceGroupwithPEStatus"
OwnerID="RootOrganization">
<ResourceCondition>
<![CDATA[
<profile>

<andListCondition>
<orListCondition>
<simpleCondition>

<variable name="Status"/>
<operator name="="/>
<value data="P"/>

</simpleCondition>
<simpleCondition>

<variable name="Status"/>
<operator name="="/>
<value data="E"/>

</simpleCondition>
</orListCondition>
<simpleCondition>

<variable name="classname"/>
<operator name="="/>
<value data="com.ibm.commerce.order.objects.Order"/>

</simpleCondition>
</andListCondition>
</profile>
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]]>
</ResourceCondition>

</ResourceGroup>

dP:

Name:f"Z ACRESGRP mD GRPNAME PPDJ4i{F#

OwnerID:J4iDyP_#|XkGyi/#

<ResourceCondition>:8(+0k ACRESGRP mD CONDITIONS PD}],T(e

J4i#

<![CDATA[...]]>:8>!4dk-y9CDV{}]?V#

<profile>:yPJ4u~DXhN}#

J4i(eD;vX*iI?VG name="classname" D <simpleCondition> *X#K

* X j 6 K C i y J C D J 4 D J a v a ` # Z T B > } P I { = J a v a `

com.ibm.commerce.order.objects.Order:

<simpleCondition>
<variable name="classname"/>

<operator name="="/>
<value data="com.ibm.commerce.order.objects.Order"/>
</simpleCondition>

TB>}8( com.ibm.commerce.objects.order.objects.Order J4ODu~,44

,&1HZ P#

<simpleCondition>
<variable name="Status"/>

<operator name="="/>
<value data="P"/>

</simpleCondition>

ZOf>}P,<variable name="value"/> m>I getGroupingAttributeValue (String

attributeName, GroupContext context)() =(TJ46pvDtT{F#K=(G

Groupable SZD;?V#vZ WebSphere Commerce \mXF(P0~=J4i1\

mD?D,9&1Z ACATTR mP(eCtT,R+CtTk ACRESATREL mPDJ4

` X * # 1 = K i R x ( J 4 0 Y w D J C _ T D 1 r , + ( } w C

getGroupingAttributeValue(..) =(liKu~,K}PC=(Z Status Pw*

attributeName N}+]#

<orListCondition> 8(&19C<{5 OR 4&CKiPDu~#ZK}P,4,G

P r E#<andListConditon> 8(&19C<{5 AND 4&CKiPDu~#ZK}P

rG,(Classname = com.ibm.commerce.order.objects.Order) AND (Status = P OR

Status=E)#

TBT>KCZnd ACATTR mDy>tT(e:

<Attribute Name="Status" Type="String">
</Attribute>

Name *XGCZj6tTDuo,Type *Xj6tTD}]`M#tTDI\5*:

v String
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v Integer

v Double

v Currency

v Decimal

v URL

v Image

v Date

ZJ4(eP8(KtTkJ4DX*#}g,TB>}P Status tTk

OrderResourceCategory X*:

<ResourceCategory Name="com.ibm.commerce.order.objects.OrderResourceCategory"
ResourceBeanClass="com.ibm.commerce.order.objects.Order" >

<ResourceAttributes Name="Status"
AttributeTableName="ORDERS"
AttributeColumnName="STATUS"
ResourceKeyColumnName="ORDERS_ID"/>

</ResourceCategory>

dP:

<ResourceAttributes>:+tTkJ4X*Dzki#

AttributeTableName:J4D}]bm{F#

AttributeColumnName:f"tTDJ4mPDP{#

ResourceKeyColumnName:f"w|DJ4mPDP{#

(eX5

CJXF_T_PI!DX5*X#vI(}0k XML _TD~4(KX5,C_T

D~_PgBy>DX5(e:

<Relation Name="value">
</Relation>

Name u?GNb_TPy9CX5D{F,"+|mS= ACRELATION m#Name T&

Z protectable J4O fulfills() =(D relationship N}#

TB>}T>{* creator DX5D(e#

<Relation Name="creator">
</Relation>

(eX5i

X5i|,*Eu~,|GG%tZX5iDu~#g{h*(eX5i,Xk(}

Z XML D~P(eX5iE"45V,r_(}^D

defaultAccessControlPolicies.xml D~,gBy>:

<RelationGroup
Name="aValue"
OwnerID="Root Organization">
<RelationCondition><![CDATA[
<profile>
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Relationship Chain Open Condition XML
</profile>
]]></RelationCondition>
</RelationGroup>

X54

?vX5i<I;vr`v RELATIONSHIP_CHAIN *Eu~iI,b)u~4

andListCondition r orListCondition *XxPVi#X54G;vr`vX5Dr

P#X54D$H!vZdy|,X5D}?#bIT(}liX54D XML m>(

P <parmeter name= "X" value="Y"> u?D}?x7(#TBG$H* 1 DX54

D>}#

<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP"
value="aValue"/>
</openCondition>

dP:

aValue:;vzmC'MJ4.dDX5DV{.#CV{.&CGZJ4D fulfills =

(Pli}DX5.;#

1X54D$H* 2 r|s51,|G;vI=vX5iIDrP#Z;v <parmeter

name= "X" value="Y"> u?m>fZZC'Mi/5e.dDX5#ns;v <parmeter

name= "X" value="Y"> u?m>fZZi/5eMJ4.dDX5#4Pd?VDG)

<parmeter name= "X" value="Y"> u?m>fZZi/.dDX5#TBG$H* 2 D

X54D>}#

<openCondition name=RELATIONSHIP_CHAIN">
<parameter name="aValue1" value="aValue2"/>
<parameter name="RELATIONSHIP" value="aValue3"/>
</openCondition>

dP:

aValue1:I\D5|( HIERARCHY M ROLE#HIERARCHY 8(ZI1JqcNa9P,

C'Mi/5e.dfZcNa9X5#ROLE 8(C'Zi/5eP#1G+#g{

aValue1 D5G HIERARCHY,r aValue2 I\D5+|( child,C55XZI1

cNa9PC'Gd1SS.Di/5e#g{ aValue1 D5G ROLE,r aValue2

I\D5+|, ROLE mD NAME PPDNNP'u?,b)55X10C'Td#

1KG+DyPi/5e#

aValue3:G;vV{.,m>SZ;vN}D@@Plw=D;vr`vi/5eM

J4.dDX5#K5T&Z protectable J4OD fulfills() =(D relationship N

}#g{TN} aValue1 xP@@15XK`vi/5e,R1b)i/5ePDAY

;vzcIN} aValue2 y8(DX51,rb;?VD RELATIONSHIP_CHAIN C=z

c#

":XZ(eX5iD|`E",kNDZ 135 3D:(eX5i;

(e%4X5i

g{w*CJXF_TD;?V,zh*?FC'XktZ3vi/5e(}gJ4

D BuyingOrganizationalEntity),rXk4(I;vX549IDX5i,CX54

D$H* 2#gTB>}y>:
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<RelationGroup Name="MemberOf->BuyerOrganizationEntity"
OwnerID="RootOrganization
<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</profile>
]]><RelationCondition>
<RelationGroup>

X54D$H* 2,r*|I=v@"DX59I#Z;vX5GZC'Md8i/5

e.d#ZCX5PC'G child#TZZ~vX5,CJXF_T\mwli8i/

5eGqTJ4zc BuyingOrganizationalEntity X5#;T.,Z|GJ4Dr=

i/5eDivB5X true#

":XZ openCondition jGDE",kND6WebSphere 3WSYw(F8O7#

m;>}+G:GqXk?FC'Ti/5e(Ci/5eGJ4Dr=i/5e)

_PM'zmG+#bV9CKI$H* 2 D;vX54iIDX5i#4DZ;?V

iRC'Td_PM'zmG+DyPi/5e#;sTZi/5eD/O,CJX

F_T\mwli|GPGqAYP;vTJ4zc BuyingOrganizationalEntity X

5#g{G,r5X5 true#

TB>}T>KgN(eK`MDX5i:

<RelationGroup Name="AccountRep->BuyerOrganizationalEntity"
OwnerID="RootOrganization">
<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="ROLE" value="Account Representative"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</profile>
]]><RelationCondition>
<RelationGroup>

(e`4X5i

g{h*9IDX5i|,`4X5,rXk8(C'GXkzcyPX54(4 AND

=8),9GC'XkzcX54PDAY;v(4 OR =8)#

Z T B > } P , C ' X k G J 4 D 4 ( _ , R X k t Z J 4 P y 8 ( D

BuyingOrganizationalEntity#8(C'XkGJ4D4(_DZ;v4$H* 1#8

(C'XktZJ4P8(D BuyingOrganizationalEntity DZ~v4$H* 2#

<RelationshipGroup Name="Creator_And_MemberOf->BuyerOrganizationalEntity"
OwnerID="RootOrganization">

<RelationCondition><![CDATA[
<profile>
<andListCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP" value="creator" />
</openCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
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</andListCondition>
</profile>
]]></RelationCondition>
</RelationGroup>

":g{h*C'zc=vX54PDNN;v,r&+ <andListConditon> jG|D

* <orListConditon> jG#

CJi

w* WebSphere Commerce ;?VD1!CJiIZX(ZoTD XML D~PR=,

}g WC_installdir/xml/policies/xml/ACUserGroups_locale.xml#KD~q-I

WC_installdir/xml/policies/dtd/ACUserGroups_en_US.dtd 8(D DTD#

TBGCJi*XDq=:

<UserGroup Name="value"
OwnerID="value"
Description="value"

<UserCondition>
<![CDATA[

<profile>
Condition XML
</profile>

]]>
</UserCondition>

</UserGroup>

dP:

Name:f"Z MBRGRP mD MBRGRPNAME PPDCJiD{F#

OwnerID:5PCCJiDI1j6#Name M OwnerID DiOXkG(;D#I9CD

Xb5|(:RootOrganization (-2001) r DefaultOrganization (-2000)#

Description(I!):CZhvCJiDI!tT#

UserCondition(I!):CZ8(KCJiPI1Jq~=u~DI!*X#Ku~

f"Z MBRGRPCOND mD CONDITIONS PP#

Condition XML:9Cu~r\,orListCondition"andListCondition"simpleCondition

M trueConditionCondition *XDNbP'iO#

TZ UserCondition *X,'VTB SimpleCondition {F:

m 13. 'VDr%u~{F

d?{ hv

'VDKc

{ 'VD5 ^({ ^({5

role 8 ( C ' X k Z

MBRROLE mP

_PKG+#

= != ROLE m NAME P

DNb5#

org(g{4

8 ( , r C

' X k T

M B R R O L E

m P D N b

i / _ P C

G+#)

v OrgEntityID:C'XkZKi

/5eP_PCG+#

v OrgAndAncestorOrgs:1|CZ

IViD#e_TP1#b+

liCC'Z5PJ4Di/

r_dNNO6i/PGq_

P8(DG+#

138 IBM WebSphere Commerce V5.5



m 13. 'VDr%u~{F (x)

d?{ hv

'VDKc

{ 'VD5 ^({ ^({5

registration
status

8 ( C ' X k _

PK"a4,#

= != U S E R S m

REGISTER-TYPE P

DNb5,}g G

m>Y1C',R m

>"aC'#

^ n/a

status 8 ( C ' X k _

P K I 1 4 , #

b ( # C Z " a

K<D4,#

= != M E M B E R m

S T A T E PDNb

5,}g 0 m>}

Z s z D " a K

<,1 m>"aQK

<,2 m>"aQ;

\x#

^ n/a

org 8 ( C ' G 8 (

i / D S . # K

E " G y Z f "

Z MBRREL mP

D}]D#

= != v ORGENTITY mP

ORGENTITY_ID

PDNb5#

v ?:|Gq*IV

i#e_T#b

+liCC'G

q*5PJ4D

i/DS.#|

9+liC'G

q*NNJ4y

P_DO6DS

.,;1=}Z

$(_TiDn

|DO6"R|

,CO6#

^ n/a

CZCJiD simpleCondition D>}

G+:

;x^({DG+: TB>}T>;x^({D role simpleCondition,n#CZy

ZG+D_T#ZK>}PC'XkTNNi/5e_Pt=\mG+#

<UserConditon>
<![CDATA[
<profile>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller Administrator"/>
</simpleCondition>
</profile>

]]>
</UserCondition>

x^({DG+: TB>}T>x^({D role simpleCondition,n#CZi/6

pD_T#ZK>}P,C'XkTZ ORGENTITY_ID = 100 Di/5e_Pz[1G

+#
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<UserCondition>
<!CDATA[
<profile>

<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller"/>
<qualifier name="org" data="100"/>
<simpleCondition>

</profile>
]]>
</UserCondition>

x^({MN}DG+: TB>}T>x^({MXb}]5 OrgAndAncestorOrgs D

G+ simpleCondition#K^(D}]5 OrgAndAncestorOrgs v$wZIViD#e_

TP#ZK>}P,C'Z5PJ4Di/rdNNO6P,Xk_Pz[-m"F

q-mrz[1G+#

<UserCondition><!CDATA[
<profile>
<orListCondition>

<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Sales Manager"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>

</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Account Representative"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>

</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Seller"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>

</simpleCondition>
</orListCondition>
</profile/>

]]></UserCondition>

registrationStatus: TB>}T> registrationStatus simpleCondition#ZK>}

P,C'XkQ"a(USERS.REGISTERTYPE = R)#

<UserCondition><!CDATA[
<profile>
<simpleCondition>
<variable name="registrationStatus"/>
<operator name="="/>
<value data="R"/>
</simpleCondition>
</profile>

]]></UserCondition>

status: TB>}T> status simpleCondition#ZK>}P,XkQK<KC'"

a#(MEMBER.STATUS = 1)

<UserCondition><![CDATA[
<profile>

<simpleCondition>
<variable name="status"/>
<operator name="="/>

140 IBM WebSphere Commerce V5.5



<value data="1"/>
</simpleCondition>

</profile>
]]></UserCondition>

org: TB>}T> org simpleCondition#ZK>}P,C'XkQZi/5e 100

P"a#Z MBRREL mP,XkfZ;uG<,dPC'G_P ANCESTOR_ID = 100

M SEQUENCE = 1 Di/DSz#

<UserCondition><![CDATA[
<profile>
<simpleCondition>
<variable name="org"/>
<operator name="="/>
<value data="100"/>
</simpleCondition>
</profile>

]]>
</UserCondition>

_T

WC_installdir/xml/policies/xml/defaultAccessControlPolicies.xmlD~(e1S

a ) D 1 ! C J X F _ T # K D ~ q - I

WC_installdir/xml/policies/dtd/accesscontrolpolicies.dtd 8(D DTD#

TBG_T*XD#e:

<Policy Name="value"
OwnerId="value"
UserGroup="value"
UserGroupOwner="value"
ActionGroupName="value"
ResourceGroupName="value"
PolicyType="value"
RelationName="value"
RelationGroupName="value"
RelationGroupOwner="value"

</Policy>

dP:

Name:_TD{F#|0k= ACPOLICY mD POLICYNAME PP#Name M OwnerID D

iOXkG(;D#

OwnerID:5P_TDi/5eDI1j6#|+0k= ACPOLICY mD member_id P

P#OwnerID M Name DiOXkG(;D#P=vI*;Lr$_6pDXb5,|

GG RootOrganization: -2001 M DefaultOrganization: -2000

UserGroup:Z MBRGRP mD MBRGRPNAME PP8(DCJiD{F#|0k= ACPOLICY

mD mbrgrp_id PP#1!DCJi(eZ

WC_installdir/xml/policies/xml/ACUserGroups_language.xml D~P#

UserGroupOwner:5PCJiDI1DI1j6#1CJiI_TyP_.bDd|

I1y5P1,h*KE"#g{48(,rY(CJiI OwnerID tTy8(DI1

y5P#

ActionGroupName:ACACTGRP mD GROUPNAME PPy8(DYwiD{F#|CZq!

+f"Z ACPOLICY mPD`&DYwij6(ACACTGRP_ID)#CZXFw|nDyZ
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G+D_T+ ActionGroupName hC* ExecuteCommandActionGroup#CZ}] bean

D_T+ ActionGroupName hC* DisplayDatabeanActionGroup#

ResourceGroupName:Z ACRESGRP mD GRPNAME PP8(DJ4i{F#|CZq!

f"Z ACPOLICY mPD`&DJ4ij6(ACRESGRP_ID)#CZS<DyZG+D_

T+ ResoureGroupName hC* ViewCommandResourceGroup#

PolicyType:_T`M#P'5* groupableStandard M groupableTemplate#*K5V

rsf]T,2'V5 standard M template#g{0kBD_T1948(KtT,r

+9CU5#g{|BVP_T1948(KtT,rd5#V;d#BmT>KV

{.5=f"Z ACPOLICY mD POLICYTYPE PD}]b5D3d#

m 14. V{.5=}]b5D3d

String ACPOLICY.POLICYTYPE

groupableTemplate 3

groupableStandard 2

template 1

standard 0 rU

XZ_T`MD|`E",kNDZ 15 3DZ 3 B, :Z(En;#

RelationName(I!):Z ACRELATION mD RELATIONNAME PPy8(DX5{F#

g { 8 ( K | , r | C Z q ! f " Z A C P O L I C Y m P D ` & D X 5 j 6

(ACRELATION_ID)#

RelationGroupName(I!):Z ACRELGRP mD GRPNAME PPy8(DX5i{F#

g{8(KKtT,r;&8( RelationName,r*X5iDEH6|_#

RelationGroupOwner:5PX5iDI1j6#v18(K RelationGroupName tTT

01 OwnerID tTD5;G RootOrganization DivB,KtTGXhD;ZK}P,

Xk+ RelationGroupOwner 8(* RootOrganization (-2001)#

_T>}

yZG+D_T:

TZXFw|n: ZK>}P,tZ AllUsers CJiDC'I4PtZ

AllUserCmdResourceGroup J4iD;?VDXFw|n#

<Policy Name="AllUsersExceuteAllUserCmdResourceGroup"
OwnerID="RootOrganization"
UserGroup="AllUsers"
ActionGroupName="ExecuteCommandActionGroup"
ResourceGroupName="AllUserCmdResourceGroup"
PolicyType="groupableStandard">

</Policy>

TZS<: ZK>}P,tZ MarketingManagers CJiDC'I4PtZ

MarketingManagersViews YwiDS<#

<Policy Name="MarketingManagersExecuteMarketingManagersViews"
OwnerID="RootOrganization"
UserGroup="MarketingManagers"
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ActionGroupName="MarketingManagersViews"
ResourceGroupName="ViewCommandResourceGroup"
PolicyType="groupableStandard">

</Policy>

J46pD_T:

TZ|n: ZK>}P,tZ AllUsers CJiDC'ITI

CouponWalletResourceGroup 8(DJ44PI CouponRedemption Ywi8(DYw,

;*C'TJ4zc creator X5#

<Policy Name="AllUsersExecuteCouponRedemptionCommandsOnCouponWalletResource"
OwnerID="RootOrganization"
UserGroup="AllUsers"
ActionGroupName="CouponRedemption"
ResourceGroupName="CouponWalletResourceGroup"
RelationName="creator"
PolicyType="groupableStandard">

</Policy>

T Z } ] b e a n : Z K > } P , t Z A l l U s e r s C J i D C ' I T > I

UserDatabeanResourceGroup J4i8(D}] bean,;*C'TJ4zc owner X

5#

<Policy Name="AllUsersDisplayUserDatabeanResourceGroup"
OwnerID="RootOrganization"
UserGroup="AllUsers"
ActionGroupName="DisplayDatabeanActionGroup"
ResourceGroupName="UserDatabeanResourceGroup"
RelationName="owner"
PolicyType="groupableStandard">

</Policy>

IVi#e_T: ZK>}P,tZ

OrgAdminConsoleMembershipAdministratorsForOrg

CJiDC'ITI OrganizationDataResourceGroup 8(DJ44PI

ApproveGroupUpdate Ywi8(DYw#

<Policy Name="OrgAdminConsoleMembershipAdministratorsForOrgExecuteApprove
GroupUpdateCommandsOnOrganizationResource"

OwnerID="RootOrganization"
UserGroup="OrgAdminConsoleMembershipAdministratorsForOrg"
ActionGroupName="ApproveGroupUpdate"
ResourceGroupName="OrganizationDataResourceGroup"
PolicyType="groupableTemplate">

</Policy>

li OrgAdminConsoleMembershipAdministratorsForOrg CJiD(e+T>TBI1

Jqu~:

<UserCondition>

<profile>
<orListCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Buyer Administrator"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
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<value data="Seller Administrator"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Channel Manager"/>
<qualifier name="org" data="OrgAndAncestorOrgs"/>
</simpleCondition>
</orListCondition>
</profile>
UserCondition>

":role D simpleCondition I org = OrgAndAncestorOrgs ^(#OrgAndAncestorOrgs

G;vvZIVi#e_TPICDX|V#|/,X9CG+DwCrIo=

10J4DyP_DOBD#ZK>}P,C'XkZ5PJ4Di/rCi/

DNNO6P_P8(DG+.;#

(e_Ti

yZLqMCJXF*s,_Ti4(=i_TP#;)1!_Ti4(Zrb;X

Z|`E",kNDZ 185 3D:1!CJXF_TMi;#Z"<Ljr5q#M

1,y]h*4(d|_Ti#Zs`}ivB,zITr%X+NNz4(DB_

T m S = V P _ T i # g { h * 4 ( B D _ T i , z & C Z ` F

defaultAccessControlPolicies.xml D XML D~PTdxP(e,;s+d0k=

}]b#boGy>(e:

<PolicyGroup Name="aValue" OwnerID="aValue">
</PolicyGroup>

dP:

Name:_TiD{F#

OwnerID:5P_TiDi/5eDI1j6#|+0k= ACPOLGRP mD member_id

PP#OwnerID M Name DiOXkG(;D#P=vI*;Lr$_6pDXb5,

|GG RootOrganization: -2001 M DefaultOrganization: -2000#

+_Tk_TixPX*

_TITtZ`v_Ti#;},*KcZT_TxP\m,(i;v_TvtZ;

v_Ti#KX*&(eZ`F defaultAccessControlPolicies.xml D XML D~P,

;s0k=}]b#boGy>(e:

<PolicyGroup Name="aValue" OwnerID="aValue">
<PolicyGroupPolicy Name="aValue" PolicyOwnerID="aValue" />

</PolicyGroup>

dP:

PolicyGroupPolicy Name:H0(eDk8(_Ti`X*D_TD{F#K_TXk_

PTB_T`M.;:groupableStandard r groupableTemplate#

PolicyGroupPolicy PolicyOwnerID(I!):5P8(_TDi/5eDI1j6#g{

48(KN},r1!5*C_TiD OwnerID#P=vXbD5ITI*;Lr$_

46p,|GG RootOrganization: -2001 M DefaultOrganization: -2000#
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$)_Ti

i/$)D_TiPD_Ta#$Ci/DJ4#g{Ci/4$)NN_Ti,r

&CCi/n|DO6$)D_Ti#XZi/&$)D)_TiD|`E",kN

DZ 185 3D:1!CJXF_TMi;#

_ T i $ ) I T Z i / \ m X F ( P x P , + 2 I T ( e Z ` F

defaultAccessControlPolicies.xml D XML D~P,;s0k=}]b#boGy

>(e:

<PolicyGroup Name="aValue" OwnerID="aValue">
<PolicyGroupSubscription OrganizationID="aValue"/>
</PolicyGroup>

dP:

OrganizationID:$)K_TiDi/5eDI1j6#P=vXbD5ITI*;L

r$_46p,|GG RootOrganization: -2001 M DefaultOrganization: -2000#

I*;D_T}]

TBGIC4(eI*;_T}]D(F_TD~D#e:

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>
<!--The following TRANSLATABLE access control elements should
be defined in this file:
<Attribute_nls>
<Action_nls>
<Relation_nls>
<ResourceCategory_nls>
<ActionGroup_nls>
<ResourceGroup_nls>
<Policy_nls>
<PolicyGroup_nls>-->
<!DOCTYPE PoliciesNLS SYSTEM "../dtd/accesscontrolpoliciesnls.dtd">

<PoliciesNLS LanguageID="value">

<!--Insert access control element definitions here -->
</PoliciesNLS>

LanguageID tTG;vV{.,|kX(ZoT73D}]DoT`T&#LanguageID

DP'5*:

v en_US

v fr_FR

v de_DE

v it_IT

v es_ES

v pt_BR

v zh_CN

v zh_TW

v ko_KR

v ja_JP
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;I-kD_T}]

TBG|,K;I-k}]D(F_TD~D#e:

<?xml version="1.0" encoding="ISO-8859-1" standalone="no" ?>

<!DOCTYPE Policies SYSTEM "../dtd/accesscontrolpolicies.dtd">

<!--The following NON-TRANSLATABLE access control elements
should be defined in this file:

<Attribute>
<Action>
<ResourceCategory>
<Relation>
<RelationGroup>
<ActionGroup>
<ResourceGroup>
<Policy>
<PolicyGroup>-->
<Policies>

<!--Insert access control element definitions here-->
</Policies>

X(ZoT73D}]

IT0kTBI!DX(ZoT73D}],TTZ;I-kD XML D~PQw(e

DCJXF*Xa)=Shv#1!DX(ZoT73D}]IZTBX7R=:

WC_installdir\xml\policies\xml\
defaultAccessControlPolicies_locale.xml

}g:defaultAccessControlPolicies_en_US.xml#

tT: TB>}(e=SDtT*XE":

<Atrribute_nls AttributeName="Status"
DisplayName_nls="Status attribute"
Description_nls="Resource status attribute"
/>

dP:

AttributeName:tT{F#K5f"Z ACATTR mD ATTRNAME PP#

DisplayName_nls:tTDT>{F#K5f"Z ACATTRDESC mD DISPLAYNAME PP#

Description_nls:tTDI!hv#K5f"Z ACATTRDESC mD DESCRIPTION P

P#

Yw: TB>}(eK=SDYw*XE":

<Action_nls ActionName="OrderAdjustmentButton"
DisplayName_nls="Order Adjustment Button View"
Description_nls="The view for loading buttons in the order adjustment page
when placing an order from Commerce Acclerator"
/>

dP:

ActionName:Yw{F#K5f"Z ACACTION mD ACTION PP#

DisplayName_nls:YwDT>{F#K5f"Z ACACTDESC mD DISPLAYNAME PP#
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Description_nls:YwDI!hv#K5f"Z ACACTDESC mD DESCRIPTION PP#

X5: TB>}(e=SDX5*XE":

<Relation_nls RelationName="creator"
DisplayName_nls="creator"
Description_nls="creator"
/>

dP:

RelationName:X5{F#K5f"Z ACRELATION mD RELATIONNAME PP#

DisplayName_nls:X5DT>{F#K5f"Z ACRELDESC mD DISPLAYNAME PP#

Description_nls:X5DI!hv#K5f"Z ACRELDESC mD DESCRIPTION PP#

J4`p: TB>}(eK=SDJ4`pE":

<ResourceCategory_nls ResourceCategoryName="com.ibm.commerce.
catalog.objects."InterestItemList"
DisplayName_nls="Interest Item List"
Description_nls="Interest Item List command"
/>

dP:

ResourceCategoryName:J4`p{F#K5f"Z ACRESCGRY mD RESCLASSNAME P

P#

DisplayName_nls:J4`pDT>{F#K5f"Z ACRSCGDES mD DISPLAYNAME P

P#

Description_nls:J4`pDI!hv#K5f"Z ACRSCGDES mD DESCRIPTION

PP#

Ywi: TB>}(eK=SDYwiE":

<ActionGroup_nls ActionGroupName="DoEverything"
DisplayName_nls="Do Everything"
Description_nls="Permits access to all Actions"
/>

dP:

ActionGroupName:Ywi{F#K5f"Z ACACTGRP mD GROUPNAME PP#

DisplayName_nls:YwiDT>{F#K5f"Z ACACGPDESC mD DISPLAYNAME P

P#

Description_nls:YwiDI!hv#K5f"Z ACACGPDESC mD DESCRIPTION P

P#

J4i: TB>}(eK=SDJ4iE":

<ResourceGroup_nls ResourceGroupName="AllResourceGroup"
DisplayName_nls="All Resources Group"
Description_nls="All Resources"
/>
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dP:

ResourceGroupName:J4i{F#K5f"Z ACRESGRP mD GRPNAME PP#

DisplayName_nls:J4iDT>{F#K5f"Z ACRESGPDES mD DISPLAYNAME P

P#

Description_nls:J4iDI!hv#K5f"Z ACRESGPDES mD DESCRIPTION P

P#

_T: TB>}(eK=SD_TE":

<Policy_nls PolicyName="SiteAdministratorsCanDoEverything"
OwnerID="RootOrganization"
DisplayName_nls="Site Administrators Can Do Everything"
Description_nls="Policy that allows Site Administrators to do everything"
/>

dP:

PolicyName:CJXF_TD{F#K5f"Z ACPOLICY mD POLICYNAME PP#

OwnerID:5PK_TDi/5eDI1j6#

DisplayName_nls:_TDT>{F#K5f"Z ACPOLDESC mD DISPLAYNAME PP#

Description_nls:_TDI!hv#K5f"Z ACPOLDESC mD DESCRIPTION PP#

_Ti: TB>}(eK=SD_TiE":

<PolicyGroup_nls PolicyGroupName="B2CPolicyGroup" OwnerID="RootOrganization"
DisplayName_nls="B2C Policy Group"
Description_nls="This policy group contains all the B2C specific policies."
/>

dP:

PolicyGroupName:}*rdmS=SE"DCJXF_TiD{F#K5IZ ACPOLGRP

mD NAME PPR=#

OwnerID:5PK_TiDi/5eDI1j6#

DisplayName_nls:_TiDT>{F#K5f"Z ACPLGPDESC mD DISPLAYNAME P

P#

Description_nls:_TiDI!hv#K5f"Z ACPLGPDESC mD DESCRIPTION P

P#

|D XML D~.s

bT|D

XZbT|DDE",kNDZ 88 3D:|D_T.s;#
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+|D0k}]b
g{(}1S&m XML D~xP_T|D,rXk+Q|DD XML D~0X}]b

P#,V XML D~M}]bPDCJXFE".dD;BTG\X*D,-rPTB

8v:

v 4( WebSphere Commerce 5}1,_TMCJi(eGS XML D~0kD#

v g{#{Z WebSphere Commerce Dm;5}P5V`,DCJXF_T,rI(}

Z4(m;5}.0+ XML D~4F=J1D?<45VCYw#

v XML D~a)K1Si4M`-_T0diI?VDc]==,rK+b)D~#

V*nBGAXX*D#

+ XML |D0k}]b
0k}LA!|,CJXF_TE"MCJi(eD XML D~,"+|G0kJ1D

}]b#|,Z XML D~PD_TMCJiE"GZ2010kD,+G,g{T|

GwK|D,rXkXB0kb) XML D~#

":

1. g{4(Q(FD XML D~,rh*+|G4F=

<WC_installdir>/xml/policies/xml ?<P,T+|G0k}]b#

2. Z0kE>PP;nhC,ChCZbvj6M+}]0k=}]bP1,8(T

BN}hC:"-maxerror 100000"#bb6Eg{Z0k}]1,"zDb|%}`

o 100000 N+vT|G,x;Gl#P9#K5Iy]h*vsru!#}g,g

{k*Z"z;NbyDmsM#9,I+C5|D* 1#

TZ 400 :g{4(Q(FD XML D~,rXkZD~P9C DTD Dj{7

6#CJXF_T DTD ;Z WC_installdir/xml/policies/dtd P#

*0kCJiMCJXF_T,kKPTB|n#

TZ 2000

1. S?< <WC_installdir>\bin,4h*TK&PvD3rKPTB|nD~:

v *0kC'(CJ)i(e,kKP acugload |nD~#o(:acugload.cmd

<database name> <database user> <database user password> <UserGroups xml

file>[schema name] }g:acugload mall dbuser dbusrpwd ACUserGroups_zh_CN.xml

v *0kwCJXF_TD~,kKP acpload |nD~# o(:acpload.cmd

<database name> <database user> <database user password> <Policies xml

f i l e > [ s c h e m a n a m e ] } g : a c p l o a d m a l l d b u s e r d b u s r p w d

defaultAccessControlPolicies.xml

v *0kT>{FMhvD~,kKP acpnlsload |nD~# o(:

acpnlsload.cmd <database name> <database user> <database user password> <NLS

Policies xml file>[schema name] }g:acpnlsload mall dbuser dbusrpwd

defaultaccesscontrolpolicies_zh_CN.xml

2. li <WC_installdir>\logs PDU>D~ acugload.log"acpload.log M

acpnlsload.log,4GqfZNNms#

TZ 400 AIX Solaris Linux
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C}]bC'j6Xk5PTBmI(,TLx4PTB=h:

v T WC_installdir/xml/policies M WC_installdir/logs D?<"S?<MD~D

A/4/4P(^#

v T WC_installdir/bin ?<MdD~DA/4P(^#

g{}]bC'j6;_PTOXhD(^,rzh*9C chmod |nT{ZhK(

^#

1. 9C}]bC'j6G<#

2. S?< <WC_installdir>/bin,4h*TK&PvD3rKPTBbGLrE>:

1. *0kC'(CJ)i(e,kKP acugload bGLrE>#o(: acugload.sh

<database name> <database user> <database user password> <UserGroups xml

f i l e n a m e > [ s c h e m a n a m e ] } g : a c u g l o a d m a l l d b u s e r d b u s r p w d

ACUserGroups_zh_CN.xml

2. *0kwCJXF_TD~,kKP acpload bGLrE># o(:acpload.sh

<database name> <database user> <database user password> <Policies xml

f i l e n a m e > [ s c h e m a n a m e ] } g : a c p l o a d m a l l d b u s e r d b u s r p w d

defaultAccessControlPolicies.xml

3. *0kT>{FMhvD~,kKP acpnlsload bGLrE>#o(:acpnlsload.sh

<database name> <database user> <database user password> <NLS Policies xml

f i l e n a m e > [ s c h e m a n a m e ] } g : a c p n l s l o a d m a l l d b u s e r d b u s r p w d

defaultaccesscontrolpolicies_zh_CN.xml

li <wc_installdir>/logs DU>D~ acugload.log"acpload.log M

acpnlsload.log PGqfZNNms#

":4Pb)E>.s,XkliU>D~,r*1KPb)E>1I\"zDNN

ms+;avVZ|nPP#

TZ 400

":TZ 400 U>D~;Z WC_userdir/instances#

+}]bPD_TMCJi(ei!= XML D~P

i!}LA!CJXF}]bPD_TMCJiE","zI6q XML q=E"DD

~#i!5CLr9Cdk}Kw XML D~48(S}]bPi!D)}]#a)K

TB}KwD~:

v ACPoliciesfilter.xml:C4i!yPCJiM_T}]#

v ACUserGroupsFilter.xml:C4i!yPCJi}]#

v OrganizationPoliciesFilter.xml:C4i!X(i/DyPCJiM_T}]#

Z9CKD~.0,&CTdxP`-,T8(XhDi/j6#+i!Ki/j

6y5PD_T}]#

TZ NT 2000

1. S <WC_installdir>\bin ?<P,KPTB acpextract |n:

acpextract.cmd <database name> <database user> <database user password>
<input xml filter file> [schema name]
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}g:

acpextract.cmd mall dbuser dbusrpwd ACPoliciesfilter.xml

4(TBD~:

v ExtractedACPolicies.xml:KD~|,I Extract |ny]x(D}Ku~yi

!D}]#

v ExtractedACPolicies.dtd:CZ ExtractedACPolicies.xml D~D DTD#

v AccessControlUserGroups.xml:|,CJi(eDD~#

v AccessControlPolicies.xml:|,@"ZoTDCJXF_TE"DD~#

v AccessControlPolicies_LOCALE.xml:@5ZoTDCJXF_TD~,CD~

|,T>{FMhv#

2. kliU>D~ <WC_installdir>\logs\acpextract.log GqfZNNI\Q"z

D&mms#

TZ 400 AIX Solaris Linux

1. 9C}]bC'j6G<#

2. S <WC_install_dir>\bin ?<,KPTB acpextract bGLrE>:

acpextract.sh <database name> <database user>
<database user password> <input xml filter file> [schema name]

}g:

acpextract.sh mall dbuser dbusrpwd ACPoliciesfilter.xml

4(TBD~:

v ExtractedACPolicies.xml:KD~|,I Extract |ny]x(D}Ku~yi

!D}]#

v ExtractedACPolicies.dtd:CZ ExtractedACPolicies.xml D~D DTD#

v AccessControlUserGroups.xml:|,CJi(eDD~#

v AccessControlPolicies.xml:|,@"ZoTDCJXF_TE"DD~#

v AccessControlPolicies_LOCALE.xml:@5ZoTDCJXF_TD~,CD~

|,T>{FMhv#

3. kliU>D~ <WC_installdir>\logs\acpextract.log GqfZNNI\Q"z

D&mms#

TZ 400

1. TBD~(}9C OUTDIR N}4(Z WC_installdir/xml/policies/xml ?<P:

v ExtractedACPolicies.xml:KD~|,I Extract |ny]x(D}Ku~yi

!D}]#

v ExtractedACPolicies.dtd:CZ ExtractedACPolicies.xml D~D DTD#

v AccessControlUserGroups.xml:|,CJi(eDD~#

v AccessControlPolicies.xml:|,@"ZoTDCJXF_TE"DD~#

v AccessControlPolicies_LOCALE.xml:@5ZoTDCJXF_TD~,CD~

|,T>{FMhv#
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Z 4 ?V '62+T

>?Vhv'62+T\mNq#

© Copyright IBM Corp. 2003 153



154 IBM WebSphere Commerce V5.5



Z 14 B WebSphere Commerce Payments CJ

WebSphere Commerce Payments (}9CrO$C'#rGC'D"amT0CZO$

G)C'D;v=((gC'{M\k)#?v WebSphere Commerce Payments 20;

N;IT9C;vr#r`MD>}|( LDAP rMYw53r#ZZhC'CJJ4

D(^.0,Xk+CC'(eZrP#rK,1Rv1C'zcTB=vu~,C

C'EGP' WebSphere Commerce Payments C':

v ZrP

v Z WebSphere Commerce Payments PVdKG+

WebSphere Commerce Payments 9CyZG+DCJXF=8,C=8(eKDv

WebSphere Commerce Payments G+:

1. '6\m1

2. LR\m1

3. w\

4. 01

'6\m1IT9C WebSphere Commerce Payments C'gf0C'10Z+CJ(

(yZG+)VdxrP(eDC'#WCSRealm f WebSphere Commerce Payments

a)#WCSRealm `G*zD53T/dCD#KrJm WebSphere Commerce

Payments Servlet 9CQZ WebSphere Commerce C'mP"aD\m1E"#K\m

1E")'6\m19C,rKz;X(em;W\m1j649C WebSphere

Commerce Payments C'gf#

© Copyright IBM Corp. 2003 155



156 IBM WebSphere Commerce V5.5



Z 15 B ,$ WebSphere Commerce Payments 2+T

WebSphere Commerce Payments 2+TG9(Z8vX|2+T*XOD#b)*Xi

OZ;p4(K;vIZ Web O2+X?p~qD73#

":IBM WebSphere Commerce Payments(TBF* WebSphere Commerce Payments)

H0F* Payment Manager#Sf> 3.1.3 *<,Q+'6&CLrX|{*

WebSphere Commerce Payments,"RZCD5P(*|DKTCz7D}C#

#$ WebSphere Commerce Payments
WebSphere Commerce Payments DPDG Payment Servlet#8V(zz7"dCK

WebSphere Application Server D Web ~qw"}]bMC'gf;p9IK{v

WebSphere Commerce Payments r\#>BV[#$wV WebSphere Commerce Payments

i~D=(#

#$tP}]

T Z ? v i / | n , C r \ a T U C n ! G + 4 i $ C ' D G + , " I K Z

QueryRequest TsPhC8>{,T8>G&T+S<==5XngEC(Ekr*1

X7.`DtP}]9G&ANttP}]#WebSphere Commerce Payments r\;,

$I(}i/|n5XDNNtP}]#+G,r(;G<wa)KCZliC8>

{D5T0Tj</==ANtP}]D;)B=(#?v(;<Xk+tP}]k

Qf"}]Dd`?VxV*4#(#,tP}]MG(;Z+}]f"= WebSphere

Commerce Payments }]b.0S\D;i}]#

JVM 53N} wpm.MinSensitiveAccessRole={clerk|supervisor|madmin|psadmin|none}

8(KJmC'CJtP}]yXk_8Dn!G+#C5GxVs!4D#g{;

P8(bvtT,rY(5 clerk,JmyPC'4=tP}]#g{8(K^'5,r

Payment Servlet ^(u</#

"bKN}ITZ Payments 5}4(ZdhC,"IT9C WebSphere Commerce d

C\mwZNN1r|B#dC\mwPDN}{FG Payments 5}fePDn!C

JG+#XZdC\mwDfeD|`E",kNDkTzD=(D6WebSphere

Commerce 208O7,rNDdC\mwP Payments 5}feD*zoz#

BmhvK'VD5(T(^D]v3rPv):

m 15. Payments C'G+(^

C' hv

clerk _P01(clerk)r|_G+DC'IT4=

tP}]#

supervisor _Pw\(supervisor)r|_G+DC'IT

4=tP}]#

madmin _PLR\m1r|_G+DC'IT4=t

P}]#

psadmin v'6\m1IT4=tP}]#
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m 15. Payments C'G+(^ (x)

none ;JmNNK4=tP}]#

IT(} WebSphere Commerce dC\mw8( wpm.MinSensitiveAccessRole N}#

#$}]b
WebSphere Commerce Payments }]bf"tP}],"*s\=;;4Z(D4AM

4D#$#WebSphere Commerce Payments 'VTf"Z}]bPDtP}](g\k

MV(KE")xPS\#

;W}]

BfG;)XZ&m;W}]D<r#

v tPD;WE"f"Z5}bD}]bmP#Z0'65}4(r<1P+bvb

8(*05}#={F1#

v &1#VyP8]D2+#

v 5}bPD}]bm|,X|DdCM;WE",&1w*538]=TD;?V

+d|,x4#z9&18]TBZ]:

– /QIBM/UserData/CommercePayments/V55/instance ?<PDD~,dP Instance G

WebSphere Commerce Payments 5}D{F

– * WebSphere Commerce Payments dCD HTTP ~qw5}#Z0'65}4

(r<1P+bv HTTP ~qw8(* Web ~qw#

– >XzwO5}bPDTsT09C6L}]bf"16LzwOD}]b/

O#
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Z 5 ?V wV2+Twb

>?VhvII WebSphere Commerce 53\m14PDwV2+TNq#
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Z 16 B tC WebSphere Application Server 2+T

>BhvKgNtC WebSphere Application Server D2+T#tC WebSphere

Application Server 2+TI@9NNKTNN Enterprise JavaBeans i~xP6LwC#

":

1. Windows g{ WebSphere Application Server +V2+TG4>BD=hPyE

vDGytCD,z+^(S Windows 2000 0~q1fe}7X#9 WebSphere

Application Server ~qw(}g,server1)#*Z2+TtC1#9~q,kZ|

na>{&9C WAS_installdir\bin ?<BD stopserver |n#

stopserver server -username user_id -password password

dP server Gzk*#9D~qwD WebSphere Application Server dC?<D{

F(}g server1),g{Z~qwPtCK2+T,r user_id G*O$DC'

{,password G*O$D\k#

1T<S0~q1fe#9~qw1,tTP+;|(C'j6M\k#tC+V

2+T.s,Z#9~qw1,C'j6M\kTZO$GXhD#~qLxKP

(!\0~q1feT>|Q#9)#"b,S0~q1fet/~q1;h*C

'j6M\k#

2. ZtCK WebSphere Application Server 2+TDivB,g{h*#9&CLr~

qw,rZ|na>{P9C4T WAS_installdir/bin ?<D stopserver |n,

gB:

AIX Linux Solaris

stopserver server -username user_id -password password

dP server Gzk*#9D WebSphere Application Server &CLr~qwD{F

(}g server1),user_id G*O$DC'{,password G*O$D\k#

400

stopserver -instance WAS_instancename server -username user_id
-password password

dP WAS_instancename G WebSphere Application Server 5}D{F,server Gz

k*#9D WebSphere Application Server &CLr~qwD{F(}g server1),

user_id G*O$DC'{,password G*O$D\k#

3. AIX Linux Solaris Windows tC WebSphere Application Server 2+

T1,?R(izDzwzcTB*s:

v zwZfAY* 1 GB#

v AY 384 MB Qs!CZ WebSphere Commerce &CLr#
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*<.0

*<tC2+T.0,h*Kb+tC2+TD WebSphere Application Server gNi

$C'j6#WebSphere Application Server IT9C LDAP rYw53DC'"am

w* WebSphere Application Server C'"am#

9C LDAP C'"am1tC2+T

AIX Solaris Linux *Z+ LDAP Cw WebSphere Application Server C

'"am1tC WebSphere Application Server 2+T,kw* wasuser j6G<=5

3,"4PTB=h#

400 *Z+ LDAP Cw WebSphere Application Server C'"am1tC

WebSphere Application Server 2+T,kG<=53,"4PTB=h#

Windows *Z+ LDAP Cw WebSphere Application Server C'"am1tC

WebSphere Application Server 2+T,kw*_8\m(^DC'G<=53,"4P

TB=h#

1. t/ WebSphere Application Server "r* WebSphere Application Server \mX

F(#

2. Z\mXF(P,gB^D+V2+ThC:

a. Z2+TB,9*C'"am"%w LDAP#y]}Z9CD?<~qwD`

M,gBn4dC!n(PDVN:

m 16. IBM Directory Server C'. AIX 400 Linux Solaris Windows

VN{ (e y>5 "b

~qwC'j6 C'j6 user_ID v |;\G LDAP \

m1#

v k p 9 C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s ` f

]#

~qwC'\k C'\k password

`M LDAP ~qw`M SecureWay

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F o=ibm,c=us

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#
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m 17. Netscape C'. Windows

VN{ (e y>5 "b

~qwC'j6 C'j6 user_ID v |;\G LDAP \

m1#

v k p 9 C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s ` f

]#

~qwC'\k C'\k password

`M LDAP ~qw`M Netscape

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F o=ibm

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#

m 18. Domino™ C'. Windows

VN{ (e y>5 "b

~qwC'j6 rL{F/C'j6 user_ID k7#KC'DTs

`k0LDAP _6X

T10ZP0C'}

Kw1VNP8(D

Ts`f]#

~qwC'\k C'\k password

`M LDAP ~qw`M Domino 5.0

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F KVN;GXhD#

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#
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m 19. n/?<(Active Directory)C'. Windows

VN{ (e y>5 "b

~qwC'j6 sAMAccountName user_ID v NbU(C'DC

'G<{#

v k p 9 C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s ` f

]#

~qwC'\k C'\k password

`M LDAP ~qw`M Active Directory

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F CN=users,

DC=domain1,

DC=domain2,

DC=com

s((P{F Qw1s(=?<D

(P{F

CN=user_ID,

CN=users,

DC=domain1,

DC=domain2,

DC=com

user_ID D5GT>{

F # | " G X k k

0 C ' G < { 1 `

,#

s(\k 0s((P{F1D

\k

bind_password |&1k02+T~

qw\k1`,#

%w&C,;s%w#f#

b. Z\mXF(P,9*2+T"%w+V2+T#

1) Z0+V2+TdC1!n(P,!qtC"R;!q?F Java 2 2+T#

":WebSphere Commerce 5.5 ;'V Java 2 2+T#

2) Z0n/DO$zF1VNP,!qa?6Z}=O$(LTPA)#

3) Z0n/DC'"am1VNP,!q LDAP#

4) %w&C,;s%w#f#

c. Z\mXF(P,9*2+T,;s9*O$zF"%w LTPA#

1) Z0LPTA dC1!n(P,4Uh*n4 LTPA hC#

2) g{;k9CK&\,rZ0=StT1B%w%;"a(SSO),"R;

!qtC4!r#

3) %w&C,;s%w#f#

d. Z\mXF(P,9*&CLr"%ws5&CLr#

1 ) Z 0 s 5 & C L r 1 0 Z P , % w z D C o m m e r c e & C L r

WC_instance_name(g WC_demo)#
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2) Z0=StT1B,%w3d2+TG+AC'/i#

3) %wiRC',R=z*3ddG+DC'#

4) kTCC',!q WCSecurityRole "%w7(#

3. XU\mXF(,;s#9"XBt/ WebSphere Application Server \mXF(#

SVZ*<,?1r* WebSphere Application Server \mXF(1,+a>zdk

2+T~qwj6M\k#

4. r* WebSphere Commerce dC\mw"!q5} > instance_name > 5}tT

> 2+T"%wtC4!r#53a>zdkZ Z 164 3D2b PdkDC'{M\

k#%w&C,;sKvdC\mw#

5. #9"XBt/ WebSphere Application Server \mXF(#

9CYw53C'"am1tC2+T

AIX Linux Solaris *+Yw53CwC'"am,h*T root j6KP

WebSphere Application Server#w* root C'KP WebSphere Application Server,

"4PTB=h#

400 Windows *Z+Yw53C'i$Cw WebSphere Application Server C'

"am1tC WebSphere Application Server 2+T,kw*_8\m(^DC'G<,

"4PTB=h#

1. AIX Linux Solaris w* root C'G<#

2. AIX Linux Solaris w* root C'G<1,t/ WebSphere Application

Server "t/ WebSphere Application Server \mXF(#*t/~qw:

cd WAS_installdir/bin
./startServer server

dP server G WebSphere Application Server &CLr~qwD{F,}g

server1#

3. Z WebSphere Application Server \mXF(P,gB^D+V2+ThC:

a. Z\mXF(P,9*2+T,;s9*C'"am"%w>X OS#kTzD

2+"am~qw,gBn4dC!n(PDwVN:
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VN{ y>5 "b

~qwC'j6 wcsuser 400 iSeries ODC'j

6&1_P *SECOFR (^#

AIX Solaris

Linux G root C'r5P

root (^DC'j6#

Windows G<19CD_8

Yw53\mX(DC'j

6#g{KzwtZ3vr,

k9C+^(C'j6#}

g:DomainXYZ\user_id#k7

#r~qwPfZKJ',"

R|G\m1iDI1#

2+T~qw\k password bGtZ_PG<1yCDY

w53\mX(DC'D\

k#

%w&C,;s%w#f#

b. Z\mXF(P,9*2+T"%w+V2+T#

1) Z0+V2+TdC1!n(P,!qtC";!q?F Java 2 2+T#

2) Z0n/DO$zF1VNP,!q SWAM(r% WebSphere O$z

F)#

3) Z0n/DC'"am1VNP,!q>X OS#

4) %w&C,;s%w#f#

4. Z\mXF(P,9*&CLr"%ws5&CLr#

a. Z0s5&CLr10ZP,%wzD Commerce &CLr WC_instance_name

(g WC_demo)#

b. Z0=StT1B,%w3d2+TG+AC'/i#

c. %wiRC',R=z*3ddG+DC'#

d. kTCC',!q WCSecurityRole "%w7(#

5. r* WebSphere Commerce dC\mw"!q5}Pm → instance_name → 5}

tT → 2+T"!qtC2+T4!r#!qYw53C'"amw*O$==,

"dkZ=h Z 165 3D 3a PydkDC'{M\k#%w&C,;sKvdC

\mw#

6. #9"XBt/ WebSphere Application Server \m~qw#SVZ*<,?1r*

WebSphere Application Server \mXF(1,+a>zdk2+T~qwj6M\

k#

{C WebSphere Commerce EJB 2+T

WebSphere Commerce Business Edition Jm{C EJB 2+T#*{C WebSphere

Commerce EJB 2+T,k4PTBYw:

1. t/ WebSphere Application Server \mXF(#
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2. Z\mXF(P,9*2+T"%w+V2+T#Z0+V2+TdC1!n(

P,e}tC4!r#

3. r* WebSphere Commerce dC\mw,"!q5}Pm → instance_name → 5

}tT → 2+T"e}tC2+T4!r#

4. Kv WebSphere Application Server \mXF(#

5. #9"XBt/ WebSphere Application Server \m~qw#

WebSphere Commerce 2+T?p!n

WebSphere Commerce 'VwV2+T?pdC#BmPYKTzICD2+T?p!

n#

m 20. %z2+T=8

WebSphere Application Server 2+TQtC# v 9CYw53w* WebSphere Application

Server "am#

v 9C}]bw* WebSphere Commerce "a

m#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C LDAP w* WebSphere Commerce "

am#

v 9C LDAP w* WebSphere Application

Server "am#

WebSphere Application Server 2+TQ{C,

WebSphere Commerce >c;Z@p=s#

v WebSphere Application Server "am;GX

hD#

v 9C}]bw* WebSphere Commerce "a

m#

v WebSphere Application Server "am;GX

hD#

v 9C LDAP w* WebSphere Commerce "

am#

m 21. `z2+T=8

WebSphere Application Server 2+TQtC#

LDAP <UG?pD#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C LDAP w* WebSphere Commerce "

am#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C}]bw* WebSphere Commerce "a

m#

v z+h*hC LDAP,"+;v\mu?E

k LDAP "am#

Z 16 B tC WebSphere Application Server 2+T 167



m 21. `z2+T=8 (x)

WebSphere Application Server 2+TQ{C,

WebSphere Commerce >c;Z@p=s#

v 9C}]bw* WebSphere Commerce "a

m#

v WebSphere Application Server "am;GX

hD#

v ;'V%;"a#

v 9C LDAP w* WebSphere Application

Server "am#

v WebSphere Application Server "am;GX

hD#

":g{S@p=sYw WebSphere Commerce >c,rIT{C WebSphere

Application Server 2+T#g{z7(@p=s;PKPNNqbD&CLr,r

&1;{C WebSphere Application Server 2+T#

/,_Y:f`SwD2+TdC

g{}Z9C WebSphere Application Server /,_Y:f`Sw4xP`S,Rg{

}Z`SD&CLrD?phv{P(eK2+TG+,rzh*4PTBYw:

/@= WebSphere Application Server \mXF(PD0=h:3d2+TG+=C'

/i1fe,%w&CLr —> 20BD&CLr,"jIXhD=h(kG2+T`

X)#(XZ|`E",kND WebSphere Application Server E"PD

(http://www.ibm.com/software/webservers/appserv/infocenter.html)PD

0Deploying secured applications1M0Assigning users and groups to roles1wb#Z

0=h:3d2+TG+=C'/i1feP:

1. 8(3d=?v2+TG+DC'Mi#

2. 4h*!qG+T_D4!r,T!qyPG+r!qvpG+#TZ?vG+,

zIT8($(eDC'(}g Everyone r All Authenticated C')Gq3d=

CG+#*SC'"am!qX(DC'ri:

a. !q;vG+,"%wiRC'riRi#

b. ZT>DiRC'riRifeO,dkQwu~TSC'"amPi!;P

C'ri#

c. ST>Da{P!qvpDC'ri#

d. %w7(+!qDC'ri3d=Z0=h:3d2+TG+=C'/i1f

eO!qDG+#

10P;vQ(eDG+,CG+a)TyP_Y:f`Sw&\DCJ(#bb6

Eb;3IC48(D)C'ITCJ/,_Y:f`Sw#

(}dC\mw\m WebSphere Commerce 5}

g{tCK WebSphere Application Server +V2+T,z&C4PTB=h,Tc\

9CdC\mw}7X#9"t/"4(r>} WebSphere Commerce r WebSphere

Commerce Payments 5}#

1. Z WAS_installdir/properties ?<P,+TBD~MtT|B*TB5:
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v sas.client.props

com.ibm.CORBA.securityEnabled=true

com.ibm.CORBA.loginSource=properties

com.ibm.CORBA.LoginUserid=validUser

com.ibm.CORBA.LoginPassword=validPassword

v soap.client.props

com.ibm.SOAP.loginUserid=validUser

com.ibm.SOAP.loginPassword=validPassword

com.ibm.SOAP.secrityEnabled=true

2. S WAS_installdir/bin ?<KP PropFilePasswordEncoder |n(Z;PO),

TT sas.client.props M soap.client.props D~PD\kxP`k#

AIX Linux Solaris

PropFilePasswordEncoder.sh WAS_installdir/properties/
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.sh WAS_installdir/properties/
soap.client.props com.ibm.SOAP.loginPassword

400

PropFilePasswordEncoder.sh WAS_userdir/WAS_instance/properties/
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.sh WAS_userdir/WAS_instance/properties/
soap.client.props com.ibm.SOAP.loginPassword

Windows

PropFilePasswordEncoder.bat WAS_installdir\properties\
sas.client.props com.ibm.CORBA.LoginPassword

PropFilePasswordEncoder.bat WAS_installdir\properties\
soap.client.props com.ibm.SOAP.loginPassword

3. |B config_client E>:

AIX 400 Linux Solaris + $CLIENTSOAP $CLIENTSAS mS= Java N

}PmP#}g:

${JAVA_EXE?} -classpath $CLASSPATH -DIDIR="$WPMDIR"
-Djava.security.policy="config.policy" -Djava.version="1.3"
-Dwas.install.root="$WAS_HOME " -Dwas.repository.root="$CONFIG_ROOT"
-Dcom.ibm.CORBA.BootstrapHost="$COMPUTERNAME" $CLIENTSOAP $CLIENTSAS
$PM_ARGS -Xmx128m com.ibm.commerce.config.client.CMClient "$@"

Windows + %CLIENTSOAP% %CLIENTSAS% mS= Java N}PmP#}g:

"%JAVA_HOME%\bin\java" %CLIENTSOAP% %CLIENTSAS% %PM_ARGS% "
-Dwas.install.root=%WAS_HOME%" "-Dwas.repository.root=%CONFIG_ROOT%"
-Dcom.ibm.CORBA.BootstrapHost=%COMPUTERNAME%
-Djava.security.policy="config.policy"
com.ibm.commerce.config.client.CMClient %*

4. |B config_server E>:

AIX 400 Linux Solaris + $CLIENTSOAP $CLIENTSAS mS= Java N

}PmP#}g:
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${JAVA_EXE?} -classpath $CLASSPATH -DIDIR="$WPMDIR"
-Djava.security.policy="config.policy"
-Dwas.install.root="$WAS_HOME " -Dwas.repository.root="$CONFIG_ROOT"
-Dws.ext.dirs="$WAS_EXT_DIRS" -Dcom.ibm.CORBA.BootstrapHost="$COMPUTERNAME"
$CLIENTSOAP $CLIENTSAS $PM_ARGS $MAX_HEAP
com.ibm.commerce.config.server.CMServerImpl "$@"

Windows + %CLIENTSOAP% %CLIENTSAS% mS= Java N}PmP#}g:

"%JAVA_HOME%\bin\java.exe" %CLIENTSOAP% %CLIENTSAS% %PM_ARGS%
"-Dwas.install.root=%WAS_HOME%" "-Dwas.repository.root=%CONFIG_ROOT%"
"-Dws.ext.dirs=%WAS_EXT_DIRS%" -Dcom.ibm.CORBA.BootstrapHost=%COMPUTERNAME%
-Djava.security.policy="config.policy"
com.ibm.commerce.config.server.CMServerImpl %*
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Z 17 B * IBM HTTP Server DzztC SSL

400 >?V;JCZ iSeries =(#XZ iSeries E",kNDZ 177 3D:Z

IBM HTTP Server(iSeries)OtC SSL;#

C IBM HTTP Server 4( WebSphere Commerce 5}s,vZbT?DQtCK2

+WSVc(SSL)#ZT:o_*E>c.0,Xkq->BPD=h*zztC

SSL#

XZ2+T

IBM HTTP Server (}9CS\<u,*5q;Wa);v2+D73#S\GrXx

OE";WD`k,byE"ZISU=bk0G^(A!D#"M=9Cc(#=

r_\?T;WxP`k(S\),SU=9Cb\\?T;Wbk#b)\?I2

+WSVc(SSL)-i9C#

Web ~qw9CO$}L4i$5q-*TsDm],47#{G{OTFDm]#O

$|(:q!IEZ}=(F*O$PD(CA)))pD$i#TZ IBM HTTP Server

C',CA I\G Equifax® r VeriSign® Inc#2ICd| CA#

*4(zz\?D~,kjITB=h:

1. dCCZzzD2+T\?D~

2. SO$PDks2+$i#

3. +zz\?D~hC*10\?D~#

4. SU$i"bTzz\?D~#

Bf+Tb)=hwj8hv#

":

1. g{Q-Z9CIO$PD)pDzz\?D~,MI\ITx}b)=h#kD

A>BsYwv(#

2. Z4Pb)=h1,/@wI\aT>2+T{"#kP84i?u{"PDE"

"v(gNLx4P#

dCCZzzD2+T\?D~

*dCCZzzD2+T\?D~,kZ Web ~qwO4PTBYw:

1. #9 IBM HTTP Server#

2. +?<P;=zwD IBM HTTP Server 20?<BD conf S?<#

3. 4( httpd.conf D8]1>,"+D~D8]1>X|{* httpd.conf.backup#

4. ZD>`-wPr* httpd.conf#

5. k7#TKZ 443 !{TBwPD"M((}}%PWD0#1):

v
Windows

a. LoadModule ibm_ssl_module modules/IBMModuleSSL128.dll
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b. Listen 443

c. <VirtualHost host.some_domain.com:443>(z9XkZKPPf;+^(w

z{#)

d. SSLEnable

e. </VirtualHost>

f. Keyfile "HTTPServer_installdir/ssl/keyfile.kdb"

v AIX Linux Solaris

a. LoadModule ibm_ssl_module libexec/mod_ibm_ssl_128.so

b. AddModule mod_ibm_ssl.c

c. Listen 443

d. <VirtualHost host.some_domain.com:443>(z9XkZKPPf;+^(w

z{#)

e. SSLEnable

f. </VirtualHost>

g. SSLDisable

h. \?D~0HTTPServer_installdir/ssl/keyfile.kdb1

i. SSLV2Timeout 100

j. SSLV3Timeout 1000

6. k7#!{TBwPD"M((}}%PWD0#1)#

a. TZ WebSphere Commerce \m$_,h*KZ 8000"8002 M 8004:

Listen 8000
Listen 8002
Listen 8004

g{}Z9C WebSphere Commerce Payments,r9h*KZ 5432 M 5433:

Listen 5432
Listen 5433

b. k7#9!{KTOvKZDibwz?VD"M((}}%PWD0#1,g

{|GfZ)#zXkZb)?VPJ1Xf;+^(wz{#XZBf>}P

1!76{d?DPm,kNDZ ix 3D:76d?;#

BfD>}GS Windows 53D httpd.conf D~P!{"MDibwz

?VC=D;Zd|Yw53Ob)?VG`FD#
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########## IBM WebSphere Payments (Do not edit this section) #################
Listen 5432
Listen 5433
########## End of IBM WebSphere Payments (Do not edit this section) ##########

...

########## IBM WebSphere Commerce (Do not edit this section) #################
Listen 8000
Listen 8002
Listen 8004
########## End of IBM WebSphere Commerce (Do not edit this section) ##########

< 7. httpd.conf D~D0Listen1?VD>}

########## End of IBM WebSphere Commerce (Do not edit this section) ##########
## VirtualHost: Allows the daemon to respond to requests for more than one
## server address, if your server machine is configured to accept IP packets
## for multiple addresses. This can be accomplished with the ifconfig
## alias flag, or through kernel patches like VIF.
#
## Any httpd.conf or srm.conf directive may go into a VirtualHost command.
## See also the BindAddress entry.
#
#<VirtualHost host.some_domain.com:443>

< 8. httpd.conf D~Dibwz7?VD>}

########## IBM WebSphere Payments (Do not edit this section) #################
<VirtualHost host.some_domain.com:5433>
SSLEnable
SSLClientAuth 0
ServerName wordsworth.torolab.ibm.com
DocumentRoot "HTTPServer_installdir\htdocs\en_US"
</VirtualHost>
########## End of IBM WebSphere Payments (Do not edit this section) ##########

< 9. Payments D httpd.conf D~Dibwz?VD>}

########## IBM WebSphere Commerce (Do not edit this section) #################
#Instance name : instance_name
<VirtualHost host.some_domain.com:80>
ServerName host.some_domain.com
DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc "WC_installdir/web/doc"
Alias /wcsstore "WAS_installdir\installedApps\host\WC_instance_name.ear/Stores.war"
Alias /wcs "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war"
</VirtualHost>

< 10. CZ WebSphere Commerce KZ 80 D httpd.conf D~Dibwz?VD>}. (4\#$DKZ)
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<VirtualHost host.some_domain.com:443>
SSLEnable
SSLClientAuth 0
ServerName host.some_domain.com
DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc "WC_installdir/web/doc"
Alias /wcsstore "WAS_installdir\installedApps\host\WC_instance_name.ear/Stores.war"
Alias /wcs "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war"
</VirtualHost>

< 11. CZ WebSphere Commerce KZ 443 D httpd.conf D~Dibwz?VD>}. (\#$DKZ)

<VirtualHost host.some_domain.com:8000>
SSLEnable
SSLClientAuth 0
ServerName host.some_domain.com
DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc "WC_installdir/web/doc"
Alias /wchelp "WC_installdir/web/doc/en_US"
Alias /adminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war/tools/adminconsole/wcsadmincon.html"
Alias /wcsstore "WAS_installdir\installedApps\host\WC_instance_name.ear/Stores.war"
Alias /accelerator "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war/tools/common/accelerator.html"
Alias /wcs "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war"
Alias /wcadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war"
Alias /wcorgadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war"
Alias /orgadminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war/tools/buyerconsole/wcsbuyercon.html"
</VirtualHost>

< 12. CZ WebSphere Commerce KZ 8000 D httpd.conf D~Dibwz?VD>}. (Websphere 3WSYw)

<VirtualHost host.some_domain.com:8002>
SSLEnable
SSLClientAuth 0
ServerName host.some_domain.com
DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc "WC_installdir/web/doc"
Alias /wchelp "WC_installdir/web/doc/en_US"
Alias /adminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war/tools/adminconsole/wcsadmincon.html"
Alias /wcsstore "WAS_installdir\installedApps\host\WC_instance_name.ear/Stores.war"
Alias /accelerator "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war/tools/common/accelerator.html"
Alias /wcs "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war"
Alias /wcadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war"
Alias /wcorgadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war"
Alias /orgadminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war/tools/buyerconsole/wcsbuyercon.html"
</VirtualHost>

< 13. CZ WebSphere Commerce KZ 8002 D httpd.conf D~Dibwz?VD>}. WebSphere Commerce\mXF

(
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":(i@p=m~h9TQ* WebSphere Commerce $_dCDKZ(1!iv

BGKZ 8000"8002 M 8004)Db?CJ#XZgN4PKYwDE",k

ND}Z>cO9CD@p=m~DD5#

7. #f|D#

8. *7# httpd.conf D~;|,o(ms:

AIX Linux Solaris P;AzwD IBM HTTP Server 20?<BD bin

S?<,"KPTB|n:./httpd -t

Windows P;AzwOD IBM HTTP Server 20?<,"KPTB|n:

apache -t

9. t/ IBM HTTP Server#

SO$PDks2+$i

*i$zUZ0;=hP4(D2+T\?D~,h*4TO$PD(CA)(}g

Equifax r VeriSign)D$i#b;$i|,~qwD+C\?"k~qwD$i`X

*D(P{F,T0$iDrPEM''UZ#

g{#{9Cm;v CA,I1Sk.*5,KbPX&1q-D}LDE"#

Equifax C'

*S Equifax ks2+~qw$i,kNDTB Web X7"q-a)D8>E":

http://www.equifax.com

z&1Z 2 = 4 v*5UZ(}gSJ~SU= Equifax 2+~qw$i#

VeriSign C'

*S VeriSign ks2+~qw$i,kNDTB URL "q-a)D8>E":

http://www.verisign.com

AIX !\z}Z9CJCZ IBM HTTP Server D}L,+9Gk8rArXx

,S2+~qw(ICSS)D4S#q-a)D8>E"#SU=$i1,kg0;?

VPyv4(zz\?D~(g{94byvD0)#

<VirtualHost host.some_domain.com:8004>
SSLEnable
SSLClientAuth 0
ServerName host.some_domain.com
DocumentRoot "HTTPServer_installdir/htdocs/en_US"
Alias /wcsdoc "WC_installdir/web/doc"
Alias /wchelp "WC_installdir/web/doc/en_US"
Alias /adminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war/tools/adminconsole/wcsadmincon.html"
Alias /wcsstore "WAS_installdir\installedApps\host\WC_instance_name.ear/Stores.war"
Alias /accelerator "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war/tools/common/accelerator.html"
Alias /wcs "WAS_installdir\installedApps\host\WC_instance_name.ear/CommerceAccelerator.war"
Alias /wcadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/SiteAdministration.war"
Alias /wcorgadmin "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war"
Alias /orgadminconsole "WAS_installdir\installedApps\host\WC_instance_name.ear/OrganizationAdministration.war/tools/buyerconsole/wcsbuyercon.html"
</VirtualHost>
########## End of IBM WebSphere Commerce (Do not edit this section) ##########

< 14. CZ WebSphere Commerce KZ 8004 D httpd.conf D~Dibwz?VD>}. WebSphere Commercei/\m

XF(
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Solaris !\z}Z9CJCZ IBM HTTP Server D}L,+9Gk8rArXx

,S2+~qw(ICSS)D4S#sfD3f+8vb)=hJCZ OS/2® M AIX =

(#b)8>E"2JCZ Solaris m~#

q-a)D8>E"#a;kss,zD$iM+Z 3 A 5 v$wUZ=o#1SU

=$i1,kg0;?VPyv4(zz\?D~(g{94byvD0)#

SUzz\?D~"+dhC*10\?D~

S CA &C=$i.s,zXkC Web ~qw9CzDzz\?D~#k4PTBY

w:

1. +SO$PDSU=D certificatename.kdb"certificatename.rdb M

certificatename.sth D~4F=zwD IBM HTTP Server 2076BD ssl S

?<P,dP certificatename Gzf,$iksa)D$i{F#

2. #9 IBM HTTP Server#

3. AIX Solaris (}KPTB|n<v JAVA_HOME:

DISPLAY=host_name:0.0
export DISPLAY
JAVA_HOME=java_home
export JAVA_HOME

dP host_name G109CDzwD+^(wz{,java_home G:

v AIX /usr/java130

v Solaris /opt/WebSphere/AppServer/java131

4. r*\?\m5CLr(ikeyman)#

5. r* certificatename.kdb D~,"ZC=a>1dk\k#

6. !qvK$i,"%wSU#

7. %w/@#

8. !qf"SO$PDSUDD~DD~P#!q certificatename.txt D~"%w

7(#

9. vK$iPmrVZ&1Pv VeriSign certificatename $ir_ Equifax

certificatename $i#

10. Kv\?\m5CLr#

11. +?<P;AzwD IBM HTTP Server 2076BD conf S?<#

12. 4( httpd.conf D8]1>#

13. ZD>`-wPr* httpd.conf#

14. 7#ZZ 171 3D 5PPvDP;P"Mt#

15. Qw Keyfile "keyfile_path_name/keyfile.kdb" 18n,"|D76{F,9.

8rZOv=hP4(DD~#

16. XBt/ IBM HTTP Server#
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bTzz\?D~

*bTzz\?,k4PTBYw:

1. Z/@wP*ATB URL:

https://host_name

":

a. g{zQ-(F} Web ~qw,rI\h*Zwz{sfdk Web ~qwW

3D{V#

b. qXdk https,x;G http#

g{\?G}7(eD,z+4=XZB$iD8u{"#

2. g{#{S\K$i,rZB(>c$ifeO!q@6S\K$i(1A}Z)

%!4%#

3. S Web /@wP+_Y:fMzm(r socks)~qwhCV4A-<4,#

VZ,zQ-Z~qwOtCK SSL#

CZ WebSphere Commerce Payments D SSL "bBn

1!ivB,WebSphere Commerce M WebSphere Commerce Payments .dG(} SSL

xP(ED#;x,g{gB1St/ WebSphere Commerce Payments C'gf,r

}Z9CG SSL (EwC WebSphere Commerce Payments:

http://host_name:port_number/webapp/PaymentManager

dP host_name G Payments ~qw{F,R port_number G 5432(1!ivB)#

*7#(} SSL xP(E,9CTB URL:

https://host_name:port_number/webapp/PaymentManager

dP host_name G Payments ~qw{F,port_number G 5433(1!ivB)#

v?z\T

1 WebSphere Commerce SU URL ks1,Web XFwalwksDXFw|nD

SZ{F,"9CC{FS CMDREG miR5V`{#|9a(}li URLREG mPD

HTTPS P7( HTTPS(\#$D)-iTZC URL ksGqGXhD#

T>tPE"DNN|n&1Z URLREG mP+ HTTPS 5hC*5011(;)#}g,

|,M')%j8E"D OrderProcessView S<|n&1;Z HTTPS -iOxP+

M,rK URLREG mPD OrderProcessView u?Z HTTPS PD5*011(;)#

Z IBM HTTP Server(iSeries)OtC SSL
400 b;?VJCZ iSeries =(#

SSL G;v2+T-i#SSL 7#M'zM~qw.d+MD}]#V~XT#|CM

'z\;O$~qwDm],xC~qw\;O$M'zDm]#
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}V$iGgSD5,|GO$rXxOD2+BqPyf0D~qwMM'z#}

V$iD"P_F*O$PD(CA)#iSeries 53IZZ?x73P4P)"~qwM

M'z$iD CA G+,",1w*-}~qw$i(I iSeries CA rng VeriSign

DrXx CA )")O$D~qwKP#w* Web ~qw,IBM HTTP Server for

iSeries 2IdC*ksM'z$iTO$tCK SSL DM'z#

XZgNZ IBM HTTP Server for iSeries OtC SSL Dj8E",kND iSeries E

"PD(http://publib.boulder.ibm.com/html/as400/infocenter.html)#;)G<

C>c,k!qYw53f>MoT,;s%w Go#*qCXZgNtC SSL D8>

E",kQwwb0Securing applications with SSL1#

T WebSphere Commerce Payments 9C SSL
g{Z4( WebSphere Commerce 5}.s4(53$if",rXk,1Zh

WebSphere Commerce Payments 5}M WebSphere Commerce 5}T53$if"D

CJ(#}g,TB|n+Zh WebSphere Commerce Payments 5}T V5R1 53D

X*CJ(:

CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server’) USER(QPYMSVR) DTAAUT(*RX)
CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB’) USER(QPYMSVR) DTAAUT(*R)

xTB|n+Zh WebSphere Commerce T V5R1 53DX*CJ(:

CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server’) USER(QEJBSVR) DTAAUT(*RX)
CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB’) USER(QEJBSVR) DTAAUT(*R)

g{!q9C6L WebSphere Commerce Payments 5},rXk,1+ WebSphere

Commerce 5}M WebSphere Commerce Payments 5}dC*EN)"}V$iD6

LO$PD#*Z=v6L&CLr.d("ENX5,kNDTB_6}L:

1. Z WebSphere Commerce zwO,9C0}V$i\mw1<v~qwDO$PD#

2. +$iD~+M= WebSphere Commerce Payments zw#

3. Z WebSphere Commerce Payments zwO,9C0}V$i\mw1<k WebSphere

Commerce ~qwDO$PD#

4. + WebSphere Commerce Payments &CLr~qwdC*EN<kD WebSphere

Commerce ~qwDO$PD#

5. Z WebSphere Commerce Payments zwO,9C0}V$i\mw1<v~qwD

O$PD#

6. +$iD~+M= WebSphere Commerce zw#

7. Z WebSphere Commerce zwO,9C0}V$i\mw1<k WebSphere

Commerce Payments ~qwDO$PD#

8. + WebSphere Commerce &CLr~qwdC*EN<kD WebSphere Commerce

Payments ~qwDO$PD#

XZj8E",kNDTB Web X7,"iR

Hints and Tips:WebSphere Commerce <ub Web 3f

(http://www.software.ibm.com/software/commerce/wscom/library/lit-tech.html)
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Z 18 B * IBM Directory Server(LDAP)tC SSL

TBG* IBM Directory Server M WebSphere Commerce dC SSL 2+TD=h#

hC IBM Directory Server
400 >?V;JCZ iSeries =(#XZ iSeries E",kND:Z iSeries =(

O20 IBM OS/400 ?<~q;#

*hC IBM ?<~qw:

1. 4U IBM Directory Server 205w420 IBM Directory Server#7#20 GSKit

i~#

2. 20jIs,KP gsk5ikm I4PD~wC IBM \?\mw#

3. 4(BD CMS \?}]bD~#7#!PK+\k~X=D~P(}g

ldap_key.kdb)#

4. 9C X.509 f>M 1024 \?s!44(T)p$i#(zIT*$i8(PbeD

j),}g,zD{V#)

5. 9C Base64-encoded ASCII data }]`Mi!$i*$iD~(}g,cert.arm)#

6. r*/@wCJTBX7:http://host_name/ldap dP host_name G LDAP ~q

wD{F#

7. %w2+T —> SSL —> hC"wTB|D:

v SSL 4,:SSL r*rv SSL

v O$=(:~qwO$

v 2+KZ:636

v \?}]b76MD~{:

AIX Linux Solaris /Keys/ldap_key.kdb

Windows drive:\Keys\ldap_key.kdb

v \?jE:your_label($iDjE#)

v \?\k:xxxxx(CMS \?}]bD~D\k)#g{!q0+\k~X=D

~1,r;h*dk\k#)

8. %w|B"XBt/ SecureWay#

Z iSeries =(O20 IBM OS/400 ?<~q

400 *Z iSeries O20 IBM OS/400 ?<~q:

1. 20 IBM iSeries Access for Windows#

2. (}!q*< —> Lr —> IBM iSeries Access for Windows —> iSeries
<=w,Z Windows zwOt/ iSeries <=w#

3. g{;fZ=?j iSeries zwD,S,r4(;vbyD,S#

4. Zs_fe)9?jzw,;s)9Zs_feDxg —>~qw#
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5. %wZs_feD TCP/IP#

6. CsjR|%wR_feOD?<,"S/vK%P!qtT#

7. Z0?<tT10Z,%wxg!n(#

8. %w}V$i\mw4t/}V$i\mw"Q$i8(x0Directory Services

~qw1&CLr#

9. ZQ$i8(x Directory Services ~qws,%w7(4XU0?<tT10Z

10. XBr*0?<tT10Z,za4{2+WSVc(SSL)QtC#zITS\

1!hC:

v SSL 4,:

v O$=(:~qwO$

v 2+KZ:636

11. XBt/ Directory Services ~qw#

+T)p$i8("<kA WebSphere Application Server
400 g{O$PD(CA),}g VeriSign r Thwate 9;Prz"v SSL $

i,G4z&CS iSeries zw<v>X CA "Q|<k= WebSphere Commerce z

wOD1!EN Keystore P#*C iSeries >X$itC SSL "+>X CA S iSeries

zw<v,k4PTBYw:

1. k7$ HTTP *Admin ~qwQt/#g{94t/,kKP:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. (}t//@w9d8rTBX7:http://host name:2001/ 4r*0iSeries N

q13f#

3. !q}V$i\mw#

4. %w!q$iLj#

5. S$iLj,!q *System#

6. g{z;P4=ZzD PC O20>X CA $i4S,rzh*4(;v>X

CA:

a. %w04(O$PD(CA)1#

b. Z iSeries OXBt/ *Admin HTTP Server#

c. +B$i4(*M'zr~qw`M#

d. !qB4(D>XO$PD#

e. QC$i8(= Directory Services ~qw#

7. ZzD PC O%w20>X CA $i#

8. %w020$i1#;s+$i(.cer D~)#fZY1D~PP#

9. QO$PD(.cer D~)<k Microsoft Internet Explorer,;sYQO$PD<

v=ZY1?<BD .cer D~(~xF 64 ;`k)P#

10. Q$i(~xF 64 `k)<k WebSphere Application Server EN Keystore#}

g:

keytool -import -alias nck -file /temp_dir/nck.cer
-keystore /qibm/proddata/java400/jdk13/lib/security/cacerts
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WebSphere Application Server
Z WebSphere Application Server P:

1. t/f WebSphere Application Server a)D IKeyMan(IBM \?\mw)#(zI

TS WebSphere Application Server K%r_1SZ|n0Zdk ikeyman 4R=

|#)

":K IBM \?\mwk SecureWay a)D;,

1!\kG0changeit1#

2. r* WebSphere Application Server carcerts Keystore(}g Windows OD

WAS_installdir\AppServer\java\jre\lib\security\cacerts)

3. iz=)"_$i,;s%wmS#9C0yZ 64 ;`kD ASCII }]1}]

`M,;s!qzk*Z=h Z 179 3D 5 P4(D$iD~#

4. dk$i{F#

5. XU IKeyMan#

WebSphere Commerce
ChC WebSphere Commerce k SecureWay Directory Server ;p$w,h*^D

instance.xml D~:

1. mSB JNDI 73d?:

java.naming.security.protocol = ssl

2. |D LdapPort *06361:

LdapPort = 636

3. XBt/ WebSphere Commerce#

TBG;v>}:

<MemberSubSystem name="Member SubSystem"
AuthenticationMode="LDAP"

ProfileDataStorage="LDAP"

<Directory LdapAdminDN="cn=root"
LdapAuthenticationMode="SIMPLE"
LdapTimeOut="0"
LdapVersion="3"
EntryFileName="E:/WebSphere/WPS/xml/ldap/attributeMap.xml"
LdapPort="636"
LdapAdminPW="<adminpassword>"
LdapHost="<hostname>"
MigrateUsersFromWCSdb="OFF"
JNDIEnvPropName1="java.naming.security.protocol"
JNDIEnvPropValue1="ssl"
display="false"
LdapType="SECUREWAY"

. . . .

/>

</MemberSubSystem>
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=<. 1!CJXF_TMi

:=<;PvKf WebSphere Commerce a)D1!_TMi#

1!CJXF_T

1!CJXF_TVi*TB`p:

v yZG+D_T:T?v1!G+DyZG+D_T#b)_T2F*|n6pD_T,r*|G(eK

-I4P?v|n#

v J46pD_T:y]5qxrViDJ46pD_T#b)_T(eK;iC'ITX(J44PDY

w#Z?v5qxrB,_TG4dyXFDJ4D`M4i/D:

– }]J4 * IY]DL5Ts,}g)%r6j#

– }] bean J4 * |,XZ5qTsDE"#}] bean CZZ Web 3fOT>TsE"#

m 22. N&R=XZ_TDE"

_T p<3

yZG+D_T Z 186 3D:yZG+D_T;

;,5qxrDJ46p_T Z 189 3D:;,5qxrDJ46pD_T;

)% Z 189 3D:)%;

3W(O,) Z 190 3D:3W(O,);

K< Z 191 3D:K<;

Dt Z 191 3D:Dt;

LqG\ Z 191 3D:LqG\;

I1Jq Z 191 3D:I1Jq;

P!*z Z 193 3D:P!*z;

z7?< Z 193 3D:z7?<;

,(TM(* Z 194 3D:,STM(*;

I: Z 194 3D:I:;

y/ Z 194 3D:y/;

M'E*E" Z 194 3D:M'E*D~;

[[ Z 194 3D:[[;

QwHbf

bf\m

)%\m Z 195 3D:)%\m;

'6 Z 196 3D:'6;

_T`-w Z 196 3D:_T`-w;

z7KJ Z 196 3D:z7KJ;

RFQ Z 196 3D:RFQ;

fr Z 197 3D:fr;

wHLr Z 197 3D:wHLr;

3WSYw Z 197 3D:3WSYw;
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m 22. N&R=XZ_TDE" (x)

_T p<3

0K Z 197 3D:0K;

0q Z 198 3D:0q;

51oz/-w$wUd/M'XD Z 198 3D:51oz/-w$wUd/M'XD;

Lj4, Z 198 3D:Lj4,;

Lj\m

yZG+D_T

v SiteAdministratorsCanDoEverything

v BuyerAdministratorsExecuteBuyersAdministratorsCommands

v BuyerApproversExecuteBuyerApproversCmdResourceGroup

v GuestsExecuteGuestUsersCmdResourceGroup

v BecomeUserCustomerServiceGroupExecutesBecomeUserCmdsResourceGroup

v CustomerServiceRepresentativesExecuteCustomerServiceRepCmdResourceGroup

v MarketingManagersExecuteMarketingManagerCmdResourceGroup

v CustomerServiceSupervisorsExecuteCustomerServiceSupervisorCmdResourceGroup

v AccountRepresentativesExecuteAccountRepresentativesCmdResourceGroup

v SalesManagersExecuteSalesManagersCmdResourceGroup

v ProductManagersExecuteProductManagersCmdResourceGroup

v SellerAdministratorsExecuteSellerAdministratorsCommands

v SellersExecuteSellersCmdResourceGroup

v CategoryManagersExecuteCategoryManagersCmdResourceGroup

v Buyers(buy-side)ExecuteBuyers(buy-side)CommandsResourceGroup

v Buyers(sell-side)ExecuteBuyers(sell-side)CommandsResourceGroup

v PickPackersExecutePickPackersCmdResourceGroup

v ReceiversExecuteReceiversCmdResourceGroup

v ReturnsAdministratorsExecuteReturnsAdministratorsCmdResourceGroup

v OperationsManagersExecuteOperationsManagersCmdResourceGroup

v LogisticsManagersExecuteLogisticsManagersCmdResourceGroup

v ProcurementBuyersExecuteProcurementBuyersCmdResourceGroup

v CustomerServiceRepresentativesExecuteCustomerServiceRepresentativeViews

v BuyerAdministratorsExecuteBuyerAdministratorsViews

v BuyerApproversExecuteBuyerApproversViews

v MarketingManagersExecuteMarketingManagersViews

v CustomerServiceSupervisorsExecuteCustomerServiceSupervisorViews

v SalesManagersExecuteSalesManagersViews

v AccountRepresentativesExecuteAccountRepresentativesViews

v Buyers(buy-side)ExecuteBuyers(buy-side)Views
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v Buyers(sell-side)ExecuteBuyers(sell-side)Views

v CategoryManagersExecuteCategoryManagersViews

v CustomersExecuteCustomersViews

v ProductManagersExecuteProductManagersViews

v PickPackersExecutePickPackersViews

v ReceiversExecuteReceiversViews

v ReturnsAdministratorsExecuteReturnsAdministratorsViews

v OperationsManagersExecuteOperationsManagersViews

v LogisticsManagersExecuteLogisticsManagersViews

v SellerAdministratorsExecuteSellerAdministratorsViews

v SellersExecuteSellersViews

v RegisteredApprovedUsersExecuteRegisteredApprovedUsersViews

v NonRejectedUsersExecuteNonRejectedUsersViews

v GuestUsersExecuteGuestUsersViews

v RegisteredApprovedUsersExecuteRegisteredApprovedUsersCommandsResourceGroup

v ChannelManagersExecuteChannelManagersCommands

v AllUsersExecuteAllSiteUserCmdResourceGroup

v AllUsersExecuteAllSiteUsersViews

v RegisteredCustomersForOrgExecuteRegisteredUserCmdResourceGroup

v RegisteredCustomersForOrgExecuteRegisteredUserViews

v ChannelManagersExecuteChannelManagersViews

v AllUsersExecuteResellerUserCmdResourceGroup

v AllUsersExecuteResellerUserViews

v RegisteredCustomersForOrgExecuteRegisteredResellerUserCmdResourceGroup

v RegisteredCustomersForOrgExecuteRegisteredResellerUserViews

Bm4G+"CJi"J4iMS<T>yZG+D_T#

":

1. }G+PTb,IZmPDs`}n<\$,rK*cZT>xZ?v%*qP+dV*#

2. ";GyPBfDG+yG WebSphere Commerce PDQ(eG+#XZ(eD WebSphere Commerce G

+D|`E",kNDZ 25 3D:G+;#

m 23. 4G+"CJi"J4iMS<T>DyZG+D_T

G+

CZyZG+D_TPD

CJi

CZXFw|nDyZG+D_T

PDJ4i

CZS<DyZG+D_TP

DYwi

>c\m1 SiteAdministrators n/a n/a

r=\m1 BuyerAdministrators BuyerAdministrators
CommandsResource
Group

BuyerAdministrators
Views

r=K<1 BuyerApprovers BuyerApproversCmd
ResourceGroup

BuyerApproversViews
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m 23. 4G+"CJi"J4iMS<T>DyZG+D_T (x)

G+

CZyZG+D_TPD

CJi

CZXFw|nDyZG+D_T

PDJ4i

CZS<DyZG+D_TP

DYwi

4v 1
Guests GuestUsersCmd

ResourceGroup
GuestUsersViews

M'~qzm CustomerService
Representatives

CustomerService
RepCmdResourceGroup

CustomerService
Representative
Views

P!?-m MarketingManagers MarketingManager
CmdResourceGroup

MarketingManagersViews

M'~qw\ CustomerService
Supervisors

CustomerService
Supervisor
CmdResourceGroup

CustomerService
SupervisorViews

M'zm Account
Representatives

AccountRepresentativesCmd
ResourceGroup

AccountRepresentatives
Views

z[-m SalesManagers SalesManagersCmd
ResourceGroup

SalesManagersViews

z7-m ProductManagers ProductManagers
CmdResourceGroup

ProductManagersViews

t=\m1 Seller
Administrators

SellerAdministrators
CommandsResourceGroup

SellerAdministrators
Views

t= Sellers SellersCmdResourceGroup SellersViews

`p-m CategoryManagers CategoryManagers
CmdResourceGroup

CategoryManagersViews

r=(:r=) Buyers(buy-side) Buyers(buy-side)
CommandsResourceGroup

Buyers(buy-side)Views

r=(z[=) Buyers(sell-side) Buyers(sell-side)
CommandsResourceGroup

Buyers
(sell-side)Views

au0u1 PickPackers PickPackersCmd
ResourceGroup

PickPackersViews

Uu1 Receivers ReceiversCmdResourceGroup ReceiversViews

Ku\m1 ReturnsAdministrators ReturnsAdministratorsCmd
ResourceGroup

ReturnsAdministrators
Views

5q-m OperationsManagers OperationsManagersCmd
ResourceGroup

OperationsManagersViews

sZ?-m LogisticsManagers LogisticsManagersCmd
ResourceGroup

LogisticsManagersViews

I:r= ProcurementBuyers ProcurementBuyersCmd
ResourceGroup

n/a

"aK<C' 2
RegisteredApproved
Users

RegisteredApprovedUsers
CommandsResourceGroup

RegisteredApproved
UsersViews

G\xC' 3
NonRejectedUsers NonRejectedUserCommands

ResourceGroup
NonRejectedUsersViews

~@-m ChannelManagers ChannelManagersCmd
ResourceGroup

ChannelManagersViews
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m 23. 4G+"CJi"J4iMS<T>DyZG+D_T (x)

G+

CZyZG+D_TPD

CJi

CZXFw|nDyZG+D_T

PDJ4i

CZS<DyZG+D_TP

DYwi

yPC' 4

AllUsers ResellerUserCmd
ResourceGroup5

ResellerUserViews5

AllSiteUserCmd
ResourceGroup6

AllSiteUsersViews6

" a M ' ( x P

OrgandAncestorOrgs G+

^({)

Registered
CustomersForOrg

RegisteredUserCmd
ResourceGroup

RegisteredUserViews

RegisteredResellerUser
CmdResourceGroup

RegisteredReseller
UserViews

"b:

1. 04v1;Gf}DG+#"a4,hC*0G1(USER.REGISTERTYPE PhC*0G1)DC'~=XtZ Guests C

Ji#

2. 0"aK<C'1;Gf}DG+#"a4,hC*0R1(USER.REGISTERTYPE PhC*0R1),R4,QK<

(MEMBER.STATE PhC* 1)DC'~=XtZ RegisteredApprovedUsers CJi#

3. 0G\xC'1;Gf}DG+#"a4,*G\x(MEMBER.STATE P;GhC* 2)DC'~=XtZ

NonRejectedUsers CJi#

4. 0yPC'1;Gf}DG+#53PDyPC'y~=XtZ AllUsers CJi#

5. b)YwiMJ4itZG)G B2CPolicyGroup D;?VD_T#K_Ti\I\vJCZq- B2C 5q#MDi

/#

6. b)YwiMJ4itZG)G ManagementAndAdministrationPolicyGroup D;?VDJ4#K_Ti\I\JCZy

Pi/#

;,5qxrDJ46pD_T

)%

}]J4:)%:

v AllUsersExecuteAllUsersActionGroupCommandsOnOrderResource

v AllUsersExecuteOrderCreateCommandsOnStoreResource

v AllUsersExecuteOrderReadCommandsOnOrderResource

v AllUsersExecuteOrderPrepareCommandsOnOrderResource

v AllUsersExecuteOrderWriteCommandsOnOrderResource

v AllUsersExecuteScheduledOrderCancelOnOrderResource

v AllUsersExecuteReturnAgainstOrderOnOrderResource

v AllUsersExecuteOrderProcessOnOrderResource

v OrderManagersForOrgExecuteOrderManageCommandsOnOrderResource

v CustomerOrderManagersForOrgExecuteOrderProcessOnOrderResource

v ResellerAdministratorsForOrgExecuteOrderReadCommandsOnOrderDataResourceGroup

v ResellerAdministratorsForOrgExecuteOrderPrepareCommandsOnOrderDataResourceGroup

v ResellerAdministratorsForOrgExecuteOrderWriteCommandsOnOrderDataResourceGroup

v ResellerAdministratorsForOrgExecuteScheduledOrderCancelOnOrderDataResourceGroup
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v ResellerAdministratorsForOrgExecuteOrderProcessOnOrderDataResourceGroup

v EmailOrderNotificationManagersForOrgExecuteCustomerServiceEmailOrderOnOrderResource

}]J4:hsPm:

v AllUsersExecuteRequisitionListCreateCommandsOnStoreEntityResource

v AllUsersExecuteRequisitionListSharedReadCommandsOnSharedRequisitionListResource

v AllUsersExecuteRequisitionListExclusiveReadCommandsOnPrivateRequisitionListResource

v AllUsersExecuteRequisitionListWriteCommandsOnRequisitionListResource

v AllUsersExecuteRequisitionListSharedProcessCommandsOnSharedRequisitionListResource

v AllUsersExecuteRequisitionListExclusiveProcessCommandsOnPrivateRequisitionListResource

}]J4:K$L7:

v AllUsersExecuteInterestItemReadCommandsOnInterestItemListResource

v AllUsersExecuteInterestItemWriteCommandsOnInterestItemListResource

}]J4:RMA:

v AllUsersExecuteRMACreateCommandsOnStoreResource

v AllUsersExecuteRMAReadCommandsOnRMAResource

v AllUsersExecuteRMAPrepareOnRMAResource

v AllUsersExecuteRMAWriteCommandsOnRMAResource

v AllUsersExecuteRMAProcessCommandsOnRMAResource

v RMAApproversForOrgExecuteRMAApproveCommandsOnRMAResource

v RMADisposersForOrgExecuteRMADisposeCommandsOnRMAResource

v RMAReceiversForOrgExecuteRMAReceiveCommandsOnRMAResource

v RMAManagersForOrgExecuteRMAManageCommandsOnRMAResource

v StoreAdministratorsForOrgExecuteRMACreditCommandsOnStoreEntityResource

}] bean:)%:

v AllUsersDisplayOrderDatabeanResourceGroup

v AllUsersDisplayApprovalsOrderDataBeansResourceGroup

v AccountRepresentativesForOrgDisplayOrderDatabeanOnlyResourceGroup

}] bean:hsPm: AllUsersDisplaySharedRequisitionListDataBeansIfSameOrganizationalEntityAsCreator

}] bean:K$L7: AllUsersDisplayInterestItemDatabeanResourceGroup

}] bean:RMA: AllUsersDisplayRMADatabeanResourceGroup

3W(O,)

}]J4:O,:

v ContractCreatorsForOrgExecuteContractCreateCommandsOnMemberResource

v ContractManagersForOrgExecuteContractManageCommandsOnContractResource

v ContractOperatorsForOrgExecuteContractDeployCommandsOnContractResource

v ContractViewersExecuteContractDisplayCommandsOnContractResource
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v ContractOperatorsForOrgExecuteContractSubmitCommandsOnContractResource

v ContractManagersForOrgExecuteContractAccountManageCommandsOnAccountResource

}]J4:5q_T:

}]J4:Lj4(: StoreCreatorsForOrgExecuteStoreCreationCommandsOnOrganizationResource

}] bean: AccountHandlersForOrgDisplayTradingDatabeanResourceGroup

K<

}]J4:

v AllUsersExecuteApproveCommandsOnApprovalResource

v FlowAdministratorExecutesFlowAdminCreateCommandsOnStoreEntityResource

v FlowAdministratorExecutesFlowadminDeleteCommandsOnFlowadminResource

}] bean: FlowAdministratorsForOrgDisplayFlowadminDatabean

Dt

}]J4:

v AuctionAdministratorsForOrgExecuteAuctionCreateCommandsOnStoreEntityResource

v AuctionAdministratorsForOrgExecuteAuctionManageCommandsOnAuctionResource

v AuctionManagersForOrgExecuteAdminRetractBidCommandsOnAuctionResource

v AuctionAdministratorsForOrgExecuteAuctionStyleCreateCommandsOnStoreEntityResource

v AuctionAdministratorsForOrgExecuteAuctionStyleManageCommandsOnAuctionStyleResource

v AuctionAdministratorsForOrgExecuteBidControlRuleCreateCommandsOnStoreEntityResource

v AuctionAdministratorsForOrgExecuteBidControlRuleManageCommandsOnBidControlRuleResource

v RegisteredApprovedUsersExecuteBidCreateCommandsOnAuctionResource

v RegisteredApprovedUsersExecuteBidManageCommandsOnBidResources

v RegisteredApprovedUsersExecuteAutoBidCreateCommandsOnAuctionResource

v RegisteredApprovedUsersExecuteAutoBidManageCommandsOnAutoBidResources

}] bean: AuctionDatabeanOwnersDisplayAuctionDatabeans

LqG\

}]J4:

v BusinessAnalystsForOrgExecuteViewContextListCommandsOnStoreEntityResource

v IntelligenceReportViewersForOrgExecuteViewBusinessIntelligenceReportCommands OnStoreEntityResource

I1Jq

}]J4:C':

v MembershipAdministratorsForOrgExecuteUserAdminUpdateCommandsOnUserResource

v BusinessPolicyAdministratorsForOrgExecuteBusinessPolicyCreateCommandsOnStoreResource

v BusinessPolicyAdministratorsForOrgExecuteBusinessPolicyManageCommandsOnBusinessPolicyResource
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v GuestsExecuteUserSelfRegistrationCommandsOnOrganizationResource

v NonRejectedUsersExecuteUserSelfRegistrationContinuationCommandsOnUserResource

v NonRejectedUsersExecuteNonRejectedUserCommands

v AllUsersDisplayUserDatabeanResourceGroup

v NonRejectedDisplayUserDatabeanResourceGroup

}]J4:i/:

v O r g A d m i n C o n s o l e M e m b e r s h i p A d m i n i s t r a t o r s F o r O r g E x e c u t e O r g E n t i t y P o l i c y S u b s c r i p t i o n

UpdateCommandsOnOrganizationResource

v OrgAdminConsoleMembershipAdministratorsForOrgExecuteOrganizationManageActions OnOrganiztionResource

v CSAMembershipAdministratorsForOrgExecuteUserAdminRegistrationCommands OnOrganizationResource

v CSAMembershipAdministratorsExecuteUserAdminRegistrationCommands OnOrganizationResource

v MembershipAdministratorsForOrgExecuteOrgEntityRegistrationCommands OnOrganizationResource

v MembershipAdministratorsForOrgExecuteOrgEnti tyUpdateCommandsOnOrganizat ionResource

GuestsExecuteResellerSelfRegistrationCommandsOnOrganizationResource

v NonRejectedUsersExecuteResellerSelfRegistrationContinuationCommandsOnOrganizationResource

v ChannelManagersExecuteOrgEntityLockCommandsOnOrgResource

v OrgAdminConsoleMembershipAdministratorsForOrgExecuteApproveGroupUpdateCommands OnOrganizationResource

}]J4:I1i:

v OrgAdminConsoleMembershipAdministratorsForOrgExecuteMemberGroupMemberUpdate CommandsOnUserResource

v O r g A d m i n C o n s o l e M e m b e r s h i p A d m i n i s t r a t o r s F o r O r g E x e c u t e M e m b e r G r o u p M e m b e r U p d a t e

CommandsOnMemberGroupResource

v MemberGroupAdministratorsForOrgExecuteMemberGroupCreateCommandsOnMemberResource

v MemberGroupManagersForOrgExecuteMemberGroupManageCommandsOnMemberGroupResource

}]J4:X7:

v NonRejectedUsersExecuteAddressManageCommandsOnUserResource

v MembershipAdministratorsForOrgExecuteAddressManageCommandsOnMemberResource

}]J4:G+:

v MembershipAdministratorsForOrgExecuteRoleUnassignCommandsOnUserResource

v OrganizationRoleAdministratorsExecuteRoleManageCommandsOnOrganizationResource

v MembershipAdministratorsForOrgExecuteUserRoleAssignCommandsOnOrganizationResource

}]J4:I1tT:

v OrgAdminConsoleMembershipAdministratorsForOrgExecuteMemberAttributeCommands OnOrgResource

v AllUsersExecuteMemberAttributeCommandsOnUserResource

}] bean:

v MembershipViewersForOrgDisplayMembershipDatabeanResourceGroup

v MembershipAdministratorsForOrgDisplayOrganizationDatabeanResourceGroup

v MembershipAdministratorsForOrgDisplayUserDatabeanResourceGroup

v EmployeesDisplayOrganizationSpecificDatabeanResourceGroup
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P!*z

}]J4::z:

v CampaignManagersForOrgExecuteCampaignRelatedCreateCommandsOnStoreEntityResource

v CampaignManagersForOrgExecuteCampaignUpdateCommandsOnCampaignResource

v CampaignManagersForOrgExecuteInitiativeUpdateCommandsOnInitiativeResource

v CampaignManagersForOrgExecuteEMarketingSpotUpdateCommandsOnEMarketingSpotResource

v CampaignManagersForOrgExecuteCollateralUpdateCommandsOnCollateralResource

}]J4:gSJ~n/:

v EmailActivityEditorsForOrgExecuteEmailActivitySaveCommandsOnEmailActivity DataResourceGroup

v EmailActivityEditorsForOrgExecuteEmailActivitySaveCommandsOnStoreEntity DataResourceGroup

v EmailActivityEditorsForOrgExecuteEmailActivityDeleteCommandsOnEmailActivity DataResourceGroup

v EmailAct ivi tyConfigurat ionEdi torsForOrgExecuteEmailAct ivi tyConfigurat ionSaveCommands

OnEmailActivityDataResourceGroup

v EmailAct ivi tyConfigurat ionEditorsForOrgExecuteEmailAct ivi tySaveCommandsOnStoreEnti ty

DataResourceGroupAllUsersExecuteEmailOptOutDataResourceGroup

}] bean::z: CampaignManagersForOrgDisplayCampaignDatabeanResourceGroup

}] bean:gSJ~n/:

v EmailUserReceiveDataBeanPolicy

v EmailActivityDataBeanPolicy

v EmailConfigurationDataBeanPolicy

}] bean:gSYz: EpromotionDisplayDataBeanPolicy

z7?<

}]J4:

v CatalogManagersForOrgExecuteStoreCategoryManageCommandsOnCatalogResource

v CatalogManagersForOrgExecuteCatalogManageCommandsOnCatalogResource

v CatalogGroupManagersForOrgExecuteCatalogGroupManageCommandsOnCatalogGroupResource

v CatalogEntryManagersForOrgExecuteStoreCatalogEntryManageCommandsOnStoreEntityResource

v CatalogGroupManagersForOrgExecuteProductSetAddCommandsOnCatalogResource

v CatalogGroupManagersForOrgExecuteProductSetManageCommandsOnProductSetResource

v CatalogEntryManagersForOrgExecuteCatalogEntryManageCommandsOnCatalogEntryResource

v CatalogEntryManagersForOrgExecuteCatalogEntryRelationManageCommandsOnCatalogResource

v CatalogEntryManagersForOrgExecuteCatalogStoreManageCommandsOnStoreEntityResource

}] bean:

v ProductAdministratorsForOrgDisplayProductDataBeansResourceGroup

v CatalogGroupViewersForOrgDisplayCatalogGroupDataBeansResourceGroup

v CatalogListViewersForOrgDisplayCatalogListDataBeansResourceGroup
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,STM(*

}]J4:

I:

}]J4:

y/

}]J4:

v CouponAdministratorsForOrgExecuteCouponPromotionCreateCommandsOnStoreEntityResource

v CouponAdministratorsForOrgExecuteCouponPromotionDeleteCommandsOnCouponPromotionResource

v AllUsersExecuteCouponRedemptionCommandsOnCouponWalletResource

v AllUsersExecuteCouponDeleteCommandsOnCouponWalletResource

v CouponAdministratorsForOrgExecuteCouponPromotionUpdateCommandsOnStoreEntityResource

v AllUsersExecuteCouponSaveCommandsOnCouponWalletResource

}] bean: CouponAdministratorsForOrgDisplayECouponPromotionBeans

M'E*D~

}]J4: CustomerProfileEditorsForOrgExecuteSegmentManageCommandsOnStoreEntityResource

}] bean: CustomerProfileEditorsForOrgDisplaySegmentationDatabeansResourceGroup

[[

}]J4:

v DiscountAdministratorsForOrgExecuteDiscountCreateCommandsOnStoreEntityResource

v DiscountAdministratorsForOrgExecuteDiscountDeployCommandsOnCalculationCodeResource

v DiscountAdministratorsForOrgExecuteDiscountAssociateCommandsOnCalculationCodeResource

}] bean: DiscountViewersForOrgDisplayDiscountDatabeans

bf\m

}]J4:

v FulfillmentCenterManagersForOrgExecuteFulfillmentCenterCreateCommandsOn OrganizationResource

v BackendOrderAdministratorsForOrgExecuteBackendOrderStatusCreateCommandsOnOrderDataResource

v BackendPickPackersForOrgExecuteBackendPickPackListCommandsOnFulfillmentCenterDataResource

v MessagingUpdateAdministratorsForOrgExecuteMessagingUpdateCommandsOnStoreEntityResource

v ProcurementAdministratorsForOrgExecuteProcurementAuthenticationAndRegistration OnOrganizationResource

v ProcurementShoppingCartManagersExecuteProcurementShoppingCartManageOnOrderResource
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v FulfillmentCenterManagersForOrgExecuteFulfillmentCenterManageCommandsOn FulfillmentCenterResource

v PickBatchInventoryManagersForOrgExecuteReleaseReadyShipCommandsOn FulfillmentCenterResource

v VendorInventoryManagersForOrgExecuteVendorManageCommandsOnVendorResource

v VendorInventoryManagersForOrgExecuteVendorCreateCommandsOnStoreEntityResource

v ExpectedInventoryManagersForOrgExecuteInventoryManageCommandsOnStoreEntityResource

v PickPackGeneratorsForOrgExecutePickPackGenerateCommandsOnFulfillmentCenterResource

v InventoryAdjustersForOrgExecuteInventoryAdjustCommandsOnStoreEntityResource

v ReturnReasonsManagersForOrgExecuteReturnReasonsCommandsOnStoreEntityResource

v FulfillmentCenterManagersForOrgExecuteFulfillmentCenterReleaseOnFulfillmentCenter ReleaseDataResourceGroup

v SharedFu l f i l lmen tCen te rP ickBa tch Inven to ryManager sExecu teRe leaseReadySh ipCommands

OnFulfillmentCenterDataResource

v SharedFulfillmentCenterPickPackGeneratorsExecutePickPackGenerateCommands OnFulfillmentCenterResource

v SharedFul f i l lmentCenterManagersExecuteFul f i l lmentCenterReleaseCommandsOnFulf i l lment

CenterReleaseDataResourceGroup

}] bean:

v ReturnReasonsManagersForOrgDisplayReturnReasonsOrderManagementDataBeansResourceGroup

v ExpectedInventoryManagersForOrgDisplayExpectedInventoryDataBeansResourceGroup

v VendorInventoryManagersForOrgDisplayVendorInventoryDataBeansResourceGroup

v ProductFindInventoryManagersForOrgDisplayProductFindInventoryDataBeansResourceGroup

v FulfillmentCenterManagersForOrgDisplayFulfillmentCenterDataBeansResourceGroup

v PickBatchInventoryManagersForOrgDisplayPickBatchInventoryDataBeansResourceGroup

v ReceiverOrderManagersForOrgDisplayReceiverOrderManagementDataBeansResourceGroup

v ReturnsAdminOrderManagersForOrgDisplayReturnsAdminOrderManagementDataBeans ResourceGroup

v S u p e r U s e r O r d e r M a n a g e r s F o r O r g D i s p l a y S u p e r U s e r O r d e r M a n a g e m e n t D a t a B e a n s

ResourceGroupFulfillmentManagersForOrgDisplayReleaseOrderItemsDatabeanResourceGroup

)%\m

}]J4:

v CustomerOrderManagersForOrgExecuteCustomerServiceOrderWriteCommands OnOrderResource

v CustomerOrderManagersForOrgExecuteCustomerServiceOrderCreateCommands OnStoreEntityResource

v CustomerOrderManagersForOrgExecuteCustomerServiceReturnWriteCommands OnRMAResource

v CustomerOrderManagersForOrgExecuteCustomerServiceReturnCreateCommands OnStoreEntityResource

v CustomerOrderManagersExecuteCustomerWriteCommandsOnUserResource

v CustomerOrderManagersForDefaul tOrgExecuteCustomerServiceCustomerWri teCommandsOn

UserDataResourceGroupwithGuestRegisterType

}] bean:

v CustomerOrderManagersForOrgDisplayCustomerOrderManagementDatabeans

v MemberOrderManagersForDefaultOrgDisplayGuestMemberDatabeans

v MemberOrderManagersDisplayOrganizationSpecificDatabeans

v MemberOrderManagersDisplayUserDatabeanResourceGroup
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v UserOrderManagersForDefaultOrgDisplayGuestMemberDatabeans

v UserOrderManagersDisplayOrganizationSpecificDatabeans

v UserOrderManagersDisplayUserDatabeanResourceGroup

v LogisticsManagersForOrgDisplayOrdersAndReturnsListsDatabeans

v ReturnsManagersForOrgDisplayReturnsListsDatabeans

'6

}]J4:

v AccountManagersForOrgExecuteAccountCreateCommandsOnOrganizationResource

v AccountAdministratorsForOrgExecuteAccountManageCommandsOnAccountResource

v AccountViewersForOrgExecutePaymentSummaryGenerateCommandsOnAccountResource

v AccountViewersForOrgExecuteStorePaymentAdminCommandsOnStoreEntityResource

v AllUsersExecutePaymentOrderWriteCommandsOnOrderResource

_T`-w

}]J4:

v StoreAdministratorsForOrgExecuteACPolicyCreateCommandsOnOrganizationResource

v StoreAdministratorsForOrgExecuteACPolicyEditCommandsOnACPolicyResource

v StoreAdministratorsForOrgExecuteACViewPoliciesForUpdateActionsOnOrganizationResource

v StoreAdministratorsForOrgExecuteACViewApplicablePoliciesActionsOnOrganizationResource

v DescendantStoreAdministratorsExecuteACViewPoliciesForOrgActionsOnOrganizationResource

}] bean: StoreAdministratorsForOrgExecuteUserGroupSearchViews

z7KJ

}] bean:

v ProductAdvisorStatisticiansForOrgDisplayProductAdvisorStatisticsDatabeans

v SalesAssistantStatisticiansForOrgDisplaySalesAssistantStatisticsDatabeans

v ProductAdvisorManagersDisplayPAWCBEDatabeanResourceGroup

v GuidedSellManagersDisplayGSWCBEDatabeanResourceGroup

RFQ

}]J4:

v RFQBuyersExecuteRFQCreateCommandsOnStoreEntityDataResourceGroup

v RFQBuyersManageRFQResourcesTheyOwn

v RFQBuyersManageRFQResponsesForRFQsTheyOwn

v RFQAdministratorsAdministerRFQs

v RFQAdministratorsManageRFQResponses

v RFQSalesManagersForOrgCreateRFQResponse

v RFQSalesManagersExecuteRFQResponseManageCommandsOnRFQResponseResource

v RFQSalesManagersExecuteRFQResponseAdminCommandsOnRFQWithPublicAccess TypeResourceGroup
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v RFQSalesManagersExecuteRFQResponseAdminCommandsOnRFQResourceGroup

}] bean:

v RFQBuyersDisplayRFQDataBeanResourceGroupTheyOwn

v RFQBuyersDisplayRFQResponseDataBeansViewabletoRFQOwnerResourceGroup

v RFQSalesViewersDisplayRFQResponseDataBeanResourceGroup

v RFQSalesViewersDisplayRFQDataBeanWithPublicAccessTypeResourceGroup

v RFQSalesViewersDisplayRFQDataBeanResourceGroup

fr

}]J4: StoreAdministratorsForOrgExecutePersonalizationRuleServiceAdministrationCommands

OnStoreEntityResource

}] bean: StoreAdministratorsForOrgDisplayPersonalizationRuleServiceAdministrationDataBeanResourceGroup

wHLr

}]J4:

v StoreAdministratorsForOrgExecuteScheduledJobManageCommandsOnStoreEntityResource

v StoreAdministratorsForOrgExecuteScheduledJobManageCommandsOnUserResource

}] bean: StoreAdministratorsForOrgDisplaySchedulerDataBeansResourceGroup

3WSYw

}]J4:

v B2CCSAViewUsersForOrgExecuteB2CCSAViewActionsOnStoreEntityResource

v B2BCSAViewUsersForOrgExecuteB2BCSAViewActionsOnStoreEntityResource

v CHSCSAViewUsersForOrgExecuteCHSCSAViewActionsOnStoreEntityResource

v RHSCSAViewUsersForOrgExecuteRHSCSAViewActionsOnStoreEntityResource

v CPSCSAViewUsersForOrgExecuteCPSCSAViewActionsOnStoreEntityResource

v RPSCSAViewUsersForOrgExecuteRPSCSAViewActionsOnStoreEntityResource

v HCPCSAViewUsersForOrgExecuteHCPCSAViewActionsOnStoreEntityResource

v MHSCSAViewUsersForOrgExecuteMHSCSAViewActionsOnStoreEntityResource

v MPSCSAViewUsersForOrgExecuteMPSCSAViewActionsOnStoreEntityResource

v SCPCSAViewUsersForOrgExecuteSCPCSAViewActionsOnStoreEntityResource

v SHSCSAViewUsersForOrgExecuteSHSCSAViewActionsOnStoreEntityResource

v SPSCSAViewUsersForOrgExecuteSPSCSAViewActionsOnStoreEntityResource

0K

}]J4: ShippingMembershipAdministratorsForOrgExecuteShippingManageCommandsOnStore DataResourceGroup

}] bean: ShippingMembershipAdministratorsForOrgDisplayShippingDatabeanResourceGroup
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0q

}]J4: TaxationAdministratorsForOrgExecuteTaxationManageCommandsOnStoreDataResourceGroup

}] bean: TaxationAdministratorsForOrgDisplayTaxationDatabeanResourceGroup

51oz/-w$wUd/M'XD

}]J4:51oz:

v LiveHelpAgentsForOrgExecuteLiveHelpRetrieveCommandsOnUserDataResources

v LiveHelpAgentsForOrgExecuteLiveHelpRetrieveCommandsOnOrderDataResources

} ] J 4 : M ' X D :

CustomerCareAdministratorsForOrgExecuteCustomerCareQueueManageCommandsOnStoreResource

}] bean:51oz: LiveHelpAgentsForOrgDisplayCustomerCareDatabeanResourceGroup

}] bean:-w$wUd

: CollaborativeWorkspaceAdministratorsForOrgDisplayCollaborativeWorkspaceDatabeanResourceGroup

Lj4,

}]J4:

v ChannelManagersExecuteStoreStateChangeCommandsOnStoreResource

v AdministrativeRolesForOrgExecuteStoreStateChangeCommandsOnStoreResource

v AdministratorsForOrgAccessStoreWithCloseOrSuspendStateResourceGroup

v AllUsersAccessStoreWithOpenStateResourceGroup

Lj\m

} ] J 4 : ( m ; 6 :

ReportDeliveryManagersForOrgExecuteSetupReportDeliveryCommandsOnStoreDataResourceGroup

}]J4:Lj:

v StoreFrontManagersForOrgExecuteStoreFrontRelatedUpdateOnStoreEntityResource

v StoreProfileManagersForOrgExecuteStoreProfileRelatedUpdateOnStoreEntityResource

1!CJXF_Ti

f WebSphere Commerce ;pa)D1!CJXF_TigB:

v \mM-*_Ti:K_Ti|,yPI1\mMLj-*_T#

v Y1:o_\m_Ti:K_Ti|,yPkY1:o_\m`XD_T#

v +2:o_Ti:K_Ti|,yPTZ{Q_1zM B2B =8xTG+2Dk:o`XD_T#

v B2C _Ti:K_Ti|,yP{Q_1zX(D:o_T#

v B2B _Ti:K_Ti|,yP B2B X(D:o_T#
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:o_Ti"B2C _TiM B2B _Ti#Y1:o_\m_Ti;&I5PY1:o_Di/$),Ci
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