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Trademarks and notices

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United
States or other countries or both:

~Advanced Peer-to-Peer
Networking®

~AIX®

-alphaWorks®

-AnyNet®

~AS/400®

~BladeCenter®

~Candle®

-CICs®

-DB2 Connect

-DB2®

~-DRDA®

-e-business on demand®

-e-business (logo)

-e business(logo)®

~ESCON®

~FICON®

-GDDM®
-HiperSockets

-HPR Channel Connectivity
-HyperSwap

-i5/0S (logo)

-i5/0S®

-1BM (logo)®

-IBM®

-IMS

-IP Printway

-IPDS

-iSeries
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-Language Environment®
-MQSeries®

-MVS

-NetView®

-OMEGAMON®
-Open Power
-OpenPower

-Operating System/2®
-Operating System/400®
08120

-0S/3900

-0S/4000

-Parallel Sysplex®
-PRISM

-pSeries®

-RACF®

-Rational Suite®
-Rational®

-Redbooks

-Redbooks (logo)
-Sysplex Timer®

-System i5
-System ps
-System x
-System z
-System 29
~Tivoli (logo)®
~Tivoli®
-VTAM®
-WebSphere®
-xSeries®
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-zSeries®
-z/Architecture
-2/0S®
-ZVM®
-zIVSE

»Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

»Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

»Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

>UNIX is a registered trademark of The Open Group in the United States and other countries.

»Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

~Red Hat is a trademark of Red Hat, Inc.

»SUSE® LINUX Professional 9.2 from Novell®

>Other company, product, or service names may be trademarks or service marks of others.

> This information is for planning purposes only. The information herein is subject to change before the products described become generally available.

> All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

> Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM
has not tested those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products

All performance data contained in this publication was obtained in the specific operating environment and under the conditions described and is presented

as an illustration. Performance obtained in other operating environments may vary and customers should conduct their own testing.

Refer to www.ibm.com/legal/us for further legal information.
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Workshop objectives

»The overall objectives of the networking workshop a re:

=Make attendees aware, at a conceptual level, of selected new functions and
capabilities in the Communications Server for z/OS V1R9.
v'Focus is on explaining concepts and where the new functions may be useful
v'Configuration principles will be covered at a conceptual level, but not in detail

v'For detailed configuration information, the attendees are referred to the product
documentation
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Workshop content

»Introduction

»CS z/0OS V1R9 IP and SNA Networking
.Sysplex networking
.Standard TCP/IP applications - TN3270 and FTP
.Policy Enhancements
.System z hardware exploitation
-Networking security
.Configuration Assistant for zZOS Communications Ser ver
.Systems management
-Enterprise Extender and SNA
-Miscellaneous
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Practical information

A certain level of familiarity with both SNA
and TCP/IP networking technologies in
general and on z/OS specifically is
assumed.

This is a technical update workshop.
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Communications Server on z/OS - What drives the
selection of functions being added to CS z/0S?

> Satisfy critical customer requirements
»>Security, availability, reliability, scalability,
capability and performance
»Sysplex, EE, FTP, TN3270E, IDS, Palicy, etc.

»Position z/OS for emerging technology
requirements:

»Full IPv6 support through staged delivery of
the next generation IP network for z/OS

Security

SNWP.
Commands

Policy Agent
OMPROUTE
M

SMF

etc.

oot
Jspecific
IsLe
fssuTLs
<erberos
sERVAUTH
iDs
Firewall
iPsec

1P appls:
MQ, DB2,
cics,

VS etc.

SNA appls: CICS,

[TN3270 ISNA LU 1,
2,and3 fI |

etc.

IMS, TSO, NetView,

. TCP/IP APIS

SNA APIs l

1P

HPR over

3

IPv4

1P (EE)

SNAHPR

SNA APPN

SNA
Subarea

Network Interfaces

to meet customers' emerging security
compliance requirements
»Integrated IP Security

»Provide networking security infrastructure
/0
cs

»Optimize the application and middleware
environment on z/OS
»Application Transparent TLS, Sysplex Load
Balancing Advisor, CICS Socket Optimization,
Enterprise Extender, etc.

»Exploit and add value to System z
technology innovations
»High speed networking for zSeries

SNA/IP Wide Area Network simplification and integration

t@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

»Encryption accelarators and technologies

»Help reducing cost
»Network management
»Autonomics

/redbooks




CS z/OS V1R9 overview - part 1 of 3

» Middleware enablement
= Provide a programming interface for the SNMP manager

= CICS sockets enhancements
= Enable application identifier in NMI, SMF, and Netstat

» Platform enhancements
= Policy-based routing (PBR)
= RFC currency
v' FTP SSL/TLS RFC compliance
v/ MLDv2 and IGMPv3 support
v IPv6 scoped address architecture API
FTP Unicode support

Centralized policy services
Allow the TN3270E Telnet server only in a separate address space

» Security

IPSec network management interface (NMI) support
IPSec enhancements

Network security services (NSS)

AT-TLS API enhancements

AT-TLS enablement of CS-provided servers

v Enable AT-TLS for the TN3270E Telnet server

v Enable AT-TLS for the FTP client and server

= FTP Kerberos single sign-on support

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

Changes were made in the area of Middleware enaolen® new SNMP manager programming interfaceois n
available. Multiple enhancements were made to Gl@%Xets for improve availability. A new APl is daale which
allows applications to store unique identifyingadah TCP sockets. This application data is alsgiged on the network
management interface as well as SMF records.

Changes were made to allow the z/OS platform. cRdlased routing allows other criteria, definedpidicy, to be used
to determine how outbound traffic is routed. Suppoincluded for Multicast protocols MLDv2 and M®v3. FTP now
fully supports SSL/TLS RFC 4217. Support for sabpddresses is available for link local addresgagicy for all the
disciplines can now be defined and stored in araklucation. Finally, the TN3270E telnet server canlonger run in
TCP/IP’s address space.

Security enhancements were also made in the Coneationis Server for z/OS V1R9. A new network mamagygt
interface (NMI) is available to monitor and mandg8ec. Some enhancements were made to the eXBfgg function
in the area of Perfect Forward Secrecy and SWS@owade and giveback. A new function, Network sdguservices,
allows certificate services for IPSec to be in atia@ location. It also allows for remote monitagiand managing of
IPSec. The FTP client and server and the TN32@0tet server have been enabled for AT-TLS. The §@Wer now
supports Kerberos single sign-on.



CS z/OS V1R9 overview - part 2 of 3

Dynamic VIPA usability enhancements

Source IP (SRCIP) enhancements

Remove TCP/IP XCF links that are no longer valid

Removal of QoS and IDS LDAPv2 schema

Support for WLM routing service enhancements for zIIP and zAAP
Add WEIGHTEDACTIVE distribution method for Sysplex Distributor

» Business resiliency
= VARY TCPIP,,SYSPLEX enhancements

» Usability
= New face on z/OS
v' Policy based routing GUI configuration interface
v Network security services GUI configuration interface
v' Improve configuration assistant conceptual view
= Allow FTP client to select source IP address
= Ping command detection of network MTU

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

There are several sysplex related enhancement®#VZ1R9. The starting of AUTOLOG applicationsathind to a
dynamic VIPA, can optionally be delayed until theF7IP stack has joined the sysplex. A port rarmgermw be specified
on the VIPADISTRIBUTE statement. A distributed dynic VIPA can now be specified as the source |Pexiton the
SRCIP statement. TCP/IP XCF links that are no lohging used are now deleted when the last staekldAR leaves
the sysplex. Sysplex Distributor and the Load Beilag Advisor take into account the processing @nsgrecialty
processors, zIIP and zAAP, when making load batandecisions. A new Sysplex Distributor distributimethod,
WEIGHTEDACTIVE, provides more granular control oweorkload distribution. A single VARY TCPIP,,SYSBEK
command can now be used to quiesce or resume tedlsfeners.

The QoS and IDS LDAPv2 schema is no longer supgorte

The IBM Configuration Assistant for z/OS Communiocats Server supports configuring routing policy floe new Policy
based routing function. It also supports configiorafor the new function, Network security sendceConfiguration data
is now stack-oriented instead of technology origntAll the configuration data is kept in the satoafiguration file.

The FTP client can now optionally provide the seule address that will be used when connectingecerver.

The Ping command has been enhanced to detect MdtiJepns in the network.



CS z/OS V1R9 overview - part 3 of 3

» SNA/EE

= Local MTU Discovery for Enterprise Extender
Enterprise Extender LDLC timers
HPR path switch enhancements
Add definitions to control generic resource resolution
MPC activation enhancements
Adjacent cluster table enhancements
Display TN3270 client code page
SNA APPN display enhancements
Improve performance of SNA session encryption
Increase maximum CAPACITY value
Removal of APPC application suite (ASUITE)
CSM serviceability enhancements

» Reliability/Availability/Serviceability
= Health-checker enhancements
= Packet trace enhancement
= Various RAS items
v' FTP enhancements
v' SMTP enhancements
v OMPROUTE enhancements
v' VTAM internal trace enhancements

0
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Several SNA/EE enhancements were made in z/OS VHR&rprise Extender now learns of MTU changesadynally.
Furthermore, Enterprise Extender logical data tioktrol timers can now be defined for each locaNEEA.
Enhancements were made to improve the performahea WPR path switch occurs in large networks. @Gemesource
resolution preferences can now be defined usingMT&finitions. Re-activation of MPC groups occatgomatically
when the minimum number of subchannels becomeablaifor a FICON connected host. Enhancements mace to
the adjacent cluster table to allow for more granabntrol in subnetwork searching. The charaaeasd code page
combination used by a TSO session is now provicgethe GTTERM macro and the DISPLAY TSOUSER command.
New messages are added to displays to aid in #dggdsis of problems related to RTP physical uiitds) as well as other
types of SNA PUs. The performance of SNA sessiamyption has been improved. The allowed rangeARSCITY
values has been increased with an additional rah§& to 100G (gigabits per second) for high spemthections on all
definition statements where CAPACITY can be spedifior high speed connections. The APPC applicatiote
(ASUITE) is no longer supported. Messages are issued to the console when the Communications Sedviemager
(CSM) adjusts the maximum ECSA value configuredesbages are also issued when ECSA and FIXED starage
constrained.

Several new checks were added to the Health-chatké®S V1IR9 Communications Server. Checks wdoked for both
TCP/IP and VTAM.

In z/0OS V1R9 Communications Server, the PKTTRACEwnd supports the PORTNUM keyword to collect pteke
with a matching destination and source port nunilaeFCP or UDP packets.

Various RAS items were implement in z/OS Commuiicet Server for V1R9.
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z/OS Communications Server home page

URL: http://www.ibm.com/software/network/commserver/zos

IBM Software - z/0S Communications Server - Product Overview - Mozilla Firefox

Fle Edit View Go Bookmerks Took Help
G- - & ) ) [T htpywww-305.bm comysoftware/network jcommserver fzos/ v| ®
4 Getting Started B Latest Headlines ] wRAL.com - weather &2 Politicen,d - det leven... Farside Jyllands-Fosten ™ washingtonpost.com - . »
Country /region | ~
Services & industry solutions Support & downloads My account
7 z/OS Communications Server
reatures andbenefits | Mainframe network security for on demand transactions
Soemmaenet N
Library
s =45 part of the 2/0S operating system which runs on the powerful [BM Bt i
2Series server platform, 2/05 Communications Server delivers high \\ i)
Trials and betas quality servics for enterprise transactions and data, It provides a highly .
secure, scalable, relisble, and high-performance base on which ta build
o &0 oy snd deploy networking applications &P callme
Everts
_ +2/0S Comrrunications Server provides TCP/IP and System Network o Exmallis
Training and certification 4 chitecture (SNA) networking support for the 2/0S operating system T
or call us st
Services
+The TCP/IP protacol suite provides common applicatians such as File #7.0-4202774 Doty
SoRpart Transfer Protocal (FTP), telnet, and remote execution of applications, as Sy 193 FB YN
well as IPv4 and IPv6 networking functions provided by the TCPAIP stack
Support is provided for RIPv1, RIPv2, and OSPF dynamic routing
Relatad software Ll
< ebsphere platform . The GNA protocols are pravided by YTAM, They include traditional subarea | $tstement of Duection
+ Host Integration SNA support along with Advanced Peer-to-Peer Networking protocols, Medate on St susnort
#1Bn pdreetal including High Performance Routing and Enterprise Extender. s
- ¥ i 2/08 network security
WabSphers Partsl <IBM's Official Statement of Direction on SNA support on z/0S e
« WabSphars Host Communications Server: It is IBI's intent to support YTAM in 2/0% S e
Access Transformation Cornrn Server for the foreseeable future. Customers have a substantial
by e investment in 3270 and SNA applications, We continue te support and
* WebSphere Host On enhance VTAM's capabilities while integrating it with new technologies. IBM
ermand has no plans at this time to discontinue SNA support in z/05
Communications Server.
Related hardware
+18M System 2
natuarkin:
< IEW Spstam = sarers
¥ ~
Done
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This presentation describes the sysplex enhancerre@ommunications Server for z/OS V1R9.

12



Agenda

» Support for WLM routing service
enhancements for zAAP and zIIP

» Add WEIGHTEDACTIVE distribution
method for Sysplex Distributor

» Support to configure the WLM Polling
Interval

AN » Source IP (SRCIP) Enhancements

» Dynamic VIPA Usability Enhancements
= Delayed Autolog Start
= VIPADISTRIBUTE Port Range 2 . u

N » VARY TCPIP,,SYSPLEX enhancemeny /

{‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

Sysplex Distributor and the Load Balancing Advisse WLM information about the specialty processors
ZAAP and zlIP, for workload balancing.

Support for a new distribution method WEIGHTEDA&ii¢ added in this release.
As part of an APAR recently added in V1R6, confagion of a WLM polling interval is also supported.
Enhancements to the SRCIP block has been madedadtgnore functionality.

We will also be discussing the dynamic VIPA usapiland the V TCPIP,,SYSPLEX enhancements that were
done in V1R9.
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Support for WLM routing service
enhancement for zAAP and zIIP

L@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved.
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This section describes the Sysplex Distributor lapaid Balancing Advisor enhancements added to stipip®r

specialty processors.
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Support needed for specialty processors

» The Sysplex Distributor and Load Balancing Advisor support two types
of distribution using WLM recommendations:

= WLM System weights — based on a comparison of conventional CP
capacity (BASEWLM)

= WLM Server-Specific weights — based on a comparison of (SERVERWLM)
v' The CP capacity given the importance of the server's work
v How well each server is meeting the goals of its service class

» The zSeries platform recently introduced “specialty” processors that
are designed for specific z/OS workloads:
= zAAP (zSeries Application Assist Processor)
= zIIP (System z Integrated Information Processor)

» These new processors need to be considered when determining target
weights

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

System weights (BaseWLM) and Server-specific wsigBerverWLM) are relative weights that rangeatue between 0
& 64.

BaseWLM weights are based on a comparison of t&g&tems in the sysplex
How much CP capacity is available on each system?

When all systems in the sysplex are running aear 100% utilization, WLM will assign the higher
weights to the systems with the largest amountsweér importance work (systems with the most
displaceable capacity).

ServerWLM weights are based on a comparison oétesgrvers within the same service class

How well is a server meeting the goals of its serdlass?

How much displaceable capacity is available ongiiem for new work based on the importance of
this service class?

The zSeries platform has recently introduced th®nmf specialty processors that can be deployel a
exploited by targeted workloads on z/OS. Thiduides support for:

ZAAP (zSeries Application Assist Processor) - theseessors can be used for JAVA application
workloads on z/OS (including workloads running undéAS).

zIIP (System z Integrated Information Processoheytcan be used for

+z/OS DB2 related workloads, such as z/OS DB2 veatlinitiated over the network (i.e. using the
DRDA protocol) and DB2 BI (Business Intelligencednkioads (i.e. complex queries).

+z/OS IPSEC workloads

15



Specialty processors considered for
target weights

» When ServerWLM is being used:
= For each processor, WLM will return server-specific weights
v Raw processor weights - zIIP, zAAP, and CP weights
v’ Proportional weights - raw weights modified by actual usage by this server
v' Composite weight - based on the proportional weights

= Sysplex distributor & LBA will display these weights
= Sysplex distributor will make routing decisions using the composite weight

= LBA will report the composite weights to external load balancers in place of
the conventional CP weight

» When BaseWLM is used:
= For each processor, WLM will return system weights
v' Raw processor weights - zIIP, zAAP, and CP
= Sysplex distributor & LBA

v Display the raw processor weights returned by WLM )
v Allow conﬂgr;uratlon of expected Processor usage proportions
— PROCTYPE CPx ZAAPYy ZIIP z

v Determine and display the proportional zIIP, zZAAP, and CP weights.
v Determine and display a composite weight from the proportional weights
= Sysplex distributor will make routing decisions using the composite weight

= LBA will report the composite weights to external load balancers in place of
the conventional CP weight

{@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

This slide provides an overview of the change®iwer-specific weights and system weights support f
WLM, Sysplex distributor, and LBA.

For server-specific weights zIIP, zAAP, and CP wésgare based on how each server is meeting the gba
its service class and a comparison of that procss&ovailable or displaceable) capacity on eacpeasystem
given the importance of the server’s work. Forhepimcessor, WLM will return a composite weightttha
Sysplex Distributor will use when making routingctons and the Load Balancing Advisor will repiart
external load balancers. No additional configurais required when ServerWLM is being used.

For system weights, zIIP, zAAp, and CP weightskesed on the system-level displaceable capaciadct
processor type. Because WLM is unaware of howiegipdns are utilizing the various processors, some
configuration may be required when BaseWLM is uskxdthis cases, it will be up to the user to iadécthe
proportion of each type of processor those worldoail consume. The Communication Server workload
distribution technologies retrieve the system Wlawnweights of each type of processor and apply the
configured proportions to arrive at the compositgght to be used for workload distribution.

For the Sysplex Distributor, the proctype parametethe VIPADISTRIBUTE statement can be configuted
indicate the expected processor usage for eackegsocwhen the distribution method is BaseWLM.r the
LBA, proctype can be defined on the WLM statemarthe port_list statement to indicate the expected
processor usage when baseWLM is being used. WIleanlth parameter is not configured on the port_iist,
defaults to the WLM statement configuration.

Values for each processor type, specified on ppastgan range between 0 and 99 so that the propsitan
be expressed as percentages if desired. The tfaploctype is to only consider convention CHghés and
not consider zIIP or zAAP when determining a weigitthen proctype is coded, at least one procegper
must be specified; any processor types that arepetified will be assigned a value of 0.

Users should evaluate whether SERVERWLM distributiould be used as an alternative to BASEWLM
distribution for their application. SERVERWLM h#® added advantage that processor proportiondevill
automatically determined and dynamically updateth\iiyM based on the actual CPU usage by the
application. If BASEWLM is needed, to determine firocessor proportions to configure, users nestltty
their workload usage of processors by analyzing $&tlerds, and performance monitor reports, suchMB R
Workload Activity Reports to determine the expeatitization proportion for each processor type.
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NETSTAT VIPADCFG DETAIL Display example

> Netstat VIPADCFG/-F Detail Changes

/ NETSTAT VIPADCFG DETAIL \

VIPA Distribute:
Dest: 201.2.10.11..8000
DestXCF: ALL
SysPt: No TimAff: No Flg: BaseWLM
OptLoc: No
ProcType:
CP: 20 zAAP: 80 zlIP: 00

o m O =

Dest: 201.2.10.13..9000
DestXCF: ALL
SysPt: No TimAff: No Flg: ServerWLM

K OptLoc: No J
(@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

The VIPADCFG Detail display is modified to displthe configured processor proportions for each targe
when the distribution method is BaseWLM. The pmbipos will be used to modify the raw weights reessl
from WLM. There are no changes to the display w8erverWLM is being used.
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NETSTAT VDPT Detail Display Example

» Netstat VDPT/-O DETAIL changes

‘ Normalized weight

‘ 13 =54/4
NETSTAT VDPT DETAIL \
Dynamic VIPA Destination Port Table:
Dest: 201.2.10.11..8000 Composite weight
DestXCF: 201.3.10.15 54 = CP: 6 + zAAP: 48

TotalConn: 0000084011 Rdy: 001

Flg: BaseWLM
TCSR: 100 CER: 100 > .
Weight:fi_mr/ Raw weights
Raw 730 zZAAP: 60 zIIP: 60
Proportional CP: (6 ZAAP: 48 zIIP: 00
ActConn: 00000002

QosPIcAct: *DEFAULT*

om e Z

BaseWLM Proportional weights are
determined from ProcType:

W/Q: 00 CP: 20 zAAP: 80 zlIP: 00
Dest: 201.2.10.13..9000 e.g. CP: 6 = 30 * 20%
DestXCF: 201.3.10.16
TotalConn: 0000020340 Rdy: 001 WLM: 10 TSR: 100
Flg:  ServerWLM Proportional
TCSR: 100 CER: 100 SEF: 100 f
Weight: 40 weights
Raw CP: 40 zAAP: 40 zIIP: 60

Proportional CP: 4 zAAP: 36 zIIP: 00
ActConn: 0000000058

QosPIcAct: *DEFAULT*

G w/Q: 00

ﬁ@ RedbDOKS © Copyright IBM Corp. 2007. All rights reserved. /redbooks

Use the Netstat VDPT/-O DETAIL report to displag ttaw weights, proportionally modified weights, raw
composite weight and composite weight after normaditbn when BaseWLM or ServerWLM is being used.

With z/OS V1R9 some of the detailed displays amgsified to only show values that pertain to a mdsttion
method.

This example shows how the weights are determioeBéaseWLM given the Proctype configuration on the
previous slide of CP 20 zAAP 80.

Looking at the port 8000 BaseWLM target, the WLMighe of 13 is determined as follows. The raw wesght
(CP 30, zZAAP 60, and zIIP 60), were received fromNV Each raw weight ranges from 0 through 64. The
configured proportions are CP 20 zAAP 80. A prsogs proportional fraction is determine by divigithe
configured proportion by the sum of all configupa@cessor proportions: CP proportional fractiofe26 CP
20/(CP 20 + zAAP 80 + zIIP 0) and zAAP proportibfiaction 80% = zAAP 80/(CP 20 + zAAP 80 + zIIP
0). Each proportional weight is determined usimg proportional fraction against the raw weighteieed

from WLM: CP 6 = (Raw CP 30) * (CP Proportionadtion 20%) and zAAP 48 = (Raw zAAP 60) * (zAAP
Proportional fraction 80%)The composite raw weight is the sum of the propaogi weights (Weight 54 = CP
6 + zAAP 48). The TSR fraction is applied agaihst tomposite weight (no change since TSR fracton i
100%). The Normalized weight is determined bydiivij the TSR modified weight by 4 (WLM 13 = 54/4).

Looking at the port 9000 ServerWLM target, the virtigf 10 is determined as follows. The followirayw
weights, (CP 40, zAAP 40, and zIIP 60), were reegifrom WLM. The proportional weights, (CP 4, zAAP
36, and zIIP 0), received from WLM are based omant processor usage by the applicatidhe composite
weight is the sum of the proportional weights (W#ig0 = CP 4 + zAAP 36).

The TSR fraction is applied against the composgeit (no change since TSR fraction is 100%). The
Normalized weight is determined by dividing the T@RBdified weight by 4 (WLM 10 = 40/4)The processor
usage proportions can be determined from the ralpaoportional weightsCP proportion 10% = (WLM CP
Proportion: 4)/(WLM Raw CP weight: 40) and zAAP pootion 90% = (zAAP Proportion: 36)/(Raw ZAAP
weight: 40).
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Display command example
LBA details (BaseWLM)

» MODIFY command—z/OS Load Balancing Advisor

Composite weight

~

N 54 = CP: 6 + ZAAP 48
O v
F LBADV,DISP,LB,I=0
T EZD1243| LOAD BALANCER DETAILS \\
LB INDEX :00 UuID 1 637FFF175C
E GROUP NAME : CICS_SYSTEM_FARM Normalized weight
s GROUP FLAGS : BASEWLM
ProcType :
CP: 20 zAAP: 80 zIIP: 00
IPADDR..PORT: 201.2.10.11..8000
SYSTEM NAME: MVS209 ROTOCOL : TCP AVAIL : YES
WLM WEIGHT : 00054 *CS WEIGHT : 100 NET WEIGHT: 00001
Raw CP:30~ZAAP:- 60-ZHP: 60 [ Ever e
Proportional LCP: 06 zAAP: 48 zIIP: 00 L
FLAGS
BaseWLM Proportional weights are 1
determined from ProcType:
CP: 20 zAAP: 80 zIIP: 00
L k e.g. CP: 6 = 30 * 20%

9
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The load balancing advisor detail report showsttoetype proportions configured when BaseWLM isbei
used (CP: 20 zAAP: 80 zIIP:00), the Raw weigbtsived from WLM (CP: 30 zAAP: 60 zIIP:60), atha
proportional weights (CP: 06 zAAP: 48 zIIP: 0Q)/hen BaseWLM is being used, the proportionalgivts

are modified by the advisor based on the configpredtype proportions.

LBA determines a normalized weight by dividing e thighest common denominator of all WLM weights
received for a Port and Protocol. In this casé witly one WLM weight (54), the highest common
denominator is 54. 54/54 = 1.
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Other Considerations

» zZAAP and zIIP capacity will only be returned by
WLM if all systems in the sysplex are V1R9 or
later.

» DNS/WLM will not exploit the new zAAP and zIIP
processors. WLM recommendations will continue
to only consider general CPU capacity.

> LBA will consider zAAP and zIIP weight
recommendations for server members but not
system members. WLM recommendations for
system members will continue to only consider
general CPU capacity.

0
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This first two bullets describe concerns when ugiAég\P and zIIP capacity in a mixed release envirenin

In the 4" bullet,

eserver members are those that are identified adRess, port, and protocol - a server membemisidered
available when there is a protocol “listener” fbat IP address, port, and protocol

ssystem members are only identified by IP addressystem member is considered available when dsead
is active (in the Home list)
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Add WEIGHTEDACTIVE distribution
method for Sysplex Distributor

L@ Hedhuoks © Copyright IBM Corp. 2007. Al rights reserved. om /redbooks

This section describe why support for this functieass added and how it works.
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Background Information - Sysplex Distribution

» Incoming connections are routed to multiple target stacks using one of 3 distribution methods:
= RoundRobin — Even distribution to all targets
= BaseWLM — Uses WLM system weights
=  ServerWLM — Uses WLM server-specific weights
=  WLM weights (BaseWLM and ServerWLM) are normalized by dividing by 4. Weighted round robin
distribution to targets uses the normalized weight.

» The distributor can reduce the Server or Base WLM Weights by using
= Target Server Responsiveness fractions (TSR)

v’ Connectivity between the distributing stack and the target stack - are new connection requests reaching the
target? Target Connectivity Success Rate (TCSR)

v Network connectivity between Server and client - are new connections being established? Connection
Establishment Rate (CER)

v Is the server accepting new work? Server accept Efficiency Fraction (SEF)
» WLM provides an interface which allows a server to pass additional information about its overall health:

= Abnormal transaction completion Rate

v’ Applications that use WLM monitoring of transactions (e.g. CICS Transaction Server for z/OS)
can report an abnormal transaction completion rate to WLM

v' The value is between 0 and 1000 with 0 meaning no abnormal completions per 1000
transactions.

= General health of the application
v Applications can report their general health to WLM.

v The value is between 0 and 100 with 100 meaning that a server has no general health problems
(100% healthy).

»  WLM will reduce the reported weight based on Abnormal Completion Rate and the General Health.
The Health Metrics are passed from WLM to Target System to Distributor for display purposes
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Currently, the Sysplex Distributor supports thresribution methods RoundRobin which evenly disttésiincoming connections to all
targets, BASEWLM which uses WLM system weights, &edverWLM which uses WLM server-specific weighithen WLM weights
are being used, they are normalized or reducedviging by 4. Incoming connection requests are itisted based on the normalized
weights.

System weights (BaseWLM) and Server-specific waigBerverWLM) are relative weights that rangeaiue between 0 & 64.
BaseWLM weights are based on a comparison of t&gstems in the sysplex. How much CPU capaciyéslable on each system?
When all systems in the sysplex are running aear 400% utilization, WLM will assign the higheriglets to the systems with the
largest amounts of lower importance work (systerntl the most displaceable capacity). The distobpblls WLM for system weights
each minute. ServerWLM weights are based on a adegn of target servers within the same serviasscl How well is a server meeting
the goals of its service class? How much displaleszapacity is available on this system for newkneased on the importance of this
service class? The target systems poll WLM foir therver weights each minute and forward the wisigih the distributor.

The received weights can optionally modified by@S(Bervice level fraction. A Service Level fraotimeasures the performance of the
established connections that map to a DVIPA/Por target server. This includes the target totierformance, the ratio of
retransmits and timeouts to number of packets seetall throughput and throughput/connection agjailesired values, and the ratio of
current connections against maximum connectiortdimifter the fraction is applied the weights acemalized (reduced) by dividing by
4. If all of the received WLM weights for a DVIPRért are less than or equal to 16, normalizatiorotdone. After the fraction is
applied against the raw weight, the weights ateulethanged.

The Target Server Responsiveness (TSR) fractiosistsnof 3 components, Target Connectivity SucBede (TCSR) which is a measure
of connectivity between the distributing stack #imel target stack, Connection Establishment Rat®j@#hich is a measure of network
connectivity between Server and client (is the 3-a@nnection set up exchange completing?), andeBancept Efficiency Fraction (SEF)
which is a measure of the Target Server’s healtle. Weights are modified by the TSR fraction, antlomally the QoS fraction, before
normalizing.

WLM provides an interface which allows a servep&ss additional information about its overall healThe following information may
be used to reduce the weight passed to the stack.

*Abnormal transaction completion Rate - Applicatisash as the CICS Transaction Server for z/OSsaSubsystem Work Managers.
They establish WLM Service Class goals, using WioMnonitor transactions against these goals; asopérts monitoring process, they
can report an abnormal transaction completiontm®LM (abnormal completions per 1000 transactjori&he value is between 0 and
1000 with 0 meaning no abnormal completions.

*General health of the application - Applicationa caport their general health to WLM. The valubésween 0 and 100 with 100
meaning that a server has no general health preh(#89% healthy).

WLM will reduce the reported weight based on Abnar@ompletion Rate and the General Health. ThetHeaétrics are passed from
WLM to Target System to Distributor for display poses.
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Another Distribution method is needed

LPAR1

LPAR
Capacity
LPAR2

:/ivnc:irtkload | : l O

» Application Scaling
=\WLM recommendations may
favor larger systems
significantly.
=However, an application may
not scale well to larger
systems
=Application becomes
overloaded when CPU
capacity is available, but the
workload limit has been

LPARL LPAR2

Unequal
SHAREPORT
Servers

-

»Shareport with unequal
Servers per stack

=RoundRobin distributes 1
connection per target stack
regardless of number of
shareport servers
=WLM Server-specific
weights from a target stack
reflect the average weight of
all shareport servers

LPAR1 LPAR2
Reserve
Spare Spare
Lpar Capacity
Capacity |
— -

»Reserve Spare Capacity for timer
driven workloads

= Batch workloads are injected into
a system during specific times with
specific completion requirements
=But WLM evenly consumes
available capacity on all systems
=|f the system is also a target for
long running DDVIPA connections,
these batch jobs may not complete

reached Gispince the connection workioad
=ServerWLM partially 3 ’

addresses this by reducing 3R tlhe Cdonnzctlon Wotfk is
the recommendation if the isplaced and connection
application’s Performance performance is affected

als are not met
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Application Scaling - Target systems can vary sigaiitly in terms of capacity (small systems alorthw
larger systems). WLM recommendations may faver#éinger systems significantly. However, a target
application may not scale well to larger systems tb its design it may not be able to take fullaadage of
the additional CPU capacity on the larger systeAsa result this type of server can get inflatedNV
recommendations when running on larger systemsragiigo be overloaded with work.

Unequal numbers of SHAREPORT Servers — If SHAREP@RBed, but not all systems have the same
number of SHAREPORT server instances (one has @ttt has 3). The current RR or WLM
recommendations do not change distribution basgti@number of server instances on each target. RR
distributes 1 connection per target stack regasdishe number of shareport server instancesatrsthck.
WLM Server-specific weights from a target stackhaitultiple server instances reflect the averagegei

No reservation ability for time driven workloads s&fss would like to reserve some capacity on certain
systems for types of batch workloads that run dusipecific time periods with specific completion
requirements. If that system is also a targetdiog running DDVIPA connections, WLM recommendaton
will allow that available capacity to be consumd@dhis could potentially impact the completion tineghe
batch jobs if they are not able to displace thetag non-batch workloads or vice versa (the cotioes on
that system may suffer from a performance perspeitihe batch jobs displace those workloads).
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WeightedActive Distribution

» WeightedActive Distribution will provide a more granular control over workload distribution

= The comparative workload desired on each system must be understood so that appropriate connection
weights can be configured (fixed weights)
v' Configure the following new parameters on the VIPADISTRIBUTE statement:
— DISTMethod WEIGHTEDActive
— Configure a Weight for each target destination
= TSR values and Health Metrics (Abterms, Health) are applied to create a modified weight

= Active connection count goals are determined based on the modified connection weights and the active
connections on each target (multiple of modified weight > active connections)

= Modified Weights are normalized by dividing by 10

= Distribution is still weighted RoundRobin based on the normalized weight, but a target is skipped if a
Connection goal is reached

Server Stats | [Abterms_Health

) S

Target 1
Distributor 6 DVIPAL Port 8000
10 Connection Conn
Requests DVIPA1L Port 8000 Tsﬁ Mod| [ Norm| | Goal | |ActiveConns| S 5 DVIPA2 Port 9000
%
DVIPAL, Port8000| Target 1 Cel [12]->[18]
Target 2 = [8]->[2]
7 Connection DVIPA2 Port 9000 4 Target 2
Requests [ 9] 2 [ [E]->[E] DVIPAL1 Port 8000
DVIPA2, Port 9000 VR 50 >l —2> DVIPA2 Port 9000
o Target 2 >[E0]
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Weightedactive Distribution provides more granaiantrol over workload distribution. The comparativorkload desired on each syste
must be understood so that appropriate connectiights can be configured (fixed weights). A newritisttion method value of
WEIGHTEDACctive is added to the DISTMethod paramet&rnweight can be configured for each DESTIP dedion. Each weight can

range in value from 1 to 99 so that the weightslmexpressed as percentages if desired. This éxavap configured using this method;

the configured weights added up to 100, so thdt eaight could be shown as a percentage. Ideafli eeight should be greater than 1
so that granularity is preserved when Autonomictfams need to be applied to determine a modifie@ylat. It defaults to 10, so if
DESTIP ALL is configured, then the default weiglfitl® is assumed which results in a connectionibigion goal to have an equal
number of active connections on each target.

The Target Server Responsiveness (TSR) fractiomraial completion rate fraction, and General Hefilihtion are applied against the configured weight]
to determine a modified weight. Connection gaatsestablished based on the modified weight am@d¢kive connection count. Normalized weights are
established by dividing the modified weight by 10.

In the example, the Port 9000 Server distributiddtermined as followsBased on configuration, it is desired tAarget 1 will have 40% of
the connection load and Target 2 will have 60%hefdonnection loadSince the TSR, abnormal terminations, and heaéth ar
normal for Target 1, but 50 % for Target 2, thedified weight for Target 1 is 40 and the modifigeight for Target 2 is 30 (60
*50%). The Active Connection Goal is a value for each taggeh that if achieved would exactly match therddsdistribution
proportions (it is always a multiple of the modifizeight). The total number of active connections for botlgyéss is 128. The
total modified weight is 70. The multiplier useetermine the connection weight goal is 2 (128/70.+Active

connection goals are determined using the modifieight of each target and the multiplieFarget 1's goal is 80 (40 *
2) and Target 2's goal is 60 (30 * 2jhe Normalized weight is the modified weight disitby 10. Thereforéarget 1's
normalized weight is 4 (40/10) and Target 2's ndimad weight is 3 (30/10)As 7 connection requests are receivédter the
first 4 requests are evenly distributed betweemydiat & Target 2Target 1 will have 72 active connections (Unusg
Normalized weight is 2) and Target 2 will have @&fivee connections (Unused Normalized weight is The
next 3 requests will go to Target 1; although themalized weight for Target 2 is not used up, thenection goal of 60
has been reached while Target 1's connection a0 bas not been reached. Assuming that theeactimnection counts
do not change, the next 5 connection requestgwitb Target 1. At this point both Target 1 andi2 have reached their
connection goals so the next connection requektauiise a calculation of new target goals.

The existing MIB object, ibmMvsDVIPADistConfDistMebd, will indicate if WeightedActive Distributiors iconfigured. A new MIB
object, ibmMvsDVIPADistConfTargetWeight, will dispy the configured weight for each target.

o~

pd
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NETSTAT VIPADCFG DETAIL Display

» Use the Netstat VIPADCFG/-F Detail report to displa  y the configured
distribution method and the weights (if DISTMethod is WEIGHTEDACctive)

a N

NETSTAT VIPADCFG DETAIL
VIPA Distribute:
Dest: 201.2.10.11..8000
DestXCF: 201.3.10.15
SysPt: No TimAff: No Flg: WeightedActive
OptLoc: No Weight: 80
Dest: 201.2.10.11..8000
DestXCF: 201.3.10.16
SysPt: No TimAff: No Flg: WeightedActive
OptLoc: No Weight: 20

- )
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VIPADCEFG is modified to display the new configurédtribution method of WEIGHTEDActive along with

the configured weights for each target.
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NETSTAT VDPT DETAIL Display

» Use the Netstat VDPT/-O DETAIL report to display th e active distribution
method, the modified weight, and the active connect  ion counts for each
target

NETSTAT VDPT DETAIL ) .
f 20 = configured weight (80) *

Dynamic VIPA Destination Port Table:
10, * 0, * 0,
Dest: 201.2.10.11..8000 TSR(50%) * Health (50%) * Abterms (100%)

DestXCF: 201.3.10.15
TotalConn: 0000084011 Rdy: 001 WLM: 20 TSR: 50
Flg: WeightedActive
TCSR: 100 CER: 100 SEF: 50
Abnorm: 0000 Health: 50
ActConn: 0000000240
Dest: 201.2.10.11..8000
DestXCF: 201.3.10.16
TotalConn: 0000020340 Rdy: 001 WLM: 20 TSR: 100
Flg: WeightedActive
TCSR: 100 CER: 100 SEF: 100
Abnorm: 0000 Health: 100

k ActConn: 0000000058 /
6
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With this release some of the detailed displayssamplified to only show values that pertain toistribution
method.

The detailed version of the report when the distidn method is WEIGHTEDACctive shows the TSR metric
components (TCSR, CER, and SEF) and the Healthanétbnormal terminations and health) that are tsed
determine the modified weight along with the acttemnection counts.
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Other Considerations

> If the distributor is V1R9, WeightedActive distribution can
be used regardless of the Target stack release level.
However:
= A target stack needs to be at least V1R7 so that TSR

metrics are reported to the distributor
v' TSR is considered to be 100% when a target is pre-V1R7
= A target stack needs to be at least V1R8 so that health
metrics (abnormal terminations and health) are reported
to the distributor

v'Health and normal termination rate are considered to be 100%
when a target is pre-V1R8

» Each backup stack needs to be V1R9 or later to allow

WeightedActive distribution to be inherited during a
takeover, otherwise BASEWLM will be used

Q@ Redbﬂom © Copyright IBM Corp. 2007. Al rights reserved. com /redbooks

This slide describes concerns when systems arenied release environment.



Support to Configure the WLM Polling
Interval
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The next group of slides describe a new functio®RRvhich allows the sysplex WLM polling interval be
configured.




See-Saw Distribution

» Interaction between the stack and WLM
= The TCP/IP Stacks poll WLM every 60 seconds for weights
v' BASEWLM - the distributor polls WLM for system weights
v' SERVERWLM - each target polls WLM for server-specific weights

= WLM calculates new weights
v’ Based on a comparison of the last 10 seconds of CPU utilization on registered sysplex systems or servers
v It keeps a 3 minute rolling average of these calculations
v’ This average is returned by WLM when it is polled
= The TCP/IP polling interval assumes weights will not change significantly from minute to minute.
» A user environment had two distribution targets
= BASEWLM

= Systems running at 100% capacity
= High volumes of short lived connections

» The 3 minute rolling average changed significantly between the 1 minute polling intervals

» Distributor reacted to WLM changes too slowly:
= When noticed, one server was overloaded and the second server was underutilized.
= During the next polling interval, the distributor overloaded the second server and the first server
became underutilized.
= This "see-saw" distribution continued during each successive polling interval
v The connection load shifting back and forth between the two servers
v Never reaching a steady WLM weight and connection load for each server.

0
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Interaction between the Sysplex stacks and WLM dép@n the distribution method. When BASEWLM is
being used, the Sysplex Distributor polls WLM evéfyseconds for weights from all systems. When
SERVERWLM is being used, each target polls WLMderver-specific weights which are then sent to the
distributor. The distributor uses the received WidMdights to determine how to distribute connectianthe
target systems; a weighted round-robin distributtonsed based on the WLM weights.

WLM calculates new weights based on a comparisdhefast 10 seconds of CPU utilization on regesder
sysplex systems. It keeps a three minute rolliregage of these calculations. When WLM receiveslh p
request, the three minute rolling average is retdifior each system in the sysplex. The 3 minuteame is
used to smooth the weight changes.

The distributor's 1 minute polling interval wasetetined based on the assumption that WLM weightddavou
not change significantly from minute to minute.

In the user environment, the load on target systeassclose to 100% capacity with a workload consistf
high volumes of short lived connections. In tlyiget of environment the 3 rolling minute averagpanged
significantlybetween the 1 minute polling intervals. So thgiogl design point was no longer valid for this
environment.

The distributor was reacting too slowly to changethe WLM recommendations between the target serve
At the time the problem was noticed by the uses fittst target server was overloaded with connestiand
the second server was underutilized. From thistpmi, there was a "see-saw" distribution. Dutimg next
minute interval, the new WLM weights caused théritigtor to direct most of the connections to teeand
server causing it to be overloaded and the finsteseo be underutilized. This continued frormreimal to
interval with the distributor continually shiftingost of the connection load back and forth betwberiwo
servers, never reaching a steady WLM weight andiection load for each server.
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Allow the polling interval to be configured

N

» Allow the polling interval to be configured
= GLOBALCONFig SYSPLEXWLMPoll

» The default will continue to be 60 seconds since this continues to work well in most
environments

\4

The polling interval will be applied to both SERVERWLM and BASEWLM polling

\4

This support is available on prior releases via APAR PK24752

\4

Mixed sysplex environment considerations
= BASEWLM

v' Since the distributor Eolls WLM for the system weights of all target stacks, only the distributor needs to
be V1R9 to change the polling interval

v' If the backup stack is not V1R9, then APAR PK24752 must be applied

= SERVERWLM

v Since target stacks poll WLM for server-specific weights, all target stacks, backup stack, and the
distributor should be VIR9 or APAR PK24752 must be applied to change the polling interval

v The polling interval needs to be consistent on all target stacks and the distributor to be effective

0
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A new parameter, SYSPLEXWLMPoll, is added to tHEOBALCONFig statement to allow a user to control
the polling interval. It can range between 1 a@déconds. The default polling interval will rem&0
seconds. As a guideline the polling interval sHmdt be lower than the WLM weight calculation v
(currently 10 seconds). The polling interval wifiply to both SERVERWLM and BASEWLM polling.

In a mixed sysplex environment where some of tlstesys are not at the V1R9 level, then APAR PK24752
may need to be applied to the pre-V1R9 systemtiwade this support.




NETSTAT CONFIG Display example

» Use the Netstat CONFIG/-f report to display the pol  ling interval

/D TCPIP, TCPCS1,NETSTAT,CONFIG \

GLOBAL CONFIGURATION INFORMATION:

TCPIPSTATS: NO ECSALIMIT: 0000000K POOLLIMIT: 00 00000K

MLSCHKTERM: NO XCFGRPID:  IQDVLANID: 0

SEGOFFLOAD: YES SYSPLEXWLMPOLL: 060

EXPLICITBINDPORTRANGE: 10000-11023

SYSPLEX MONITOR:
TIMERSECS: 0060 RECOVERY: YES DELAYJOIN: YES AU TOREJOIN: YES
MONINTF: NO DYNROUTE: NO

ZIIP:

\ IPSECURITY:NO J
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The sysplex WLM polling interval will be displayed part of the Global Configuration Information.
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Source IP (SRCIP) Enhancements
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This section describes the z/OS Communicationse8&wuurce IP Enhancements for V1R9.
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Source IP address for outbound TCP/IP
Connections

» There are many ways to select the source IP address for
an outbound TCP/IP connection.

> When the SRCIP block is used, source IP address
selection is based on
= application jobname or
= the destination address

SRCIP
JOBNAME  CUST* 203.15.2.1
JOBNAME  CUST* 2003::15:1:1
JOBNAME  * 203.15.2.3
DESTINATION 192.1.1.98 203.15.2.2

DESTINATION 2001::981:1/120 2003::15:1:2
DESTINATION 2003:0D02:11::78:5:7 INTFV6
ENDSRCIP
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TCP/IP provides a number of different mechanismsébecting the source IP address of an outbound
connection when an application has not expliciigafied one. This presentation will focus on onehaf
mechanisms, the SRCIP block. The SRCIP block allestsction of a source IP address based on the
applications jobname or based on the destinatidnesd. In the example shown, you can use the keyword
JOBNAME to specify an application name (or paraafame, using the asterisk as a wildcard), and fyptbei
source IP address to be used if there is a mat¢hadmame. Or you can use the DESTINATION keywtord
supply a destination IP address. When a conneidiotade to that destination address, the assoGatade
IP address will be used.
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Source IP address on DESTINATION rule can’'t be a
Distributed DVIPA

RCIP
@ DESTINATION 10.1.1.0/24 203.15.2.1

User A network

@DESTINATION 23.1.5.6 203.15.2.2

CUSTJOB Allow source IP
- 203.15.2.1, deny ENDSRCIP
Bind to Source IP all others!
Inaddr_any, | 2ddress:
port 0 203.15.2.1 |ST13701 NETA.SSCP2A IS CONNECTED TO STRUCTURE EZBE PORT
[Connect to / .
10.1.1.nnn IST18231 LIST DVIPA SYSNAME TCPNAME # ASSIGNED POR TS
OR Source IP IST18241 1203.15.2.1 64
address:
Connectto 15031255 1ST18251 MVS00016 TCPCS1 64
23.1.5.6 IST18241 2203.15.2.2 1 28
IST18251 MVS00016 TCPCS1 64

Allow source IP

z/OS LPAR 203.15.2.2, deny 1ST18251 MVS00016 TCPCS2 64
all others!
>Source IP address on DESTINATION rule in SRCIP bloc  k cannot be a distributed Port is assigned at
DVIPA. Why? ) ) Bind, but it cannot be
=Distributed DVIPAs (DDVIPAs) can be active on many stacks in the sysplex det ined if th t
=To remove the possibility of duplicate outbound 4-tuples, source ports for DDVIPAs are coordinated elermined I € por
across the sysplex should come from the
=Ports are allocated from a DDVIPA-specific pool using the EZBEPORTwvtt structure when a BIND() is sysplex port pool for
d

issue 203.15.2.1 or 203.15.2.2

=When an application issues an explicit BIND() to INADDR_ANY, port 0, a port must be assigned g . X
=Only at connect time is the source address known. Therefore a DDVIPA-specific pool cannot be used  until the application
=How do we guarantee a unique port assignment at BIN D even though we don’t know the does the connect !
DDVIPA?

ﬁ@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red books

In previous TCP/IP releases, there is a restriatiothe type of IP address that may be specified SRCIP
block DESTINATION rule. Specifically, it could nte a distributed DVIPA. Because distributed DVIPAs
may be active on many stacks in the sysplex, squods that are allocated for connections froméehes
DVIPAs must be coordinated across the sysplexdy twere not, an application on node A in the sysple
connecting to a destination IP address and pangusispecific distributed DVIPA might choose the sgort
as an application on node B, using the same dig&thDVIPA to connect to the same destination IPreskl
and port. This would result in two connection resfaavith the same 4-tuple (of source IP addressceqoort,
destination IP address, destination port) being tethhe same destination. To prevent this, allocatif source
ports (known as sysplexports) for distributed DV#3i4 coordinated using the EZBEPORTwvtt structure,
which establishes an allocated source port pocddah specific distributed DVIPA. A problem occuisen
an application uses an explicit BIND to INADDR_AN¥d port O prior to issuing a CONNECT. The BIND
protocols require that a port be assigned at itms.tHowever, since the CONNECT has not yet bearess
TCP/IP does not know the destination address, woutd not know to allocate the port from the sespbort
pool associated with the matching DESTINATION rslsburce IP address, if that source IP addressavere
distributed DVIPA.

In this example, you can see that the applicatidSTIOB can connect to either an address in the1l0.1
network, or the address 23.1.5.6 in another netwbdistributed DVIPAs are specified as the souiee
address on the corresponding DESTINATION rulessthdrce ports should be allocated from the sysplégpo
pool associated with the specific DVIPA, as demldtethe green box. However, if the CUSTJOB apfilica
issues an explicit BIND to inaddr_any and port Gobefdoing the CONNECT, TCP/IP cannot tell which
specific distributed DVIPA pool to allocate the soelport from.
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JOBNAME source IP addresses are DDVIPAS,
Connect to IPv4-mapped address

CUSTJIOB @ ~ SRCIP
Bind to Sgcu{’ce P 1 @ JOBNAME CUST* 203.15.2.1
In6addr_any 20;:52"1
S (29 oBNAME CUST 2003:15:2:2
Connect to ENDSRCIP
10.1.1.11
OR
IST13701 NETA.SSCP2A IS CONNECTED TO STRUCTURE EZBEQ
Connect to
2005:25:1:1 | gocep
address: IST1823I LIST DVIPA SYSNAME TCPNAME # ASSIGNED POR TS

203.15.2.2
IST18241 1203.15.2.1 64

I1ST1825I1 MVS00016 TCPCS1 64
IST18241 2 2003::15:2:2 a, 28
I1ST1825I1 MVS00016 TCPCS1 64
IST1825I1 MVS00016 TCPCS2 y

2/0S LPAR

Port is assigned at Bind, but it cannot be determin  ed if the port should come from
the sysplex port pool for 203.15.2.1 or 2003::15:2: 2 until the application does the
connect !
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This diagram illustrates the problem with mapped4lBddresses and JOBNAME rules that specify distiith
DVIPAs. Here, application CUSTJOB can match eitbfethe two SRCIP JOBNAME rules, one of which
specifies an IPv4 distributed DVIPA address, arddther an IPv6 distributed DVIPA address. If CUSBJ
issues a CONNECT to a destination IP address iRt network 10.1.1.0, TCP/IP can allocate the ceulP
port from the sysplexport pool associated with tedl source IP address. If CUSTJOB connects to a
destination address in the IPv6 network, TCP/IPallntate the source IP port from the sysplexport poo
associated with the IPv6 source IP address. HowévetUSTJOB issues a BIND to in6addr_any and Port
on an AF_INET®6 socket before the CONNECT, TCP/Ifncd know which sysplexport pool to allocate the
source port from.
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SRCIP Limitations

> Source IP address on DESTINATION rule in SRCIP block
cannot be a distributed DVIPA

= How do we guarantee a unique port assignment at BIND even
though we don’t know the DDVIPA?

» SRCIP JOBNAME entries specify an IPv4 and IPv6
DDVIPA source IP address for rules that will match the

same job name
« Ifthe socket is AF_INET6 and the connection destination will be an
IPv4 address, the connection may fail
= Why?
v"When an application running with that job name, using an AF_INET6
socket issues an explicit BIND() to INGADDR_ANY, port 0, a port must
be assigned at this time

v However, at BIND time, the stack doesn’t know whether the destination
will be an IPv6 or IPv4 destination

— It can’t determine whether to the assign the port from the IPv4 or the IPv6
DDVIPA'’s pool.
— Currently the code uses the IPv6 pool since the socket is AF_INET6

> Users would like to convert some Server applications that
Bind() to the unspecified address to use a specific address
= This cannot be done if the application BINDs to port O
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In previous TCP/IP releases, there is a restriatiothe type of IP address that may be specified SRCIP
block DESTINATION rule. Specifically, it could nte a distributed DVIPA. Because distributed DVIPAs
may be active on many stacks in the sysplex, squods that are allocated for connections froméehes
DVIPAs must be coordinated across the sysplexdy twere not, an application on node A in the sysple
connecting to a destination IP address and pangusispecific distributed DVIPA might choose the sgort
as an application on node B, using the same dig&thDVIPA to connect to the same destination IPreskl
and port. This would result in two connection resfaavith the same 4-tuple (of source IP addressceqoort,
destination IP address, destination port) being tethhe same destination. To prevent this, allocatif source
ports (known as sysplexports) for distributed DV#3i4 coordinated using the EZBEPORTwvtt structure,
which establishes an allocated source port pocddah specific distributed DVIPA. A problem occuisen
an application uses an explicit BIND to INADDR_AN¥d port O prior to issuing a CONNECT. The BIND
protocols require that a port be assigned at itms.tHowever, since the CONNECT has not yet bearess
TCP/IP does not know the destination address, woutd not know to allocate the port from the sespbort
pool associated with the matching DESTINATION rslsburce IP address, if that source IP addressavere
distributed DVIPA.

Another problem that can occur is if there are JABMNE rules in a SRCIP block that can match the same
jobname and have an IPv4 and an IPv6 distributetPB\source address. Here, if a CONNECT is issued on
an AF_INET®6 socket and the destination address I®@4 address, then the JOBNAME rule with the IPv4
source IP address will be selected, and the sdBrpert will be allocated from the IPv4 addresy/spgexport
pool. If the destination is an IPv6 address, tendOBNAME rule specifying the IPv6 source IP addrill

be selected, and the source IP port will be allt&tom the IPv6 address’s sysplexport pool. Howeifen
explicit BIND for INGADDR_ANY and port 0 is done fmre the connect, TCP/IP does not know which
sysplexport pool to allocate the port from. TCP/M®ases the IPv6 pool, since the socket is AF_INEifech
may cause the connection to fail, if the connecisaio the IPv4 destination address.

The BIND parameter on the port statement can bé tesspecify the source IP address when the apiolica
binds to the unspecified address and a port imghge of 1 — 65535. However this function can reotibed
when the application binds to port 0. Users wadillel the ability to convert the unspecified addresa
specific IP address for this case. Here is an gl@uof when this may be desired. A user has malzfOS
WebSphere Application Server (WAS) instances runiminipe same z/OS image. One way to provide
isolation of these instances is to have each instassociated with a unique VIPA for all of itsdising
sockets. A single WAS instance may have multipl@rass spaces acting as TCP listeners and somesaf th
listeners may use ephemeral ports. Existing WASigoration options and scripts could be used tedagach
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Source IP (SRCIP) Enhancements

» Support for DDVIPAs on SRCIP DEST rules

= Establish a pool of sysplex-wide unique ports that are not associated with any specific DVIPA address
v" GLOBALCONFIG EXPLICITBINDPORTRANGE (EBPR)
v All TCP/IP stacks that want to use the Explicit Bind Port Range must define the range
v' All stacks should define the same EBPR range
v’ Coordination between sysplexports and EBPR
v' Ports within the EBPR range reserved on a stack via PORT or PORTRANGE statement will be excluded from the

EBPR port pool
= Sysplex-wide ephemeral ports are allocated from this pool when applications BIND explicitly to
INADDR_ANY or INGADDR_ANY and port 0

v Lhe EZBIEPORTvvtt structure in the Coupling Facility will be used to coordinate port allocation from this range across
the sysplex

v' If the application subsequently issues a LISTEN() on that socket, the port is not used, and will be returned to the pool
= These ports can be used with any source IP address selected at connect time
. Ifhthe active EBPR in the sysplex is changed, message EZD1291l is issued by the stack which caused the
change
= Inacommon INET (CINET) environment, EBPR may be defined on a stack, but the Explicit Bind Port
Range function is supported only in a limited set of CINET configurations.
v' Itis supported when CINET is managing only one stack on the system, or when stack affinity has been established.
v If GLOBALCONFIG EXPLICITBINDPORTRANGE is specified in a CINET environment, this message will be issued:

EZZ07971 EXPLICITBINDPORTRANGE HAS LIMITED SUPPORT IN A CINET ENVIRONMENT

» SRCIP JOBNAME support for listeners

= The SRCIP JOBNAME rule can be used by a Listening server when it Binds to the unspecified address
= New parameters added to the SRCIP JOBNAME rule

v" SERVER - Provides the specific IP address for a listener

v' CLIENT - Provides the existing support for an outbound connect

— This is the default

v" BOTH — Allows the same JOBNAME rule to be applied for both client and server applications

= Restriction: SERVER and BOTH are not allowed on JOBNAME * rules
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Support for DDVIPAs on the SRCIP DEST rule is akmhhby a new sysplex-wide port range called theiEx@ind Port Range. It is
configured with a new parameter on the TCP/IP GLOBANFIG statement. There are two new GLOBABLCONIp@ameters for
enabling and disabling an Explicit Bind Port Rapgacessing. NOEXPLICITBINDPORTRANGEndicates that the stack will not
participate in EBPR processing, when handling aiexbind() of a TCP socket to an IP address cAINDR_ANY or INGADDR_ANY
and port 0. EXPLICITBINDPORTRANGE indicates thaetstack will participate in EBPR processing, whestpssing an explicit bind()
of a TCP socket to an IP address of INADDR_ANYN6ADDR_ANY and port 0. It also specifies the ramdgorts, starting alst_port
for num_portsports, that will define that pool. This parametdi define the range used by all stacks participgin EBPR processing
throughout the sysplex. The EZBEPORTwvtt structuitbcoordinate port allocation across the syspfethe new range, using list 0 of
the structure. The ports are allocated from thectire in blocks of 64 ports at a time, as withggsports. There is also coordination
between sysplexports and the explicit bind porgeanDVIPA-specific sysplexports will not be allded from the EBPR range.
Furthermore DVIPA-specific sysplexports alreadyige will not be assigned from the EBPR range.

All TCP/IP stacks in the sysplex that will partiatp in EXPLICITBINDPORTRANGE processing should sfyethe same port range.
This can be done by specifying the GLOBALCONFIG EXPITPORTRANGE statement in a file that is spedifia an INCLUDE
statement in the TCP profiles data sets of alpmticipating stacks. If stacks define differentges, the last configuration processed
defines the EBPR range for the entire sysplexybpiex). The port range defined on the EXPLICITBIRDRTRANGE parameter
should not overlap any existing port reservationany TCP/IP stacks in the sysplex. Note that @sgrved ports that are within the
EXPLICITBINDPORTRANGE range will be excluded frotmet EXPLICITBINDPORTRANGE port pool, effectively tiag the pool
smaller. The EXPLICITBINDPORTRANGE port range rhbe large enough to accommodate all applicationiseé sysplex that may
issue explicit bind() calls for INADDR_ANY (or INBBDR_ANY) with port 0. If additional TCP/IP stacks systems are introduced
into the sysplex, the extent of the port rangengefiby EXPLICITBINDPORTRANGE should be re-evaluatdiithe size of the port
range defined by EXPLICITBINDPORTRANGE is too largiegere will be fewer ports available for local epteral port allocation.

Changing the range specified on the EXPLICITBINDP®RNGE parameter of the GLOBALCONFIG statement @feevery stack in
the sysplex that has configured a GLOBALCONFIG EXPITBINDPORTRANGE. Future port allocations for alich stacks will use
the new port range. Ports in the EXPLICITBINDPORNNRGE range are usually assigned to a stack in Blo€l64 ports. When

expanding the range, you should use multiples dfrbds the number of stacks using GLOBALCONFIG EXHTBINDPORTRANGE.

A stack with an Explicit Bind Port Range configuneil attempt to set the range in the EZBEPORTvttticture. If the range in the
structure is successfully changed to a differemgeathe stack setting the range will issue mesEZ@ 2911 to display the new range. If
the attempt to set the range did not change thgerar message will be issued.

When operating in a CINET environment where CINEianaging more than one stack and stack affimigyriot been established,
CINET will substitute a port from the INADDRANY PORfort range defined in the BPXPRMxx parmlib wherapplication Binds to
INADDR_ANY or INBADDR_ANY and port 0, before passgitthe BIND() request to the TCP/IP stack. The TERthck will not see a
Bind to port 0, but will instead see a BIND spetitya specific port. Therefore, it will not assigmort from the ExplicitBindPortRange
pool. Subsequently, if a SRCIP DESTINATION matchests a distributed DVIPA to be the source IP asisiréhe connect will fail with
the JRSRCIPDIstDVIPA reason code, indicating the: {gonot from the EBPR pool.

The SRCIP JOBNAME rule is extended to allow userspecify a specific address for a Server appticatiat Binds to
INADDR(6)_ANY. Three new parameters may be spedifia the JOBNAME rule. The SERVER parameter willsma Server
application with a matching jobname to have the®lP address on the matching rule used in plaf¢ADDR(6)_ANY on the
Listen(). The CLIENT parameter (which is the defgudill indicate that existing behavior of substing the source IP address for
outbound connections done by an application madctiia specified JOBNAME (Clients). The BOTH paraenetill allow the same
J(?BNAME rule to be used for both client and sepm@plications. The SERVER and BOTH parameters aralfamted on JOBNAME *
rules.
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NETSTAT Config Display example

» Example of the changes to the NETSTAT CONFIG/-fdis  play

D TCPIP,TCPCS1,NETSTAT,CONFIG \
EZDO0101lI NETSTAT CS V1R9 TCPCS1

TCP CONFIGURATION TABLE:

DEFAULTRCVBUFSIZE: 00016384 DEFAULTSNDBUFSIZE: 00 016384
DEFLTMAXRCVBUFSIZE: 00262144

GLOBAL CONFIGURATION INFORMATION:
TCPIPSTATS: NO ECSALIMIT: 0000000K POOLLIMIT: 00 00000K
MLSCHKTERM: NO XCFGRPID: IQDVLANID: 0
SEGOFFLOAD: YES SYSPLEXWLMPOLL: 060
EXPLICITBINDPORTRANGE: 10000-11023
SYSPLEX MONITOR:
TIMERSECS: 0060 RECOVERY: YES DELAYJOIN: NO AUT OREJOIN: NO
MONINTF: NO DYNROUTE: NO
ZIIP:
IPSECURITY:NO
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The NETSTAT CONFIG/-f command will display the Eigil Bind Port Range under the Global
Configuration Information section. If no Expliciifigl Port Range is configured on this stack, 0000000
will be displayed as the range.
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Display TCPIP,,SYSPLEX,PORTS command
example

» Issue D TCPIP,,SYSPLEX,PORTS to see the current active and
configured Explicit Bind Port Ranges

/D TCPIP,TCPCS1,SYSPLEX,PORTS \
EZD1293I Configured EXPLICITBINDPORTRANGE: 10000 - 1 1023
EZD1294l Active EXPLICITBINDPORTRANGE: 20000 - 22047

If no EBPR is configured on this stack, EZD1293I will be replaced by:

(@ il el (@) o

EZD12951 No EXPLICITBINDPORTRANGE is configured on this stack

If the active EBPR is not available to this stack, EZD1294I will be replaced by:

GZDIZQZI No active EXPLICITBINDPORTRANGE is availab le from this stack /

0
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The current active and configured EBPR ranges eadlidplayed using the new D TCPIP,,SYSPLEX,PORTS
command. The configured range is the range thatdefised on the specified stack. The active rasghée
range that is actually being used in the EZBEPORTstvucture.

Message EZD12921 may be issued if the stack hagaidtlly completed establishing an Explicit BiRdrt
Range with the Coupling Facility or if access te @oupling Facility structure has failed.
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Display NET,STATS, TYPE=CFS command example for
EZBEPORTwvtt

» lIssue D
NET,STATS, TYPE=CFS,STRNAME=EZBEPORTwvit,LIST=ALL to
show the EXPLICITBINDPORTRANGE allocations in the C  FS structure

N ﬂ.SZ.Sl IST3501 DISPLAY TYPE = STATS, TYPE=CFS \
(@] IST13701 NETA.SSCP2A IS CONNECTED TO STRUCTURE EZBE PORT
IST17971 STRUCTURE TYPE = LIST
T IST15171 LIST HEADERS = 1024 - LOCK HEADERS = 1024
IST13731 STORAGE ELEMENT SIZE = 256
E ISTO24| -----mmmmmmmmmmmom oo e
IST13741 CURRENT MAX IMUM PERCENT
S IST13751 STRUCTURE SIZE 8192K 15 104K *NA*
IST13761 STORAGE ELEMENTS 64 2 2400 0
IST13771 LIST ENTRIES 3 700 0
ISTO24 e e
I1IST22211 EXPLICITBINDPORTRANGE - START: 20000 END: 22047
IST18231 LIST DVIPA SYSNAME TCPNAME # ASSIGNED PORTS
IST18241 0 EXPLICITBINDPORTRANGE 128
IST18251 MVS00001 TCPCS1 64
1IST1825I1 MVS00002 TCPCS11 64
IST18241 1203.16.2.1 64

\ISTlSZSI MVS00001 TCPCS1 64 J
L 40
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The active Explicit Bind Port Range can also beldig from VTAM, by displaying the structure infortian
for the EZBEPORTwvtt structure. If there is no wetEBPR range, message IST22211 will not be digaay
and no information on list O will be displayed.




SRCIP JOBNAME for Listeners Example

» |If application TCPUSR1A issues a Bind() to an INADDR(6) _ANY and

= Listen on an AF_INET socket or Connect to an IPv4 address, 9.67.5.12 is used
= Listen on an AF_INET6 socket or Connect to an IPv6 address, 2000::9:67:5:18 is
used

» If application TCPUSR2 issues a Bind() to INADDR(6)_ANY and

Listen on an AF_INET socket, the Bind address will be changed to 9.67.5.15

Listen on an AF_INET6 socket, the Bind address will be changed to 2000::9:67:5:15
Connect to an IPv4 address, 9.67.5.16 will be used as the source address.

Connect to an IPv6 address, a DVIPAG66 source address will be used

SRCIP
JOBNAME  * 9.67.5.16 CLIENT
JOBNAME  * DVIPAG6 CLIENT
JOBNAME  T* 9.67.5.15 SERVER
JOBNAME  T* 2000::9:67:5:15 SERVER
JOBNAME  TCPUSRI1* 9.67.5.12 B OTH
JOBNAME  TCPUSR1* 2000::9:67:5:18 BOTH
DESTINATION 10.1.0.0/16 9.1.1.2

ENDSRCIP
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This slide illustrates the use of the new SRCIP N@BIE rule parameters.

Note that if the application issues a Bind to INARDANY on an AF_INET6 socket, an IPv4 source address
will be chosen over an IPv6 address since the eguin is intending to use the socket to receivpped IPv4
packets. So in the example above, if applicatiGfPTUSR2 issues a Bind to INADDR_ANY & a Listen on an
AF_INET6 socket, the Bind address would be charige167.5.15.



NETSTAT SRCIP Display Example

Example of the changes to the NETSTAT SRCIP/-J disp lay

N ﬂvs TCP/IP NETSTAT CS V1R9 TCPIP Name: TCPCS \
20:30:49

(©) Source IP Address Based on Job Name:

= Job Name Typ Flg  Source

E * IPV4 © 9.67.5.16

S 2 IPV6 © DVIPAG6
T IPV4 S 9.67.5.15
T IPV6 S 2000::9:67:5:15
TCPUSR1* IPV4 B 9.67.5.12
TCPUSR2* IPV6 B DVIPA6G2
Source IP Address Based on Destination:
Destination: 10.1.0.0/16

K Source: 9.1.1.2 /
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The NETSTAT SRCIP/-J display shows the new JOBNAMIEEameters by adding a flag column, FLG. In that
column, C is for CLIENT, S is for SERVER, and Bfas BOTH.
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Other Considerations

» Explicit Bind Port Range considerations
= |f EBPR is used in a sysplex containing pre-V1R9 systems
v Stacks in the sysplex not using EBPR must either be V1R9 or specify a
portrange statement reserving the EBPR range
— This prevents EBPR port assignments from DVIPA-specific pools

N

» SRCIP JOBNAME support for listeners considerations
= getsockname() after bind() will not retrieve the IP address specified on the
matching JOBNAME rule

v’ The IP address substitution is not made until the connect() or listen()

v’ This is different from the operation of the PORT statement with the BIND
parameter. There, the IP address is available after the bind().
= When using a SRCIP JOBNAME rule for an IPv6 server application, an
IPv6 address and not an IPv6 Interface should be specified.
v If an interface is specified, TCP might not select the best IPv6 address for the
application to be bound to.
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This slide describes how to handle mixed configares, that include V1R9 systems and pre-V1R9 system
when using the explicit bind port range functioklso, in a CINET environment if there is no stadkraty
and multiple stacks, CINET will assign a port beftie stack even receives the Bind. Thereforexpécit
bind port range processing will not occur for thgquest.

Applications that bind to INADDR(6) _ANY, and matolm a SRCIP JOBNAME or DESTINATION
statement, will not have the designated IP addre$s source address upon completion of the boal() The
source address will not be set to the designatdcead until completion of the subsequent connécti@nt
applications) or listen() (server applications).cal

When using the BIND parameter on the PORT statentiemidesignated IP address will be set upon
completion of the bind() call.

If an IPv6 server application matches a JOBNAME pecifying an IPv6 Interface, rather than an IPv6
address, TCP will choose the first IPv6 addresheninterface as the Bind() address. This may ndhéenost
appropriate IP address for the inbound connections.
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Delayed AUTOLOG start
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The enhancement for AUTOLOG is concerned with iiméng of when AUTOLOG starts a procedure.
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AUTOLOG and DELAYJOIN

» AUTOLOG profile statement
= Specifies procedures to be
v’ automatically started after TCP/IP is started, and
v monitored at regular intervals

= Example:

AUTOLOG
OMPROUTE
FTPD JOBNAME FTPD1 ; FTP Server
LPSERVE ; LPD Server
NAMESRV ; Domain Name Server
NCPROUT : NCPRoute Server

ENDAUTOLOG

» DELAYJOIN profile parameter
= On the GLOBALCONFIG profile statement

= Specifies that joining the sysplex group and creating dynamic VIPAs is to be
delayed until OMPROUTE is active

= Example:

GLOBALCONFIG
SYSPLEXMONITOR DELAYJOIN
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The procedures to be automatically started as asdrCP/IP has been initialized are specified on the
AUTOLOG profile statement. The example shown heilecause AUTOLOG to start the five
specified procedures as soon as TCP/IP initiabpais completed.

DELAYJOIN is another configuration parameter. islspecified on the GLOBALCONFIG profile
statement, as shown in the example on this slidéhen DELAYJOIN is specified, TCP/IP will not
join the sysplex group until OMPROUTE is activ&ince the stack’s dynamic VIPA configuration is
not processed until after the stack has joineagsplex group, this delay in joining the syspleaup
ensures that OMPROUTE will be active and readydigedise dynamic VIPAs when they are created
on this stack.
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Bind Failures Using AUTOLOG with DELAYJOIN

» When DELAYJOIN is configured

» AUTOLOGed procedures may be started before
OMPROUTE is active
» Binds to dynamic VIPAs will fail until
v OMPROUTE is initialized

v TCP/IP has joined the sysplex group and created the dynamic
VIPAs

ﬁan TCP/IP \

With DELAYJOIN

Stack joins group
& completes dynamic

Stack OMPROUTE configuration
Is up Is initialized
Bind to Dynamic Bind to dynamic
VIPASs fail VIPAs work
Start

AUTOLOG
Procedures

\ (Including OMPROUTE) j
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When DELAYJOIN is configured, the stack will noijahe sysplex group and create dynamic
VIPAs until OMPROUTE signals that it is ready tovadise them. OMPROUTE and the other
AUTOLOGed procedures will be started at the same ti AUTOLOGed procedures that bind to
dynamic VIPAs may fail due to the delay in creatihgse DVIPAs.

This slide contains a time line showing what haggperbind requests to dynamic VIPAs when
TCPI/IP is started with DELAYJOIN specified.

When the TCP/IP stack is started with DELAYJOIN figared,
1. the stack completes its basic initialization (skeck is up) but it is not in the sysplex group ye

2. At this point, AUTOLOG will start the specifiedqredures. In our example, this includes
OMPROUTE.

3. When OMPROUTE has completed its initializationl &nactive, it notifies the stack.

4. Now the stack will join the sysplex group andntipeocess its dynamic configuration, which
includes creating its dynamic VIPAs. Until thecktdas completed its dynamic configuration
processing, any bind request to a dynamic VIPA faill
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Delayed AUTOLOG start

» New optional keyword, DELAYSTART, for procedures specified on the
AUTOLOG profile statement

= Indicates that the procedure is not to be started until after TCP/IP has joined the
sysplex group and completed its dynamic sysplex configuration

= Prevents a procedure from being started (and issuing a bind) before the dynamic
VIPAs and VIPARANGESs have been created

» Do not specify AUTOLOG DELAYSTART for OMPROUTE when
GLOBALCONFIG DELAYJOIN is configured

Start TCP/IP
With DELAYJOIN

OMPROUTE
Is initialized Stack joins group
Stack & completes dynamic
Is up configuration
Bind to dynamic Bind to dynamic
VIPASs fail VIPAs work
Start
AUTOLOG Start AUTOLOG
Procedures DELAYSTART
EXCEPT procedures
K DELAYSTART J
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V1R9 provides a new optional keyword, DELAYSTAR®y forocedures specified on the AUTOLOG
profile statement. DELAYSTART is used to identifyocedures that should not be automatically
started until after the stack has joined the sysgieup and its dynamic sysplex configuration is
completed. At that point, bind requests to dynawileAs can succeed.

One word of caution: when DELAYJOIN is configureth not specify DELAYSTART for your
OMPROUTE procedure. If you do, the stack will cdete its initialization but OMPROUTE
will never be started (because AUTOLOG is waitingthe stack to join the sysplex group) and
the stack will not join the group and create itsaiyic VIPAs because the stack is waiting for
OMPROUTE to be active.

The slide contains a time line showing AUTOLOG mssing when DELAYSTART is specified for
some procedures and not specified for other praesdu

As we saw earlier, when the TCP/IP stack is stanti#il DELAYJOIN configured,

1. the stack completes its basic initialization (skeck is up) but it is not in the sysplex group ye

2. At this point, AUTOLOG will start the specifiedqredures. However, it will ignore procedures
that have DELAYSTART specified.

3. When OMPROUTE has completed its initializationl &nactive, it notifies the stack.

4. Now the stack will join the sysplex group andrtipeocess its dynamic configuration, which

includes creating its dynamic VIPAs. Until thecktdas completed its dynamic configuration
processing, any bind request to a dynamic VIPA faill

5. If DELAYSTART has been configured for any AUTOL@G procedure, the stack notifes
AUTOLOG when the dynamic configuration is complatel AUTOLOG then starts all
procedures with DELAYSTART specified.



Netstat CONFIG Display example

Use Netstat CONFIG/-f to verify whether DELAYJOIN and
DELAYSTART are configured

Gysplex Monitor: \

TimerSecs: 3600 Recovery: Yes DelayJoin: Yes AutoRejoin: Yes

Monintf: No DynRoute: No

g ooy e

Autolog Configuration Information: Wait Time: 0120

ProcName: FTPD  JobName: FTPD1 DelayStart: Yes
ParmString:

ProcName: OMPROUTE JobName: OMPROUTE DelayStart: No

\ParmString: J
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The Netstat CONFIG display command can be useétifyvthe new AUTOLOG DELAYSTART
values which are shown in bold type in this examplehe same Netstat command also displays the
Sysplex Monitor DELAYJOIN value.



With z/OS V1R9, the VIPADISTRIBUTE profile statentas enhanced to allow you to specify a range of

ports.

VIPADISTRIBUTE port range
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Ports on VIPADISTRIBUTE statement must be
specified individually

> VIPADISTRIBUTE profile statement is used to configure the
distribution targets for connection requests to a dynamic VIPA
= A dynamic VIPA and optionally one or more ports may be specified

N

» Up to 64 specified ports may be specified for a distributed DVIPA

N

» Currently each port must be individually specified

/ VIPADISTRIBUTE 9.2.3.4 \

PORT

3001 3002 3003 3004 3005 3006 3007 3008 3009 3010
3011 3012 3013 3014 3015 3016 3017 3018 3019 3020
3021 3022 3023 3024 3025 3026 3027 3028 3029 3030

3051 3052 3053 3054 3055 3056 3057 3058 3059 3060
3061 3062 3063 3064

\ DESTIP ALL J
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The VIPADISTRIBUTE profile statement specifies hovaound connection requests to a dynamic
VIPA are to be distributed among the stacks instygplex group. The example on this slide specifies
that new connection requests can be forwardedytai@ck in the sysplex group which has a socket
listening on the dynamic VIPA 9.2.3.4 or inaddr_aayd one of the ports (3000, 3001, 3002) .

On a VIPADISTRIBUTE statement, you can specify a4 ports, each of which must be

individually specified. The example on this slseleows a VIPADISTRIBUTE statement that
specifies ports 3001 through 3064.
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VIPADISTRIBUTE port range

» PORT parameter enhanced to support range of ports
= Allows any combination of individual ports or port ranges.

= For a port range, the value for the second port must be greater than
the first.

= Maximum of 64 ports (unchanged)
v/ On a single VIPADISTRIBUTE statement
v For an individual DVIPA over one or more statements

/" VIPADYNAMIC N\

VIPADEFINE MOVE IMMED 255.255.0.0 203.1 .1.94
VIPADISTRIBUTE 203.1.1.94 PORT 3006 3008-3010  DESTIP ALL
VIPADISTRIBUTE 203.1.1.94 PORT 3015-3018 3020-3021 3024

DESTIP ALL

VIPADEFINE MOVE IMMED 255.255.0.0 203.1 .1.95

VIPADISTRIBUTE 203.1.1.95 PORT 2001-2064 DESTIP ALL
ENVIPADYNAMIC

- %
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With z/OS V1R9, the VIPADISTRIBUTE statement syntaxmore flexible. It will now accept
individual port numbers, a range of port numbers combination of individual ports and ranges for
the PORT keyword. The maximum number of ports ¢ta be specified on a VIPADISTRIBUTE
statement or for a DVIPA over multiple statemeetisiains 64.

The example on this slide contains a VIPADYNAMI®&k containing several VIPADISTRIBUTE
statements that demonstrate the new syntax fdP@RRT values.

Connections to DVIPA 203.1.1.94 are to be distributed for ports 3006, 3008, 3009, and 3010
(because of the first VIPADISTRIBUTE statement) and ports 3015, 3016, 3017, 3018, 3020,
3021, and 3024 (because of the second VIPADISTRIBUTE statement).

Connections to DVIPA 203.1.1.95 are to be distributed for the full range of 64 ports from 2001
through 2064
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Netstat VIPADCFG Display example

» Netstat VIPADCFG/-F report: unchanged
= » displays each distributed port individually

/D TCPIP,,NET,VIPADCFG \
EZD0101I NETSTAT CS V1R9 TCPCS 438
DYNAMIC VIPA INFORMATION:

VIPA DISTRIBUTE:
DEST: 203.1.1.94.. 3006
DESTXCF: ALL
SYSPT: NO TIMAFF:NO FLG: BASEWLM
DEST: 203.1.1.94.. 3008
DESTXCF: ALL
SYSPT: NO TIMAFF:NO FLG: BASEWLM
DEST: 203.1.1.94.. 3009
DESTXCF: ALL
SYSPT: NO TIMAFF:NO FLG: BASEWLM

- )
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o ol o

The Netstat VIPADCFG command displays the distidruspecifications that are configured for
dynamic VIPAs on this stack. Although you can repecify ranges of port numbers on the
VIPADISTRIBUTE statement, this Netstat report has changed. As in previous releases, it displays
distribution specifications for each individual CRA-port combination.
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VARY TCPIP,,SYSPLEX enhancements

L@ Hedhuoks © Copyright IBM Corp. 2007. All rights reserved. om /I’ed bOOkS

The next slides describe an enhancement to thdeSydistributor quiesce/resume command
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Quiesce for a single listener is too granular

» The VARY TCPIP,,SYSPLEX command allows operators
to quiesce/resume applications from sysplex distribution

= Quiesce/Resume sysplex distribution for individual applications
identified by port and, optionally, jobname and asid

= Quiesce/Resume sysplex distribution for all applications on a target
stack

= No impact to existing connections
= Must be issued on the stack where the application runs

> Quiesce/Resume for an individual application must identify
a unique listener or the command will fail

= To quiesce multiple port listeners for a jobname instance, must
issue quiesce for each port

v Applications such as the z/OS Websphere Application Server would
like to quiesce all listening ports for a given jobname with one
command

= If an application has multiple listeners for the same port, only
quiesce target can be used

v Applications such as z/OS DB2 have multiple listening sockets for the
same port using both Distributed and non-Distributed DVIPAs. They
would like to quiesce all sockets with one command

L@ Hedbnoks © Copyright IBM Corp. 2007. All rights reserved. /I’ed bOOkS

The existing VARY TCPIP,,SYSPLEX command allows i@ters to quiesce or resume applications from
sysplex distribution. These operations do not ichplae existing connections. Furthermore the conthmaust
be issued on the stack where the application isingn

In prior releases to quiesce multiple port listerfer a jobname instance, an operator must iseaagjuiesce
flavor of the command for each port. An applicatinstance may have listeners on different pogsach of
them must be quiesced with a separate commandexaonple:

Quiesce Port=50001,Jobname=jobxyz

Quiesce Port=50002,Jobname=jobxyz

Quiesce Port=50025,Jobname=jobxyz

In prior releases, if an application instance hagtipie listeners for the same port, only quiesrgét can be
used. An application may have multiple listenargport 50001 with the same asid (71). This commuaitid
fail since a unique listener is not identified:

Quiesce Port=50001 ,jobname=jobxyz,asid=71

The only option is Quiesce Target, but this willeaceall target applications on this stack from sysplex
distribution.
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Allow single quiesce for multiple listeners

> When the command is issued all matching listeners must
have the same jobname and asid, but not port

» New - Quiesce using jobname (and optionally asid)
= Quiesce jobname - all matching listeners, but they must have the
same asid
= Quiesce jobname,asid — quiesce all matching listeners
= All matching listeners quiesced regardless of port

> Existing - Quiesce using port (and optionally jobname and
asid)
= Quiesce using Port is changed to quiesce multiple listeners (with
matching jobname and asid).
v Fr_leviously if more than one listener was identified, the command would
all.
= Quiesce port — quiesce all matching listeners if they have the same
jobname and asid
= Quiesce port, jobname - quiesce all matching listeners if they have
the same asid
= Quiesce using port, jobname, asid - quiesce all matching listeners
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A new flavor of the Quiesce and Resume Sysplex canthis now allowed. A user can now quiesce and
resume applications using the jobname and optiptiadl associated asid. When jobname is used &nd al
listeners identified by jobname do not have theesasid, the command will fail. The listeners wuitit be

quiesced or resumed.

The existing Quiesce/Resume, port or Quiesce/Respongjobname command is changed in z/OS V1R9.

When either of these flavors of the command is ugedl listeners do not have the same jobnameaaid,
the command will fail. The listeners will not baigsced or resumed. In previous releases, if guenistener
was not identified, the command would fail.

55



Command syntax

Vary TCPIP SYSplex quiesce/resume enhancements

N >>-Vary --TCPIP--,--+----mn-mmn +--,SYSplex---------- e >
rrrrrrr ‘-procname-'

O

T >-+-QUlesce,POrt=portnum-+------------=--=--eeceee: e +

+-,JOBNAME=jobname-+------------ +
E | +-,ASID=asid-+
+- QUlesce, JOBNAME=jobname-+------------ +
S +- ASID=asid-+

+-QUlesce, TARGET

+-RESUME,POrt=portnum--+--------==--zcseeeceueeeee e +
+-, JOBNAME=jobname-+------------ +- +
. +-,ASID=asid-+
+- RESUME,JOBNAME=jobname-+------------ +
"""" +-,ASID=asid-+
+-RESUME, TARGET
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This slide shows the various ways the quiesce/restsmmand can now be issued. Vary TCPIP Sysplex als
supports Leavegroup, Joingroup, Deactivate, andtiR@de; these are not shown here.
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This presentation describes the changes to TN32dEa&P in z/OS V1R9.
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Agenda

» TN3270
= Telnet enabled for AT-TLS
= Manage non-Current Telnet profiles
= Telnet uses APPLDATA function
= Telnet must run in its own address space
» FTP
= FTP Unicode support
= FTP Security
v’ Kerberos Single sign on
v/ SSL/TLS RFC compliance
v/ Enable AT-TLS for FTP

= FTP Serviceability
v’ Code and catalogue synchronization
= FTP client
v’ Sequence number support \ 3 n
v Allow client to select source IP address

~ 7,
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In this presentation, we will explain how Telneshmeen enabled for Application Transparent — Tramspo
Layer Security, AT-TLS, exploitation, how storagevisigs are realized by managing non-Current pfile
how Telnet uses the new APPLDATA function, and axplvhy Telnet must run in its own address space.

For FTP, we will address the more complex line &dirst — Unicode support and FTP security enhancésne
Then we will describe a serviceability enhancente®TP. We will conclude with enhancements thégaf

the FTP client only.
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Telnet enabled for AT-TLS

9
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Telnet has been enabled to use Application TraesparTransport Layer Security, AT-TLS, the strategi
z/0OS Communications Server security solution.
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Additional System SSL Support Required

N

» Many users require secure Telnet connections
= Secure connections supported since OS/390 V2R6

» Telnet configuration is used to define security

= SECUREPORT

= [CONNTYPE]

= KEYRING/[CRLLDAPSERVER]

= [ENCRYPTION/CLIENTAUTH/SSLV2/SSLTIMEOUT]
» Telnet passes security information to System SSL

= KEYRING/[CRLLDAPSERVER]

= [ENCRYPTION/CLIENTAUTH/SSLV2]

> New users requirements include

Support key ring refresh without stopping/starting ports
Allow multiple key rings per server

Specify certificate label other than the default certificate
Support multiple CRL LDAP server specification
Support new ciphers added

Support Session ID caching (Reset session/cipher)

v

System SSL supports these functions

» Telnet has not kept up

60
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For several years, users have required that tledireT connections be secure. Telnet first impleagsecure
connections in OS/390 V2R6 which was Generallylabé in September 1998.

Telnet was developed with a direct interface toSfistem Secure Sockets Layer, SSL, component.effeln
configuration is used to define the parameters egdéor System SSL to set up its environment to sttppo
secure connections. SECUREPORT designates thabtirections to the Telnet port will be secure and
KEYRING specifies the key ring name System SSL uske. Additional, optional parameters are shown in
brackets.

In a later release, OS/390 V2R10, the Conntypemstant was added to allow both secure and non-secure
connections on the same port.

System SSL needs a Key ring to properly set ugsttstem SSL environment used by Telnet. Optionally,
CRLLDAPServer, Encryption, ClientAuth, and SSLv2ues can be specified to further customize theedyst
SSL environment.

When Telnet first implemented secure connection®8f890 V2R6, System SSL was not as robust as it is
today. System SSL allowed only one active envirenitio support telnet connections. Telnet secsgtup
was developed around that assumption and otheesl lmasSystem SSL capability at the time. For examp
because only one System SSL environment could theated, Telnet allows only one key ring name fibr a
ports.

Users have asked for Telnet to support differegtrkegs on different ports and even different kiesygs on the
same port. Users have a need to be able to reszshity parameters without having to stop/redtartsecure
ports. This is particularly useful when the defa@lrtificate expires and must be replaced. Soraesusave
backup Certificate Revocation List Lightweight Oitery Access Protocol, CRL LDAP, servers and would
like to specify these backups. Users would likguakly use new ciphers that are periodically addeders
have client emulators that support session ID cachind renegotiation of a cipher key during arnvactiecure
session. Users also want to specify a certifiaiel to be used instead of the default key rintjfazate.

System SSL has continued to improve and now supploese functions.

Telnet configuration has not been enhanced toddkantage of the new System SSL function. We did
recently add two AES ciphers to Telnet but Teltiitdoes not support all the ciphers available dse by
System SSL.
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Telnet enabled for AT-TLS

Enable Telnet for AT-TLS to satisfy all requirements

\%

\%

AT-TLS provides all the functionality of System SSL
= AT-TLS is strategic and will continue to be updated

» Retain Telnet functionality and granularity
= CONNTYPE
= CLIENTAUTH

» Use the Configuration Assistant GUI to create AT-TLS policy statements.

» Restriction: AT-TLS does not map rules by hostname

= If you have a ParmsGroup with security parameters specified and it is mapped by
hostname, you must continue using Telnet configuration security

AT-TLS Considerations

= Permit Policy Agent to the RACF resource EZB.INITSTACK.sysname.tcpname in the
SERVAUTH class

Start Policy Agent (PAGENT)

Ensure TCP/IP statement TCPCONFIG TTLS is configured

Ensure AT-TLS policy is configured for the TCP/IP stack

Ensure ApplicationControlled is set On in TTLSEnvironmentAdvancedParms
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Application Transparent Transport Layer Securitiff {ALS) was introduced in z/OS V1R7 and supporte®fthe new
functions in System SSL. AT-TLS is the z/OS Comiuations server strategic application security@pnd will
continue to be updated as new System SSL funchieasme available.

To satisfy existing Telnet security requirements,aauld either make additional updates to Telngefigaration to make
use of the new System SSL function or enable Tetnkilly utilize AT-TLS. Because AT-TLS is strafie and provides
System SSL functions beyond the current requirespevit chose to enable Telnet for AT-TLS. With ALSTthe user
will be able to specify multiple key rings for difent ports or the same port, change key ringsowttstopping ports,
specify up to five CRL LDAP servers, specify newhars immediately, cache session IDs, manage sef¥$oand cipher
renegotiation, and use a certificate other thard#fault certificate during the SSL negotiations.

Telnet provides the user a great deal of flexipifitrough its current configuration options. THakibility had to be
retained while moving to AT-TLS. Being able to sife Conntype and client authentication at veryrngtar levels is a
popular Telnet feature that must be retained.

There are no migration issues with AT-TLS for Téln¥ou can continue to define secure ports with$ECUREPORT
statement, but you will have access to many moste®y SSL functions if you use TTLSPORT.

In some cases the creation of AT-TLS policy files Policy Agent can be difficult. The Configuratidssistant GUI will,
through a series of wizards and online help pagelserate AT-TLS configuration files for any numbéz/OS images
with any number of TCPIP stacks per image.

TTLSRULE is, in some cases, a replacement for strenBGroup and ParmsMap statements. In Telnet, yodefne a
client identifier as a hostname or a hostname gemgpbmap a ParmsGroup to that client identifieratTParmsGroup may
contain security parameters. TTLSRULE does nopsttithe concept of a connection matching a sptifiostname. If
you use hostnames as a client identifier to difféage security variables you will have to contiraaise the Telnet
configuration for security.

To install the AT-TLS policy you need to permit tRelicy Agent to the INITSTACK Resource Access CohEacility,
RACF, resource in the SERVAUTH class and stariRtbkicy Agent. If Telnet connections fail with errcode 100B,
“Unexpected SSL handshake encountered.”, AT-TLSabably not enabled in the stack. All connectiaresconsidered
non-secure but the client is sending a secure hakéds You need to ensure that TCPCONFIG TTLS leas lconfigured
in the TCP/IP profile.

You also need to ensure there is a TCPImage statdorghe TCP/IP stack used by Telnet and enswd ®@PImage
policy file has a TTLSCONFIG statement pointingtie configuration file that defines the Telnet ALS rules.

If Telnet connections fail with error code 1035plfiy is invalid for the conntype specified.”, eitithere is no policy
configured for the connection or the policy did specify that for Telnet, AT-TLS must be applicatimmtrolled.

\%
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Telnet Configuration

» Telnet AT-TLS New Statement

TelnetParms
v' PORT nnnnn
« A non-secure port

v' SECUREPORT nnnnn
“ A secure port that uses Telnet configuration

v TTLSPORT nnnnn

% A secure port that uses AT-TLS configuration
EndTelnetParms

» Telnet AT-TLS Statement Comparison

= SECUREPORT = TTLSPORT
v Telnet Parameters v' Telnet Parameter
— CONNTYPE — CONNTYPE
KEYRING
CRLLDAPSERVER
CLIENTAUTH AT-TLS Policy Agent Definitions

ENCRYPTION
SSLTIMEOUT
SSLV2
6
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Ports are defined as either non-secure basic posscure ports by specifying either PORT nnnnn or
SECUREPORT nnnnn. A basic port can support onfy-secure connections. A SECUREPORT interacts
with System SSL to create a single System SSL enrient used by the port. A SECUREPORT can support
secure or non-secure connections depending ondhetgpe value. Security-related parameters can be
specified only for a SECUREPORT.

A new port definition, TTLSPORT, is created to defia Telnet port that uses AT-TLS security confgion
instead of using Telnet configuration. To ease atign to TTLSPORT, the SECUREPORT option is retdine
at the current level of functionality.

Several security configuration statements usedEB§IEREPORT to create a System SSL environment are
moved to AT-TLS when a TTLSPORT is defined. AT-Tt&nfiguration is managed using the Policy Agent.
For either port type, a System SSL environment rhastreated. If SECUREPORT is used, Telnet
configuration defines the values used to createtivironment. If TTLSPORT is used, AT-TLS configuoat
defines the values used to create the environment.

Notice the Conntype statement remains for both fypes. Conntype is not a System SSL environment
variable. Conntype is used by Telnet to decidgystem SSL should be used to set up security partcular
connection.

The notes page that follows, titled “Telnet/AT-TC®nversion”, gives the conversion for all TelneAfb-
TLS statements and a detailed discussion of hamptement client authentication in AT-TLS. Follows the
notes page is an example showing both the Telndigroation and the AT-TLS configuration.
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Telnet/AT-TLS conversion

Telnet statement AT-TLS equivalent statement Location of AT-TLS statement
CLIENTAUTH NONE HANDSHAKEROLE SERVER TTLSENVIRONMENTACTION
N
CLIENTAUTH SSLCERT HANDSHAKEROLE SERVERWITHCLIENTAUTH TTLSENVIRONMENTACTION
(o) CLIENTAUTHTYPE REQUIRED TTLSENVIRONMENTADVANCEDPARMS
T CLIENTAUTH SAFCERT HANDSHAKEROLE SERVERWITHCLIENTAUTH TTLSENVIRONMENTACTION
CLIENTAUTHTYPE SAFCHECK TTLSENVIRONMENTADVANCEDPARMS
E
CRLLDAPSERVER GSK_LDAP_SERVER TTLSGSKLDAPPARMS
S GSK_LDAP_SERVER_PORT
ENCRYPTION TTLSCIPHERPARMS TTLSENVIRONMENTACTION
KEYRING KEYRING TTLSKEYRINGPARMS
SSLV2 SSLV2 TTLSENVIRONMENTADVANCEDPARMS
SSLTIMEOUT HANDSHAKETIMEOUT TTLSENVIRONMENTADVANCEDPARMS

HANDSHAKEROLE and TTLSCIPHERPARMS can also be in TTLSCONNECTIONACTION
SSLV2 and SSLTIMEOUT can also be in TTLSCONNECTIONADVANCEDPARMS
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This table shows the AT-TLS equivalent statememnitstfe Telnet security statements.

There are many variations possible with the Taimefile statement CLIENTAUTH. In AT-TLS, whether or
not client authentication is done is controlledthg HandshakeRole parameter on either the
TTLSEnvironmentAction or TTLSConnectionAction statente If the connection needs client authentication,
the level of authentication is controlled with ikentAuthType parameter on the
TTLSEnvironmentAdvancedParms statement.

If you have both CLIENTAUTH SSLCERT and CLIENTAUTSAFCERT in different ParmsGroup
statements in your Telnet configuration, you neeal TTLSEnvironmentAction statements; one
TTLSEnvironmentAction statement for ClientAuthTypedRé@ed and one TTLSEnvironmentAction
statement for ClientAuthType SAFCheck. Two TTLSRuktesments, each referencing a different
TTLSEnvironmentAction statement in AT-TLS, replabe two PARMSMAP statements in the
Telnet profile.

If you have a mixture of CLIENTAUTH NONE and CLIEMDUTH SAFCERT, you need a
TTLSEnvironmentAction statement with HandshakeRoler&&VithClientAuth, and a
TTLSConnectionAction statement with HandshakeRole&eTwo TTLSRule statements in AT-
TLS (one with the TTLSConnectionAction statement and without) replace the two PARMSMAP

statements in the Telnet profile. You could instesshte a second TTLSEnvironmentAction
statement with HandshakeRole Server, but many nes®urces are associated with a
TTLSEnvironmentAction statement compared to a TTL&@&ationAction

System SSL defines client authentication type @anithe environment level and controls whether arctient
authentication is performed by the handshake rdiielwcan be specified at the environment or conoect
level.
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Telnet Security Example

System
Administrator

Internet Users

Client
Authentication

o

Intranet Users 64
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The easiest way to show the difference between FEERORT and TTLSPORT configuration is through an
example.

Assume the following environment. We have sevena users in the internet who require secure caiomsc
with server authentication and a client authenticalievel that requires a mapping of the clientiieate to a
Security server user ID. Several more end usersathe company intranet where secure conneatitihs
only server authentication is required. Finalhg system administrator has a fixed IP addresslaad not
require any security.
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TelnetParms
Secureport 23
Keyring TnSafKeyring
ClientAuth SAFCERT
Conntype Secure

EndTelnetParms

o

BeginVTAM

ParmsMap PgSecure P9
ParmsMap PgBasic 9.9.9.9
EndVTAM
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Telnet Config Using SECUREPORT

IPGroup IP9
9.8.0.0/16
EndIPGroup

ParmsGroup PgSecure
ClientAuth None
EndParmsGroup

ParmsGroup PgBasic
Conntype Basic
EndParmsGroup

/redbooks

First we'll look at the security statements needbeén SECUREPORT is used to define port securitytfer

example from the previous slide.

Within TelnetParms the key ring name (TNSafKeyrjraient authentication level (SAFCert), and cortitet
type (Secure) are specified. Conntype securesisi¢fiault but is shown for completeness. The kay and
client authentication levels are passed to Syst8Bnt8 create the System SSL environment used farse
connections at the port level. If nothing elseeveoded, all connections would be secure and reglignt
authentication, satisfying the internet requiren@mthe previous slide.

An IPGroup, IP9, defines a subset of connectioatrpresent all intranet company users. A Parooggr
PgSecure, defines internal security with clienbaatication off. The ParmsMap statement is usedap
PgSecure to IP9. The result is any connection thess starting with 9.8 will not be required to\pde client
authentication, satisfying the intranet requiren@nthe previous slide.

Another Parmsgroup, PgBasic, defines a connecjjom &s basic (non-secure). This Parmsgroup is ndajope
the system administrator’s IP address directlyrmgjwthe system administrator a basic connectiorsfgatg the

administrator requirement on the previous slide.
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Telnet Config Using TTLSPORT

TelnetParms
TTLSPORT 23
Conntype Secure

EndTelnetParms

BeginVTAM
ParmsGroup PgBasic
Conntype Basic
EndParmsGroup

oW

ParmsMap PgSecure IP9 }—» Not needed
ParmsMap PgBasic 9.9.9.9
EndVTAM

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

/redbooks

Telnet security statements are not needed when PORS is used to define the

secure port.

TelnetParms uses the TTLSPORT statement and doesed the Key ring and client authentication

statements that are now configured in AT-TLS politthe Policy Agent. Connection type is contrdltey
Telnet and must still be specified. Conntype sedsithe default but is shown for completenessmiiined
with the AT-TLS statements on the next slide therimet requirements from the example are satisfied.

Because client authentication control is done byTA the IP9 IPGroup and PgSecure Parmsgroup are not
needed in Telnet. Combined with the AT-TLS PgSecule on the next slide the intranet requiremenon f

the example are satisfied.

Because Telnet controls whether or not securityiiigted, the PgBasic Parmsgroup remains in Tednett
continues to be mapped to IP address 9.9.9.9 &th system administrator a basic, non-secureemion

which satisfies the administrator requirement fribim example.
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AT-TLS Policy Statements

TTLSGroupAction tn_grp
{ TTLSRule Telnet23
N | TrLSEnabled On {
fe) } LocalPortRange 23
TTLSEnvironmentAction tn_env Direction Inbound
T |{ Jobname Telnetl
HandshakeRole ServerWithClientAuth TTLSGroupActionRef tn_grp
E TTLSKeyringParms TTLSEnvironmentActionRef tn_env
S | f }
Keyring TNSafKeyring TTLSRule PgSecure
} {
TTLSEnvironmentAdvancedParms LocalPortRange 23
{ Direction Inbound
ClientAuthType SAFCheck RemoteAddr 9.8.0.0/16
ApplicationControlled On Jobname Telnetl
} TTLSGroupActionRef tn_grp
} TTLSEnvironmentActionRef tn_env
TTLSConnectionAction tn_noclauth TTLSConnectionAction tn_noclauth
{ }
HandshakeRole Server

} 6
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TTLSRULES require group and environment actions.r@ation actions are optional. The group action,
TTLSGroupAction, defines high level settings sushfaAT-TLS is enabled. The Environment action,
TTLSEnvironmentAction, defines the System SSL esrwinent and is where key ring and client authentinat
are defined. The connection action, TTLSConneétation, is used to override certain environmentisgs

at the connection level.

TTLSRULE Telnet23 is similar to the TelnetParmgestaent defining security for the entire port andl wi
define the security for the internet users fromakample on slide 11. The group action enablesTAS-
The environment action specifies that key ring TfK®gring should be used and the client authenticatio
level is SAFCheck. The AT-TLS parameter SAFChedtgsivalent to the Telnet parameter SAFCert.
Combined with the Telnet statements on the previtids the internet requirements from the examplslwe
11 are satisfied.

TTLSRULE PgSecure uses the RemoteAddr statemenetifgphe internal subset of port 23 connections.
The connection action is also specified. The cotioe action turns off client authentication bytses
handshake role to Server instead of ServerWith@\ethh. The result is all internal clients will hagecure
connections without client authentication. ThisLBRULE essentially replaces the PgSecure ParmsGroup,
IP9 IPGroup, and the ParmsMap statement in Tel@etnbined with the Telnet statements on the previou
slide the intranet requirements from the examplslime 11 are satisfied.

AT-TLS is not referenced by the system administratmnection based on the Telnet Conntype Basic
statement.
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DISPLAY TCPIP,tnproc,Telnet,PROF,DETalil

[ > Display TCPIP,tnproc,Telnet,PROF,DETail for detail

N /EZZGOBOI TELNET PROFILE DISPLAY \
PERSIS FUNCTION DIA SECURITY TIMERS MIS ©
(0] (LMTGCAK)(OATSKTQSWHRT)(DRF)(PCKLECXN2)(IPKPSTS)(SMLT)
T ke STSBTQR*RT EC* BBD** *PHSTS *DD * *DEFAULT
NS e BEr == ormg= = *TGLOBAL
E| | @ e e M = TS-Hoeme “TPARMS
HM#*CH* STSBTQ HRT DC* TS*e* P**ST* *DD * CURR
s PERSISTENCE
NOLUSESSIONPEND
SECURITY
6004
CONNTYPE SECU
KEYRING TTLS
CRLLDAPSERVER

ENCRYPTION it
CLIENTAUTH ik
NOEXPRESSLOGON
NONACUSERID

SsLv2 s @l

\TlMERs J
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The Telnet profile detail display shows the valaéall parameters in the profile. With TTLSPORTosh
configuration variables have moved from Telnet aunfation to AT-TLS configuration which is represed
by the TTLS values.

TS indicates a Secure port defined by the TTLSPGRIement with AT-TLS configuration and a Connettio
type of Secure.

TTLS indicates the variable is defined in the ATS holicy and not in Telnet.




Manage non-Current Telnet profiles
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Telnet has been enhanced to manage non-CurrergtTelfiles.
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Non-current profiles may Lead to Storage
Shortage

» V TCPIP,tnproc,Obeyfile creates a new profile
New storage for all parameters and mapping statements
Existing connections remain associated with same profile

» Storage released when:
No longer the current profile
No connections associated with the profile

» Some users change their profiles frequently
= Add new LU names
= Add new mapping statements

» End users do not disconnect from logon panel
USSMSG10
Solicitor Panel
No Active SNA sessions associated with the connections

Prof CURR Prof storage CURR
Prof 0124 Prof storage 0124

Pt oa oo |

Pt ana | e caoa |

Pe-ftA ann J o A ann I'
=N A ann ) s A ann

PO =
tomanal 1 oz, nana |

Prof 3-123 Prof storage 3-123

[ ] Prof 0002 Prof storage 0002
=]

— Prof 0001 Prof storage 0001

0
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When a V TCPIP,tnproc,Obeyfile command is issued; pavate storage is obtained from the addressespac
to create completely new profile structures from Trelnet statements in the profile dataset. The prefile
becomes the current profile and the previouslyentrprofile is considered non-current. Each peotily port,

is assigned a number in ascending order when cretaeting with 1. The current profile has beesigised a
number but is referred to as the CURR profile untd replaced.

New connections are always associated with the CPRRle. Once a connection is associated withddile,
it stays associated with that profile until the gection is dropped. The connection will never asanother
profile.

Telnet profile storage is never completely releas&amall block is used to anchor the larger patmand
mapping structures. When a profile is no longerant and there are no connections associatedtindth
profile, all parameter and mapping structure steriageleased leaving only the small anchor bloek ihused
for profile displays.

Some users update their profiles frequently toraeld Logical Unit (LU) hames or new mapping statetsen
Each time a new entry is added the V TCRIprocObeyfile command is issued to activate the newilerof
The pre-existing profiles often have connectioflbagsociated with them. In many cases these ectons
do not have active SNA sessions but are sittirgl@B8SMSG10 or Telnet solicitor prompt waiting foe tbnd
user to start a SNA session. The profile strustgan not be released because the connectiontieibed by
that profile until the TCP connection is endededtrent profile updates can cause significant stotsgge
supporting non-current profiles that may haveditictivity. This storage usage generally showasugn
Auxiliary Storage Shortage message.
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Manage non-Current profiles

Check connections using non-current profiles
= |f no SNA session &
= No SNA session for at least ‘X’ amount of time — Drop

‘/

‘/

More profiles with no connections — Storage freed

‘/

With auto-reconnect end users re-establish a TCP connection immediately
= Connection uses the current profile

» New Telnet parameter statement
= Profilelnactive sec

v’ sec Time in seconds a connection can stay active without being in a SNA session and is
associated with an inactive profile.

= Setin TelnetGlobals/TelnetParms/Parmsgroup

‘/

If the default of 1800 is used, connections using non-current profiles will be
dropped after being without a SNA session for at least 30 minutes

‘/

To keep the existing behavior in z/OS V1R9 you must code 0 to disable the
function
= Profilelnactive 0

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbooks

The solution to this storage problem is to morévatt manage the non-Current profiles. Insteadaiting
for all connections to end, periodically checkalhnections associated with the non-current profiléhe
connection does not have a Systems Network ArdhitecSNA, session and the connection has not inegn
SNA session for at least a configurable periodroét drop the connection. Most end users have auto-
reconnect specified on their emulators causingethelator to immediately re-establish a TCP conpectvith
the new current profile. Without auto-reconnelag, €nd user will need to manually reconnect.

When the connection is dropped, that is one lessaxtion associated with the old profile. When the
connection count goes to zero, the profile parareetd mapping structures can be released, freeing
potentially large amounts of storage.

A potential storage shortage problem is avoidedlbgning up these unnecessary connections andurogit
profiles.

Profilelnactive is a new parameter used to contooV fong a connection can stay connected witholtlA S
session when associated with a non-current profilee time specified is in seconds. Telnet igalized with
a value of 1800 seconds (or 30 minutes). The fonatan be turned off by coding a time value obzekike
most other parameters, Profilelnactive can be sjgecifi TelnetGlobals, TelnetParms, or ParmsGroup
depending on the level of granularity desired.

If the default is used, connections associated mati-current profiles will be dropped after beinghout a
SNA session for at least 30 minutes. Becausdrtier is shared with Inactive,Prtinactive, and Kegative,
the connection will be dropped sometime soon &@eminutes, but probably not at precisely 30 misute

Remember that the default in z/OS V1R9 is for thigction to be active with a time of 1800 secondsu
can turn off the new function by coding a valueefo in either the TelnetGlobals block or in every
TelnetParms block.
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Display TCPIP,tnproc,Telnet,PROF,Detall

» Display TCPIP,tnproc,Telnet,PROF,DETail,PROF=0001
to see Profilelnactive time

a N

EZZ6080I TELNET PROFILE DISPLAY
PERSIS FUNCTION DIA SECURITY TIMERS MIS ©
(LMTGCAK)(OATSKTQSWHRT)(DRF)(PCKLECXN2)(IPKPSTS)(SMLT)

sinrs TSBTQW*RT EC* BBHD**** *PSTS *DD| « *DEFAULT
SO B == e *TQLPBAL

o

LTTC- -*-——H- — -B-*— -P—T* -—T*TPARM s

LMTTC* **SBTQ*HRT DC* BB***+wk kST * -|—

PERSISTENCE
LUSESSIONPEND

TIMERS
INACTIVE 0 (OFF:

PROFILEINACTIVE 2

KEEPINACTIV U(OFF)
PRTINACTIVE 0 (OFF)
SCANINTERVAL 40
TIMEMARK 40

SSLTIMEOUT HENJAR
\MISCELLANEOUS J
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The Telnet profile detail display shows the valfighe variable being used by Telnet. A “P” is mnefsif a
value other than zero is specified. An asterigkgpresent if zero is specified, turning off fa@ction.




Telnet uses APPLDATA

L@ Hedhuoks © Copyright IBM Corp. 2007. All rights reserved. om /I’ed bOOkS

Telnet is using the new APPLDATA function to pasdnket security information to the TCP connection.
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No Security Information in existing Telnet data

» Several users and network management applications are interested in Telnet
connection security options
= Conntype ANY port allows both secure and non-secure
v’ Used as a migration path to an all-secure network
= Verify correct protocols/ciphers are being used

» Network management tools are used to monitor Telnet connections
= TCP connection termination SMF records
= Network Management Interface (NMI)
= Various netstat commands

» Telnet passes data to the TCP connection:
= LU name

Application name
Logmode
User ID (User ID for RestrictAppl — not application.)
Status

v If definite response is requested

v If the connection is being monitored

v' Telnet connection mode (TN3270E/TN3270/Linemode)

» Security information is not passed to TCP.
= Do not know which connections are secure
= Do not know which connections adhere to cipher requirements.
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As security becomes more prevalent, many admingssare using the Conntype ANY option in Telnet to
slowly migrate their end users to secure connestidiith Conntype ANY, a single port can be useadbfuth
secure and non-secure connections depending ari¢hé connection mode choice. These administsadiog
looking for a way to verify connections are secand identify the non-secure connections so theybean
made secure.

Other administrators are working to migrate theid @sers from older protocols such as SSLv2 to newer
protocols such as TLSv1l. These administratorsomieng for a way to verify the protocol or cipharsed and
identify the end users who need to upgrade.

This type of connection verification is typicallpide using network management tools such as TCRectian
termination System Management Facilities, SMF, g0 Real time queries can be done with the NMI
interface or various Netstat commands.

Since 0S/390 V2R5, Telnet has saved some informétithe TCP connection control block. This
information includes LU name, SNA application narie, SNA logmode used, and the user ID used by the
end user to gain access past the Telnet RestritfApgtion. The user ID may be the one eventuadlgdito
log onto the SNA application but does not needeto RestrictAppl is not used very often leaving tiser ID
field blank in the TCP connection Telnet sectidrelnet also reports if the connection supportsnikefi
response, if the connection is being monitoredofmformance data, and what connection mode is used.

Security information is not saved in the TCP cotio@ccontrol block and therefore can not be regbhig any
of the network management tools. Without this iinfation being reported, administrators have no wiay o
knowing what is going on with the security migratiof their Telnet clients.
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Telnet exploits the new APPLDATA function

» Implement the new APPLDATA Function
= Telnet data retrieval common with other applications
= Use existing structures and filters for APPLDATA
= Telnet-specific and APPLDATA overlap information

——)e=)

> APPLDATA better than adding to existing structure
= Common filtering tools provide easy access to data
= See “Enable application identifier in NMI, SMF, and Netstat”

» Telnet APPLDATA available

Offset
1-8 Telnet application identifier (EZBTNSRV)
10-17 LU name
19-26 Application name
28 Connection mode (TN3270E/TN3270/Linemode/DBCS)
29 Emulator type (Terminal/Printer)
31 Security level (Basic/Secure/TTLS)
32-33 Protocol (if secure) (TLSv1/SSLv3/SSLv2)
34-35 Cipher (if secure)

» 40 character limit. Not enough room for:
= Logmode - Eight characters
v' Less interesting than LU or application name.
= User ID - Eight characters & seldom used
v' This is the user ID for RestrictAppl, not application user ID.
= Definite Response status
= Monitoring status
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The new APPLDATA area provides a strategic locafmrilelnet application data passed to the TCP
connection. There are several advantages to usngPPLDATA area. APPLDATA is a common area for
all applications allowing Telnet queries to usendtad filters instead of requiring unique tools. KNI filter
already exists for APPLDATA and the SMF record hasew section for APPLDATA. However, this will
result in the duplication of some Telnet data #iegady exists in the TCP connection control blo@kith this
solution the user will be able to immediately gexttersummary and detail reports documenting therisgcu
level of Telnet connections.

We considered adding to the existing structure ¢hatently holds the Telnet-specific data describedn
earlier slide. The structure in the TCP controlcklalready exists with room to add the securifgrimation
and the mechanism already exists for Telnet to fiesdata to TCPIP. However, if new data is addeal
Telnet-specific section of the TCP control blodiege fields have to be propagated to the NMI, S,
Netstat structures with code added to support ¢hefields. New filters would be required for NMUnique
tools and methods would be required to accesdter Tielnet data.

The advantages of using APPLDATA outweigh usingeRisting Telnet structure and mechanism. The
APPLDATA section was created for general applicgatise and is the strategic location for applicatiata.
The existing NMI APPLDATA filter allows the data i immediately accessible to network managers
without waiting for new Telnet-unique filters. Fgeneral APPLDATA implementation information, ske t
“Enable application identifier in NMI, SMF, and d&it” presentation.

Telnet will use the identifier “EZBTNSRV” and supphe listed information at the specified offsetghe
APPLDATA section of the NMI, SMF, and Netstat retter The security level, Protocol, and Cipher will
satisfy the security information requirement.

The preferred data extraction method for networkagement users is to use APPLDATA and to phase out
the use of the TCP connection Telnet-unique sectidowever, APPLDATA has a 40 character limit,
converts flag bits to readable EBCDIC charactend,we are adding new security information. Foséhe
reasons, not all data currently saved in the Taln&@ue section can be copied into the new APPLD Airda.
As a connection filter, logmode and user ID doses#m to be as interesting as LU name or applicatome.
Also, because the user ID is associated with thetrREAppl statement, it has limited value. We dx know

of any requirements to filter on Definite Resposatus or Monitoring status. These flags couladbaed if a
requirement exists.
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Telnet APPLDATA collection points

@n > Capture data at 3 major events:

1. Connection negotiation complete
» Security Level / (Protocol) / (Cipher)
» Connection mode & Emulator Type
» (LU name — If TN3270E connection)

2. SNA session established
» LU name
» Application name

o

3. SNA session ends and TCP connection remains
(If connection drops, data clear is not done)
» Clear application name
» (Clear LU name — If not TN3270E connection)
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The APPLDATA section is updated at three differeey events for a Telnet connection.

The first update to APPLDATA occurs when Telnettpoml negotiation is complete. By this time we dav
completed System SSL handshake and Telnet negoatiWe know what the security level, protocol, and
cipher are and we know what the connection modesamalator type are. If the connection mode is TREE2
we also know the LU name assigned to the connecfldnis information will not change over the lifétbe
connection.

The second update to APPLDATA occurs when a SNAisass established. If an LU name was not
associated with the connection during Telnet prtoegotiation, an LU name is assigned during SNgs®n
setup. The LU name and application name are atidé APPLDATA section.

The third update to APPLDATA occurs if the LUSESSIREND statement is mapped to the Telnet
connection which keeps the TCP connection actiter &dgoff from the application. In this case the
application name is cleared and the LU name magtdmed depending on connection mode. If the
connection is dropped when the session logoffdsived, the application name and LU name remathen
APPLDATA section and will be present in the TCP mection termination SMF record.
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Retrieving Telnet APPLDATA

» Telnet APPLDATA - Netstat
= Several Netstat commands will show APPLDATA

v See “Enable application identifier in NMI, SMF, and Netstat” for examples.
» Telnet APPLDATA — SMF
= 3rd section of TCP termination record is the existing Telnet data
= 4th section of TCP termination record is APPLDATA

» Telnet APPLDATA — NMI
= TCP connection records (GetConnectionDetail)
v" No filter for Telnet Information
v' APPLDATA filter is available
= New filters not needed to filter on Telnet data!

Application Data: EZBTNSRV TCPM1001 TSO10002 ET S (T4s D

"

Eyecatcher LUname  Application  Connection & Security Level
name Emulator type Protocol
Cipher
L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

APPLDATA is presented in several netstat commar@kse the APPLDATA presentation for details. A
previous slide states the possible values for Caioremode, Emulator type, and security values.

The TCP connection termination SMF record repdwsTelnet-unique data section and the new APPLDATA

section. The 3 section is the Telnet-unique data and tHesdction is the APPLDATA section. Th& 4
section includes the same information as tBe&ction with the exception of logmode, user ID, iDied
Response status and monitoring status. If youodmeed the logmode, user ID, Definite Respondesstar
monitoring status, theBsection can be ignored. The circled security aatmly available in the new
section.

TCP connection records are retrieved by the Netwtatkagement Interface (NMI) using the
GetConnectionDetail request. Filters for Telnetesfic information such LU name and application eamsed
by the GetTnConnectionData request are not avaifabline TCP connection GetConnectionDetail request
However, TCP connection data can be filtered basedPPLDATA which contains the Telnet-specific data
usually requested.

The Connection mode and emulator type values EtharApplication Data, indicate a TN3270E conratti

mode with a terminal emulator. Security values &3 indicate a secure connection using TLSv1 ancdeciph
4S. The connection is represented by LU name TGRAnd the end user is in session with application

TS0O10002.
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Telnet must run in its own address space
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The TN3270E Telnet server is no longer availablthenTCPIP address space. Telnet must run imits o

address space.
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Dual Support causes confusion and duplicate

effort

» Telnet in a Separate Address Space Option (TSASO) has been
available since z/OS V1R6

» Telnet can run in the TCPIP address space
Or

» Telnet can run in its own address space
» Several advantages to TSASO
» Dual support allowed for careful migration

» Dual support creates:

= Confusion
v" Where should | run Telnet
v Remembering where Telnet is running
v' Where to add maintenance
v" What documentation needed for problems
v Function added to TSASO only (CheckClientConn)
v’ Display commands

= Duplicate development, test, and support effort

0
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Telnet has been able to run in its own addressespiace z/OS V1R6 which was generally available in
September, 2004. Since that time, users haveheagdption to continue configuring Telnet and TCRiFun
in a single shared address space or configure fT@man in its own address space.

There are several advantages to running them gepargelnet priority can be set to a differentgpity than
that of TCPIP. Telnet can be stopped and restavimbut stopping TCPIP. When the TCPIP stack is
stopped, Telnet remains active. Separating TalnétTCPIP makes problem diagnosis easier. Youwstzah
up to eight instances of Telnet. In a common INg&Vironment, Telnet can be associated with multiple
stacks, or have affinity to a single stack by ugshmg TCPIPJOBNAME statement in TELNETGLOBALS.

Dual support was implemented to allow careful,lwislate migration of Telnet from the TCPIP addresxe
into its own address space with the strategic tordhat all users will move Telnet to realize (R @ASO
advantages.

Over time, the dual support has begun to causeausmnf and duplicate effort. In some cases, newtfons
are implemented in only the TSASO version of Telnet
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Telnet is no longer supported in TCP/IP

» Stop supporting Telnet in the TCPIP address space
= Telnet profile statements ignored by TCPIP

v EZZ02091 TELNET SERVER CONFIGURATION STATEMENTS IGNORED IN TCPIP

= Telnet commands ignored by TCPIP
v EZZ0210I TELNET SERVER COMMAND IGNORED BY TCPIP
= TCPIP commands no longer support Telnet
v Help commands
v' Module & storage display
v Module display already implemented in Telnet

» Telnet must run in its own address space (TSASO)
= New Telnet help commands
= Telnet STOR command is enhanced
= Multilevel security now supported by TSASO
= INTCLIEN no longer supported
v Use the Telnet job name on the TCPIP PORT statement
= NACUSERID not required for Telnet
v' The Telnet procedure can be associated with its own user ID

» Remember, prior to z/OS V1R8 TCPIP configuration accepted profile statements not
accepted by TSASO
= InternalClientParms/EndInternalClientParms
= TelnetDevice in BeginVTAM

80
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The time has come to stop supporting Telnet runimitge TCPIP address space. Three releases shioeléveryone
ample opportunity to migrate their Telnet servéoiits own address space. Most users who use fTiedawily have
already switched to TSASO to isolate Telnet fronPTIR. Separating Telnet and TCPIP will isolate TP IP stack from
Telnet problems allowing the stack to continue sufdpg other applications when Telnet expenencpsodnlem The
confusion created by allowing Telnet to run in eiths own or the TCPIP stack address space is

Telnet profile statements and Telnet commandsnwillonger be recognized by TCPIP. The TCPIP cuneﬁtjpn
processor will not flag every individual Telnettstment found in a TCPIP profile but will issue agle message indicating
Telnet profile statements were ignored. Any Tebwwhmand submitted to the TCPIP address spacéevitinored.

TCPIP commands such as Help and Stor no longeidedwelnet information. Telnet has created its ¢é¥alp commands
and enhanced the Stor command to replace the TdPsiONs.

If you haven't migrated yet see, z/0OS CommuniceiServer IP Configuration Guide, Accessing Rerhoss using
Telnet - Telnet in its own address space, for sdetpils.

Telnet help commands are used to see the formatyoTelnet Display or Vary command. Each help camanwill show
the options available at the next level of det&ibr example, if you issue d tcplipproct,help you will see that you can
issue help for either STOR or TELNET. If you thissue d tcpignproct,help,telnet you will see all the display Telnet
options available. The next slide shows an examfpike connection help display.

The TCPIP STOR command has two functions. It éaplaly the load module name that contains the fipdanodule
name along with the module address and the firétyd@s of storage. If no module name is specified, command
displays the current and maximum storage usagihéof CPIP address space and any storage limitsenVWhlnet ran in
the TCPIP address space, both of these functiahgdied Telnet.

When TSASO was implemented the module display fanaif the STOR command was added to help idetiigyservice
level of Telnet modules. The current and maximtonagie display was not added to Telnet. It has beleled in z/OS
V1R9.

Multilevel security for Telnet required that Telmen in the TCPIP address space because Telrigt,awn address space,
did not incorporate a needed interface to the #gcserver. That interface has been added inrdiésase.

When Telnet ran in the TCPIP address space, INTRLAS used instead of a jobname to reserve a @ofelinet.

NACUSERID was required for Network Access Contrblrelnet connections. With TSASO as the only aptiow,
INTCLIEN should not be used and NACUSERID is optihmot required. These changes are describétein/OS
Comm Svr: Configuration Guide under “Accessing Rerdosts using Telnet”.

If you are migrating from a release other than ZYQR8 be aware that there are some statementsoamel statement
locations that became invalid in z/OS V1R8. Faragle, prior to z/OS V1R8 the InternalClientParmeckistatement
was valid and the TelnetDevice statement was acteptine BeginVTAM block. Telnetdevice must now be i
TelnetGlobals, TelnetParms, or ParmsGroup. Therether changes. The best advice is to carafelligw your console
messages for Telnet profile errors and fix anyrsros warnings issued.
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Display command example
(TSASO Help Conn)

» Display TCPIP,tnproc,<Telnet>,HEIp,Telnet, CONNectio n
= ( Choose no more than one within the parentheses )
= < Optional keyword >

Kd tcpip,  tnproc,help,conn \

EZ761071 D TCPIP,TNPROC, TELNET,CONNECTION
(CONN=XCONNID|IPPORT=XIPADDR..XPORT|LUNAME=XLUNI!
1 <,(DETAIL|SUMMARY)>>

oom

|
<,(LUNAME=XLUNMHAPPL=(XAPPLNM|XAPPLNM)|
TCPIPJOBNAME=XTCPIPNM|PROTOCOL=XPROTMODE]|
2 LUGROUP=XLUGRPNM|IPGROUP=XIPGRPNM|
IPADDR=(XIPADDR|XV4MASK:XV4SUBNET|XIPADDR/XPREFIXLEN))
<,(NOHNAME[HNAME)>>

|
<,(HNAME=X*HOSTNAME|HNGROUP=XHNGROUPNM)
3 <,(NOHNAME|HNAME)>
<,PORT=(ALL|XNUM|XNUM¥.XNUM2|XNUM,XQUAL)>
<,PROF=(CURRENT|XPROFID|ACTIVE|ALL|BASIC|SECURE)>

\ <,MAX=(XNN[*)> J
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This slide shows the result of issuing the Telredpltommand for the connection display. This cominiaas
more options than any other Telnet command. Nwegarentheses indicate no more than one choitbea
made and the less than/greater fences indicatengpinput. For example, the display allows eithection
1,2, or 3 but not a combination. Within sectiopoli can specify either Conn= or IPPORT= or LUNAME=
and optionally specify detail or summary. The leidcleft parenthesis indicates the end of the tslecone”
section. PORT=, PROF=, and MAX= are all availaddeoptional keywords.
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Display command example
(TSASO STOR Command)

» Display TCPIP, proc,<Telnet,>STOR to see storage usage
N
- / EZZ8453| TCPIP STORAGE \
T EZZ8454] TCPCS STORAGE CURRENT MAXIMUM LIMIT
TCPIP EZZ8455| TCPCS ECSA 8722K  9419K NO LIMIT
E EZZ8455] TCPCS POOL 5952K 5967K NO LIMIT
s EZZ78459] DISPLAY TCPIP STOR COMPLETED SUCCESSFULLY
EZZ78453I TELNET STORAGE
EZZ8454] TELNET6 STORAGE CURRENT MAXIMUM LIMIT
Telnet EZZ8455] TELNET6 ECSA 85K 137K NO LIMIT
EZZ78455] TELNET6 POOL 6810K 7241K NO LIMIT
EZZ8455I TELNET6 CTRACE >262372K 262372K 26237 2K
k EZZ8459| DISPLAY TELNET STOR COMPLETED SUCCESSFULLY j
» Ctrace is part of Telnet private pool storage
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This slide shows the TCPIP and Telnet display gi@tput. They are very similar except for anitaaital

line in the Telnet display for CTRACE. TCPIP CTRAGHrage resides in a separate dataspace andpanmot
of the storage display. Telnet CTRACE resideseinét’s private address space. If only the to@OR

value were shown, the CTRACE amount would obsdugeaimount of storage used by Telnet processes.
Therefore, before the data is presented, the CTR&@&unt is subtracted from the total POOL amoudt an
presented on its own line.

The CTRACE amount appears large because Telneyalalbpcates a 256M block of storage to support the
largest CTRACE BUFSIZE amount. This storage isbhaatked until it is filled in with data. You willaver
use real storage resources for more than the amgourdefine on the CTRACE BUFSIZE parameter.

82



Notes: Things to think about (TSASO)

Y

TCP/IP affinity is required to obtain stack Jobname & Hostname for the following functions.
= Telnet SNMP Subagent activation - Must direct registration by stack jobname.
=  WLM Registration - Must specify stack hostname during registration.
= SMF Hostname - Stack hostname used.
Command processing - The procedure name must be specified to route commands to Telnet.
Otherwise the command is routed to the default TCPIP stack.
= D TCPIP,TELNET1,T,PROFILE
» In a CINET environment, Telnet connections can be supported by different stacks.
= Netstat Telnet displays show only connections on the stack where the command was issued.
» SNMP Subagent Limitation - Agent/subagent connection requires a one-to-one matchup.
= Any particular agent can support only one Telnet subagent
» SMF address space name - Will be the name of the Telnet procedure, not the stack.
= SMF 118 Started Task name (SMFTNTST)
= SMF 119 Address Space Name of the Writer (SMF119TI_ASName)
» Can not change IPv4/IPv6 or INET/CINET Environments while running - Unpredictable results.
= New port activations will fail if environment change is detected.
= Recommend stop Telnet, change environment, restart Telnet.
» INTCLIEN Port Reservation - Valid only for Telnet as part of the stack.
= |f Telnet is running as its own procedure and tries to listen on a reserved port, the BIND will fail.
= Specify the Telnet jobname instead.

Y

G m A OO =
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If you are already running Telnet in its own addregace, you do not need to read this list. Howaefrgou
are still running Telnet in the TCPIP address sptare may be some useful tips here for you. Alsosure
to review the z/OS Comm Svr: Configuration Guidé¢tessing Remote Hosts using Telnet”.




FTP Unicode Support
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This section describes the enhancements made 8 VAR9 to z/OS FTP Unicode file transfer and sterag
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Unicode File Transfer

» What is UNICODE?
= One unique number for every possible character
regardless of platform
regardless of program
regardless of language
= Unicode encoding schemes

UTF-8 UTF-16 UTF-32
UTF-16LE UTF-32LE
UTF-16BE UTF-32BE

For further information: www.unicode.org
» IBM Printing Systems supports print of UNICODE documents
» CS for z/OS FTP adds Unicode File Transfer and Storage
» Upload your Unicode documents to z/OS and print!

» MBDATACONN (UTF-8,UTF-8)
= Sets code pages for multi byte transfer

{‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

Unicode is defined by the Unicode Consortium. Thegl is to is to define encoding schemes that
have the ability to encode every possible charaotdre universe. The URL in this slide is the web
page of the Unicode Consortium. It is an exceliesburce for learning about Unicode.

In V1RS, to support IBM Printing System’s new suggdor UNICODE documents, CS for z/OS
added Unicode File Transfer and storage. You canmove UNICODE documents to a z/OS host
to store and to print.

In V1R8, z/OS FTP enhanced the configuration optMBDATACONN, to support Unicode file
transfer and storage. The MBDATACONN configuratiption is used to specify which code
pages to use for multi byte transfer. The firstecpdge is the file storage code page; the second is
the network transfer code page. These code magesupported in pairs; thieé Configuration
ReferenceMBDATACONN statement lists the code page pairs that are supportethidti byte
transfer. In V1R8 we added the pair (UTF-8,UTF-8)his means that you can transfer and store a
UTF-8 file. UTF-8 is one of the Unicode encodings

Your notes have some details about the differentadte encoding schemes.
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About UTF-8 and UTF-16

A UTF-8 data stream is a Multi-Byte Character Set (MBCS) stream. Each character occupies from one to six

bytes
PR Single-byte: OXXX XXX
Two-byte: 110x xxxx LOXX XXXX
Three-byte: 1110 xxxx L10XX XXXX L1OXX XXXX
Four-byte: 1111 Oxxx 10xxX XXXX 1O0XX XXXX 1OXX XXXX
Five-byte: 1111 10xx 10xx XxxX 10xX XXXX 10XX XXXX L1OXX XXXX
Six-byte: 1111 110x 10xx XxxX 10xX XXXX 10XX XXXX L10XX XXXX 1OXX XXXX

One of the attributes of UTF-8 is that it carries US-ASCII as a subset of the supported characters. Since all
US-ASCII characters have the high-order bit set to zero, they are all valid single-byte UTF-8 characters.
This accounts for the popularity of UTF-8 encoding schemes.

It is interesting to note that UTF-8 has multiple (conflicting) definitions, according to which RFC you read. For
example, RFC 3269 defines UTF-8 as a variable length encoding scheme such that each character is
one to four bytes.

In any case, UTF-8 can encode every code point in every UNICODE plane, and the characters vary in length.

M m 0 =

z/OS FTP uses iconv() for UTF-8 conversions so the details of sorting the conflicting UTF-8 definitions are
left to the operating system.

UTF-16 encodes all the characters in the BMP with a single 16 bit word, or code unit — two byte characters.
Characters in other planes are possible; these are represented as a pair of code units — 4 bytes.

UTF-16BE indicates UTF-16 encoding using big endian byte order. UTF-16LE indicates UTF-16 encoding
using little endian byte order.

UCS-2 is a predecessor to UTF-16. It encodes only the BMP code points. For that range of code points,
UCS-2 and UTF-16 are identical.
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These notes provide more information about the 8T#hd UTF-16 encodings.

86



Background Information
Configuring FTP for Unicode transfer

Type ASCII 1R8
g Mode Stream Review!
T Structure File Sender/outbound host
E Encoding MBCS MBSENDEOL CRLF
MBDATACONN
(UTF-8,UTF-8)
Receiver/inbound host

Both sender and receiver MBREQUIRELASTEOL
UNICODEFILESYSTEMBOM

8
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Here’s a quick reminder of how we learned to camigFTP to transfer a Unicode file using the VIR®F
support for Unicode File Transfer and Storage.

The box on the left in green shows the configuraiettings that must be set on both the sendinge®iving
hosts; the cyan box on the upper right shows tnéigiration settings that must be set at the sendost; the
red box on the lower right shows the configuratiptions that must be set at the receiving host.

MBSENDEOL was introduced in V1R7, and applies dolputbound multi byte transfer. Although altemat
settings for MBSENDEOL are available, most usemugthstick with CRLF, the default value and theueal
specified in the FTP standard, RFC 959. Thikésanly setting that works when sending to a z/08.h

MBREQUIRELASTEOL and UNICODEFILESYSTEMBOM were iotluced in V1R8, and apply only to
inbound multi byte file transfer. You have to enstand the sending host's FTP implementationtto se
MBREQUIRELASTEOL correctly; the file transfer wifiail if you pick the wrong value. That's the baews;
the good news is that you can toggle to the otbiging and try again if you get it wrong, or yoanaconsult the
notes on the next page for suggested values.

You can set UNICODEFILESYSTEMBOM to whatever youulblike. The setting won't affect the success
or failure of the file transfer, but may impact #ved user of the file.
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How to transfer a Unicode file

Configure FTP with these required settings:
= Typeis ASCII

Mode is Stream

Structure File

Encoding is MBCS

MBDATACONN (UTF-8,UTF-8)

Add this highly recommended setting at the sending host:
= MBSENDEOL CRLF
v Required setting if target host is Z/OS
v' This is the default value

Add these settings at the receiving host:
= MBREQUIRELASTEOL
v TRUE - sender is z/OS FTP
v FALSE - sender is windows FTP client
v Consult vendor for other platforms

= UNICODEFILESYSTEMBOM
v ASIS - store file with BOM only if file sent with BOM
v' ALWAYS - always store file with BOM
v NEVER - never store file with BOM

Transfer your file!

The Type, Mode, and Structure settings are default values. If need be, you can reset them with the

subcommands: ascii, mode stream, structure file.

The remaining settings can be set by coding statements in FTP.DATA, or with locsite and site subcommands, or

with the server SITE command.

See IP User’s Guide and Commands for information about these subcommands: site, locsite, ascii, mode,

structure.

See IP Configuration Reference for information about these statements: ENCODING, MBDATACONN,

MBSENDEOL, MBREQUIRELASTEOL, UNICODEFILESYSTEMBOM.
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These notes provide a checklist for transferritgnacode file, and resources for more information.
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FTP Unicode support does not include UTF-16

» V1RS8 introduced Unicode file transfer and storage
= Supports UTF-8 only

> There’s more to Unicode than UTF-8!
= UTF-8 UTF-16 UTF-32
UTF-16LE UTF-32LE
UTF-16BE UTF-32BE

» IBM Printing Systems
= Supports UTF-16LE, UTF-16BE

» z/OS UNIX iconv shell command
= Supports UTF-16, UTF-16LE, UTF-16BE

» Can’'t move these files with z/OS FTP

L@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved. /redbooks

In V1RS8, z/OS FTP supported Unicode file transfed atorage, but the only Unicode encoding
supported was UTF-8. However, there is more ta:tihe than UTF-8! The Unicode Consortium
has defined the encodings listed here.

The z/OS platform has started making use of the-W@ Elass of encodings. Here we list two z/OS
exploiters of UTF-16 encodings.

The problem is that you can’t move these Unicolds fivith z/OS FTP.



Add UTF-16 support to FTP

> Expand the V1R8 UNICODE file transfer and storage support
= Add UTF-16, UTF-16BE, UTF-16LE
v UTF-16BE is UTF-16 using big endian byte order
v UTF-16LE is UTF-16 using little endian byte order

» FTP.DATA Statement for both FTP client and server
= MBDATACONN (file system code page, network transfer code page)
v’ File system code page: UTF-16
v Network transfer code page: UTF-16, UTF-16LE, or UTF-16BE

» Supported Unicode code page pairs

File system code pages Network transfer code pages

UTF-8, UTF-16 UTF-8, UTF-16, UTF-16BE, UTF-16LE

» FTP Client subcommands
= locsite mbdataconn=(file system code page,network transfer code page)
= site mbdataconn=(file system code page, network transfer code page)

» FTP Server command
= SITE mbdataconn=(file system code page, network transfer code page)

90
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V1R9 builds upon the UNICODE support added in ViR8&dding support for UTF-16. For practical
purposes, UTF-16 uses two bytes per character fyots discuss exceptions). A two byte charactet maes
either little endian byte order or big endian bytder; therefore, UTF-16 is always either UTF-16BEJTF-
16LE. By definition, UTF-16 is UTF-16BE by defaultless a BOM is present. Recall that MBDATACONN
statement defines the code pages to use for mudifite transfer, and can be specified for bot TP client
and server. For the file system code page, yonoanspecify UTF-16. FTP will always use UTF-16BEhe
z/OS file system.

For the network transfer, you can now specify tid-t16 encoding schemes above. FTP must be able to
support either little endian or big endian encoding the network because some platforms supportlitthé
endian encoding. FTP for z/OS will always asstima¢ UTF-16 is equivalent to UTF-16BE (big endiafiRd
16).

The chart summarizes all the MBDATACONN code pagmlginations supported for Unicode file transfer as

of V1R9. Any choice from th€ile system code pagesolumn can be specified with any choice from the
Network transfer code pagesolumn.

As well as using the FTP.DATA statement MBDATACONpU can use locsite and site subcommands to
configure the multibyte code pages. Code paged f@lithe MBDATACONN FTP.DATA statement are valid
for site and locsite subcommands. As a remintier]dcsite subcommand configures the FTP cliestsite
subcommand configures the FTP server.

The server SITE command parameter MBDATACONN defioede pages for multibyte transfer to the server,
for the current login session. The MBDATACONN pakger is enhanced to accept the new UTF-16 code
pages. The z/OS client sends a SITE command teettver for you when you use the site subcommaingbu
log into the server using a different FTP clientlsas the windows client, you may have to usedlett's
QUOTE subcommand to send a SITE command to therserv
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FTP Kerberos single sign on support

9
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This section covers an extension to the Kerberppa@t which enables connections to the z/OS FT{eser
using Kerberos without requiring the FTP clienstpply the user’s password.
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FTP Kerberos single sign-on support

> One of the main benefits, and often the
main reason why people use Kerberos, is
the single sign-on capability: 7
= Users sign on to the Kerberos Authentication 7/
Server —
= Users are then granted access to other
servers through a “ticket” approach i
= When connecting to a Kerberos-enabled ! 7
server and presenting the user’s “ticket”, the
user may be signed on implicitly

Kerberos Ticket
Authentication Granting
Server (AS) Server (TGS)

> FTP on z/OS was Kerberos-enabled in T
and obtain

z/OS V1R2, but continued to always require i
both a user ID and password. Tes

» FTP protocol prevents us from bypassing
the request for a user ID.

> If the entered FTP user ID matches the Send ticket 10 FTP Server
user ID in the Kerberos ticket, the prompt —
for an FTP paSSWOrd will be bypassed Secure communication
= In z/OS V1R9 a new FTP server configuration @
option to control this behavior:

Enables easier use of z/OS FTP
server in Kerberos-based single-
signon environment.

L@ Hedbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

In a Kerberos environment, users must authentioatee Kerberos Key Distribution Center (KDC) byplying their user
name and password. Users are also accustomaéhgpsingle sign-on support. The user authentiaates to the
Kerberos KDC and then should be able to accesbarmraithenticated by other services without hawnenter their
password again. However, if they then login toeali€ros enabled z/OS FTP server, they must ergintber name and
password again.

The solution to the problem is to allow users fgirao the z/OS FTP server without having to resettie password. First,
the user must authenticate to the Kerberos KDGenThe user starts the FTP client and connecteta/OS FTP server
using GSSAPI authentication. GSSAPI, or GenermuBty Service Application Programming Interfacettie
authentication method used by the FTP protocolléavaconnections between Kerberos enabled cliemtsservers.

The FTP protocol still requires that the clientgiym user name to the FTP server. If the user ramplied to the z/OS
FTP server is the same user name used to authertticthe Kerberos KDC, the z/OS FTP server witlprompt for the
password.

| SECURE_PASSWORD_KERBEROS {REQUIRED | OPTIONAL} |




Option to allow login without password

> New FTP server statement

- SECURE_PASSWORD_KERBEROS REQUIRED | OPTIONAL
v REQUIRED
—  Password is always required
v OPTIONAL
—  Password not required if the login user name is the same as the user name used for Kerberos
authentication

v’ If SECURE_PASSWORD_KERBEROS is not coded, the behavior defaults to always
require a password - this is the current behavior of the server

» If SECURE_PASSWORD_KERBEROS OPTIONAL is coded
= Batch job coded as follows will have a problem when no password is needed:

9.37.112.22 21
user33
my_password
cd /u/user33

=  The input data my_password is processed as a subcommand
= my_password causes an error
= Solution: code the user name and password on the same input line.

» Available on z/OS V1R8 via APAR PK45758
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A new statement, SECURE_PASSWORD_KERBEROS, has hgded to the FTP.DATA file. It
has two values, REQUIRED and OPTIONAL. If REQUIREXxoded, the z/OS FTP server will
always prompt for the user’s password. If OPTIONAIlcoded and the user name used to log into
the z/OS FTP server is the same as the user naddaiauthenticate to the Kerberos KDC, the
z/OS FTP server will not require the user’s passvasrd the user will be logged in. If OPTIONAL
is coded and the user name used to log into th8 ETP server is not the same as the user name
used to authenticate to the Kerberos KDC, the DS server will require the user’s password
before the user can be logged in. The defaulteved REQUIRED.

Batch jobs may have to be updated if this functioenabled. If the batch job specifies the user
name and the password on separate lines and SE(RAESWORD_ KERBEROS OPTIONAL is
coded, the batch job may incorrectly supply thespasd when the server does not prompt for the
password. The server will reject the password siheauser will already be logged in. To avoid this
problem, the batch job can be changed to codedbename and password on the same line.
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Kerberos single signon example

R Example of a login without a password prompt

/ >kinit USER20 \

EUVF06017R Enter password:

>ftp mvs181 -a GSSAPI

IBM FTP CS V1R9

FTP: using TCPCS

Connecting to: XX.XX.XX.Xx port: 21.

220-FTPDGCL1 IBM FTP CS V1R9 at xx.xx.xx.xx, 15:03:1 lon
2007-02-01.

220 Connection will close if idle for more than 5 m inutes.
>>> AUTH GSSAPI

334 Using authentication mechanism GSSAPI

>>> ADAT

235 ADAT= ...

Authentication negotiation succeeded

NAME (mvs181:USER20):

>>> USER USER20

230-User USER20 is an authorized user

230 USER20 is logged on. Working directory is "USE R20.".
\\ Command: /
94
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This is an example of an FTP client connecting 26GS FTP server which has enabled single sign
on support by specifying SECURE_PASSWORD_KERBER®T I@NAL in the server’'s
FTP.DATA file.

First, the user must authenticate to the Kerbef@€KThis is done by using the kinit application. In
this case the user authenticates to Kerberos afRRGE

Next the client connects to the server requestiB&&P| authentication.

When the GSSAPI authentication is successful, tbenpt for the user name is issued. The client
supplies the user name, which again in this cas&SER20.

Since the user name is the same as the user naicte wdis previously authenticated by Kerberos
on the kinit, the FTP server does not require gesword, and the user is successfully logged in.
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FTP TLS/SSL Compliance

0
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This section describes enhancements to z/OS Fe&mply with RFCs regarding TLS security.
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FTP Existing TLS/SSL Support

> TLS Security -- a z/OS FTP option since CSV1R2 Requesting TLS with AUTH command

= AUTH TLS used to secure control connection
=A secure data connection was requested so PBSZ and
» RFC 2246 - The TLS Protocol Version 1 PROT used
= communications privacy for client-server connections
= prevents
v Eavesdropping
v Tampering
v' message forgery

Connecting to: sample.ftp.ibm.com 1.2.3.4 port: 21.
220-FTP 00:40:50 on 2007-01-17.

220 Connection will not timeout

>>> AUTH TLS

234 Security environment established - ready for negotiation
Authentication negotiation succeeded

>>>PBSZ 0

200 Protection buffer size accepted

>>> PROT P

200 Data connection protection set to private
Data connection protection is private

NAME (vic135:USER1)

>>> USER USER1

» RFC 2228 — FTP Security extensions

= Defines optional commands to add security to FTP
connections

= AUTH, CCC, PBSZ, PROT commands introduced

Requesting TLS implicitly

> Internet Draft — On Securing FTP with TLS — revision ﬂ/um"p o I : \
= How to use RFC 2228 commands to implement TLS e
Security Using catalog ‘/ust/lib/nls/msg/C/itpdmsa4at’ for FTP
Connecting to: 1.2.3.4 port: 990. {,ﬂpm—l
220-FTP 18:42:50 on 2007-01-19.
S 1 1 220 C i ill not ti it
» Methods of requesting a TLS secured FTP session e
= FTP Client sends an AUTH TLS Command Session starts with protection on the data connection
. . NAME (vic135:USER1):
= Implicitly using secure port 990 >>> USER USERL
331 Send password please.
PASSWORD:
>>> PASS
230 USERL is logged on. Working directory is "/u/userl"
KCommand' j
9 O
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In CSV1R2, z/OS FTP implemented TLS security basethe RFCs and Internet Draft listed. RFC 2246
defines TLS — Transport Layer Security. This igrirthe abstractThe TLS protocol provides
communications privacy over the Internet. The protocol allows client/server applications to
communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery.

File Transfer Protocols as defined in RFC 959 dopnovide a protocol for requesting a secure sasskRFC
2228 defines FTP commands to request a secur@sealieit not necessarily a TLS secure sessiorthis$
presentation, we will be concerned with the AUTHCE PBSZ and PROT commands which are defined in
that RFC. The Internet Drafin Securing FTP with TL$8efines how the commands introduced in RFC 2228
should be used to request and maintain a TLS se¢tifE session. The z/OS FTP TLS support is based
draft 05 ofOn Securing FTP with TLS

One method of requesting a TLS secured FTP seissfonthe FTP client to send an AUTH TLS command t
the server as illustrated in the first exampleis®stablishes TLS security for the control conieact Securing
the data connection is optional. In this casectiemt was configured for a secure data connectorthe
optional commands PBSZ and PROT were used to sstaipity for the data connection. The notes which
follow this page describe the statements in thents FTP.DATA that caused the client to requestaR
session, and also describe the related statenmetite server's FTP.DATA.

The second example demonstrates how FTP estabéislirglicitly secure connection. The Internet Draft,
On Securing FTP with TLSpecified that connections to port 990 are asdumée secure —no AUTH
command is needed to secure the connection. dred@mple, we asked the ftp client to connect to §@0, the
secure port. We used the same FTP.DATA sets fliemtchnd server as we used in the first examptethose
FTP.DATA sets, TLSPORT was set to the default va@@®. The first line shows the ftp client bestgrted
with the hostname parameter of 1.2.3.4, and thiergdtport parameter of 990. Port 990 appeatmldface
font. Contrasting this example with the prior exéen notice the session is secure without the fifeeo
AUTH, PBSZ, and PROT commands. The session isidgitiplsecured as opposed to explicitly securing th
session with commands.
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Configuring the client & server

» These statements in the client's FTP.DATA produced the examples on the prior page:
= SECURE_MECHANISM TLS
= KEYRING FTPCLIENTRING
= TLSPORT 990
v The value 990 is the default, but any value other than 21, the port the client connected to, would have
worked for this example.
= CIPHERSUITE, TLSTIMEOUT, SECURE_FTP
v These statements were allowed to default. They are related to TLS sessions, but not especially important
for today’s example.
= SECURE_DATACONN PRIVATE
v’ This affects security on the data connection only, and is optional. You can have a secure control
connection and an unsecured data connection.
v’ Since it is set to ‘private’, the PBSZ and PROT commands were used to request TLS security for the data
connection, too.

» These statements in the server's FTP.DATA produced the examples on the prior page:
= EXTENSIONS AUTH_TLS
= KEYRING FTPSERVERRING
= SECURE_FTP, SECURE_LOGIN, SECURE_PASSWORD, TLSTIMEOUT, CIPHERSUITE
v These parameters were allowed to default. They are related to TLS sessions, but not important to today’s
discussion.
= SECURE_DATACONN CLEAR
v' This statement affects security for the data connection only. You can have a secure control connection
and a clear data connection.
v' The value CLEAR indicates the client can choose whether or not to secure the data connection.
= TLSPORT 990
v The value 990 is the default, but any value other than 21, the port the client connected to, would have
worked for this example.
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These notes describe how the FTP client and semer configured when executing the examples
we have just seen of the client requesting a sesegsion using the AUTH command and an implicit
TLS secured session.



A changing standard

» A changing standard
= CSV1R2 FTP implements Internet Draft, On Securing FTP with TLS,
Draft 05

v http://tools.ietf.org/html/draft-murray-auth-ftp-ssl-05
v’ Draft 05 expired July, 2000

= On Securing FTP with TLS
v revised sixteen times
v October, 2005 — published as RFC 4217

= Significant changes — CS for z/OS not compliant

» Internet Draft and RFC 4217 conflicts
= AUTH, CCC server commands
v RFC : allows these during secured session
v Internet Draft 05: does not allow
= REIN server command
v'RFC: REIN command reply flows protected

v Internet Draft: no details of REIN reply

= Secure port

v Internet Draft: port 990 implicitly TLS security el
v RFC: no secure port or implicit TLS security oo

an't interoperatel
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Since CSV1R2, Communications Server for z/OS FT$shi@ported TLS secured sessions. This
support is based on revision 05 of the Interneftb@n Securing FTP with TLSThe URL of
revision 05 appears on this slide. The problethas since the year 2000, the draft was revised
eleven more times, and has now been published B§&@n The CS for z/OS FTP support does not
comply with the new standard, RFC 4217.

RFC 4217 has significant differences from the Im¢¢Draft. The RFC is less restrictive than the
draft about flowing the AUTH and CCC commands te $kerver during a secure session. The
upshot of this is that the full RFC 4217 functiotyabf the AUTH and CCC commands is not
available to z/OS FTP users. The RFC explicithtes that the REIN server command reply must
flow on the protected connection — the server canlear the session before sending the reply. The
Internet Draft did not specify this level of detalfhe z/OS server implementation does not send the
reply while the session is still protected; therefdhe z/OS FTP server does not interoperateamith
RFC 4217 compliant FTP client when REIN is usedripa TLS session. This is not as bad as you
might think; REIN is not really recommended durargFTP session regardless of whether you are
using TLS or not.

According to draft 05 of Securing FTP with TLS, wheTP clients connect to server port 990, the
connection is secured with TLS without flowing abPH command — the connection is implicitly
secured, as opposed to explicitly securing the ection by sending an AUTH command to the
server. The RFC has dropped implicit security sextlire port entirely. Thus, a connection
between an RFC 4217 compliant FTP and an Interregft Bompliant FTP on the secure port cannot
interoperate, because the Internet Draft side wedi¢he connection is secure, and the RFC 4217
compliant side believes the connection is not sciygain, this is not as bad as you might think.
The existing TLSPORT statement for the client aeder's FTP.DATA allows you to reassign the
TLSPORT, or disable it altogether. Thereforestng z/OS provides a bypass for this problem.
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Configure level of FTP TLS support

» Configure z/OS FTP to support either internet
Draft or RFC 4217 level of On Securing FTP with
TLS

» FTP.DATA statement — Client and Server

vTLSRFCLEVEL {DRAFT|RFC4217}

v'Restriction: does not affect TLSPORT support (Can be
disabled by coding TLSPORT 0)
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The solution is to implement RFC 4217 in z/OS iohsa way as to support either RFC compliant sessmminternet Draft
level sessions from earlier releases of FTP fofd23/OS. FTP will support both levels, and pde/a configuration option
to select which level of TLS support you want.

The FTP.DATA statement TLSRFCLEVEL allows you téeséwhich level of Securing FTP with TLS to us&his
statement is supported for both the client andsdreer. TLSRFCLEVEL DRAFT is the default valuadas the value you
would select if you wanted the same TLS suppottziaS FTP has offered since CSV1R2.

Even though RFC 4217 has dropped the secure pprireenent, configuring TLSRFCLEVEL RFC4217 does aibéct the
z/OS FTP TLSPORT support. Connections to the guetified by the TLSPORT FTP.DATA statement (p&@ 8y default)
are still implicitly secured with TLS. As in prioeleases, you can disable implicit TLS securitycbging TLSPORT 0 (zero)
in FTP.DATA.

Since RFC 4217 allows you to reset a TLS sessitimavsubsequent AUTH command to the server, thedhi€Rt offers a
subcommand to allow you to drive the AUTH commamthe server. This subcommand is valid only wherFTie client
has configured TLSRFCLEVEL RFC4217, and when theeotion has not been implicitly secured with aneamion to the
TLSPORT. You can use the auth subcommand to an3LS security after using the ccc subcommanau dbuld use the
auth subcommand to request TLS security after kaggito the server without security. In practicewever, it would be
difficult to set up your security server to allolig. The FTP login userid would need access t@tivate cryptographic keys,
an undesirable configuration (because it exposeprifiate keys).

The ccc and cprotect clear subcommands are parseffbBP support. These two subcommands are equiivaleey do the
same thing. They each send a CCC command to therseOn an RFC 4217 comﬁliant server, the CCCroand clears
security on the control connection; the data cotimeds left in its current state. When TLSRFCLEVRFC4217 is
configured, the FTP client will allow you to exeeuhese subcommands while logged in on a TLS seé@assion. This is
because RFC 4217 allows the CCC command to flommguhe FTP session. When TLSRFCLEVEL DRAFT isfagured,
you get the current behavior which is that thesesmmands are not allowed during a TLS session.

The locsite subcommand is enhanced to let you ehdrgclient’s tisrfclevel. You have the samda as for the
FTP.DATA statement. Use the locstat subcommandsfaal the client’s current TLSRFCLEVEL value. Tloestat
subcommand now supports the tlsrfclevel parametdisflay only the TLSRFCLEVEL setting.

The server XSTA command has been enhanced to suppdfLSRFCLEVEL parameter. The z/OS FTP cliatus
subcommand with the tlsrfclevel parameter resulenirK STA command being sent to the server. Fro®@EBN client, you
could enter QUOTE XSTA (TLSRFCLEVEL to do the satiiag.

The comprehensive information returned in the seé®¥&AT command reply now includes the TLSRFCLEVEtting.

When you configure TLSRFCLEVEL RFC4217, the sewiirnow accept the AUTH and CCC commands during-8
session. If you set TLSRFCLEVEL to draft, you tiet earlier behavior which is to reject these comuisaduring a TLS
session. The AUTH command is used to requestisgéorrthe current session. If your session ieadly secured, an AUTH
command will reset security on the session. Th€ €a@mmand is used to reset the control connectibn oThe data
connection security is left in its current statbatever that may be. You cannot use server comsnarreset the data
connection once you have used the CCC command.ettywou can reinstate security by using the AUBhkhmand.

RFC 4217 explicitly states that when the sessiga-isitialized with a REIN command, the controheection is cleared and
the data connection reverts to unprotected. Therethe server's action changes from prior reléab@vior when
TLSRFCLEVEL is set to RFC4217. The z/OS FTP cligo¢s not send the REIN command to the serversigtasuse the
quote subcommand to send a REIN command to thersghe quote subcommand simply sends its arguroghetserver
and waits for a server reply). Use of QUOTE RESMot recommended from any FTP implementation dégss of whether
you are using TLS security or not because it catseslient and server to lose synchronization.
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Enable AT-TLS for FTP
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This section discusses the enablement of FTP t&ATSELS.
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FTP does not exploit all of the System SSL
functions

» FTP currently uses System SSL, but does not
implement all the options

= Unable to specify label for certificate

= Unable to refresh session key

» Trace decrypted SSL data for FTP in a data trace

0
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When FTP implemented System SSL in z/OS 1.2, alfdinctions of System SSL were not exploited. &yst
SSL supports specifying a certificate label toalk®rtificates other than the default certificatdoe used.

System SSL also allows session keys to be refrediigdg the lifetime of a session. Finally, theAI€ data
trace can be used to trace the decrypted datebseRdP.
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Enable AT-TLS for FTP

» FTP enhanced to use AT-TLS to implement SSL security
= FTP will be an AT-TLS controlling application
v’ Can start and stop security on the connection

v ApplicationControlled On  in AT-TLS policy
= Allows access to all System SSL parameters implemented in AT-TLS
= Configure TLSMECHANISM in FTP.DATA for both client and server
v TLSMECHANISM FTP (default)
v TLSMECHANISM ATTLS

v’ Keyring, ciphersuite and Tlstimeout values should be moved from FTP.DATA
to AT-TLS policy definitions

v AT-TLS requires policy agent to be configured and the TCP/IP stack must be
enabled for AT-TLS.

FTP.DATA statement AT-TLS statement AT-TLS policy location
Keyring Keyring TTLSEnvironmentAction ->
TTLSKeyRingParms
CipherSuite V3CipherSuite TTLSEnvironmentAction ->
TTLSCipherParms
TIsTimeout GSK_V3_Session_Timeout TTLSEnvironmentAction ->
TTLSGskAdvancedParms

0
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The FTP client and server can now be configuragsebAT-TLS to support SSL/TLS connections.

There are 3 types of AT-TLS applications. Thosé #ina completely unaware they are using AT-TLSy(tlee AT-TLS
with no code changes at all), those that have AB-alvareness but do not control AT-TLS (they camythee stack but
not affect the choices it makes), and those tlafAdr TLS controlling, meaning the application staahd stops security on
the connection. FTP is a controlling AT-TLS apptica which requires the ApplicationControlled Oatsiment in the AT-
TLS policy.

A TTLSEnvironmentAdvancedParms statement is requioe@& TP to use AT-TLS. The ApplicationControllsthtement
must be set to On. This allows FTP to start aog security on a connection. The SecondaryMaprsiant should also
be set to On so that data connections will haveséinee policy as the control connection. Secondapy®liminates the
need to code additional TTLSRule statements fodtta connection. The FTP protocol will negotidite $ecurity level to
be used on the data connection.

Using AT-TLS allows all of the System SSL parametpported by AT-TLS to be configured for FTP.r Ekample, a
certificate label can be configured instead ofdbfault certificate. AT-TLS can also be configutedefresh the session
key on a connection.

A new configuration statement for the FTP cliend aerver, TLSMECHANISM has been created. The defalue is
FTP, which causes FTP to use the existing SystelnsSport.

Configuring ATTLS causes FTP to use AT-TLS. Thaguires AT-TLS policy updates to support AT-TLSFEFP
connections. The existing FTP.DATA parameters KayrTIsTimeout and Ciphersuite will need to be mot@the AT-
TLS policy. The TCP/IP stack must be enabled fofTA.S and the policy agent must be configured fopsut AT-TLS.

The TTLSEnvironmentAction statement contains theivaedent AT-TLS parameters. The FTP.DATA Keyrirtgtement
will need to be moved to the AT-TLS policy Keyristatement, which is in the TTLSKeyRingParms stateam&he
CipherSuite statements should be moved to a V3Clitr statement in the AT-TLS policy TTLSCipherPastatement.
The FTP.DATA TIsTimeout statement should be movethéeoGSK_V3_Session_Timeout statement in the AT-phlcy
TTLSGskAdvancedParms statement.

FTP does not support SSLv2 when configured withMIEEHANISM FTP. AT-TLS does allow SSLv2 connectidose
configured, but by default SSLv2 is disabled.sIhot recommended that SSLv2 be enabled in the 1A {olicy for FTP.
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Serviceability

Code and Catalog Synchronization

0
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This section describes a serviceability enhancemeelRT P to verify the FTP code and FTP catalogs are
synchronized.
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FTP Catalog and Code not at the same level can
cause problems

» CS for z/OS uses Unix message catalogs for most messages

lusr/Ipp/tcpip/lib/nls/msg/C Is

(lines omitted for brevity)

Uil12.cat ftpdmsg.cat nssdmsg.cat snmpdmsg.cat trtemsg.cat
Uil21.cat ftpdrply.cat  omprdmsg.cat sntpdmsg.cat xfdvpm.cat

(lines omitted for brevity)

» When catalog is not at the same level as the executing code,
erroneous messages may be produced.

= Example:
Command: syst Not the expected
215 —reserved for future use — lv!
Command: Server reply:
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The directory shown above is where CS for z/OS iges/the Unix message catalogues it uses, alongawith
partial listing of the Unix message catalogues @fatfor z/OS uses. Files with extension .cafammatted
message files, the executable form of the messatgéogue. For this line item, we are interestethée
message catalogues used by FTP, highlightédloh font.

The .cat files are not message source you cardtanbut we know that some users are reverse eegny
our catalogue source from the .cat files. AltHotlte messages in a message catalogue can be dhange
without affecting the source code, you cannot ckahg order or number of messages in the cataloghe.
order and number of messages is strictly bounte@kecutable code. Your notes on the next page li
restrictions on what you can change in a messagéogae; for this line item we can focus on thebpem of
adding messages.

FTP is constantly adding messages to its catalogtesevery release, and often for maintenanasfas
well, CS for z/OS ships FTP catalogue updates dsaw@xecutable code updates.

FTP uses the Unix message catalogs to supply xhéotreFTP end user messages and replies, andtopera
messages. If these catalogs are not at the samleakethe executing code, the wrong text couldebehed
from the catalog. For example, if the catalogdsvd level and FTP is retrieving a new message, ¢éve n
message may not be defined in the catalog. A messath as ‘-- reserved for future use —' might be
displayed, as in this example. More seriously, thedreply code been 215- instead of 215 — (a spzuarates
5 and -), the client would, as specified by RFC,9&8it for another 215 reply. Thus, the client wbliang
because the server won't be sending another rgfy Einally, the reply code could be completelyfeliént.
A catalog synchronization error can arise from saiv&urces:

» The Unix File System containing the catalogs mayrizorrectly mounted

*The user has applied code updates but omittedply @ catalog update

- The user has changed the catalog and it is natckepent when new maintenance is applied.

This support is intended to notify the user wheheziof the FTP catalogs are not synchronized thi¢h
executing code.
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Ensure Code and Catalog are synchronized

» Report when catalog is not at correct level.
= Server: error logged to syslogd
= Client: error displayed to end user

» New messages EZYFS30W and EZYFS31W

EZYFS30W FTP message catalog

lusr/lib/nls/msg/C/ftpdmsg.cat returned an unexpected timestamp of 2006 88 02:17 UTC
- FTP expected 2006 268 20:22 UTC

FTP will use default messages

EZYFS32I The catalog /usr/lib/nls/msg/C/ftpdmsg.cat must be at service level UQ88393

= Similar message issued for EZYFS31W when reply catalog is at a
incorrect level

» Use internal message defaults

» If the FTP catalogs are customized
= A new product catalog must be customized again.
= Product time stamp in customized catalog must be preserved.

0
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To solve this, FTP takes two actions when the ogtel detected at an incorrect level. A messagerithirsg
the code and catalog mismatch is generated withimdtion enabling the correct identification of teguired
message catalog level.

The catalog is closed and default messages are used

The message (EZYFS30W for the message catalogaW&S31W for the reply catalog) identifies the name
of the catalog that FTP is connected to and thepeeted time stamp extracted from the messageocatah
this example the time stamp E068802:17 (i.e. March 29, 2006 at 2:17 am) and the cods @specting
2006 268 20:2%i.e. Sept 25, 2006 at 8:22 pm). A date and titamp are contained within the catalog and
indicates when the catalog was built for distribaotiThe expected time stamp is built into the eliaguwcode
when it is packaged. For a catalog to be considgyadhronized, these time stamps must be identical.

Also, a reminder is issued that default messaghtb&vused. Message EZYFS32I identifies the dataasete
of the catalog, and the expected service levehitcase, UQ88393 is a PTF that needs to bdletsta
bring the catalog to the same level that the cogeats. This service level is built into the FTd®le when it
ships.

When IBM updates an FTP catalog that you have migtd, the new product catalog will need to be tgdia
with your local customizations. Along with thesedafes, the time stamp in the product catalog meist b
preserved. The Notes in this pitch demonstrate tooso this. Catalogs and code can lose synchrtioiza
when migrating to a new release or when new prodpdates are applied. This is typically caused by
mounting an incorrect Unix File System or not uppaathe Unix File System to contain the correcelesf the
message catalog. If a customized catalog is besed,ut must be kept current with any maintenahagis
applied. If the catalog is not kept current whie proper time stamp, the time stamp in the loatdlog will
not match the time stamp in the product catalogP will detect this and use internal message defaunld
any customized messages will not be used.
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FTP Sequence Number Support
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This section describes the new support to detatbationally remove sequence numbers in a batch job
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Seqguence Numbers can cause problems in batch
jobs
» In FTP client input specified by ddname INPUT,

= Sequence numbers are not supported.
= Sequence numbers interpreted as part of the response

> Example:
//  EXEC PGM=FTP 00000100
//SYSPRINT DD SYSOUT=* 00000200
//INPUT DD * 00000300
;log into server 00000400
raleigh.ibm.com 00000500
userl 00000600
passwOrd 00000700
quit 00000800

0
{@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

When the FTP client is invoked from JCL, the ddndNfeUT describes where the responses to the FTP
client's prompts are. The ddname INPUT could ptora data set, a file, or a set of concatenates. fiThe
contents could be defined in the JCL itself, athia example.

The FTP client supports the use of comments inret stream when the client is invoked this wéythis
example, the line “; log into server” is a commédcause the first column is a semi-colon ‘;’. e HTP client
detects the semi-colon and discards the rest dirtee

In batch, the FTP client reads input via the //INPRD statement which contains a list of the respsne

each prompt by the FTP client. When updatingfilésthe user may accidentally activate sequenoalyer
support and each line of the input file becomesisege numbered. As most editors display line nusbieis
not obvious that the file actually may contain sstge numbers. As FTP does not support sequence nsimbe
when the command input is read, FTP will interpihetsequence numbers as part of the FTP commaigl. Th
usually results in a command failure. As most estherrors occur in batch jobs, the problem may not
immediately be noticed, causing users delay in mpdigshing their task. At times, this has even heslin

calls to IBM because FTP is attempting to conneetrt incorrect port. This is usually caused whenrémote
host name is part of the command input and theesegunumber becomes interpreted as the remotéoport
which FTP is connecting. In the example, when F§Exiecuted it will attempt to connect to PORT 500
because of the sequence number in the input stream.
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Detect and Report sequence numbers

» Detect and report sequence numbers

» Allow option of removing sequence numbers.
= Default not to remove sequence numbers

» New statement for FTP Client FTP.DATA file.
* SEQNUMSUPPORT { TRUE | FALSE }
v’ Default is FALSE
— Sequence number usage reported
v  TRUE
— Sequence number usage reported and sequence numbers removed

» Tips for creating Batch Input
= Add semi-colon in first column of first data record.
v' A ‘comment’ line
= Add SEQNUMSUPPORT TRUE to FTP.DATA file
v Sequence numbers will be removed if the file is (accidentally) sequence numbered
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The solution is to report when sequence numberdetexted in the input stream. This may still resuFTP
subcommands failing, but messages will inform tberas to the probable cause. This enables FTm¢tida
as it does with prior releases.

As an option, allow the user to remove sequencebeusnwhen detected. This will allow a job that vebul
otherwise fail, to successfully complete.

A new statement is added to the FTP Client's FTPLRAile. The keyword is SEQNUMSUPPORT and
when coded as FALSE, sequence number usage wiligmeted but not removed. When SEQNUMSUPPORT
TRUE is coded, sequence numbers will not only Ipered, they will be removed.

With SEQNUMSUPPORT FALSE coded in the FTP.DATA fitee FTP client checks if sequence numbers
are present. The type of sequence number is dieiedrby the first record read or whenever a serurcs
detected in the first data column. If FTP sequengabers are present, an EZYFS34W message is issued
inform the user that sequence numbers are presdrtha type of sequence number detected. No sequenc
numbers will be removed. LEADING sequence numinstglly occur when input is read from a variable
length file. TRAILING sequence numbers occur wirgut is read from fixed length file. Message
EZYFS35I is issued when FTP detects a transitiomfprocessing LEADING or TRAILING sequence
numbers to processing no sequence numbers.

With SEQNUMSUPPORT TRUE coded in the FTP.DATA, Rl detect and remove sequence numbers.
When FTP transitions from one type of sequence mumptocessing to another, it will output EZYFS33I or
EZYFS35l. EZYFS33l is issued when FTP will be reing LEADING or TRAILING sequence numbers.
When EZYFS35I is output, it means that a previod¥ ES33| message was output indicating the type of
sequence numbers FTP was removing. However, thd=E25] message indicates that FTP will no longer
remove sequence numbers from the input.

When the FTP client reads its subcommands froniNR&T DD statement, it is not aware the subcommands
are being input from more than one file. To indiln@ FTP uses the proper sequence numbering sclaelithe,
semi-colon as the first data column of the firgtorel of each file. This semi-colon protects the fiitem any
accidental sequence numbering if SEQNUMSUPPORT TRUWBSded in the FTP.DATA file. Ifa

conflicting sequence number is detected, EZYFS34l\ow issued the first time a mismatched sequence
number is detected.

For example, suppose that the original file staftsvith no sequence numbers and then a concatfiggds
read in that has TRAILING sequence numbers. Ifskisond file has the semi-colon coded in the ffesord,
FTP would issue an “EZYFS33I FTP will remove TRANG sequenceumbers from input command
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HOW FTP DETECTS SEQUENCE NUMBERS

N

» First record read determines if
= TRAILING sequence number — last 8 columns all numeric
= LEADING sequence number — first 8 columns all numeric
= No sequence numbers
= No EZYFS35] message output if no sequence

number detected on first record read

M m H O =

» Each time a semi-colon detected in column 1 or column 9, record is
checked for type of sequence number to process.

= Message output if sequence number processing changes

. 0
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When FTP reads the first record, it determinedyhe of sequence number by examining the lastuhaes
and then the first eight columns of data to deteenii it is numeric.

TRAILING sequence numbers have numerals in theSastiumns which will be replaced with blanks

LEADING sequence numbers have numerals in the8igtlumns and will have the data shifted left 8
columns, with the last 8 columns replaced witmkéa

With fixed length records the first data columriidVith variable length records, the first dataucoh is 9,
because the first 8 columns are occupied by theesep number.

If a semi-colon is detected in these columns, F8-Bwaluates the type of sequence numbers it exfmects
process.

When processing TRAILING or LEADING sequence nunsbend the expected sequence number does not
appear in the columns expected, data will not beokeed and command will be processed as entered.
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SEQNUMSUPPORT TRUE Example

» File with some records with and without sequence numbers

mvs056.tcp.raleigh.ibm.com

i 00000110user35

Userp3wd 00000120
: DIR 00000130
s
. Quit : 00000140
5

» Message Issued

EZYFS34W FTP will not remove LEADING sequence numbers
EZYFS34W FTP will not remove TRAILING sequence numbers

0
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This is an example of a file which contains sonwrds with and without sequence numbers. Thik&ito
happen when the initial file is created withoutiseoce numbers and then updated with an editor vauddis
sequence numbers.

The first record of the file contains no sequengmbers. Any sequence numbers in the file will reot b
stripped off. FTP does not issue any messagesrctse because there is no action that FTP wilikieg.
This makes this support transparent with previelsases.

When the second line is read, FTP will detect #opuience number because columns 1 thru 8 are nurhbrsc
is in conflict with the original sequence numbeted¢ed on the first record which indicated the ¢itmtains no
sequence numbers. Message ‘EZAFS34W message ésliisindicate LEADING sequence numbers will not
be removed.

When the third line is read, the last 8 columnga@mnmumerals. Message EZAFS34W is issued again
indicating that TRAILING sequence numbers will hat removed.

Each of these messages will only be issued onettirgeve an indication of why the subcommand maly fa
Thus, no additional message will be issued wheriidheth line is read.
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SEQNUMSUPPORT TRUE with concatenated files

» Running a batch job with concatenated files

/INPUT DD DISP=SHR,DSN=USER1.LOGIN
" DD DISP=SHR,DSN=USER1.FTPCMDS

» Each file sequence numbered differently
USER1.LOGIN contains no sequence numbers
USER1.FTPCMDS contains TRAILING number

» Message issued
EZYFS34W FTP will not remove TRAILING sequence numb  ers

Use : in first column
DSN=USER1.LOGIN

mvs056.tcp.raleigh.ibm.com
user35
passwOrd

;. m L ®
v

®= DSN=USER1.FTPCMDS

’ 00000100
get remote file local.file 00000200
quit 00000300

= Semi-colon in 1%t data column in USER1.FTPCMDS triggers reassessment of type of sequence
numbers to be processed

= Message Issued

v EZYFS33I FTP will remove TRAILING sequence numbers  from input commands
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Sequence number support becomes more complicated mhbltiple files or members are concatenated as
input. This example depicts two files being usethpst to FTP. One file has no sequence numberstand
other file contains trailing sequence numbers.

When the USER1.LOGIN file is read, FTP detectsemguence numbers and will process all remaining
commands without removing sequence numbers.

When USER1.FTPCMDS is read, FTP is not aware tht i$ being read from the second file. FTP reles t
input as one continuous file. When the first recofithe 2dfile is read, EZYFS34W is issued to indicate at
least one record has been detected with an unegeetjuence number. The sequence number is notegdmo
and can result In a command failure.

The EZYFS34W message provides a warning as to hdngemmand may have failed.

To enable the full benefit when SEQNUMSUPPORT TREEoded in the FTP.DATA file, add a semi-colon
as the first record of any file that contains Fbfhmands. In the above slide, data under
DSN=USER1.LOGIN andDSN=USER1.FTPCMDSshow the content of the files. In this sample, the
concatenation sequence results in USER1.LOGIN brag first, followed by USER1.FTPCMDS.

When the semi-colon is detected in the first dataron fromDSN=USER1.LOGIN, FTP will interrogate the
line to determine the type of sequence numbermitains. In this case, no sequence number is detacie it
will process the file as containing no sequencelrans

When the first line of USER1.FTPCMDS is read, iht@ins a semicolon which causes FTP to reassess the
type of sequence number to be processed. In thes @alTRAILING sequence number is detected which is
different than the NO SEQUENCE numbers that FTRuisently processing. FTP will output message
EZYFS33I to indicate that it will begin removing AR.ING sequence numbers.

This allows the commands in the file USER1.FTPCMD®e processed successfully.
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Allow FTP Client to select Source IP
address
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This section covers the new function to enablesifprg the source IP address that will be used for
connections from the FTP client to the FTP server.
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FTP Client can not specify the source IP address

Allow source IP
9.85.114.1, deny

all others!
BATCHJOB 1 ~
Customer A network
Connect to customer A (10.1.1.nnn)
from local IP address 9.85.114.1 and LA
transfer data | Source IP address:
9.85.114.1 \J
EATCHIOR M) Customer B network
Source IP address:
Connect to customer B (10.1.2nnn) I_ 9.85.115.1 B
from local IP address 9.85.115.1 and
transfer data
\J
Allow source IP
\_ ) 9.85.115.1, deny
all others!

» FTP client cannot specify the source IP address that should be used
= FTP client does not bind to a specific source IP address

= [f the TCP/IP stack has multiple interfaces into the network, the stack will choose an interface
and use the IP address associated with that interface
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Currently, there is no way for the FTP client teafly which source IP address should be used when
connecting to the FTP server.

The TCP/IP stack determines the source IP addrésscan be based on TCP/IP configuration
options such as Job-Specific Source IP or it magidiermined when the route to the FTP server is
found.

In some situations the FTP client may want to udéfarent source IP address when connecting to
different FTP servers. In firewall configuratiofitsmmay be necessary to use a specific source IP
address for the firewall to allow the connectiont,Bhere is no way for the FTP client, itself, to
specify the source IP address that should be used.

This diagram shows an example of when the FTPtaliery want to specify the source IP address.

In the diagram, the user has a network setup where/OS system running the FTP client has two
interfaces into the network.

The user needs to be able to FTP into two othevar&s which are protected by firewalls. The
firewalls are configured to only allow connectidnsm specific IP addresses.

So the only way to successfully FTP into “user Awark”, is to use a source IP address of
9.85.114.1

Since there is no way for the FTP client to speai§ource IP address, there is no guarantee that th
TCP/IP stack would choose the correct interfacecé&there are two interfaces into the network the
TCP/IP stack may choose either interface.
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Allow FTP client to specify source IP address

» Provide a new FTP client parameter to
specify the source IP address to be used for
connections to the server.

> ftp —s srcip
= srcip — specifies the source IP address to be
used for connections to the server

v'"Must be a unicast IPv4 or IPv6 address

— Multicast, INADDR_ANY, IN6GADDR_ANY, and IPv4-mapped IPv6
addresses are not supported

v'If address is not a valid home address,
attempts to connect to the server will fail
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A new FTP client command line parameter will beetitb allow the specification of the source IP
address that will be used for connections to the B&rver.

The new command line parameter is:
-s srcip

The srcip must be a unicast IPv4 or IPv6 addresstiddst , INADDR_ANY, INGADDR_ANY,

and IPv4-mapped IPv6 addresses are not suppdiftad.invalid address is specified then the FTP
command will be rejected. If a valid address iscsfied, but the address is not an active home
address on the TCP/IP stack, connections to thveseiill fail.
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This presentation covers enhancements to the Padjept and defines a new discipline, routing, dsed

Policy-based routing.
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Agenda

/> Centralized Policy Services

» Removal of QoS and IDS
LDAPvV2 schema

» Policy-based Routing

\

/
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In this presentation we will discuss managing aghthiaistering policies from a central location, tieenoval

of Qos and IDS LDAPv2 schema and a new policy diswpcall Policy based routing.
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Centralized Policy Services
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This section describes the new Centralized PolayiSes function.
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Policy Configuration on a System
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First, let's have a quick refresher on the majtnitattes of the Policy Agent. Primarily, the Pglidgent is a
manager for sets of policy definitions. The poliBfinitions are categorized into different poligpes, as
shown on this slide. Each policy type can be usextcomplish various goals.

The Policy Agent is one of several components phatide a more general function knowngeicy based
networking Policy based networking is a way of accompligharset of network goals through the use of
policy definitions. For example, one network goely be to provide better quality of service (Qa8)dne set
of traffic as compared to another set. Policigslmadefined to set the IPv4 type of service (T&SPVv6
traffic class for the two sets of traffic, to assisobtaining the required QoS from the network.

This slide graphically depicts the entire set affaguration files that can be used to define tHéedént policy
types, as well as general Policy Agent configuratitt's important to understand that various stdbséthe
configuration files shown might be used, dependinghe different policy types in use and the nundfer
TCP/IP stacks supported by an instance of the Pélient. Also note that Lightweight Directory Asse
Protocol (LDAP) configuration is not shown in tliggram.

When the Policy Agent is started the main confiiarefile is identified using a standard searchesrdThis
file in turn can point to one or more image confafion files using the Tcplmage statement. Eadcigen
configuration file is used to configure policies fme TCP/IP stack. The image files can in turimipim
image-specific files for the different policy type$he main configuration file can point to comnfdes for
all policy types except QoS. A given common coufegion file applies to all TCP/IP stacks. Thibais
policy definitions that are not unique for each TiBRstack to be placed in the common file, and ¢htbst are
unique to be placed in each image-specific file.

The image QoS file is optional — QoS definitions barplaced directly in the image configuration filstead
of a separate file. Also, the statements in thegienconfiguration files can instead be placed tiréc the
main configuration file, by specifying a Tcplmadatement without a separate image file path name.
However, such definitions will be shared by all TlPPstacks that don’t have their own separate image
configuration file.
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Policy Management can be a large administrative bur  den

» The scope of Policy Agent policies continues to
widen, with new policy types added over the last
several releases

» Local management of policies is therefore
becoming a larger administrative burden

» Using LDAP as a centralized policy repository is
not possible (LDAP only supports QoS and IDS)

L

0
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The problem being solved by centralized policy s®wis primarily one of policy management. Eatthe
last several releases has introduced a new pgli®y; and the Policy Agent configuration shown am th
previous slide needs to be replicated on eachmsystethe IBM Configuration Assistant for z/OS
Communications Server is used to configure poliefjritions, it also must be replicated on (or have
connectivity to) each system. Itisn’t possiblaus® LDAP as a centralized policy repository, beeahe
LDAP implementation only supports the QoS and ID$cy types.
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Centralized Policy Services

ATTLS
Secure connections policies
LPARL [] (Y LPARX
Policy -~ Policy @
@" Agent e [HJ @—‘ Agent -
Client | Server
Pagent.conf Optional local Pagent.conf @
/ \ policies / \ Cifc‘(lg‘::d oy
management

Stack Stack Stack Stack
One .aa ¢ Eight One .aa ¢ Eight

» Centralized policy management and storage for a cluster of nodes that use a common networking
policy infrastructure based on the Policy Agent technology

LPARN [ » The Policy Agent is changed to take on new roles:
Poli SN = Policy server — provides centralized policy administration and management for a set of policy
&7 — clients
A{J_e"t il [ ] = Policy client — retrieves policies from the policy server
Client L = Asingle Policy Agent can be a policy client or policy server but not both
Pagent.conf Optional local
policies > Some of the policy types can benefit from additional centralized services, for which the centralized
policy services will serve as a base
Local policies are ignored if a given type is retrieved remotely
Stack Stack > Secure connections are used between the policy client and policy server
One .. | Eight = AT-TLS policies on the policy server
Local SSL configuration on the policy client

» Provision for a backup policy server is provided
» The connection to the policy server is long running

» Regular expression matching allows a small set of configuration statements on the server to
service a large number of clients

0
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This picture shows an overview of the centralizetiqy services solution. On the left side are enbar of
policy clients. Each policy client can use locahfiguration file as usual, if needed. On the tigide is the

policy server. Centralized policies are definaat, are not installed in any TCP/IP stacks, onpibiecy server.

These centralized policies are retrieved by thepalients using the existing Policy Agent API (PH.

The IBM Configuration Assistant can be used tomiethe centralized policies, as well as local pedidor the
policy server and policy client (this is not shown)

To take full advantage of this solution, local p@s should not be defined on the policy clierfibe policy
server is not itself considered a policy clientJaal policies on the policy server are normal ardected.

The problem being solved by centralized policy s®wis primarily one of policy management. Eatthe
last several releases has introduced a new poji®; and the Policy Agent configuration needs to be
replicated on each system. If the IBM Configurati&ssistant for zZOS Communications Server is used
configure policy definitions, it also must be replied on (or have connectivity to) each systenrmti@ézed
policy services provides a centralized policy mamagnt and storage for a cluster of nodes that gsenanon
networking policy infrastructure based on the Bolgent technology. Initially a cluster of z/OSdws is

supported. However it can be extended to act misalized networking policy server for heterogereaaodes.

Centralized management becomes increasingly imptoaianetworking policy scope widens (QoS, IDS,
IPSec, AT-TLS, PBR, etc.).

The Policy Agent is changed to take on new roldgyserver and policy client. The policy serveoyides
centralized policy administration and managemenafset of policy clients. The policy client ietres
policies from the policy server. A single Policgént can be a policy client or policy server but inath.

Also note that secure long running connectionsuaesl between the policy clients and the policyeseriWhe
policy server utilizes local AT-TLS policies to aguplish this. But it isn’t possible to use AT-Tlp8licies on
the policy client, because of the chicken-and-egdplem: if the AT-TLS policies reside on the polisgrver,
the policy client would need to connect to the ppBerver in order to obtain the policies that se¢hat very
connection. For this reason, the policy clientss@nfigured as SSL clients, using local definisiagmthe
image configuration files.
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Policy Server Configuration

Configure appropriate security mechanisms to allow policy client connections

= Configure SERVAUTH profiles to permit policy clients to retrieve policies
= Configure a set of user IDs for policy clients

v' Used to authenticate policy clients

v Used to access SERVAUTH profiles

— EZB.PAGENT.sysname.image.ptype

= Configure PTKTDATA class profiles if any policy clients use PassTicket authentication
= Configure AT-TLS policies to allow secure connections from policy clients

v Permit PAGENT to the EZB.INITSTACK.sysname.tcpprocname SERVAUTH profile

\

v

Configure the listening port
= Configure the ClientConnection statement in the main configuration file

v

Configure which policy configuration files will be loaded for each policy client
= Configure DynamicConfigPolicyLoad (DCPL) statements in the main configuration file

» A DCPL statement is bound to a policy client until:
= The policy client disconnects
= The connection to the policy client ends
= The DCPL statement is removed
v" All policy clients are bound to a new DCPL statement (or default values)
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The first step is configuring various security maeisms to allow policy clients to connect to théqyoserver. The first
item deals with the existing security product EZB3ENT.sysnamémageptypeSERVAUTH profile. This profile is
currently used to authorize Policy Agent clientsc{sas the pasearch command and the IKE daematéss various
policy types for different TCP/IP stacks. For z/@8R9, theimageportion of the profile name is now generic, and ban
either a TCP/IP stack or a policy client name. sTorofile must exist to allow policy clients toniete policies. Each
policy client presents a user ID when it conneatthée Policy Agent. This user ID is used to auticate with the policy
server (using either a password or PassTicket)i@adcess the EZB.PAGENSFsnamémageptypeSERVAUTH profiles
defined in the previous step. A unique user ID lsarcreated for each policy client, but that ismoéquirement. For
example, you might decide to use one user ID feyséem or other set of policy clients.

You can optionally use program control for the Bypl\gent. This provides enhanced control for whallowed to run the
Policy Agent. To do this, permit the Policy Agesser ID to the BPX.DAEMON FACILITY class profileYou may want
to use PassTickets instead of passwords to authémpolicy clients with the policy server. Thigpents the passwords
from being coded in the policy client image confafion files. However, the use of PassTickets reguinat you define
PTKTDATA class profiles on both the policy clientdapolicy server. These profiles contain a sekagethat is used to
generate the one-time usage PassTickets. Théepnaiine for these PTKTDATA profiles must be PAGEdTthe policy
clients, but can be either PAGENT or PAGENSeridon the policy server. The time of day clocks ompolicy server
and all policy clients using PassTickets must alsodasonably synchronized (within a few minuté®)is is because
PassTickets are only valid for 10 minutes betweearegaion (on the policy client) and verification (e policy server).
You must configure AT-TLS policies on the policynger to allow secure connections to be establisha policy clients.
These policies must point to a key ring that corstdéhe appropriate server certificate. BecausieyAbent uses AT-TLS
policies, it must be permitted to the EZB.INITSTAGKsnamacpprocnameSERVAUTH profile. This allows the Policy
Agent to establish sockets prior to the AT-TLS piels being installed.

The next step to configure the policy server idéfine a listening socket using the ClientConnectimtement. The only
parameter on this statement is the port numbee dBfiault port number is 16310. The Policy Agé&stehs for
connections using INGADDR_ANY and this port numb&fe recommend that you reserve this port using @BP
statement in the TCP/IP profile.

The last policy server configuration step is tomebne or more DynamicConfigPolicyLoad statemehiese statements
determine what configuration files are used to amnthe centralized polices for all policy clientd/hen a policy client
connects, an attempt is made to match the casdigemrsient name to thelientnameparameter on a DCPL statement.
Default values are used if a DCPL statement caninatched. Thelientnameparameter can use regular expression
characters to match a set of policy clients. Ha€fPL statement points to a common configuratiomdihd image-specific
configuration files for each policy type. The insagpecific configuration file names can contain kglit replacement or

wildcard variables, so that the resulting configiarafile is unique for each policy client that rolaés the DCPL statement.

Dynamic update using the -i startup option is npp®rted for these files.

Once a DCPL statement is matched to a policy ¢lieig bound to that policy client until one of theents listed on this
slide occurs.
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DCPL Matching

Policy client name is matched against DCPL statement
clientname parameter

clientname can be a regular expression

Parenthesized sub-expressions represent symbolic
variables $1 - $9 in the image file name

Image file name can also use:

=  $0 - represents entire matching string

= *.represents entire policy client name

» DCPL Matching Hierarchy

1. Exact match of policy client name to DCPL clientname

2. Regular expression match of policy client name to DCPL
clientname
v" Longest matching DCPL clientname is used
v' Alphabetical order breaks tie if same length

3. No matching DCPL statement

v" Policy client uses a default image file for each policy type
(/etc/pagent_remote. type

Y VV V

inom 4 0O =
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As noted on the previous slide, policy clients magched to a DCPL statement using ¢hentname
parameter, which can be a regular expression. rélgislar expression is similar to (but not exatkg)
regular expressions used on UNIX commands like grepawk. Parentheses can be used in the regular
expression to create sub-expressions. These subssions can then be represented by symbolic
replacement variables in the image configuratimrfames. Stay tuned for an example to help niadke t
clearer.

Other symbolic replacement variables can also bd:us

» $0 represents the entire portion of the policgriname that matches the regular expressionier ot
words it isn't limited to a sub-expression).

* *is awildcard that represents the entire potiignt name.

Note that for some regular expressions, $0 andghtrmesolve to the same value, while for othery then't.
If you really want to substitute the entire polidient name, use the * wildcard.

A given policy client is matched to a DCPL statemesing a matching hierarchy. The order that tiPD
statements are specified in the configurationifileot important.

1. An exact match between the policy client nametaadDCPL statement. In this case the DCPL
clientnamedoes not contain any regular expression charaitergust a string, like “client42”). You
could use this form to override a more general DGRtement for a specific policy client, for exampl

2. Aregular expression match to a DCPL statemHEmultiple statements could match, the one with th
longestclientnameparameter is chosen. If multiple matching statamerist with the same length
clientnamethe one chosen is based on alphabetical ordéeafientname

3. If no DCPL statement matches, default valuesuaeg for the configuration file names and other
parameters. The default configuration file nanad® the form/etc/pagent_remote. t ype, where
t ype is one of the followingids, ipsec, gos, routing, ttls.
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DCPL Matching Example

DynamicConfigPolicyLoad A(.+) (.+)$
{
PolicyType TTLS

{
PolicyLoad  //USER10.$1.TTLS($2)

G m A OO =

}
Refreshinterval 1800

» Policy client name = SYSTEM1_TCPIP2
» Image file name = //USER10.SYSTEM1.TTLS(TCPIP2)’
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So let’s put the pieces together. This slide sheWsCPL statement with thdientnamée ~(.+)_(.+)$
The ~ (caret) and $ (currency) characters delingstename. These characters represent the stherahof a
string, so using them means the entire policy tieme, not just a portion, must match. The regula
expression contains 2 sub-expressions containpdrentheses, separated by an underscore. Thesuaokers
not a regular expression character, so it litenadftches an underscore in the policy client nakech sub-
expression matches one or more of any character.

The image configuration file name contains 2 syngbslibstitution variables, $1 and $2, that correspto the
sub-expressions in the regular expression.

Now, suppose the policy client nameslYYSTEM1_TCPIPZ connects to the policy server. Since this name
consists of 2 strings separated by an undersdaretches the regular expression on the DCPL stateniéhe
portions of the policy client name that match theuB-expressions replace the symbolic substitwtiiables,
so the resulting image file name ISUSER10.SYSTEM1.TTLS(TCPIP2) "

A scheme such as this example allows a PDS tothepder each policy type for each remote system,
containing a member for each policy client on thegstems. The power of regular expressions andbalyn
replacement variables allows many other schemalstobe used.
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Policy Client Configuration

» Configure information needed to connect to a
primary and optional backup policy server
= Configure the ServerConnection statement in the main
configuration file

v"Host name (or IP address) and port for the primary and optional
backup policy server

v SSL parameters for a secure connection m m
v’ Connection wait and retry parameters
¥'This statement applies to all policy clients on this system E’% ‘\
» Configure policy client parameters for each stam
= Configure the PolicyServer statement in the image

configuration files

v'User ID and credentials (password or PassTicket) to authenticate
with the policy server

¥ Unique client name
v'Policy types to be retrieved from the policy server
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The first step in configuring the policy clientts specify the ServerConnection statement in thia ma
configuration file. This statement establishesfigumation data that apply to all policy clients this system.
The slide shows the data that can be configured.

For each policy client (TCP/IP stack) on the systeomfigure a PolicyServer statement in the image
configuration file. This statement contains partereto authenticate the policy client with theippkerver,

the policy client name, and which policy types &orbtrieved. The policy client name must be unigifie

name is not specified then the defaulsg$temnamestacknameés used. The FLUSH and PURGE parameters
can also optionally be configured on the Policy8estatement.
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ServerConnection Example

ServerConnection

{
ServerHost myhost.mydomain.com
ServerPort 16310
ServerSSL

{

}

ServerSSLKeyring /u/userl0/client.kdb
ServerSSLKeyringStashFile /u/userl0/client.sth
ServerSSLName certl

ServerSSLV3CipherSuites TLS_RSA_WITH_3DES_EDE_CBC_  SHA

ServerSSLV3CipherSuites TLS_DH_DSS_WITH_3DES_EDE_C  BC_SHA

ServerConnectWait 60
ServerConnectRetries 3
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Here's a sample ServerConnection statement. idrettample the primary policy server, located at
myhost.mydomain.com and listening on port 1631@pisfigured. A backup policy server is not configdir
The Policy Agent, acting as a policy client wily to connect to the policy server. If the connattattempt

fails, then the policy agent will retry 3 times.
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PolicyServer Example

PolicyServer
{
N Userid USER10
(o) AuthBy PassTicket
T ClientName SYSTEM1_TCPIP2
E PolicyType IPSec
S PolicyType TTLS
{
FLUSH
NOPURGE
}
}
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Here's a sample PolicyServer statement. Notettieaadditional set of braces is optional for thédydype
parameter. If you don't need to specify the FLUSBFLUSH or PURGE/NOPURGE parameters for a
policy type, the braces can be omitted. The FLUSBFLUSH and PURGE/NOPURGE parameters
configured on the Tcplmage statement are usedfaslte
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Messages

» Changed Messages
= [EZZ8438| PAGENT POLICY DEFINITIONS CONTAIN ERRORS ~ FORi mage : type
= EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR i mage : type

» New Connection Messages — Server
= [EZZ8452] PAGENT READY FOR REMOTE CLIENT CONNECTIONSON POLICY SERVER
= [EZz8788| PAGENT UNABLE TO SERVICE REMOTE CLIENT CON NECTIONS ON POLICY SERVER

= EZZ87831 PAGENT POLICY SERVER REACHED MAXIMUM NUMBR OF CONNECTED POLICY
CLIENTS: nmaxVal ue

» New Config Messages — Server
= [EZZ87841 PAGENT CLIENTCONNECTION STATEMENT CONTAINSERRORS ON POLICY SERVER
= EZZ8785| PAGENT DYNAMICCONFIGPOLICYLOAD STATEMENTSCONTAIN ERRORS ON POLICY
SERVER

» New Connection Messages — Client

= EZz87811 PAGENT CONNECTED TO POLICY SERVER FOR tcpl nage : server Type AT
host

= EZZE780I PAGENT CANNOT CONNECT TO POLICY SERVER FOR tcpl nege : server Type
AT host

= EZz87821 PAGENT CONNECTION NO LONGER ACTIVE TO POLI CY SERVER FOR t cpl mage
server Type AT host

» New Config Messages — Client
= EZz8787I PAGENT SERVERCONNECTION STATEMENT CONTAINBRRORS ON POLICY CLIENT

= EZZ87861 PAGENT POLICYSERVER STATEMENT CONTAINS ERFORS ON POLICY CLIENT FOR
tcpl mage

» New Miscellaneous Messages

= EZ787891 PAGENT SERVERCONNECTION AND CLIENTCONNECTN STATEMENTS CANNOT BE
CONFIGURED TOGETHER

L = EZZ87901 PAGENT REMOTE POLICY PROCESSING COMPLETE FOR i mage : type
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The configuration chores are complete. Now letketa look at new and changed messages. Showarteere
the only messages that changed. The changeéplace the TCP/IP stack name variable with the more
genericimagevariable. Themagecan identify either a TCP/IP stack or a policy ctiaame.

This slide also shows connection-oriented messtg¢san be issued on the policy server. Notethwat
EZZ8783I message is issued if more than the maximumber of policy clients try to connect to theipypl
server, so you are unlikely to see this messade EZZ84521 message indicates that the ClientCdiamec
statement is properly configured and the Policyge listening for remote connections. If for ampason the
Policy Agent is unable to listen for remote conimw, but the ClientConnection statement is conégur for
example no TCP/IP stacks are started — you'll sessege EZZ8788lI

Messages EZZ8784l and EZZ8785I indicate problentis thie new configuration statements for the policy
server, CLIENTCONNECTION and DYNAMICCONFIGPOLICYLOA

As with the policy server, there are some conneetaated messages issued on the policy cliene fifét 2
messages shown indicate success or failure whengtty connect to a policy server. The EZZ8782ksage
is issued if an active connection to the policywseends. In most cases, the policy client wiltye¢he
connections to the primary and backup policy sexver

Messages EZZ87871 and EZZ87861 indicate problents thie new configuration statements for the policy
client, SERVERCONNECTION and POLICYSERVER.

If you try to configure the Policy Agent as botpalicy server and a policy client, you'll see theZA8789I
message. Message EZZ8790I is a companion to thenexEZZ87711 message. The new message is issued
to the client console to distinguish remote pofidimm local policies (the existing message isassior local
policies). The new message is also issued ondheypserver, but only to the log file, to avoid diding the
console if a large number of policy clients exist.

oom 1 0 Z
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Policy Server Configuration
Pictorial View

: Each DCPL Statemen
Main

ClientConnection Each DCPL Statement
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That concludes the changes to the externals fdralemed policy services. Now let’s look at somerm
details of the solution.

This slide graphically shows the changed configanabn the policy server. The left side of thelslis the
same as the earlier slide that showed the contiguararior to V1R9. All of that configuration catilsbe
used to configure local policies on the policy serv

The ClientConnection statement and one or more Bye@onfigPolicyLoad statements need to be confidgure
in the main configuration file, in order to provigelicy services for policy clients.

The gray boxes show the new configuration filesdeeeto define centralized policies. Each gray box
represents one DCPL statement, which in turn pess/iwbnfiguration for a set of policy clients. Téés one
common configuration file for all policy types exte€Q0S. There are one or more image configurdiies
for each policy type. If the image file names ba DCPL statement use symbolic replacement or wiltic
variables, then each policy client using a giverPRGtatement needs a separate image configuraléon f

More configuration is required, but is centralizedone system. Only one instance of the IBM Camfitjon
Assistant is needed (if used), and it only needtmect to the policy server.
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Policy Client Configuration
Pictorial View

Main
ServerConnection

image 2
PolicyServer
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This slide shows the changed configuration on iy client, if all policy types are retrieved frothe policy
server. If some local policies are still needexins subset of the left side of the previous slidéstill be

needed.

All that's needed if all policy types are retrieveinotely is the main configuration file and an gea

configuration file for each TCP/IP stack.

The ServerConnection statement must be configuréaei main configuration file, and the PolicyServer
statement must be configured in each image cor#tgur file, in order to retrieve policies from thelicy

server.
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Centralized Policy Services
Common Problems

» Common Connection Problems

= Unable to load one or more DLLs: verify LIBPATH environment variable is
exported:
export LIBPATH=/usr/lib
= Configuration error: verify configuration statements on policy server and
policy client
= Authorization error: verify proper security configuration on policy server

= PassTicket not authorized: verify PTKTDATA profiles and clock
synchronization of policy client and server

N

» Common SSL Problems
= Verify policy server has AT-TLS policies and server certificate/keyring
= Verify policy client has correct SSL parameters and certificate

= Verify the ciphers specified on ServerConnection match the type of
certificate (DH or RSA)

nw m 4 O =2

» Common Retrieval Problems
= Regular expression error: verify policy client name matches expected
DCPL statement
= Authorization error: verify EZB.PAGENT.sysname.image.ptype
SERVAUTH profile on policy server

ey

0
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This slide shows some common connection probleatsytsu might encounter. See IP Diagnosis for more
details. For the PassTicket not authorized proldemz/OS Security Server RACF Security Administtat
Guide, Single signon function.

The connections use SSL, and here are some dighepmmon SSL problems that you might encounter. A
common error is incorrect SSL configuration for gadicy client. If the server AT-TLS policy uses
HandshakeRole Server, ServerConnection ServerSSLIdanaeneter must specify the server’s certificale.
server AT-TLS policy uses HandshakeRole ServerWidgnEAuth, ServerConnection ServerSSLName
parameter must specify the client’s certificatee 8 Diagnosis for more details. Also see IP ©ométion
Guide, Appendix B. TLS/SSL Security for detailefbimmation on certificates and establishing a cdr&sL
environment.

There are some common policy retrieval problemsyba might encounter. The policy server logs a
message for a successful match of a client naradXGPL statement as well as an unsuccessful méfteh.
regular expression error is encountered then eantessages in the policy server’s log file. Reilhg are
examples of a log messages:
Log message for successful match:
client PEP 'clientJF' using DynamicConfigPolicyLoad statement
‘client(.*)'
Log message for unsuccessful match:
client PEP 'ClientJF' doesn't match any DynamicConf igPolicyLoad
statement, using defaults for all disciplines

See IP Diagnosis for more details.

130



Removal of QoS and IDS LDAPv2
schema
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This section describes the removal of QoS and ID8Rv2 schema
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LDAPV2 servers are hard to find

» LDAP servers can be implemented using protocol version
2 or version 3

» LDAP protocol version is configured to Policy Agent on the
ReadFromDirectory statement

» LDAP protocol version 2 servers are very difficult, or
maybe impossible, to find any more

» Very difficult to test LDAPv2 protocol

» Maintaining 2 different schema files for the same schema
to support the different protocol versions doesn’t make
sense
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The Policy Agent can use an LDAP server to contaal QoS and IDS policies. LDAP servers can utieeei
protocol version 2 (LDAPv2) or protocol versionlIDAPvV3). Protocol version 3 provides many advaatag
compared to protocol version 2.

The problem with protocol version 2 servers is thast vendors no longer support that protocol versib is
becoming increasingly difficult to even find LDAPg2rvers to test with. In this environment, itlooger
makes sense to continue to support LDAPV2 for thiey Agent.
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Remove Support for LDAPv2 schema

» Support for the LDAPv2 protocol version is removed
from the Policy Agent:

= Schema definition files in LDAPv2 format
(pagentat.sample and pagentoc.sample) are no longer
shipped

» ReadFromDirectory statement LDAP_ProtocolVersion
parameter no longer supports 2

ReadFromDirectory

{

LDAP_ProtocolVersion 3
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So, support for LDAPV2 is dropped with V1R9. Thias announced in a previous release. The protocol
version is configured on the ReadFromDirectoryestant, and no longer supports version 2.
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Policy-based routing
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This section covers the policy-based routing fuorcdded to z/OS Communications Server V1R9.
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IP Routing

» IP Routing
= Determines which interface and next hop will be used to send outbound
packets.
= [nterface and next hop selection is based on the routes in the route table
= The route table can contain static routes only, dynamic routes only, or a
combination of static and dynamic routes
v Static Routes
— Configured in the TCP/IP profile

- Ealct)] route can be configured as replaceable or non-replaceable (BEGINROUTES
only

v Dynamic Routes
— Provided by OMPROUTE routing daemon
— OSPF and RIP routing protocols supported

— Routes are calculated using all of the routing information received from routers in the
network

— Only the “best” routes are added to the route table
v Multipath Routing
— Multiple routes in the route table with the same destination.

— Use of multipath routes is controlled by the MULTIPATH setting on the IPCONFIG
statement in the TCP/IP profile.

— NOMULTIPATH - First active multipath route is used for all traffic
— MULTIPATH - Traffic uses all active multipath routes in a round-robin fashion
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IP Routing is the TCP/IP stack function that uséhée of routes to determine which interface aext hop will be used for IP traffic that
is leaving the stack. The IP route table may dordaly static routes, or it may contain only dynemoutes, or it may contain a
combination of the two. It also may contain a carabion of routes for single destinations, knowrhast routes, routes for all
destinations in a IP subnet, IP network, or IP sugte and routes that can be used for any desimdthown as default routes. When IP
Routing is searching the route table for a routeetaised for sending traffic to a destinationed#trshes for the first active route that
includes the destination IP address, in the ordst, lsubnet, network, supernet, default.

Static routes in the zZOS Communications Servetertable are configured in the TCP/IP profile usgither the BEGINROUTES
statement or the GATEWAY statement. The BEGINROUBE ement is an alternative to the GATEWAY statentiest allows
addresses to be specified using a BSD style symtdsthat has some enhancements that are not deailih the GATEWAY statement.
When the BEGINROUTES statement is used, each statte can be configured as either replaceable mreplaceable. This setting
determines whether the route can be replaced bgmdignroutes that are learned by the OMPROUTE rgudeeemon. Replaceable routes
can be replaced by dynamic routes learned by OMPREWon-replaceable routes cannot be replaced/bardic routes learned by
OMPROUTE.

Dynamic routes in the z/OS Communications Servetertable are provided by the routing daemon OMPRBUDMPROUTE uses
information learned from routers in the networlg gither the OSPF or RIP routing protocol, to dakeuthe dynamic routes. This
information may provide many different routes tewmk destinations, but only the “best” routes amle destination are added to the stack
route table. The “best” routes are determineddsygming cost values to each route, based on caafign information within

OMPROUTE and the network routers.

Multipath is a function of IP Routing that determdrnthe processing to be performed when there atelauoutes in the route table to the
same destination. There can be multiple dynamitesoadded to the same destination, as mentiongeegrevious slide, or you can
configure multiple static routes to the same dasitim. All static routes to a destination are idered to have the same cost and all are
added to the route table. When the routing infoionaearned by OMPROUTE results in multiple dynamgiotes to a destination with the
same cost, all are added to the route table. Ti&pdth function is controlled by a setting on tREONFIG statement in the TCP/IP
profile. When NOMULTIPATH is specified on the IPCBNG statement and multiple routes to a destinatrerirathe route table, all

traffic sent to that destination uses the firsivactoute to the destination. The other routethéodestination provide backup should the
first route become inactive, but they are not wsetbng as the first route is active. When MULTIRAIs specified on the IPCONFIG
statement and multiple routes to a destinatioriretiee route table, each of the active routes aeelin a round-robin fashion. The method
in which they are used is controlled by a qualifienfigured on the MULTIPATH parameter. The poksitalues for this qualifier are
PERConnection and PERPacket. When PERConnectipedsfied then for TCP, the next multipath routsetected for each new
connection. The connection uses that route asdsrge route is usable. For UDP/RAW, the next ipath route is selected for each new
route lookup. When PERPacket is specified them#xt multipath route is selected for each packet se
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Limited Criteria for Route Selection

» IP routing selects a route for an outbound
packet based solely on the packet’s
destination IP address

> All traffic being sent to a destination IP
address must use the same route (or group
of multipath routes)

» Traffic being sent to that destination that
also meets certain other criteria cannot be
made to use a different route
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As covered in the Background section, when IP Rgutieeds to send outbound traffic, it searchesaie
table for a route that matches the destinatiordidfess of the traffic. This may be a host routesjoeto the
destination address, or a route to a subnet, nkfwoisupernet containing the destination addi@si$,may be
the default route which covers all destination addes.

A limitation that has existed with IP Routing isedto the fact that only the destination IP addressccbe
used when selecting a route for outbound traffil.traffic destined for a particular IP addressiha use the
same route or group of multipath routes. Therebe@s no way to use different routes for diffeqgmposes
such as for FTP traffic, for secure traffic, fort&mprise Extender traffic, etc.

136



Policy-Based Routing (PBR)

» Policy-based routing allows a route to be selected based on one or more of the
following criteria:

Source IP address
Destination IP address
Source port
Destination port

Protocol (TCP or UDP)
Job/application name
NetAccess security zone
Multi-level security (MLS) label
» Outbound traffic that meets a subset of these criteria can be targeted to
specific network interfaces and first-hop routers
» The TCP/IP stack can now have multiple route tables
= The main route table
= 0 or more policy-based route tables
= Up to 255 policy-based route tables can be defined for a TCP/IP stack
> A policy-based route table can contain:
= Static routes only
= Dynamic routes only
= A combination of static and dynamic routes
= Replaceable and non-replaceable static routes are supported
» Only locally originated (not forwarded) IPv4 TCP and UDP traffic supported

» Traffic matching certain criteria may be defined to use up to 8 policy-based
route tables (plus optionally the main route table as backup)

» Traffic that matches no policy uses the main route table
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Policy-based routing addresses this limitationRoRouting by allowing a route to be selected basethuch
more than just the destination IP address. Théiaddl route selectors, which are listed on thidesican be
used to cause traffic that meets more specifieriatto be targeted to specific network interfaaed first-hop
routers.

So, how does policy-based routing allow IP Routingse these additional route selectors?

It is made possible through the use of multipletedables. In addition to the main route table, TICP/IP
stack can now have multiple policy-based routegmblPolicy-based route tables have many of the sam
characteristics as the main route table. Theycoatain both static and dynamic routes and thest@ates
can be configured as both replaceable and nonaeglde.

Policy-based routing is not supported for all typé#P traffic. The support is limited to locallyiginated
IPv4 TCP and UDP traffic. All IPv6 traffic, all favarded traffic, and all traffic using protocol$et than
TCP and UDP is not processed by policy-based rgutimd continues to be routed using only the maitero
table. For example, ICMP Echo request packetstsetite Ping command will continue to be routedhgghe
main route table.

Each policy-based route table can be configuretl suat all static routes and dynamic routes thepittains
are limited to specific links and next hop route8tatic routes are limited to those links and s simply
by using only those links and next hops on anycstatites configured for the policy-based routddati-or
dynamic routing, where the routes will be addeth®route table by OMPROUTE, it is necessary tdrobn
the way in which OMPROUTE computes those routdsis & done, for each policy-based route tableugh
the configuration of dynamic routing parameterscliiidentify the link and next hops that OMPROUTEyma
use when computing routes for the table.

Once you have policy-based route tables created dwoyou cause different types of traffic to use th
different route tables?

Using policy agent, policy can be written whichicates that traffic that matches particular comtiames of
the various route selection criteria will be routesiing certain route tables. A particular typéraffic can be
defined to use up to 8 policy-based route tablkes, fhe main route table as backup. Traffic thataines none
of the defined policies continues to be routed gitie main route table.
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Policy-Based Routing Sample

Main route table

Dest Link  First Hop
10.1.4.1 LINK1 10.1.1.1
10.1.4.2 LINK2 10.1.2.1
10.1.4.3 LINK3 10.1.3.1
10.1.5.1 LINK2 10.1.2.1
10.1.5.2 LINK3 10.1.3.1

10.1.1.1 , : o Ll 10131
= \ )
)

10.1.3.0/24
10.1.1.0/24 10.1.2.0/24

10.1.4.0/24

)

10.1.5.0/24
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In this sample, we have a node connected to & $Btsubnets. You can see, in the partial table shdkat
the main route table contains routes to destinatibroughout the network and that these routesllisé the
three available network links. These may be rotitaswere added to the main route table by OMPRBUT
in which case the location of the destinations eddynamic routing configuration throughout théwegk
has resulted in these routes being the best rantkable. If there is a need for a certain typHPatraffic (for
example all traffic sent by a specific job nameb#osent out LINK3, a policy-based route table sagkhe
one shown could be created. In this particulae ctee policy-based route table contains routesdl tof the
same destinations as are in the main route tatbbavever, all of the routes in the policy-based eatatble use
LINK3.
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Route Selection for PBR

» When a new route is being selected for TCP or UDP traffic
and the traffic matches criteria that is defined for policy-
based routing:

= Each route table defined for that traffic is searched, in order, for a
route to the destination of the traffic

= |f any active route to the destination (host, subnet, network,
supernet, or default) is found, that route is used

= QOtherwise, the next route table is searched

= The main route table is searched last if the traffic is defined to use
the main route table as backup

= The route selection algorithm performed within a single route table
is the same as the existing algorithm used with the main route table

0
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Once the set of route tables that can be usedfoe sype of outbound traffic has been determined; tioes
IP Routing search for a route in those tables?

Most often there will be one policy-based routdaatefined to be used for the traffic, but thereyrha as
many as eight. Each of the policy-based routeetaisl searched, in the order defined, for a rautbd
destination. If any active route to the destmmais found in a route table, the search is stogpebithat route
is used for the traffic. This route may be a hoste, a subnet, network, or supernet route, afault route.
If no active route to the destination is found iroate table, the search continues with the nexertable. If
all policy-based route tables are searched withoatess, the main route table may also be seaifcthed
policy indicates that the main route table can $edwas a backup.

Route selection within a route table occurs infdilewing order:
«If a route exists to the destination address & taute), it is chosen.

«|f no host route exists to the destination address

«If subnet, network, or supernet routes exist odhstination, the route with the most specific
network mask (the mask with the most bits on) izsem.

o|f the destination is a multicast destination anghulticast default route exists, that route issem
Default routes are chosen when no other routestasa destination.
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PBR configuration

» Policy-based routing (PBR) is configured in a policy agent flat-file

= Consists of routing rules, routing actions, and route tables

= RoutingRule

v’ Specifies a set of traffic characteristics and the RoutingAction to be taken for outbound traffic that
matches those characteristics. It consist of:
— Source IP address

Destination IP address
Traffic descriptor — traffic characteristics
Priority
Time condition
— Reference to a RoutingAction

= RoutingAction

v Indicates the route tables to be used for traffic that matches a referencing RoutingRule

— Identifies up to 8 policy-based route tables
= RouteTable

v Defines a policy-based route table. It consists of:
— Table name
- Route entries - static routes
— DynamicRoutingParms entries - control calculation of dynamic routes by OMPROUTE
— Advanced parameters

» No LDAP file support for PBR
Centralized policy support for PBR
» IBM Configuration Assistant for zZOS Communications Server (Configuration Assistant)
= Can be used to generate a PBR configuration flat-file
» No Configuration required for the TCP/IP stack and OMPROUTE
= The TCP/IP stack learns about the policy-based route tables, and the rules and actions for
using them, from policy agent
= OMPROUTE learns about the policy-based route tables, and the parameters for controlling
them, from the TCP/IP stack

40
i‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbooks

Policy-based routing is configured in a policy agiat file and it is supported by the centralizaglicy function. You can manually create
the policy agent flat-file or you can use the IBMrfiguration Assistant for zZOS Communications 8ete generate the file. The items
configured for policy-based routing consist of ingtrules, routing actions, and route tables.

The RoutingRule statement is where you will idenéiffype of traffic that you want to be routed ugindicy-based routing. The traffic

can be identified by any combination of its souR@ddress, its destination IP address, and aaysef of other traffic characteristics in

the traffic descriptor. Each RoutingRule can beegia priority and a time condition. Lastly, eactuBngRule will reference a
RoutingAction which will define the action to be &akfor the traffic. The source and destinationdBrass, if specified in a RoutingRule,
indicate the source or destination IP address insted type of outbound traffic being defined. Boairce IP address for an outbound TCP
connection or an outbound UDP packet can be infleéfy a number of configuration and applicatiotians. See the source IP address
information inz/OS Communications Server: IP Configuration Gdatehe hierarchy of ways that the source IP addoésin outbound
packet is determined.

The traffic descriptor defines the remainder of¢haracteristics that can be used to identify & gftraffic that will use policy-based
routing. If the traffic descriptor is used to itiéna particular type of traffic, it can be condiged inline in the RoutingRule or the
RoutingRule can reference one or more previouslyigored traffic descriptors. A traffic descriptcain specify any combination of
source and destination port, traffic protocol, f@me of the sending application, NetAccess secmoitye of the traffic, and MLS security
label of the traffic. An outbound packet's desioratiP address is used to determine the packetA&dsess security zone in the NetAccess
table defined in the TCP/IP profile. The MLS séiyuabel is the label associated with the NetAscgscurity zone. Each RoutingRule
can be configured with a priority value, which &ed to select a rule for outbound traffic when th#fit could match the characteristics
configured for multiple rules. If these rules act configured with different priority values, theecedence of the rules is unpredictable.
Note that rule priority is not explicitly configutevhen the IBM Configuration Assistant for z/OS Guouomnications Server is used to
configure policy-based routing. In that case, prierity is determined by the order of the rulesshewn on the rules panel. The time
condition of a RoutingRule controls when the rulagdive and installed in the TCP/IP stack. Thenazice to a RoutingAction provides a
link to the RoutingAction that will define the aatido be taken for the type of traffic defined by fheutingRule.

The RoutingAction statement is where you will idgnthe set of policy-based route tables that wéllused to route traffic that you have
defined with a RoutingRule statement. A Routing8itcan specify up to eight policy-based route tatilaswill be searched, in order, to
find a route to the destination of the traffic. dddition, the RoutingAction may indicate that thaimroute table should also be searched
when a usable route is not found in any of thegydtiased route tables specified.

The RouteTable statement is where you will defireediwaracteristics of each policy-based route taldalefine a policy-based route table,
you will need to provide a name for the table.adidition, you may define static routes to be addeti¢ table, dynamic routing
parameters to control the dynamic routes thatamtled to the table by OMPROUTE, as well as a fevaackd table parameters.

v

Good news! There are no changes needed in eitt@r@P/IP stack configuration or the OMPROUTE agunfation for policy-based
routing. The TCP/IP stack learns, from policy agabout the policy rules, policy actions, and pplbased route tables that you have
configured. OMPROUTE learns, from the TCP/IP statiout the policy-based route tables that you leanéigured to use dynamic
routing.

140



Policy-based Route Tables

» Only active route tables are installed in the TCP/IP stack
» The Route table name uniquely identifies a policy-based route table

= The names EZBMAIN and ALL (in lower, upper, and mixed case) are reserved
» A Route entry defines a static route

= Syntax similar to that of BEGINROUTES. Differences shown below:

RouteTable Route entry BEGINROUTES
Destination - Single IP address Ipaddress
Or
Ipaddress/32
Destination - Range of IP ipaddress/prefixLength
addresses
Link name undefined in TCP/IP Route created but not usable until
profile link is defined. Netstat shows
status of “ 1"

»> A DynamicRoutingParms entry defines parameters used by OMPROUTE to
control the dynamic routes added to the policy-based route table
= Multiple DynamicRoutingParms can be configured on a RouteTable statement
» Route Table Advanced Parameters
= Multipath indicates whether or not the Multipath algorithm should be used for this
table
= IgnorePathMtuUpdate indicates whether IPv4 ICMP Fragmentation Needed
messages should be ignored for this route table
= DynamicXCFRoutes indicates whether direct routes to dynamic XCF addresses
on other TCP/IP stacks should be added to this route table.
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Up to 255 policy-based route tables can be defioed stack, but only the active tables are insthih the stack. A route table is active if
it is referenced by an active routing rule andagsociated action. Like the main route tableleybased route table can contain both
static and dynamic routes.

The table name specified for a policy-based raafiéetmay be from one to eight characters in lengfith the addition of the policy-based
routing function, the main route table has alsmtgigen a name so it can be identified in displyd messages. The name of the main
route table is EZBMAIN.

Policy-based route table names can be configurkmhier case, upper case, or mixed case. Repasepted on the MVS console (for
example, Netstat and OMPROUTE Display) are displageall upper case. When a name is providedttr iNetstat or OMPROUTE
Display output, the case of the name is ignoréthel same name is used for multiple policy-basedertables, but using a different case
for each the names will be indistinguishable in Mx®isole reports and when reports are filterethble name, all tables with that name
will be included, regardless of case. You may wartefine all table names using UPPER case.

A Route entry on the RouteTable statement is usdéfine a static route. The syntax of the Routeyes similar to the syntax of the
ROUTE entry on the BEGINROUTES statement, usedefimd static routes for the main route table. dliferences between the two are
in the way that the route destination is speciéied in the way that a route is processed by ttuk sthen the link that the route uses is not
defined to the stack.

A DynamicRoutingParms entry on the RouteTable stat¢isaised to define a link and, optionally, a neop IP address that are to be
used by OMPROUTE to control the dynamic routes withbhe added to the route table. If the linknist defined in the TCP/IP profile, the
DynamicRoutingParms definition is kept, but not usadl the link is defined. Multiple DynamicRongParms entries can be specified
on a RouteTable statement to allow the route tablese multiple links and next hops.

The Multipath setting on the RouteTable statemdatal you to indicate when the multipath algoritheed for a policy-based route table
should be different from the algorithm being usedtfie main route table. The main route table tlse$PCONFIG MULTIPATH /
NOMULTIPATH setting from the TCP/IP profile. Ifdifferent multipath setting is needed for traffing a policy-based route table, use
the RouteTable Multipath parameter. You can spead&gGlobal which indicates the IPCONFIG multipatttisg will be used for this
policy-based routing table. You can indicate #ititer the perpacket or the perconnection multipégbrithm is to be used for the table
or you can also indicate that no multipath proecesshould be used for the table.

The IgnorePathMtuUpdate option allows you to contrbether ICMP Fragmentation Needed messages wippéed to the routes in the
table. This is an advanced option that should panally need to be set. When path MTU discovesniabled for the stack, IPv4 ICMP
Fragmentation Needed messages are used to lowstTtbesalue used to send data to a specific destinatThe path MTU is updated for
all routes to the destination. By default, alltesito the destination in policy-based route tabtesalso updated. You may wish to ignore
path MTU updates for a policy-based route tablgaioimg routes known to use paths that supporelddU values. If there are routes in
another route table for the same destinationslamektroutes may require a smaller path MTU valyrpriePathMtuUpdate Yes will
ensure that a path MTU update that results frordisgrdata on a small MTU route will not cause adatp to the path MTU for the
routes in the policy-based route table.

The DynamicXCFRoutes option allows you to controkttter direct routes to dynamic XCF addresses ogr Gi6P/IP stacks should be
added to the route table. This is an advanced mfiat should not normally need to be set. Conshdemption if you have locally
originated traffic that will use a policy-based t®table whose destination will be the dynamic X@Eress of another stack. The routes
that will be added to the policy-based route talsl@ result of this option being set are the sautes that are automatically generated in
the main route table when dynamic XCF links arévact
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Enterprise Extender (EE) Example

» The problem

= A system programmer observes that outbound EE traffic is being
negatively affected by congestion caused by other IP traffic.

» Routing scenario
= Only dynamic routes are being used.
= All traffic (including EE traffic) is being routed using OSALINK1.
v OMPROUTE has added the “best” route (using OSALINK1) to the route table.

= There are 2 other links (OSALINK2 and OSALINKS3) that could also be
used for EE traffic.

» The solution
= Using policy-based routing, the EE traffic can be routed over OSALINK2
and OSALINK3 while other (non-EE) traffic continues to be routed over
OSALINK1.
» How?

= A policy-based route table is created that contains only dynamic routes that
use either OSALINK2 or OSALINKS.

= Policy is configured such that all EE traffic, which can be identified by
protocol and ports, is routed using this policy-based route table.
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As an example of a situation where policy-basedimgunay be useful, consider the scenario wherstem
programmer has determined that his outbound Ensergixtender traffic is being negatively affectgd b
congestion on the link being used by the main rtaltée. His stack is configured to use dynamidinguand
the dynamic routes are sending all traffic overgame link. He knows that if he could somehow Moy
the Enterprise Extender traffic to another avaddlyik, he could get that traffic flowing better.

Using policy-based routing he can move the EEitraffie can create a policy-based route tablewfibonly
contain routes that use the other available lirfs.can then define policy such that all of thetEzsic will
use that route table. All of the EE traffic wilbw be routed using the other available links whlleother
traffic, which does not match the policy, will comte to be routed using the main route table.
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EE example sample syntax

RoutingRule EERoutingRule

TrafficDescriptor

{
Protocol UDP
SourcePortRange 12000 12004
DestinationPortRange 12000 12004

}

RoutingActionRef EERoutingAction

}

RoutingAction EERoutingAction
{

nwn m 4 O =2

UseMainRouteTable No
RouteTableRef EERtTDI

}

RouteTable EERtTbI

{
DynamicRoutingParms OSALINK2 10.11.12.1
DynamicRoutingParms OSALINK3 10.11.13.1

}
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This notes page shows an example of policy thalddoe written to solve our example problem, wheee th
system programmer needed to move his EE traffim faccongested link to other available links.
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FTP Example

\7

The problem

= A system programmer needs to optimize the performance of outbound FTP traffic to
destination 10.11.33.1. Since the traffic involves large file transfers, a network that
supports a large MTU size should be used. If that network is not available, networks
that support a smaller MTU size can be used.

» Routing scenario
= Only static routes are being used.

= All traffic to destination 10.11.33.1 is being spread, using multipath, over 3 links:
v" SMTULNK to a network with a small MTU size
v MMTULNK to a network with a medium MTU size
v" LMTULNK to a network with a large MTU size

» The solution

= Using policy-based routing, all FTP traffic with a destination address of 10.11.33.1
can be routed over link LMTULNK while other traffic continues to be routed over all 3
links. If LMTULNK is not active, MMTULNK and SMTULNK can also be used for the
FTP traffic.

» How?
= A policy-based route table is created that contains only a default static route that
uses link LMTULNK.

= Policy is configured such that the FTP traffic, which can be identified by protocol, job
name, and destination IP address, is routed using this policy-based route table.

= The policy also is configured to indicate that the main route table can be used to
select a route if the route in the policy-based route table is not active.
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As another example of a situation where policy-daseiting may be useful, consider the scenario w/laer
system programmer needs to optimize the performahber outbound FTP traffic to a particular destion.
Her stack is configured to use static routing dradtatic routes are configured such that allitragfbeing
spread across three different links. These lirkess networks with a variety of MTU sizes. Shevksnthat
she could improve the performance of this FTPizaffshe could make all of that traffic go out ovke link
to the network with the largest MTU, whenever pblssi

Using policy-based routing she can move this speEIfP traffic. She can create a policy-basededable
that contains only routes that use the link torteevork with the largest MTU. She can then definbcy
such that all of the FTP traffic to the particulstination will use that route table. All of thakP traffic will
now be routed using the large MTU network whileadher traffic, which does not match the policyll wi
continue to be routed using the main route taBliece she wants this FTP traffic to continue tadaged,
even if the link to the large MTU network becomeswailable, she can indicate that the main rolikethe
used as a backup to the policy-based route table.
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FTP Example Sample syntax

RoutingRule FTPRoutingRule

IpDestAddr 10.11.33.1
TrafficDescriptor
{

Protocol TCP

JobName FTP*

}
RoutingActionRef FTPRoutingAction

}

RoutingAction FTPRoutingAction

o0om 1 0O Z

UseMainRouteTable Yes
RouteTableRef  FTPRtThI

}
RouteTable FTPRtTbl

Route Default 10.11.12.1 LMTULNK MTU 4096
}
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This notes page shows an example of policy thalddoe written to solve our example problem, wheee th
system programmer needed to move her outbound f@ffie being sent to a particular destination sthadt it
would use a link to a network with a large MTU. i§ Bxample assumes that all outbound FTP traffit t&e
destination 10.11.33.1 is sent by jobs with naneggrining with “FTP”.
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Using the IBM Configuration Assistant

» When using the IBM Configuration Assistant for z/OS
Communications Server to generate Routing policy files:
= Only stack-specific Routing policy files are created (No common
Routing policy generated)
v Use the RoutingConfig statement to specify the Routing policy file
name
= Routing rules are called “connectivity rules” within the Configuration
Assistant
= PBR configuration is flexible
v Inline configuration or
— You can begin by defining a rule then defining the route table it will use.
v’ Configuration with reusable objects
— You can begin by defining address groups, traffic descriptors, or route
tables as reusable objects. Then define rules that use the reusable
objects.
= The Configuration Assistant checks for possible problems

v’ Prevents duplicate route tables from being created. Duplicate route
tables can impact performance if dynamic routing is being used.
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As mentioned previously, the IBM Configuration Agtaint for z/OS Communications Server can be usat as
alternative to manually creating your policy agemmfiguration flat-file for policy-based routing. Wgn this
method is used, there are no common configuraties ¢reated. All configuration is placed in a stack
specific configuration file. Use the RoutingCongigitement in your image configuration file to sfette
name and location of the file.

Within the Configuration Assistant, routing ruleg &alled connectivity rules. This is the named tha
Configuration Assistant uses for rules across tfferént types of policy.

Using the Configuration Assistant will simplify th@b of configuring policy-based routing in a fevays.

First, there is no need to configure the policeraihd action as two separate objects. In the Qanaiion
Assistant, these are configured as a single objatidentifies both the characteristics of théfizaand the
route tables that are to be used for that traffic.

Next, the rule priority does not need to be maryuadinfigured. Instead, the priority is managed by th
Configuration Assistant based on the order thattles are displayed on the rules panel.

Lastly, the Configuration Assistant will verify tlieformation you enter and will generate a flagfidontaining
policy statements that are free of syntax errors.

The Configuration Assistant will allow you flexili} in how you configure your Routing policy. Yaan

configure everything inline for each rule and assted route table. Alternatively, you can creatdrass

groups, traffic descriptors, and route tables asable objects and then define rules that use tleesable
objects.

If you use the Configuration Assistant to creatarymonfiguration files, it will ensure that you dot create

duplicate route tables. Duplicate route tablesikhbe avoided as they increase complexity antharcase of
route tables with dynamic routing support, they atipgperformance.

146



New pasearch options

» New options added for Routing:
= -R - Display Routing policy information

TCP/IP pasearch CS VIR9 Image Nam e: TCPCS2
Date: 11/02/2006 Time: 11:3 6:03
Routing Instance Id: 1162481223

policyRule EERoutingRule

Rule Type Routing
Version 4 Status Active
Weight 100 ForLoadD ist:  False
Priority: 100 Sequence Actions: Don't Care
No. Policy Action: 1
policyAction:  EERoutingAction

ActionType: Routing

Action Sequence: 0

= T - Display table information
v Only supported with —R to display route tables (-R is the default)

TCP/IP pasearch CS VIR9 Image Nam e: TCPCS2
Date 11/02/2006  Time: 11:3 6:17
Routing Instance Id: 1162481223
Route Table EERITbI

Version: 1 Status: Active
IgnorePathMtuUpdate No Multipath Disable
DynamicXCFRoutes  No
DynamicRoutingParms

link_name OSALINK2

gateway_addr 10.11.12.1
DynamicRoutingParms

link_name OSALINK3

gateway_addr 10.11.13.1
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In order to allow for querying of Routing policigbge set of options available for use with the pasie
command is expanded to include the -R and -T optidsse the -R option to indicate that the pasearch
command is requesting Routing policy informatiBasearch -Rwill display active Routing rules and
associated Routing actions. The active rule naismayed in this example is EERoutingRule. Thigvac
rule references the Routing action named EERoutitigA. The priority for this rule is 100. Thistae rule
is installed in stack TCPCS2.

Use the -T option to indicate that the pasearchnsand is requesting table information. Currenthg 1T
option is only used to display policy-based roatae information. This slide shows the display ofative
Route table named EERtTbI. It is the result phaearch -T -f EERtTbl command By using the pasearch
-f option you can display a single Route tableisTisplay indicates that two DynamicRoutingParnes ar
defined for the table. Path MTU Update messag#dwiprocessed and the multipath routing algoritam
disabled for this routing table. In addition, direoutes to dynamic XCF addresses on other TCRA&ks will
not be added to the route table.

These 2 new options can be used in combinationavitariety of other pasearch options to control the
information that will be displayed in responsehie pasearch command. Following are some of tHerapt
that can be used in combination with the -R andpfions:

*Use -R with -e to display Routing policy rules axtions - this is the default.
*Use -R with -r to display Routing policy rules.

*Use -R with -a to display Routing policy actions.

*Use -T with -R to display Routing route tablesistis the default.

Use -A with any of the combinations above to digm@ative policy information - this is the defaultlse 1
with any of the combinations above to display inacpolicy information. Use -f with any of the
combinations above to filter the information diggd by policy name.

Note that a routing rule is active based on than@Condition. A routing action is always activ&.route
table is active if it is referenced by an activatiiog rule and its associated action.
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Netstat Updates

» A new modifier is available with Netstat ROUTe/-r to display active policy-
based route tables:
= PR - Possible values are:
v ALL - Displays all of the active policy-based routing tables
v prname - Displays the active policy-based routing table with the specified name
= Netstat ROUTe/-r without the new PR modifier continues to display the main
route table
= A new route flag (I ) indicates that a static route in a policy-based route table
uses an undefined link

» Netstat ALL/-A

= Anew field is added to the information displayed for each TCP connection and
UDP socket entry:
v RoutingPolicy - Indicates whether a matching routing policy rule has been found for
the connection
= When RoutingPolicy is Yes, the following fields are also added:

v RoutingTableName
— The name of the routing table that was used to find the route for this connection or *NONE* if
a route was not found. EZBMAIN is displayed when the main routing table was used.
v RoutingRuleName
— The name of the routing policy rule in use for this connection

i‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbooks

A new modifier has been added to the Netstat ROWEemmand. The modifier is PR and it is used to
indicate that active policy-based route tablestafge displayed. Since only active route tablesresstlled in
the TCP/IP stack by policy agent, only active talidan be displayed by Netstat. The values thabean
specified on the PR modifier are ALL or the namea @licy-based route table. Use ALL to request th
display of all active policy-based route tablesselthe name of a policy-based route table to dispidy that
active table.

The IQDIO modifier displays the HiperSockets Accater routing table, which is separate from the main
route table and any policy-based route tables.réffbee, an error message will be issued if the RRlifier is
used in combination with the IQDIO modifier.

Policy-based routing does not apply to IPv6 roat#es. Therefore, no information will be displaykethe PR
modifier is used in combination with the ADDRTYPEM6 modifier.

A new flag has been added to the set of flagsddatbe displayed for each route included in thentepThe |
flag indicates a static route that is configured$e a link that is not defined to the stack.

The report generated by the Netstat ALL/-A commhbasl been modified to include policy-based routing
information for each TCP connection and UDP socRéte field RoutingPolicy indicates whether a matghi
routing policy rule has been found for the conrattr socket entry. If so, the fields RoutingT &ldene and
RoutingRuleName provide the names of the routingetahd routing policy rule being used.

For an Enterprise Extender (EE) UDP socket enftiy RoutingPolicy value is always No. The routindjgo
information for an EE UDP socket entry is displaysihg the DISPLAY NET,EEDIAG, TEST=YES
command. For details on using this command, tefefOS Communications Server: SNA Operation.
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NETSTAT ROUTE example

NETSTAT ROUTE PR prtablel

a N

N
MVS TCP/IP NETSTAT CSV1R9  TCPIP Name: TCPCS 14:24:09
(¢} Policy Routing Table: prtablel
IgnorePathMtuUpdate: Yes MultiPath: Conn(Policy)
U DynamicXCFRoutes: No
E Destination ~ Gateway Flags Refent | nterface
Default 9.67.115.65 UGS 000002 OSAQDIOLINK
S 9.67.115.65/32 0.0.0.0 UHS 000000 OSAQDIOLINK
9.67.115.69/32 0.0.0.0 UHS 000000 OSAQDIOLINK
9.67.113.0/24 0.0.0.0 S| 000000 OSALINK1

N /

— 49
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This example uses the PR modifier with the name pdlicy-based route table. The resulting repuilides
the name of the route table, the three table-spemhfiguration values (IgnorePathMtuUpdate, Mrétih,
and DynamicXCFRoutes), and the routes containgldeimoute table.

The MultiPath value shown in this example indicdted the perconnection multipath algorithm is taused
for the table. The value in the parentheses, Paliclicates that this setting was configured anpblicy
RouteTable statement that defined this table. Whemmultipath setting for a policy-based routddab being
inherited from the IPCONFIG MULTIPATH setting, thalue in parentheses is Profile.

The last line of the report shows a static rouéd ith defined using a link that is not currentlyidedl to the
stack. The | flag is used to indicate this.

When PR ALL is specified, similar information ispemated for all of the policy-based route tables.
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Netstat ALL/-A

No matching routing policy rule

» When no matching routing policy rule has been found for the connection

-~

N

MVS TCP/IP NETSTAT CS V1R9

Client Name: FTPD1

Local Socket: 0.0.0.0..21
17:09:22 State:
Bytesin: 0000000000

0000000000

Last Touched:

Segmentsin:

TCPIP NAME: TCPCS
Client Id: 00
Foreign Socke

BytesOut
SegmentsOut

RcvNxt: 0000000000 SndNxt

ClientRcvNxt:

0000000000

ClientSndNxt

QOSPolicyRuleName :

TTLSPolicy: No
RoutingPolicy:

No
ReceiveBufferSize: 0000016384 SendBufferSiz

Connectionsin: 0000000000
CurrentBacklog: 0000000000

CurrentConnections

ConnectionsDr
MaximumBacklo
: 0000000300 SEF:

17 :40:36\
00003B

t:0.0.0.0..0
List en
0000000000
: 0000000000
0000000000
: 0000000000

e: 0000016384
opped : 0000000000

g: 0000000010

098
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This example shows a connection for which a matghimting policy rule has not been found. Notd tha

RoutingTableName and RoutingRuleName fields are ismtiayed.
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Netstat ALL/-A

A matching routing policy rule exist

» When a matching routing policy rule has been found for the connection

N

/ MVS TCP/IP NETSTAT CS V1R9 TCPIP NAME: TCPCS
Client Name: FTPD1 Client Id: 00

ClientRcvNXxt: 0000000000 ClientSndNxt:

N
Local Socket: 0.0.0.0..21 Foreign Socke
(6] Last Touched:  17:09:22 State:
Bytesin: 0000000000 BytesOut:
1 Segmentsin: 0000000000 SegmentsOut:
RcvNxt: 0000000000 SndNxt:
E
S

QOSPolicyRuleName:
TTLSPolicy: No

RoutingPolicy:  Yes
RoutingTableName: PRTAB1 _
RoutingRuleName: SecLow2
ReceiveBufferSize: 0000016384 SendBufferSiz
Connectionsin: 0000000000 ConnectionsDr
CurrentBacklog: 0000000000 MaximumBacklo
CurrentConnections: 0000000300 SEE:

17:40:36 \
00003B

t: 0.0.0.0..0
Listen
0000000000
0000000000
0000000000
0000000000

e: 0000016384

opped: 0000000000

g: 0000000010
098

J
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This example shows a connection for which a matghiuting policy rule has been found. The
RoutingTableName and RoutingRuleName fields are neplayed, showing the route table and routing

policy rule being used.
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Netstat ALL/-A
A matching rule exist but no active route

= » When the route tables referenced by the matching routing
policy rule do not contain a usable route to the destination

N ﬁvs TCP/IP NETSTAT CSVIR9  TCPIP Name: TCPCS1 20:46:31 \
Client Name: USER105 Client Id: 00 00004D
(0] Local Socket: 10.11.2.1..1024
Foreign Socket: 10.81.2.2..4006
T Bytesin: 00000000000000000005
BytesOut: 00000000000000000010
E Segmentsin: 00000000000000000003
SegmentsOut:  00000000000000000005
S Last Touched:  20:45:04  State: Establsh
RCVNXE: 2928345537 SndNxt: 2928339715
ClientRcvNxt: 2928345537  ClientSndNxt: 2928339715

QOSPolicyRuleName:
RoutingPolicy:  Yes

RoutingTableName: *NONE* -
RoutingRuleName: RoutingRulel
ReceiveBufferSize: 0000016384 SendBufferSiz e: 0000016384

ReceiveDataQueued: 0000000000
SendDataQueued: 0000000000
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This example shows a connection for which a matchiuting policy rule has been found. Howeverearsh
of all of the associated route tables has failefihtba usable route to the destination. Whenithtke case,
the RoutingTableName is displayed as *NONE*.
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OMPROUTE DISPLAY options

» New options available for displaying policy-based
route tables with the OMPROUTE display command
(DISPLAY

TCPIP,tcpipjobname,OMProute,RTTABLE):

= PRtable=ALL

v Displays the routes in all of the OMPROUTE policy-based route
tables, along with the dynamic routing parameters for each table

» PRtable=prname
v'Displays the routes in the specified OMPROUTE policy-based

route table, along with the dynamic routing parameters for the
table

» Only route tables with dynamic routing parameters
defined can be displayed.
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A new option has been added to the OMPROUTE DISPIRRYWABLE command. The option is PRtable and
it is used to indicate that OMPROUTE policy-basedte tables are to be displayed. The values trabe
specified on the PRtable option are ALL or the narhe policy-based route table. Use ALL to requbst

display of all OMPROUTE policy-based route tablésse the name of a policy-based route table tdailisp
only that table.

The PRtable option can be used in combination thithDEST= option to display details of the routes i
policy-based route tables to a particular destmati

OMPROUTE has no knowledge of policy-based routéetathat are defined without dynamic routing
parameters. Those route tables are using statitmgoonly. Since OMPROUTE has no knowledge oftho
tables, they cannot be displayed with the OMPROWT&PLAY command.
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OMPROUTE display
examplel
DISPLAY TCPIP,tcpipjobname,OMProute,RTTABLE,PRtable=SECLOW?2
N 7778471 ROUTING TABLE 796 \
o TABLE NAME: SECLOW2 F
TYPE DEST NET MASK COST AGE N EXT HOP(S)
T
- SBNT 8.0.0.0 FFO00000 1 1549 N ONE
SPF 8.8.8.8 FFFFFFFC 2 1545 9. 67.100.8
s SPF 8.8.8.8 FFFFFFFF 2 1545 9. 67.100.8
SBNT 9.0.0.0 FFO00000 1 1368 N ONE
DIR* 9.67.100.0 FFFFFF00 1 1576 9. 67.100.7
SPF 9.67.100.7 FFFFFFFF 2 1545 OS ALINK2
SPF 9.67.100.8 FFFFFFFF 1 1572 9. 67.100.8
SPF 9.67.1054 FFFFFFFF 2 1545 9. 67.100.8
SPE2 130.200.0.0 FFFF0000 0 1379 9 .67.100.8 (2)
0 NETS DELETED
DYNAMIC ROUTING PARAMETERS:
INTERFACE: OSALINK2  NEXT HOP: 9.67.100.8
INTERFACE: OSALINK2 ~ NEXT HOP: 9.67.100.15 -
L INTERFACE: *OSALINK3  NEXT HOP: 9.67.201.53 f
t@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /I'edbOOkS

In this example, the PRtablprmameoption has been used to display a particular pddesed route table. The
prnamevalue of SECLOW? results in only that route talkdénly displayed.

Table SECLOW?2 is defined with three dynamic roudgameters that each specify a link and next #db.
dynamic routes added to this table should be edhrect routes over one of these links or indirecttes over
one of the links that have the associated IP addresext hop.

Most of the information in the display of a polibgsed route table is the same as what is includti
display of the main route table. What is addedpfaicy-based route tables is the name of the tabtke top
and the dynamic routing parameters being usechéotable at the bottom.

The asterisk beside the link name in the last dyoaouting parameter shown in this example indisabet
OSALINKS3 is either not currently defined to the TAHPstack or not currently active. In either cabere
would be no dynamic routes in the route table tkat link.

When PRtable=ALL is specified, similar informatimnrepeated for all of the OMPROUTE policy-basedteo
tables.
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In this example, the DEST=_addroption has been used in order to display the nialtiext hops to the

OMPROUTE display example2

e DISPLAY

TCPIP,tcpipjobname,OMProute,RTTABLE,PRtable=SECLOW2,DEST=130.200.0.0

-~

EZZ78741 ROUTE EXPANSION 370

TABLE NAME: SECLOW2

DESTINATION:  130.200.0.0

MASK: 255.255.0.0

ROUTE TYPE: SPE2

DISTANCE: 0

AGE: 1385

NEXT HOP(S): 9.67.100.8  (OSALINK2)
9.67.100.15  (OSALINK2)

nwn m 4 O =2

\

/

-
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130.200.0.0 network that appear in policy-basedertable SECLOW2.

If PRtable=ALL was specified instead of PRtable=8BA@V2 and other policy-based route tables also
contained routes to 130.200.0.0, the informatiartie routes in each route table would be includetie

report.
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Display NET,EEDIAG command

» z/OS VTAM Display NET,EEDIAG,TEST=YES
command is modified as follows:

= The policy-based routing information associated with the EE
connectivity being tested is displayed
v'Route table and Routing Rule

= The number of IP routes tested between two EE endpoints
now defaults to 16 - can be altered with the new
MAXROUTE operand

= Message IST21391 message is modified to display total
number of routes tested and the overall number of valid
routes found

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOKS

The Display EEDIAG, TEST=YES command, or Enterpisgender (EE) connectivity test command, is
useful in debugging various network problems and imtroduced in z/OS Communication Server V1 R8.
This command can be used to test an existing Enigergxtender connection, or it can be used to tassis
diagnosing why an EE connection cannot be estadalish

With policy-based routing, each of the EE ports barassociated with a unique routing rule. Thetratfic
utilizing each port could be routed using differemiite tables. Due to these changes, the comneayuired
modifications for the support of policy-based ragti

The MAXROUTE value specifies the maximum numbevalfd TCP/IP routes that will be tested between
two Enterprise Extender (EE) endpoints. Multiplates may exist when MULTIPATH support or policy-
based routing is being utilized in the route catiohs between the EE endpoints. When the maxinounes
to be tested is exceeded then all routes oveirtiiewill not be tested.

Normally 16 routes (the default) should be suffitie fully test connectivity between two EE endpsi If
message 1ST2139I indicates that all routes aréeioig tested, MAXROUTE can be used to increase the
number of routes to be tested.
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&AIP VBUILD TYPE=XCA \

PORTIP PORT MEDIUM=HPRIP,
LIVTIME=(25,3600),
SRQTIME=15,
SRQRETRY=3

*

GPIP GROUP DIAL=YES,
ANSWER=0ON

ISTATUS=INACTIVE,
IPADDR=9.67.1.1,
CALL=INOUT
LNIP1 LINE
PUIP1 PU
LNIP2 LINE
PUIP2 PU

- J

k
]
L
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Successful single hop EE connectivity test

ﬁOIPZA VBUILD TYPE=SWNET
*

SWPU1A2A PU ADDR=01,
CPCP=YES,
CPNAME=SSCP2A,
CONNTYPE=APPN,
NETID=NETA,
PUTYPE=2

PATH1A2A PATH GRPNM=GPIP,

K IPADDR=9.67.1.2

~

.com /redbooks

This is a sample of a single hop predefined EntegdExtender (EE) link. This example illustratesase

where connectivity being tested between two EE emipis successful.
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Successful single hop EE connectivity test

ﬁEEDAG,TESTlDSWPUlAzADETAL \
— 1ST097I DISPLAY ACCEPTED AN : H
IST3501 DISPLAY TYPE = EEDIAG ’ A” EE trafflc uses Slngle

1ST21191 ENTERPRISE EXTENDER DISPLAY CORRELATOR: EE 000001 po' icy_ based routi ng ru le and
IST20671 EEDIAG DISPLAY ISSUED ON 03/13/05 AT 21:07 01
IST16801 LOCAL IP ADDRESS 9.67.1.1 ro u'[e tabl e

IST16801 REMOTE IP ADDRESS 9.67.1.2
1ST20231 CONNECTED TO LINE LNIP2
1ST21261 CONNECTIVITY TEST IN PROGRESS

1ST3141 END

IST3501 DISPLAY TYPE = EEDIAG

1ST21301 ENTERPRISE EXTENDER CONNECTIVITY TEST INFO  RMATION
1ST21191 ENTERPRISE EXTENDER DISPLAY CORRELATOR: EE 000001
IST21311 EEDIAG DISPLAY COMPLETED ON 03/13/05 AT 21 07:46
1ST21321 LDLC PROBE VERSIONS: VTAM = V1 PARTNER = UNKNOWN
1ST16801 LOCAL IP ADDRESS 9.67.1.1

IST16801 REMOTE IP ADDRESS 9.67.1.2

1ST22241 ENTERPRISE EXTENDER ROUTING POLICY INFORMA TION
IST2225| PORT ROUTE TABLE ROUTING RULE

1ST22051 -~

IST22261 12000 EERTTBL ~ EEROUTINGRULE

IST22261 12001 EERTTBL ~ EEROUTINGRULE

IST22261 12002 EERTTBL ~ EEROUTINGRULE

IST22261 12003 EERTTBL ~ EEROUTINGRULE

IST22261 12004 EERTTBL ~ EEROUTINGRULE

o m - O Z

[
IST21341 CONNECTIVITY SUCCESSFUL PORT: 12000
IST21371 1 9.67.1.2 RTT. 6
1ST21341 CONNECTIVITY SUCCESSFUL PORT: 12001
IST2137 1 9.67.1.2 RTT: 6
IST21341 CONNECTIVITY SUCCESSFUL PORT: 12002
IST2137 1 9.67.1.2 RTT: 6
1ST21341 CONNECTIVITY SUCCESSFUL PORT: 12003
IST21371 1 9.67.1.2 RTT. 6
IST21341 CONNECTIVITY SUCCESSFUL PORT: 12004

IST21371 1 9.67.1.2 RTT: 7

Bl
1ST21391 CONNECTIVITY TEST INFORMATION DISPLAYED FO R 1 OF 1 ROUTES
IST3141 END
Q
8
L@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbOOkS

In this example, the operator on SSCP1A perforra€eih connectivity test to assist in determining the
connectivity to the remote EE endpoint located 8CB2A.

A single policy-based routing rule (EEROUTINGRULE)being utilized for all EE traffic between the EE
endpoints being tested. The policy-based routitglnas indicated that Multipath is disabled and there is a
RouteTable defined for EE traffic (the route tabdene is EERTTBL).

When a policy-based routing rule is defined for &kytraffic between the EE endpoints, you will igee
additional messages. Message 1ST2224l is a heaelesage for the routing policy information.

Message 1ST2225I is a header for the display oERdJDP ports, route tables, and policy routingsul
Message 1ST22261 displays the EE UDP ports and pardts associated route table and policy routing.r If
a policy-based routing rule is not defined for & EDP port, the policy routing rule will be displalyas
NONE. When the main route table is being utilizeither no policy routing rule or the routing actio
indicates the use of the main routing table), thee table that is displayed is EZBMAIN.

Message 1ST2139I has been modified to indicatenthmeber of routes tested and the overall numbeoutes
found for the EE connectivity test. If this messagticates that all routes are not being tested the D
NET,EEDIAG,TEST command can be re-issued with a NMOUTE operand value sufficiently large enough
to test all routes.
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PBR — Other Considerations

» Interactions with IPSECURITY

= Multli(palh PerPacket algorithm cannot be used for a route table when IPSECURITY is configured for the
stac

= If both are configured, Multipath support is disabled for the route table and message EZD0028I is
displayed:
» Interactions with IPSec tunnels

= Arouting rule is selected based on the characteristics of a packet BEFORE it is encapsulated, including
the packet’s original destination

= When a packet is encapsulated to be sent to a security gateway, the destination IP address of the
encapsulating packet is the security gateway

= The route tables referenced by the routing rule and action should contain routes that can be used to reach
both the security gateway and the original destination
v' If there is no route to the original destination, the packet will be dropped.

voIf _t”hgre is adroute to the original destination but no route to the security gateway, the route to the original destination
will be used.

» Interactions with Common INET

= If Common INET (CINET) is used to run multiple zZOS Communications Server TCP/IP stacks
concurrently, CINET has no knowledge of the policy-based route tables being used by those TCP/IP
stacks

= CINET only has knowledge of the routes in each TCP/IP stack's main route table
= Avoid using policy-based routing in a CINET environment unless at least one of the following is true:
v All applications establish affinity with a particular TCP/IP stack

v The routes in each TCP/IP stack route table are mutually exclusive with the routes on the other TCP/IP stacks - i.e.,
the stacks are connected to separate non-overlapping networks

» Performance Considerations
= There is an OMPROUTE performance cost for each table using dynamic routing
= Avoid large numbers of policy-based route tables using dynamic routing

= Avoid duplicate route tables

There is a performance cost for each policy-based route table that is searched on a route lookup.
Minimize the number of route tables provided

0
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As with the main route table, the Multipath PerRackgorithm cannot be used with a policy-basederdaible
when IPSECURITY is configured for the stack. Iésle two are configured together, the Multipath fiomc
will be disabled.

If IPSECURITY is in use on a stack, use either nathath algorithm or the Multipath PerConnection
algorithm to distribute traffic routed using yowligy-based route tables. If Multipath PerPacketaefigured
in the policy-based route table when IPSECURIT ¥dgfigured for the stack then the following messiage
displayed:

EZD0028I IPV4 MULTIPATH PERPACKET NOT VALID WITHIP V4 SECURITY — MULTIPATH
SUPPORT DISABLED FOR ROUTE TABLEt abl e

When policy-based routing is used on a stack thatso using IP Security, special care must be tiken
ensure that policy-based route tables that willded for IP Security traffic contain the necessanjes. The
route tables to be searched will be selected baiséke characteristics of the unencapsulated padkwed.
destination of the encapsulated packet may diffanfthe destination of the original packet. Rouitekoth
destinations should appear in the route table® teelarched.

The use of policy-based routing on a stack that & Common INET environment should be avoided pkie
very limited scenarios. Those scenarios are destrdn this page. The problem with this combimatio
other scenarios is due to the fact that Common IN&S§ no knowledge of the policy-based route tatdisg
used by each stack. Common INET only knows théesda of each stack’s main route table and will dede
stack to used for a connection based on that irdtom. Since the contents of policy-based routéetatyill
likely differ from the contents of the main rousbte, Common INET may not select the best stacker
connection and may even select a stack on whichaheection will fail.

Each policy-based route table that is configureddfmamic routing adds additional processing to
OMPROUTE. Duplicate route tables should be avoiiedi this is ensured if the Configuration Assistant
used to create your policy agent flat-files. Idliéidn, you should avoid having large numbers dfgyebased
route tables that use dynamic routing.
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This presentation describes the changes to expbiystem z hardware.
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Agenda

K OSA-Express Network Traffic
Analyzer

» Queued Direct I/O diagnostic
synchronization

» OSA-Express Virtual MAC

> Dynamic LAN idle timer function f
' z?( / )

\ E
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In this presentation we will be discussing the fiorts that exploit the system z hardware.
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OSA-Express Network Traffic Analyzer

L@ Hedbnoks © Copyright IBM Corp. 2007. All rights reserved. om /redbooks

This section describes the z/0OS CommunicationseBémplementation of the OSA-Express Network Tiaffi
Analyzer.
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OSA-Express QDIO problems
Difficult to diagnose

OSA-Express in QDIO mode is the strategic network interface for Ethernet
connectivity

‘/

» Functions provided for an OSI Layer 3 application
= ARP offload
= VLAN
= Checksum offload
= TCP segmentation offload

» The OSA can be shared by multiple stacks and LPARSs.

» Diagnosing OSA-Express QDIO problems can be very difficult
= TCP/IP stack (CTRACE and/or packet trace)
= VTAM (VIT)
= OSA (hardware trace) — SE initiated
= Network (sniffer trace)

» Often itis not clear where the problem is and which trace(s) to collect.

» Offloaded functions and shared OSAs can complicate the diagnosis.
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The Open System Adapter (OSA) Express operatifiguieued Direct Input/Output (QDIO) mode is the styat@etwork
interface for Internet Protocol (IP) communicatidosthe z/Series line of processors.

The z/OS Communications Server provides the interfa the OSA-Express for IP when a TRLE definiti@eonfigured
for VTAM and the IPv4 Device and LINK statementstioe IPv6 INTERFACE statement is configured for TRe VTAM
component of Communications Server provides thécdalriver interface between the OSA and IP compbwnith a
TRLE definition. The TRLE entry in a VTAM TRL majmode needs at least one DATAPATH address for e&fhlP
stack on the LPAR. The PORTNAME value on the TRit&ement is the name that is the same value ustto
DEVICE and INTERFACE configuration statements.

The OSI Layer 3 functions of ARP offload, VLAN, Glisum offload and TCP segmentation offload can bieed by IP.
By moving these function to the OSA, the Communicet Server reduces the CPU load on the main psoces

In addition, multiple instances of the Communicat®erver in one LPAR or in multiple LPARs can shameOSA.

IP network problems can be complicated to resolsehe problem outside of the OSA? Is the netwouter not
receiving packets from the OSA or not sending picteethe OSA? Is the problem inside the LPAR®hésapplication or
communications server not sending packets to the @0t receiving packets from the OSA? Trackingvd the where
in the network path a packet is lost may requimeds and logs from many different sources:

«Application logs showing that a network sessioadsve and processing network data.
*NETSTAT displays of active connections and theesuhat are active for those connections.
*Packet traces and system traces taken by the coioations server.

*VTAM traces of the device driver processing theamek data.

*OSA hardware traces and logs

«Sniffer traces taken from routers and switchesglkhe network path.

*And the above traces at the other end of the rr&tpath.

In addition the offloaded functions and shared O8d#sse further complications. The OSA hardwareetraquires IBM
SE personnel to be on-site to initiate the tracetion from the Hardware Maintenance Console (HMC).
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OSA-Express Network Traffic Analyzer

» Improve serviceability with the OSA-Express Network Traffic Analyzer (OSAENTA) function

» Supported on OSA-Express2 GA3 (in QDIO mode) on z9-109.

= Refer to the 2094DEVICE Preventive Service Planning (PSP) and the 2096DEVICE Preventive Service
Planning (PSP) buckets for the latest level of OSA-Express2 LIC

Allows z/OS Comm Server to collect Ethernet data frames from OSA
= Controlled by z/OS Comm Server
v" New VARY TCPIP,,OSAENTA command
v" New OSAENTA statement in TCP/IP profile
v' The ability to trace discarded packets
v' Data collected in new CTRACE component SYSTCPOT
= Collected by OSA

v ékjlkty to lfee ARP packets, MAC headers (including VLAN tags), packets to/from other stacks shared by the OSA and
packets

v OSA sends trace records to the z/OS stack

= Network Traffic Analyzer Trace Interface
v’ Created automatically on first OSAENTA command or processing of OSAENTA statement for a given PORTNAME
v’ Started via ON parameter of OSAENTA and stopped via OFF parameter of OSAENTA

= Only one Network Traffic Analyzer per OSA

v

» Minimizes the need to collect and coordinate multiple traces for diagnosis
» Minimizes the need for traces from the OSA Hardware Management Console (HMC)

» Available on z/OS V1R8 via APAR PK36947

64
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The OSA-Express Network Traffic Analyzer (OSAENThction is designed to provide the serviceabiiifyction for OSA-Express by
collecting packet traces between the z/Series psocs and the LAN connected to the OSA. OSAENTAIgpsrted on OSA-Express 2
GA3 on the z9-109 class of processors. It wibakquire an upgrade of the OSA-Express LIC. To lenthie OSA-Express network
traffic analyzer, which may be referred to as NTAOSAENTA, you must be running at least an IBM 8gstz9 EC or z9 BC and OSA-
Express2 in QDIO mode (CHPID type OSD). Refer ®2094DEVICE Preventive Service Planning (PSP)taa®096DEVICE
Preventive Service Planning (PSP¥buckets for éurithformation.

The z/OS Communications Server OSAENTA functionged to control the trace process in an OSA. OBAENTA statement may be
in the profile data set or in a Vary OBEYFILE dat or issued as console command using VARY TCPEAENTA. There are control
parameters which start and stop the trace, telD®A how much data to collect out of each packetvaimeh to automatically stop the
trace. The filter parameters tell the OSA whielck®ets to capture.

Both the OSAENTA statement in the TCPIP profile #mel VARY TCPIP,,OSAENTA command provide equivalémiction with
common syntax. The only difference in syntax ig the command parameters are separated by commestidprofile statement
parameters can be separated by blanks. This pagisaruses the term "OSAENTA command" to refegitber the OSAENTA profile
statement or the VARY TCPIP,,OSAENTA command.

Packets that are being discarded are filtered lopihe DISCARD parameter. The filters providedéao effect of the collection of
discarded packets. A discard reason code is assdaiith each discarded packet. A packet maydmadied for exceptional reasons or as
part of the usual discard processing. The reagmtket is discarded is broken into two groupseptional reasons and the usual reasons.
An exceptional reason can be no buffers availdb&destination IP address is not registered evetls no default router stack. A usual
reason can be Ethernet protocol not supportedd®®A or a VLAN is not registered.

Using the currently available z/OS facilities (CTRR and IPCS) the trace data can be written to 28 sets and formatted. In addition
the OSAENTA facility captures the Ethernet headeictvis not available with the current PKTTRACE coand. The Ethernet header
includes the MAC addresses, the VLAN tag, and thera802.3 fields. Packets for other protocolsaustently seen by the z/OS IP
Communications Server such as ARP and SNA packetbe captured. Packets sent and received froen @élvices shared by the OSA
can also be captured. These include IP stackeisame LPAR, in other LPARS running z/VM, z/Linmdaz/OS. This also includes
other z/OS images with different releases of z/OS.

For the z/OS Communications Server an internatfexte for NTA is created the first time a new PORTWR is encountered on a
OSAENTA statement or command. The interface appesia TCP/IP interface. A home IP address isssuicéated with this interface.
The interface name is EZANTA concatenated withptoe name. This EZANTA interface is displayed a &nd of the NETSTAT DEV
output. When the ON keyword of the OSAENTA commansipecified VTAM allocates the next available TRil&ta path associated
with the port. This data path is used only fdidonnd trace data. When the OFF keyword is useth¢otrace limits of the TIME, DATA
or FRAMES keyword are reached) the data path éaseld. The NTA trace interface is neither IPv4 nor IPvBeTBtack
automatically sets READSTORAGE to MAX(4 MB) and IEBF to MINCPU for the NTA trace interface.

There are some restrictions using the OSAENTA contna’he OSA does not support multiple stacks atitig the trace at the same
time. Once the OSAENTA OFF command has beendssumther stack may start trace. The securityaaization in the HMC is
required to be set to CHPID to see packets froraraiperating system images. LPAR to LPAR traffiesinot go over the LAN but is
handled directly by the OSA. As such there ar&@& headers for these packets. This function &gpinly to OSA-Express2 Ethernet-
type adapters configured in QDIO mode. Data tofeord an OSA-Express2 adapter configured in Netwooktrol Program (OSN) mode
cannot be traced. SNA data tracing is currentiytéd to Enterprise Extender data when the OSA-&gadapter is configured in QDIO
Layer 3 mode, and data to and from Communicationti@tier for Linux (CCL) on System z (TM) when tRESA-Express adapter is
configured in QDIO Layer 2 mode. Data sent or remgtiover the control devices are not traced. Thedede the IP assist commands and
the OSA-Express SNMP subagent packets.

The OSA collects the data when it is sent acras$tl to the physical port (sometimes referredsttha NIC). The OSA also collects data
for LPAR-LPAR packets which do not go onto the LAMe SNA data collected is limited to Enterprisedixier data when OSA is
configured in QDIO layer 3 mode and data to/frommBaunication Controller for Linux (CCL) on Systemvhen OSA is configured in
QDIIO IIayer 2 mode. OSA supports only one stackispahe OSA to perform NTA tracing. One stack panform NTA tracing for
multiple OSAs.

By collecting the Ethernet data frames OSAENTA midleasier to collect trace data from multiple sestc The Hardware Management

Cnnenla (HMOY will anhs ha 1icad tn tha cat tha cidvrieattinafar cnllactina trara data Farh NQA ran hava nrthrab cariitv lavale
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Separate data device for NTA

LAN

zIVM

NTA
trace Stack A Stack B Stack C

6
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This diagram shows OSAENTA collecting data fromG®A-Express2 over a separate data path from a z/OS
Communications Server LPAR. This z/OS A LPAR haata path for the IPv4 and IPv6 network traffiin
addition the OSA is shared with another z/OS LPARS B. and a z/VM LPAR. OSAENTA can collect
packets flowing to and from each of these LPARstarahd from the LAN.

In this configuration Stack A has defined two DATAPH addresses in its TRLE definition. One will bsed
for IP communications and the other for OSAENTK.there are multiple IP stacks on z/OS A, therrg¢he
must be one DATAPATH address for each IP stackamafor OSAENTA.

This example shows a stack which is using the Q8AFv4/IPv6 data and also for NTA tracing. This
configuration requires a TRLE with at least twoaddevices. Stack A activates the OSA for IPv4 l&wb.
This causes z/OS Communications Sever to allogaealata device which is shared for IPv4 and IP\t6.da
Stack A also activates the OSA for NTA tracing.sTbauses z/OS CS to allocate another data deviaghigi
used exclusively for NTA.

Another alternative is to have a dedicated stacfBA. In this configuration, Stack A could beaaest
system with a single DATAPATH address used excklgiby OSAENTA to capture packets from the other
LPARs sharing the OSA, Stack B and Stack C. imway Stack A will absorb the CPU cycles needed to
process and write the trace data and minimize ¥ {tnhpact to the other LPARs. Of course, the inhpac
the OSA for the overhead of capturing and forwagdhre trace data will remain the same in this garfition
as in the previous configuration.
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Trace filter example

» These definitions

= OSAENTA PORTNAME=QDIO4101 IPADDR=9.67.1.1 PROTO=TCP PORTNUM=21
= OSAENTA PORTNAME=QDIO4101 IPADDR=9.67.2.0/24 PORTNUM=22 ON

» Produce these filters

= |PAddr: 9.67.1.1/32 9.67.2.0/24
= Protocol: TCP
= Portnum: 21 22

oom A 0 Z

» These packets will be traced

= SrclP =9.67.1.1, Proto = TCP, DstPort = 22
= DstlP =9.67.2.9, Proto = TCP, SrcPort = 21

v

These packets will not be traced

= SrclP =9.67.1.1, Proto = UDP, DstPort = 22
= DstlP =9.67.2.8, Proto = TCP, SrcPort = 23, DstPort = 24
= Ethtype = 80d5 (SNA)
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In this example we show the effects of using thfedint filters. Two OSAENTA commands specify
selection based upon two IP addresses, the TCBamicind two port numbers. If a packet matchethall
criteria of the filters then it would be tracedin& in this example, the IPADDR, PORTOCOL and
PORTNUM filters were used, then packets that wetesthernet type of IPv4 would not be traced.
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NETSTAT DEVLINKS/-d

OSA-Express Network Traffic Analyzer Information:
OSA PortName: QDIO4101 OSA DevsStatus: Ready
OSA IntfName: EZANTAQDIO4101 OSA IntfStatus: Re ady

OSA Speed: 1000 OSA Authorization: Lo gical Partition
N OSAENTA Cumulative Trace Statistics:
DataMegs: 0 Frames: 8
0 DataBytes: 760 FramesDiscarded: 4
FramesLost: 0
T OSAENTA Active Trace Statistics:
DataMegs: 0 Frames: 8
E DataBytes: 760 FramesDiscarded: 4
FramesLost: 0 TimeActive: 8
S OSAENTA Trace Settings: Status: On
DataMegsLimit: 1024 FramesLimit: 2147483647
Abbrev: 224 TimeLimit: 10080
Discard: ALL
OSAENTA Trace Filters: Nofilter: ALL
DevicelD: *
Mac: *
VLANid: *
ETHType: *

IPAddr: *
Protocol: *
PortNum: *
6
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This slide shows the partial output from a NETSTBEVLINKS/-d command relating to the Network Traffic
Analyzer.

The display is divided into five sections. Thesfisection shows the OSA portname, the interfaceerand
status of the interface. In addition the last kn@&curity setting associated with the OSA is shoufithe
interface has never been active, then UNKNOWN Rélishown.

The second section is the statistics since thetiine the interface was defined to TCPIP. Nb# tvhen the
OSAENTA DELETE command is executed then these wadue lost.

The third section is the statistics since thetiast a OSAENTA ON command was issued.
The fourth section is the current trace settingXaTA, FRAMES, ABBREV, TIME and DISCARD.

The fifth section is the current filter values.NOFILTER has been set to NONE, or left to defaatigl all the
filters are set *, then the filter values are nispthyed.
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Overview of OSAENTA function

(1) TRACE CT,WTRSTART=
Ctrace
(7) TRACE CT,WTRSTOP= ; .
(6)

N
0 (2) OSAENTA
command
- A0L10E1010) Ctrace
TCPIPDS1
TCPIP
E ’ (SYSTCPOT) Yo
S

IPCS
(10)
©

Reports

ey
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This diagram shows the process of collecting tosta.

1.
2.
3.

A MVS Ctrace external writer is started with fiRACE CT,WTRSTART=wtrprochame
The VARY OSAENTA,PORTNAMEssanamgON command is issued to start the collection pgsce

TCP/IP creates the required control blocks fer@@SAENTA command. The interface name is EZAN$&name
Then IP Assist orders are issued to create theotiatanel for the trace records and request themgr@ommence
using filters and parameters from the OSAENTA comdhgr commands).

The OSA collects the trace records into buffergfansmission to TCPIP. The same mechanism falaegata
transfer is used to transfer the trace buffers.

TCPIP moves the trace data into the TCPIPDS1gtmstee buffers reserved for the SYSTCPOT Ctracgpoaent.
As the Ctrace buffers are filled they are writtgrttee Ctrace external writer.

The Ctrace external writer copies the buffers the Ctrace data sets allocated in the Ctracemgibcedure.
The operator disconnects the writer from TCPI® stops the writer.

The IPCS CTRACE subcommand can now be usedéotgeickets and format reports.

The same reports available for packet trace (S3FIJA) are available for OSA trace (SYSTCPOT).

The packets can also be copied to a snifferdtied data set (OPTIONS (( SNIFFER ) )).

. Once the sniffer data set has been downloadadPt®, programs such as Ethereal can be usedherfanalyze the

packet data.
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This is the output of the VTAM display for an a@i®SA TRLE definition. Message IST17161 shows the
OSA code level. Note that 0630N©T the code level that supports OSAENTA. Message 18U2shows
the DEVICEID value. Message 1ST1221I shows theaeaddress and status of the trace DATAPATH

device.

nw m 4 O =2

ey

D NET,TRL,TRLE=

» D NET,TRL,TRLE=trlename output

[ IST17161 PORTNAME = OSAQDIO4 LINKNUM= 0 OSA CODE LEVEL = 0630 ]
IST15771 HEADER SIZE = 4096 DATA SIZE = 0 STORAGE = HRENAKH*

IST12211 WRITE DEV = 0E29 STATUS = ACTIVE STATE = ONLINE
IST15771 HEADER SIZE = 4092 DATA SIZE = 0 STORAGE = HIENAKR*
IST12211 READ DEV = 0E28 STATUS = ACTIVE STATE = ONLINE

IST12211 DATA DEV =0E2A STATUS =ACTIVE STATE =N/A
IST17241 1/0 TRACE = OFF TRACE LENGTH = *NA*
IST17171 ULPID = TCPCS1
IST18151 IQDIO ROUTING DISABLED
1IST1918! READ STORAGE = 4.0M(64 SBALS)
IST17571 PRIORITY1: UNCONGESTED PRIORITY2: UNCONGES TED
IST17571 PRIORITY3: UNCONGESTED PRIORITY4: UNCONGES TED
[ IST21901 DEVICEID PARAMETER FOR OSAENTA TRACE COMMAND = 00-07-00-00 ]

[ IST12211 TRACE DEV =0E2B STATUS = ACTIVE _ STATE = N/A ]
IST17241 1/0 TRACE = OFF TRACE LENGTH = *NA*
IST17171 ULPID = TCPCS1

IST18151 IQDIO ROUTING DISABLED

1IST1918] READ STORAGE = 4.0M(64 SBALS)

IST17571 PRIORITY1: UNCONGESTED PRIORITY2: ***NA***
IST17571 PRIORITY3: **NA***  PRIORITY4: ***NA***

6 0
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Queued Direct I/0 Diagnostic
synchronization

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

0
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This solution is also informally referred to as ‘®%rap’. This solution was part of z/O&8LR8

Communications Server and subsequent releaseshéing presented here because OSA support is now

available.
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Difficult to synchronize OSA and CommServer Traces

» Each OSA-Express 2 has its own trace table

» Managed using the Hardware Management Console
(HMC).

= Trace table is snapshot using the HMC.

» Communications Server has its own trace tables
= VTAM has VTAM Internal trace, TCP/IP has CTrace.

» Difficult to synchronize the OSA and CommServer
trace tables.

» Difficult to stop the OSA trace table when a host
dump is being taken.
= Must be there when the problem occurs.

= You must be physically quick (in some cases physically
impossible).
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All references to OSA in this presentation impl@SA-Express2 in QDIO mode. Diagnostic information
refers primarily to OSA and Communications Senersf) trace tables. It does not preclude othegrahatic
information such as counters, error logs, etc. ®BA and the host maintain their own diagnostiorimfation

separately and each product’s trace tables ofeetharmost important piece of diagnostic informafior that
product.

This solution originated as a requirement from z@®munications Server System Verification TestTgEV
SVT wanted a way to automatically capture diagredsfiormation from multiple products simultaneously,
hoping to minimize recreates.
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Queued Direct I/0O Diagnostic synchronization
» Exploit new OSA-Express 2 support which allows for automatic synchronization

N

» Managed using new control channel signals.

= Arm (with optional OSA trace record filtering)
v' Arming the OSA puts it in a state where it will react to a Capture signal from the host or it detects
abnormal loss of host connectivity. Arming an OSA will NOT adversely affect performance.
v New TRACE TYPE QDIOSYNC is used to Arm the OSA
— Specified on VTAM Modify Trace command or VTAM Trace start option
— Granularity is on the TRLE level
= Capture
v" The user can Capture based on the issuance of a specific message.
— Requires the use of the z/OS Message Processing Facility (MPF)  exit and the z/OS SLIP facility
v The user can Capture based on the execution of a specific instruction.
— Requires the use of a z/OS Program Event Recording (PER) SLIP
v' OSA will initiate Capture when it is Armed and detects abnormal loss of connectivity to the host
= Disarm
v Disarming the OSA causes it to ignore Capture requests. Also, the OSA will not snapshot its trace
table when abnormal loss of host connectivity is detected.
v New TRACE TYPE QDIOSYNC is used to Disarm the OSA
— Specified on VTAM Modify NoTrace command or VTAM NoTrace start option
— Granularity is on the TRLE level

= The host TOD value is sent to the OSA in every QDIOSYNC signal (Arm, Capture, and
Disarm).

» Supported on OSA-Express2 GA3 (in QDIO mode) on z9-109.

= Refer to the 2094DEVICE Preventive Service Planning (PSP) and the 2096DEVICE
Preventive Service Planning (PSP) buckets for the latest level of OSA-Express2 LIC

» Available on z/OS V1R8 via APAR OA16646

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

This solution is effective only if supported by tBSA-Express 2 feature and enabled on z/OS Comiations Server.

New control signals are used between z/OS CommtionsaServer and OSA to facilitate implementatiéthis solution. z/OS
Communications Server uses one of these sign&dl t0SA to snapshot its trace table to the HMGfik. This new set of control
signals is collectively known as SetDiagAsst.

Host initiated refers to z/OS Communications Sesegrding a trace synchronization command to the.OS8A initiated refers to action
taken by the OSA without a specific command beeagived from the host.

Two synchronization states are defined for the @®&Aed and Disarmed. When Armed, if the OSA receiweapture request from the
hostor the OSA loses host connectivity, the OSA will sragsts diagnostic information (trace table) to HC hardfile. When
disarmed, the OSA will act no different than piioithis solution. Arming an OSA will NOT adverselffect performance because it
simply causes the OSA to change an internal statétas internal state is not interrogated by ti8AQluring normal data
transmission.

There are host initiated captures and an OSA tadiaapture . For host initiated captures, z/OS Conications Server tells OSA to
snapshot its trace table. For OSA initiated castUBSA decides on its own to snapshot its trade.tdhere are 2 methods a user can
use to initiate a Capture request from z/OS Comaoatioins Server. Note that a Capture is sent taratled OSAs. A user can
Capture based on the issuance of a specific mesBaigerequires the use of the z/OS Message PriogeSacility (MPF) to drive the
new V1R8 MPF exit (IUTLLCMP). The user will alseed to use the z/OS SLIP facility on the same agegs) to initiate a host
dump. The user can also Capture based on thetexeofia specific instruction. This requires trsewf a z/OS PER type SLIP
specifying ACTION=(RECOVERY). In this case thesusan use the same PER SLIP to also get a hogi.dbithe two host
initiated capture mechanisms the MPF and SLIP nméshais the most useful. The PER SLIP is the issful and could
significantly affect performance. The OSA willtiaite a Capture when it is Armed and detects ababloss of connectivity to the
host (includes any type of Halt subchannel (exp)O

The existing VTAM Trace command and Trace facHitigovided a good infrastructure for external candf this solution and was
therefore modified to support this solution. VTANRACE infrastructure is modified to manage OSA dsgit synchronization. A
new TRACE TYPEQDIOSYNC is used to Arm, Disarm, and Display traces. BothW\TAM TRACE/NOTRACE start Option and
command are supported. The Arm/Disarm granul&ign the TRLE level, meaning a user can Arm oaBisALL devices defined
in the TRLE. When Arming, the user can optionalbecify which trace records OSA will cut. A wordaafution, specifying which
trace records OSA should cut should only be useehwdirected to do so. When Arming the OSA, a naeroptionally specify a
synchronization correlator used by OSA when it verits trace table to the HMC hardfile.

If a failure occurs attempting to Arm one of thevides in the TRLE, any other devices in the sameH Ehat were previously Armed are
forced Disarmed. Subsequent Arm attempts (commamdsejected once it's discovered the OSA doésugport SetDiagAsst or
an Arm failure occurred. Only a TRLE recycle willoav a subsequent Arm attempt.

In addition to IDtrlename ID=* is also supported for TYPE=QDIOSYNC on t®DIFY TRACE/NOTRACE command and the
TRACE/NOTRACE start option. ID=* Arms or Disarm @SAs. SAVE=YES is supported which saves the TEEA®mmand and
applies it when the TRL major node is activated.

The host TOD value is sent to the OSA in every QBYQIC signal (Arm, Capture, and Disarm). This intethdo be
exposed by the OSA and used to correlate the hdsD&A diagnostics.

This solution leverages z/OS facilities as a trigge the host to initiate an OSA snapshot ofrissée table.
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Arming the OSA

» Use Modify TRACE to Arm an OSA (TRACE start option is similar).

N
O ( Jo=x__ \
>>_ MODIFY procname, TRACE__, TYPE= QDIOSYNC | | >
1 Jo=_ *__
|_trle_name_|
E
_,OPTION=ALLINOUT. _,  SYNCID=rle_name__ _,SAVE=NO
S >_| Il | | | ><
|_,OPTION=__ ALLIN____ _||., SYNCID=identifier ~— _||_,SAVE=__NO___|
|_ ALLINOUT_| |_YES_|

|_ ALLOUT |
|_IN |
|_ INOUT___|
l_ouT__ |

& J
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New options and values are highlighted in red. réleee new values for tt@PTION parameter.
ALLINOUT should be used unless directed to do ntlee. ALLIN directs OSA to collect only
inbound diagnostic information for all devices. IAQUT directs OSA to collect only outbound
diagnostic information for all devices. ALLINOUTirdcts OSA to collect inbound and outbound
diagnostic information for all devices. IN dire@SA to collect only inbound diagnostic
information for devices defined to this VTAM. OUllrects OSA to collect only outbound
diagnostic information for devices defined to t4iBAM. INOUT directs OSA to collect inbound
and outbound diagnostic information for devicenael to this VTAM. Note that OSA currently
does not support IN, OUT and INOUT. They canectied, but OSA will convert them to
ALLIN, ALLOUT, and ALLINOUT respectively.

SynclD is simply a (user chosen) EBCDIC correlatduggassed to OSA on an Arm request (OSA
will convert to ASCII and use it in its diagnostidormation).

The asterisk value is now accepted for the ID kegwehen TYPE=QDIOSYNC and means all TRLEs. The
asterisk is NOT a wildcard variable and if used ningsthe only character specified.

You can issue Modify Trace even if the OSA is aliyeArmed, which effectively updates the values.

Please note that SAVE=NO is the default for the ifygaddace command where SAVE=YES is the default for
the trace start option.
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Disarming the OSA

» Use Modify NOTRACE to Disarm an OSA (NOTRACE start option is
similar).

_ID=*
>> MODIFY procname,NOTRACE__,TYPE= QDIOSYNC _| | ><
|_Ib=__ * o
|_trle_name_|

o Mm@
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New options and values are highlighted in red.

The asterisk value is now accepted for the ID kegwehen TYPE=QDIOSYNC and means all TRLEs. The
asterisk is NOT a wildcard variable and if used ingsthe only character specified.
The Vary TCPIP,tcpprocname,STOP command results eugomatic Disarm if the OSA is Armed.
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Display Trace

» Use Display TRACE(S) (TYPE=NODES or TYPE=ALL).

d net,traces,type=nodes,id=*
ISTO971 DISPLAY ACCEPTED

N
O IST3501 DISPLAY TYPE = TRACES, TYPE=NODES 506
ISTO751 NAME = AS0CDRMC, TYPE = CDRM SEGMENT
T IST10411 COIN CDRM
E IST1042] BUF =ON - AMOUNT = PARTIAL - SAV ED =NO
ISTO24| ----mmmmmmmmmmmmem o eeeeee e
S ISTO75I NAME = A0362ZC, TYPE = PU T4/5
IST10411 A03S16 LINE
IST10421 LINE =TRACT
ISTO24| ----mmmmmmmmmmmm e eeeeee e

ISTO751 NAME = TRLHYDRA, TYPE = TRL MAJOR NODE
IST10411 TRLHYDRA TRL MAJOR NODE

IST10421 10 =ON - AMOUNT =**NA** - SAVE D =NO
IST10411 NSQDIO11 TRLE

IST10421 10 =ON - AMOUNT =**NA** - SAVE D =NO
1IST21831 QDIOSYNC = ALLINOUT - SYNCID = NSQDIO11 - SAVED = YES
IST3141 END
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A new message is added to the Display responseésdmghlighted in red. The message is only issti¢iiel
TRLE is Armed (or will be armed when activated).

In this case the OPTION specified on (or defauf@ithe Trace command/start option is ALLINOUT.
ALLINOUT means OSA is to collect diagnostic datatping to ALL LPARs and in both directions. The
SYNCID is NSQDIO11, which is being retained by tB8A in case a capture occurs (the SYNCID value will
be apparent in the OSA diagnostic data). The QDINGYrace is also saved meaning it is effected when
TRLE or any of its devices are activated.

175



t m G =

Display TRLE

» Use Display TRL (Display ID=trlename is similar).

mt,trl,trle=of89eth

IST0971 DISPLAY ACCEPTED
ISTO751 NAME = OF8GETH, TYPE = TRLE
1IST19541 TRL MAJOR NODE = TRLHYDRA
1ST4861 STATUS= ACTIV, DESIRED STATE= ACTIV
ISTO871 TYPE = LEASED , CONTROL = MPC,
IST17151 MPCLEVEL = QDIO MPCUSAGE = SHARE
IST17161 PORTNAME = OF8GETHP LINKNUM = 0 OSA
1ST21841 QDIOSYNC = ALLINOUT - SYNCID = OF8GETH - SA
IST15771 HEADER SIZE = 4096 DATA SIZE = 0 STORAGE =
IST12211 WRITE DEV = 2E81 STATUS = ACTIVE STATE
IST15771 HEADER SIZE = 4092 DATA SIZE = 0 STORAGE =
IST12211 READ DEV = 2E80 STATUS = ACTIVE STATE

QlZZlI DATA DEV = 2E82 STATUS = ACTIVE STATE

~

HPDT = YES

CODE LEVEL = 0314
VED = NO

***NA***

= ONLINE

***NA***

= ONLINE

=N/A
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A new message is added to the Display responseésdmghlighted in red. The message is only issti¢iiel
TRLE is Armed (or will be armed when activated).
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Using MPF to initiate capture

N

» Sample MPF ParmLib member
= Restriction - Message must be first in group or ungrouped.

* This MPFLSTxx identifies the messages which lead to capture of \
* armed OSA devices. If any of the following messag e are issued,
* JUTLLCMP (VTAM provided MPF exit) gains control a nd schedules

* the capture of all armed OSA devices.
*

* EZZ4343| ERROR xxxx REGISTERING IP ADDRESS<IP_Addr >FOR ...

* EZZ4339| INTERFACE interface_name FAILED - ADAPTER SIGNAL ...
* EZZ43271 ERROR XXXX REGISTERING IP ADDRESS

* EZZ4328] ERROR XXXX SETTING ROUTING FOR DEVICE
EZZ43431,SUP(NO),USEREXIT(IUTLLCMP)
EZZ43391,SUP(NO),USEREXIT(IUTLLCMP)

EZZ743271,SUP(NO),USEREXIT(IUTLLCMP)
E£7743281,SUP(NO),USEREXIT(IUTLLCMP)
» When using the MPF exit, use a SLIP for each message in the ParmLib member to

get a synchronized host dump (need 4 of these for the MPF ParmLib sample)
= Note: This is a sample, check the job and dataspace names and modify if necessary.

[0 pal el () e

SL DEL,ID=MEZx,END

SL SET,ID=MEZx,MSGID=EZZ43xx|,A=(STOPGTF,SVCD),MATC  HLIM=1,
JOBLIST=(TCP*,NET¥),

DSPNAME=(TCP*.*,01.CSM*'NET*.IST*),
SDATA=(RGN,ALLNUC,CSA,LSQA,PSA,SQA,SUM,SWA TRT,LPA) ,

END

ﬁ@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red books

Using the MPF exit will tend to have an insignifitaffect on performance.

Additional information on the MPFLSTxx ParmLib memlmam be found in the z/OS MVS publications.
Search on ‘MPFLSTxX'.

The messages in this list are indicative of OSAmrcommonly seen by our System Verification T&MT)
group.

When z/OS Communications Server issues any megsalges ParmLib, z/OS generates a call to IUTLLCMP
which locates all Armed OSAs and builds and sendbk eathem a Capture request.

In order to get ‘matching’ host documentation fog DSA trace table, create a message SLIP forafable 4
messages. This set should be repeated 4 timesM&#gd, MEZ2, MEZ3, and MEZ4 with the corresponding
message number change. Order of the SLIPs and oirtlee ParmLib messages need not match, as log as
there’s a SLIP for each message in the ParmLib.
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Using PER SLIP to initiate capture

» Sample PER SLIP trap.
» Specifying A=(RECOVERY) initiates capture on all Armed OSA devices.

» Note: This is a sample, check the job and dataspace names and modify if
necessary.

[0 pal el () e

SL DEL,ID=MEZ2,END

SL SET,IF,ID=MEZ2,RA=(address),A=(STOPGTF, RECOVER®VCD),
MATCHLIM=1,JOBLIST=(TCP* ,NET*),
DSPNAME=('TCP*.*,01.CSM*'NET*.IST*),
SDATA=(RGN,ALLNUC,CSA,LSQA,PSA,SQA,SUM,SWA,TRT,LPA)

END
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Unlike message SLIPs, only 1 PER SLIP can be aetivany time (which restricts its usefulness). Alssing
a PER SLIP trap can have a significant adverseeffie performance.

This is not intended to be used with the MPF Palmmhémber but instead by itself.
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OSA-Express Virtual MAC
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This section describes the new OSA-Express vilAC function.
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Sharing of OSA-Express Features

» Allows many stacks, in

different LPARs, to
share bandwidth
"PRIROUTER"
» Even more important TCRL TeR2
with high bandwidth
adapters (10 gig, etc) Pkts for IP 1.1.1.1 HOME IP HOME IP/ pits for IP 2.2.2.2
> Accomplished by go to TCP1 l111 2222 /' gotoTCP2
registering P . Pkts for non-registered IP
?Sdrfesdse:"' ,\%&%’mg addresses go to PRIROUTER
u i
» One stack may be
PRIROUTER for
unknown packets
» In some load balancing solutions
Client
= Target stacks "share" IP addresses T ] 3333
Port 500

= Distributor and target stacks "share" IP addresses

» OSA cannot know which stack should get the packet
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With high bandwidth adapters, one stack on one LRA&ally does not send or receive enough trafffolty
utilize all the bandwidth of the OSA. To get themag for your investment, you want multiple stacks o
multiple LPARSs using, or sharing, the same OSA.

The figure on the right is an example of how sh@ammorks today. In this example, stack 1 regisitsreome
IP addresses for this OSA, such as 1.1.1.1, whaleks? registers its home IP addresses, includip@2. The
OSA ARPs all these addresses using its one physicaed in MAC, so everyone on the LAN knows to tget
any of these addresses, use that MAC. Then the IO&&s to the correct stack using the IP addre&solivs
that everything to 1.1.1.1 goes to TCP1, and ehargtto 2.2.2.2 goes to TCP2.

The stack that is PRIROUTER will get any packettseran IP address that is not registered in thA.0S

180



Sharing problems with Multinode Load Balancer (MNLB)

Dynamic XCF
DVIPA1.1.1.1 or VIPAROUTE 2.2.2.2

Sysplex

Distributor Target Stack

3 osa Routing says
1 "1.1.1.1 goes to SD!!I"

Fixed affinity tells
Cisco
OSA-Express
MAC1

Cisco
Forwarding
Agent

source 3.3.3.3/500
dest 1.1.1.1/500

2 Cisco routing says 2.2.2.2 goes to
MACL1 (Pkt still destined to 1.1.1.1)

toward 2.2.2.2 (Target
stack)

Client
3.3.33
Port 500

» Problem can be bypassed with Generic Routing Encapsulation (GRE) tunnels
= Degrades performance by encapsulation
= GRE tunnels not supported for IPv6

a
8
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MNLB is Multinode Load Balancer. In Multinode Load Bacing, the Sysplex Distributor registers load
balancing information with the routers acting asMarding agents. In particular, it registers aighe
connection to the Cisco router, and which targeadBress the Cisco should use to find the targeksS¥1AC
to send all data for that connection.

The problem is that the Cisco forwarding agentsthsesame MAC address for packets destined to the
Distributor stack or the Target stack. So the O824 know way to know that some packets destineleto t
DVIPA should go to the distributor because themeasurrent affinity to a target stack, and somauhgo to
the target stack because an affinity is alreadgbdished.

In an MNLB configuration, TCP/IP's Sysplex Distribuinforms the Cisco Forwarding Agents that a gide
tuple should be sent "toward" a particular targetls IP address - either the dynamic XCF addresiseor
VIPAROUTE address of the target stack. The Sysplistributor does this by knowing which target stéck
assigned to this connection. In this example, tisecCknows to send any packet from 3.3.3.3, port 90
DVIPA 1.1.1.1, port 500, toward destination IP astdr2.2.2.2.

Cisco, when it sees a packet for this 4-tuple, itsesuting table to know how to get to that tdrggack IP
address. It then forwards that packet toward theOQ\bAthat target stack IP address, but does natgshthe
contents of this packet. In this example, the Cisoald see target destination IP address 2.2.hdea
reached through MACL1. So it would send the pack®AC1, but the packet still has the original 44aypmand
in particular, the DVIPA1 address as the destimaivaddress.

Since OSA gets the packet with the original 4-tujtlsees the destination IP address as DVIPAkeSine
Distributor stack has registered DVIPAL, the OSA feirward the packet to the distributor, even thbuhe
Cisco intended the packet to go directly to thgeastack.

The conclusion is that because the 2 target stttk® the same MAC, with MNLB there is no way foz t
OSA to know which packets are truly destined todistributor and which should go to the targetlstac

This problem can be solved by using GRE tunnets. MNLB, GRE tunnels are configured from the Cisco
Forwarding Agents to the target stacks. Thus,@igd imbed the packets for a given 4-tuple in trey
packet (GRE encapsulated packet) with the destimdi# address of the target stack. GRE tunnels, heryve
are not architected in IPv6.
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Sharing problems with z/OS Load Balancing Advisor

Cluster 1.1.1.1 Loopback Cluster 1.1.1.1 Loopback
IP 1.1.1.2 for forwardin IP 2.2.2.2 for forwarding
PRIROUTER
Target stack 1 Target Stack 2

z/OS Load Balancing
Advisor tells Cisco

OSA-Express
MAC1
- 2

source 3.3.3.3/500
dest 1.1.1.1/500

toward 2.2.2.2

Cisco Ext Client
Load Balancer 3333
Port 500

N

» Problem can be bypassed with Network Address Translation (NAT)
= Degrade performance by translation

= Requires traffic return through the load balancer

= Not appropriate for IPv6
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z/OS LBA is Communication Server’s load balancidgisor. In LBA, the Load Balancing Advisor registehe load balancing
information with the routers acting as externaddalancers, such as a Cisco Content Switching Md@$M). In particular, in
dispatch mode, the Load Balancing Advisor registéedstuple connection to the Cisco external loddrizer, and which target IP address
the Cisco should use to find the target stack MAGand all data for that connection.

The problem is that the Cisco external load balaoeefigured in dispatch mode uses the same MAGeaddor packets destined to the
two target stacks. So the OSA has know way to kilawsome packets destined to the cluster IP asldrésl.1 already have an affinity to
target stack 1 and should go there, and some meaffinity with target stack to and should go there

z/OS Load Balancing Advisor is subject to the spnmoblems with shared OSAs as MNLB. This is partidylenue when the external load
balancer is in dispatch mode. In dispatch modeitisMNLB, the external load balancer does notrate packet, but forwards the packet
to the MAC of a destination IP address. In a sh@8d@ configuration, the following problem can occur

TCP/IP's z/OS Load Balancing Advisor informs theddiexternal load balancer that a given 4-tuplelshioe sent "toward" a particular
target stack IP address. That IP address is taddRess of a target stack it learned from the 2/@l Balancing agent. In this example,
the Cisco knows to send any packet from 3.3.3.8,56i0, to cluster IP address 1.1.1.1, port 50@atd destination |IP address 2.2.2.2

Cisco, when it sees a packet for this 4-tuple, its@suting table to know how to get to that targfack IP address. It then forwards that
packet toward the MAC of that target stack IP agsirbut does not change the contents of this paokigtis example, the Cisco would
see target destination IP address 2.2.2.2 carelobed through MAC1. So it would send the packet AO¥, but the packet still has the
original 4-tuple, and in particular, the clusteral@dress as the destination IP address.

Since OSA gets the packet with the original 4-tujtleees the destination IP address as a cludtaddress that has not been registered.
The OSA will therefore forward the packet to thecktdefined as the PRIROUTER, even though theoGigended the packet to go
directly to target stack 2.

The conclusion is that because the 2 target s&tk® the same MAC, with LBA in dispatch mode themo way for the OSA to know to
which target stack the packet is truly destined.this reason, any customers sharing OSAs and rgritBi usually use directed mode.
This has the overhead of doing Network Address Sledion.

The problem can be solved by using load balanditvisars configured for directed mode. For z/OS | B#her OSAs are not shared, or
the external load balancer is configured in ditet®de. In directed mode, the destination IP adéseare converted using Network
Address Translation (NAT) to IP addresses thatrizeto the given target stack. The bypass of UGRE tunnels is not supported in
Cisco CSM, and thus cannot be used for LBA. Evemiéxternal load balancer did support GRE turfieelf®v4, GRE tunnels are not
architected in IPv6.

Network Address Translation (NAT) can be used fBALby defining the external load balancer in diegctnode. This allows the external
load balancer to actually change the destinaticadifress from the cluster IP address to an IP asidrethe correct target stack. However,
NAT requires that the return traffic go through theeernal load balancer, which is not always th&t beute for the return traffic, and
burdens the router acting as the external loachbataWith NAT, there is also an overhead assatiafth changing the IP address of
every packet. And one of the advantages of goinBu6 is that NAT is not required, like it sometiniesvhen IPv4 addresses are
exhausted in a given customer shop. When LBA anél #?e used together, however, we again require WAT shared OSAs.
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Only one routing stack per OSA

IP1.111 PRIROUTER SECROUTER IP2222

IP3.3.33 IP4.44.4

> RoutestoIP 1.1.1.1 and 2.2.2.2 are as follows: > Also, if Stack 2 is SECROUTER
= 1.1.1.1 has ahop through 3.3.3.3 = Not predictable who is doing routing
v Any packet with hop of 3.3.3.3 goes to MAC1

= |If Stack 1 is recycled, Stack 2 is
= 2.2.2.2 has a hop through 4.4.4.4 ROUTER

v" Any packet with hop of 4.4.4.4 also goes to MAC1
» OSA gets both packets with same MAC, but....
= doesn't know either 1.1.1.1 or 2.2.2.2
= Sends both to PRIROUTER
= 2.2.2.2 packet is discarded
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Though not related to load balancing, there islaproblem with OSAs shared by multiple stackssT#if
two stacks sharing an OSA both act as routing stack

Note that in this example the OSA does not haveeihe address of target stack 1 or the addressgst
stack 2 registered, because neither stack is Bireambnected to it. Therefore, the OSA forwardskeds
destined to either target stack to the PRIROUTERkstalled forwarding stack 1. Because of thiskpte
destined to target stack 2 will never reach tastgetk 2.
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OSA-Express virtual MAC

» Problems are solved if each stack has its own MAC ( "virtual" MAC)
= To the network, each stack appears to have a dedica  ted OSA

» All IP addresses for a stack advertised with virtua | MAC

» All external routers now forward packets to virtual MAC
= OSA will route by virtual MAC instead of IP address

» Virtual Mac Dependencies

= Available with OSA-Express and OSA-Express2 in QDIO  mode on IBM System
z9 EC or z9 BC only
v GA3 level

v See 2094DEVICE or 2096 DEVICE Preventive Service Pl anning bucket for necessary
OSA microcode levels

v Only exception is support not available for Fast Et ~ hernet feature on OSA-Express
= Communications Server Support Available on z/OS VIR 8 with APAR PK36947

» VMAC may be specified as follows:
= Without a MAC address - let OSA generate (preferred)
= With a MAC address - must be "locally administered" MAC

» If OSAs are not shared, VMACs are not necessary

84
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All these problems are resolved if each stack tsaswn MAC address. All IP addresses for a staekadvertised with its
virtual MAC by OSA using ARP for IPv4 and by thaak using Neighbor Discovery (ND) for IPv6. TR&MACSs for
IPv4 are defined on the LINK statement represeritiegOSA-Express. The VMACs for IPv6 are defioedthe
INTERFACE statement representing the OSA-Expré&&su can specify a VMAC on the LINK statement fov4R and
use the same VMAC or a different VMAC on the INTERFE statement for IPv6. You can also specify a VM&Cone
statement (LINK or INTERFACE), and not on the oththus using a VMAC for one protocol and the phasMAC for

the other. Also, one stack can use a VMAC for d@srection to the OSA, and another stack can usphirgical MAC.
VMACSs may be assigned to a particular VLAN id, jlike the physical MAC could.

This virtual MAC function is only available on a a8the GA3 level, but both the OSA-Express and &Express2
platforms have the virtual MAC function availabMote that the function and the publications werdlalike in z/OS
V1R8, but until GA3 of the z9 EC and BC, the OSAleavas not available. The virtual MAC function ig#able with
Communications Server V1R8 when APAR PK36947 idiadp

When VMAC is specified without a MAC address, th8Awill generate one. OSA's VMAC generation schetme,
guarantee uniqueness, is as follows: First biAéMAC will be a constant 02. The 2 bit indicatésstis a locally
administered MAC address. This will guarantee ungue from all physical "burned-in" MACs, sind®t2 bit for these
adapters is off, indicating they are "universalti@$ses. The last 3 bytes will be the last 3 bytélse physical MAC
address. This will guarantee all VMACs on one OSA é unique from all other VMACSs on any other OSFo
guarantee stacks sharing an OSA will get uniqueesdes, the second and third bytes of the VMACHelan instance
count, incremented each time OSA gives out a VMAGress.

OSA will generate a different VMAC for IPv6 versiidv4. The same generation rules apply as appli¢gaet@INK
statement. The VMAC generated for the INTERFACHesteent should differ from that generated for the DER/LINK
statement only by the instance count. If INTFIDwa defined by the user, on the IPv6 INTERFACHesteent, the
generated INTFID is different for VMAC versus noéMC INTERFACES. For non-VMAC INTERFACES, it is fit 3
bytes of MAC, followed by OSA generated instancergpfollowed by last 3 bytes of MAC. This is becadlse MAC is
shared by multiple INTERFACES, and the INTFID netxlbe unique. For VMAC INTERFACES, the VMAC isique
for each stack. So the standard form of an interfdés generated. This is the first 3 bytes ofMWAC, followed by
X'FFFE', followed by the last 3 bytes of the VMAC.

TCP/IP will reuse the same generated VMAC addrésswva device becomes inactive and is reactivatetevAVMAC
address will be generated for a given OSA if tlaelsis stopped and restarted. If the VMAC is daditby the user, it must
be a 12 digit hexadecimal number, with tK®2' bit in the first byte of the VMAC on, indicatingithis a locally
administered MAC address. It is up to the usentuee the uniqueness of the VMAC on the local LANwhich this OSA
resides. Itis recommended VMACS be used anytimeX8A is shared.

When ROUTEALL is specified or defaulted on the LINKINTERFACE statement, then all packets destinedHe
VMAC are routed to this stack. This is done eV@he IP address is not registered. When ROUTEICpecified on the
LINK or INTERFACE statement that only packets fegistered IP addresses will be routed to this stdtks parameter 184



OSA-Express virtual MAC - MNLB

Dynamic XCF
DVIPAL1.1.1 or VIPAROUTE 2.2.2.2
Sysplex
Distributor WIS

3 OSA Routing says

1 "VMAC 2 goes to target stack 2"
Fixed affinity tells
Cisco
source 3.3.3.3/500
dest 1.1.1.1/500 VMAC 1| VMAC 2
Cisco routing says 2.2.2.2 goes to
toward 2.2.2.2 (Target VMAC 2 (Pkt still destined to 1111)
stack) Cisco )
Forwarding Client
Agent 3.3.3.3
Port 500

a
8
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Let's see how VMAC fixes the MNLB problems. In BHNLB configuration with VMACSs, TCP/IP's Sysplex
Distributor informs the Cisco Forwarding Agentstthagiven 4-tuple should be sent "toward" a paldicu
target stack IP address - either the dynamic XCFesddor the VIPAROUTE address of the target stabk.
Sysplex Distributor does this by knowing which &trgtack it assigned to this connection. In thanegle, the
Cisco knows to send any packet from 3.3.3.3, p@®t o DVIPA 1.1.1.1, port 500, toward destinatiBn
address 2.2.2.2.

Cisco, when it sees a packet for this 4-tuple, itsesuting table to know how to get to that tdrgack IP
address. It then forwards that packet toward theO\bAthat target stack IP address. However, withAQvin
place, the OSA has advertised that destinatiordtfPesss 2.2.2.2 can be reached not through shared1MiBut
through unique VMAC2. So it would send the packe?MAC2, still with the original 4-tuple, and in
particular, the DVIPAL address as the destinatibaddress.

OSA gets the packet with the original 4-tuple, thét destination is not shared MAC1, but VMAC2. Bessa
the packet is to a VMAC, it will route the packétedtly to the target stack owning that VMAC, ewiough
the destination IP address of DVIPAL is registdoethe distributor stack.

VMAC provides these same advantages for z/OS Laddri8ing Advisor solutions, and in some
configurations allows for using dispatch mode iadtef directed mode for the external load balancer.
Dispatch mode will still be subject to some speca@isiderations when the load balancer is more d¢in@rhop
away from the target systems. See the IP Configur&uide, section "External IP workload balancing
solutions," for more details on these consideration
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Netstat DEVLINKS/-d
( N\
EZZ723501 MVS TCP/IP NETSTAT CSV1IR8  TCPIP Nam e: TCPCS1 18:47:32
EZZ27601 DevName: QDIO4101 DevType: MPCI PA
N EZZ27661 DevStatus: Ready
EZZ27611 LnkName: QDIO4101L LnkType: IPAQ ENET LnkStatus: Ready
O
EZZ27621 ' NetNum: n/a QueSize: n/a Speed: 0000 001000
T EZZ27641  IpBroadcastCapability: No
E EZ728201 VMacAddr: 121111111111 VMacOrigin: Cf g VMacRouter: All
EZZ727671 ArpOffload: Yes ArpOffl oadInfo: No
S EZ728211  ActMtu: 8992
EZZ28231 ReadStorage: GLOBAL (4096K) InbPerf : Balanced
EZZ28241 ChecksumOffload: Yes Segment ationOffload: Yes
EZZ728251 SecClass: 255 MonSysp lex: No
& J
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The VMAC fields are displayed on the netstat dedinokmmand.

The VMacAddr field will be either the predefined VNIAaddress if VMAC xxxxxxxx was defined, or the
OSA generated VMAC address if VMAC was defined witha specific MAC address.

The VMacOrigin field will be Cfg if the MAC address defined by the user, or OSA if the MAC address is
generated by the OSA.

The VMacRouter field will be ALL if ROUTEALL was spéfied or defaulted for the VMAC, or LCL if
ROUTELCL was specified for this VMAC.
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New Messages

. EZD0024l  DEVICE device_name DOES NOT SUPPORT VMAC

1) EZDO0025  INTERFACE interface_name DOES NOT SU PPORT VMAC

1 EZD00261 = ERROR error_code ASSIGNING VMAC TO D EVICE device_name

E EZD0027] ERROR error_code ASSIGNING VMAC TO | NTERFACE interface_name
- EZZ0795] = VIRTUAL MAC ADDRESS vmacaddr ON LINE lineno IS NOT ALLOWED

L .
8
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These are the new messages introduced with thigidum

Note that if VMAC is defined, and either the OSAedmot support VMAC, or an error was reported
attempting to assign the VMAC, Device or Interfaogivation fails. This is because it is assumedfAC

was configured, other configurations were alteedse it. Those altered configurations will likéa without
VMAC. For example, the external load balancer mayehbeen reconfigured to use dispatch mode, or GRE
tunnels may have been removed from Cisco forwardgents for MNLB. In either case, load balanciny wi
now fail.

Messages EZD00261 and EZD00271 are expected tedved with only one code - the code indicating the
VMAC attempting to be assigned was already defined.

Message EZZ0795I is issued when the user attemmisrifigure a virtual MAC address with the
local/universal bit set off, meaning universal MA@dress. Only locally administered MAC addressesilsho
be defined for VMAC. Device or interface configuoat processing fails, for the same reasons staid w
messages EZD0024I-EZD00271.
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Dynamic LAN idle timer function
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This section describes enhancements to the seiti@GA LAN idle timer settings for Communicationsr@er
in V1R9.
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Network Latency on zSeries

» OSA supports an inbound “blocking” function over the QDIO interface.
= ﬁffects how long OSA will hold packets before “presenting” those packets to the
ost.
= Indirectly affects how frequent the host will be interrupted, and the payload per
interrupt.

» For an OSA Express in QDIO mode device the TCP/IP profile INBPERF
parameter can be specified with one of the following options:

= MINCPU - a static interrupt-timing value, selected to minimize host interrupts
without regard to throughput

= MINLATENCY - a static interrupt-timing value, selected to minimize latency

= BALANCED (default) - a static interrupt-timing value, selected to achieve
reasonably high throughput and reasonably low CPU

» LAN idle timer settings have contributed to network latency on zSeries
= Even when the INBPERF parameter is specified with a value of MINLATENCY
the permitted inter-packet gap is set to 20 microseconds

» LAN idle timer settings are static and can not be changed unless the
connection to OSA connection is terminated and reestablished.
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OSA supports an inbound “blocking” (or packing) ¢tion over the QDIO interface. This function atfec
how long OSA will hold packets before “presentirtgdse packets to the host. Here “presenting” means
assigning the read buffer to the host, which isadten of updating the state of the host bufferdstlowned.

In most cases this same action will result in daerhupt to the host for this QDIO data device. rEffiere, this
function indirectly affects the QDIO interrupt pessing (i.e. how frequent the host will be intetedp and the
payload per interrupt).

This function is referred to as the OSA “LAN Idimer”. Today the host can pass various time intieri@a
OSA when the QDIO data device is activated. InZ@S case, the system administrator can adjust this
setting. However, the setting is static and canbeothanged unless the connection to OSA is tetedna
(device is stopped) and reestablished (restadéfie).

Currently the user can not directly configure esiplLAN Idle settings. Instead the user providemastant
value to OSA which represented the best “comprchsistting. In the TCP/IP profile the user can defa
LAN Idle setting for an OSA Express in QDIO modeide. This is performed by specifying the TCP/IP
profile INBPERF parameter with one of the followiagtions:

MINCPU setting

OSA should increase packet hold time. Holding peclanger minimizes CPU utilization by
decreasing interrupt frequency and providing agbgtayload per interrupt)

MINLATENCY setting

OSA should decrease packet hold time. Presentickgpsto host sooner reduce network latency (but

drive up CPU utilization by causing more frequetteirupts and a smaller payload per interrupt)
BALANCED Setting (default)

CS would compromise and set timer interval valhes $plit the difference in the above two settings
Our current LAN idle timers are having OSA hold fleckets to save CPU when sometimes CPU is not an
issue. Note that at higher utilizations, dispatetay becomes a determining factor in network twoad time
rather than LAN idle delay.
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Dynamic LAN Idle Timer

» Dynamically tune the LAN Idle timer values to reflect current workload
characteristics

» Allow for the minimum latency when a light interactive workload is determined
= The inter-packet gap time can now be reduced as small as a microsecond

» New DYNAMIC option for the existing INBPERF parameter.

= INBPERF parameter can be specified on the OSA-Express QDIO LINK or INTERFACE
statement.
= New option is valid for OSA-Express2 on an IBM System z9 EC or z9 BC with the
corresponding Dynamic LAN Idle functional support
v Refer to the 2094DEVICE and the 2096DEVICE Preventive Service Planning (PSP) buckets
fglr fothhey information on which level of OSA-Express microcode supports the dynamic LAN
idle function.

= When specified for an OSA-Express device that does not support this new function
then the option of BALANCED will be used for INBPERF parameter.

» Performance Considerations
= Should see a significant throughput improvement for a single-session interactive
workload
= Some throughput improvement for multiple-session interactive workload
= For streaming workloads the operating characteristics should be similar to the
INBPERF parameter value of BALANCED

» This function is available on z/OS V1R8
= VTAM APAR OA18762
= TCP/IP APAR PK46764
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Performance studies have shown network latencydwgments in environments where the CEC is under low
utilization of up to 35% by tuning the Lan Idle #mwithin the OSA Express2 using a dynamic algorithat
takes workload characteristics. This dynamic atgariinvolves taking the current default inter-paaap of

40 microseconds to as low as 1 microsecond.

A new INBPERF parameter option of DYNAMIC will nolae permitted. This new configurable setting allows
the TCP/IP stack to dynamically calculate the lvasies for the LAN idle timer settings. These sefsi will
indirectly determine how frequently the OSA adaptékinterrupt the host for inbound traffic.

The new dynamic LAN idle algorithm will be utilizéd compute the optimal OSA inter-packet gap tinters

be utilized. These LAN Idle Timers will be updategithis algorithm to attempt to optimize throughpthe

new algorithm should be effective for all protocols

The new DYNAMIC option for the existing INBPERF paneter is only valid for OSA-Express2 on an IBM
System z9 EC or z9 BC with the corresponding DyrdmiN Idle functional support. You should see a
significant throughput improvement for a singlesses interactive workload. A Latency improvemenB6f6

or more with a reduction in the CPU cost per tratisa.

The dynamic LAN idle timer algorithm will adjustdiH_AN idle timer settings to best fit the traffic
characteristics.
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Netstat DEvlinks/-d changes

»Display TCPIP,,NETSTAT,DEV to determine the INBPERF

parameter setti ngs

D TCPIP,TCPDLI41,NETSTAT,DEV

IEF196I IEF285] SYS1.CSSLIB

IEF1961 IEF285] VOL SER NOS= MVS019.
EZDO0101I NETSTAT CS V1R9 TCPDLI41 865

DEVNAME: GBNS41
DEVSTATUS: READY
LNKNAME: LGBNS41 LNKTYPE: IPAQENET LNKS

NETNUM: N/A QUESIZE: N/A SPEED: 0000001000
IPBROADCASTCAPABILITY: NO
CFGROUTER: PRI ACTROUTER: PRI
ARPOFFLOAD: YES ARPOFFLOADINFO: YE
ACTMTU: 8992
READSTORAGE: GLOBAL (4096K)
CHECKSUMOFFLOAD: YES
SECCLASS: 255
BSD ROUTING PARAMETERS:

MTU SIZE: N/A METRIC: 00

\\ DESTADDR: 0.0.0.0 SUBNETMASK: 255.255.255

DEVTYPE: MPCIPA

INBPERF: DYNAMIC
SEGMENTATIONOFFLOA
MONSYSPLEX: NO

KEPT ‘\\\\

TATUS: READY

DAY ES]
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The Netstat DEvlinks/-d command displays information about devices anchédfinterfaces or links defined
to the TCP/IP stack.

The INBPERF field is significant only for active IPAQENET link$PAQTR links, and IPAQENET6
interfaces. This field indicates how frequently Humpter should interrupt the host. The possiblieegaare:

MinCPU

MinLatency

Balanced

Dynamic

Indicates that the adapter is using a static infgriming value that minimizes host
interrupts, and therefore minimizes host CPU consion.

Indicates that the adapter is using a static inpgrtiming value that minimizes latency delay
by more aggressively presenting received packetsethost.

Indicates that the adapter is using a static inpgftiming value that strikes a balance

between MinCPU and MinLatency.

Indicates that the stack and the adapter are dgadignupdating the frequently with which

the adapter should interrupt the host for inbouatfit.
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This presentation describes enhancements and matidos added to the Communications Server in tha ar

of network security in zZ/OS V1R9.
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Agenda

ﬁPSec Enhancements

» IPSec Network Management Interface
Support

» Network Security Services

» zIIP Assisted IPSec

» AT-TLS APl Enhancements

/ \ | n
. z : 7,
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There are some enhancements as well as new furactaed for IP Security.
Network Security Services is a new function in V1iR8t provides a set of services for IPSec.
Some enhancements were made to the existing ATARIS
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IPSec Enhancements
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This section describes the enhancements to theérnexI®Sec function in V1R9.
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IPSec Enhancements Needed

z/OS V1RY7 introduced Integrated IPSec function
= Improved usability and diagnosis for IP filtering and IP security
= Introduction of NAT traversal support

v

\%

IPv6 and NAPT traversal support was available in z/OS V1R8

v

SWSA is a Sysplex-wide security associations
= |PSec SAs automatically reestablished during a DVIPA takeover/giveback.

» SA refresh is the negotiation of new security association keys for an existing SA

\%

No support for multiple PFS groups

= Perfect Forward Secrecy (PFS) is used for generating keys during a phase 2
negotiation.

= Integrated IPSec policy only allows a single PFS group to be specified on the
IpDynVpnAction statement.

v The IpDynVpnAction statement is used to specify how to protect phase 2 SAs.

= When acting as a responder, you may want to configure an IpDynVpnAction to accept
various PFS values from multiple clients.

» The attributes used for the SA are not saved
= Integrated IPSec policy allows configuration of multiple offers (groups of SA attributes).
v SA attribute examples: encryption algorithm, hash algorithm, key exchange (DH or PFS) group

= SA refresh and SWSA takeover/giveback negotiations using Aggressive Mode or Quick
Mode fail if an incorrect offer is selected.

0
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The Integrated IPSec function was introduced irMdR7 as a replacement for the Security Server Fitlew
Technologies IP filtering and IP security functiofihe Integrated IPSec function has improved uigloiver
Firewall Technologies. The Integrated IPSec funrctias Network Address Translation (NAT) suppdit.
also has Network Address Port Translation (NAPaydrsal support. NAPT translates multiple intetRal
addresses to a single public address and transfetdsCP or UDP port to make the connection unique.

The IKE daemon negotiates the dynamic IP secusi$p@ations. Security associations are negotiatéaa
phases. Phase 1 SAs are established first angtbact the phase 2 negotiations. You have a ehafitwo
modes: Aggressive Mode or Main Mode. Phase 2 Sé&epr data traffic and uses Quick Mode.

SWSA allows for IPSec SAs to be automatically reasthed during a DVIPA takeover or giveback. SA
refreshes are performed prior to expiration oféRisting SA.

The usage of PFS is optional in a phase 2 negmtiatror maximum interoperability, servers showdable to
accept multiple PFS values. Some clients may balgble to support lower PFS groups, while othentd
may support higher PFS groups for higher security.

During a takeover/giveback or refresh using Aggressr quick mode, the first offer is used whichynmot be
the offer used in the establishment of the SA wineitiple offers are configured. In Main mode diltloe SA
offers are sent to the peer and the peer can saiestceptable offer.
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IPSec Enhanced

» Support for multiple PFS groups
= Provide new parameters on the IpDynVpnAction statement to
allow multiple PFS values to be accepted in responder mode.

v’ The InitiateWithPfs parameter specifies the PFS value to use when
initiating a phase 2 negotiation.

v The AcceptablePfs parameter specifies an acceptable PFS value
when responding to a phase 2 negotiation. The AcceptablePfs
parameter is repeatable to allow specification of multiple values.

= New InitiateWithPfs and AcceptablePfs parameters cannot be
used with Pfs parameter in the same IpDynVpnAction statement.

= The InitiateWithPfs value must be specified as one of the values
specified by AcceptablePfs.

InitiatePfs Group5
AcceptablePfs  Group2
AcceptablePfs  Group5

» Use of SA cache for SWSA and refresh
= Select the SA offer based upon previously agreed to SA attributes.
= The agreed to SA attributes are stored in the SA cache.
v For SWSA, SA attributes are stored in the Coupling Facility.

(_@ Redhnoks © Copyright IBM Corp. 2007. Al rights reserved. m /redbooks

New parameters are added to the IpDynVpnActiorestaht to allow the user to configure multiple PFS
values to be accepted in responder mode. Thete\tithPfs and AcceptablePfs parameters should now be
used instead of the Pfs parameter.

With a SA cache the correct offer will be used $aWSA takeover and giveback and a SA refresh. The SA
cache is located in the IKED private storage.

Policy agent enforces that thatiateWithPfsvalue must be specified as one of the values spddify
AcceptablePfs Otherwise, SA refreshes and SWSA takeovers wiailld
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Example using multiple PFS groups

o

IpDynVpnAction:

AcceptablePfs group2
AcceptablePfs group5

9
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The two clients use different PFS groups when éistabg a SA with the z/OS server. The z/OS seivable
to respond to both clients by configuring a sirigleynVpnAction to support multiple PFS groups.
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The client on the left establishes an SA with th@S sysplex. The SA information is stored in thapling

facility.

SWSA Example

Initial SA establishment

i om

)

Client
IPSec Policy:
3DES, MD5,
PFS group 2

Primary

IPSec Policy

Offer A — AES, SHA-1, PFS group 5
/ Offer B — 3DES, MD5, PFS group 2

~

3DES, MD5,

\PFS grp2
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SWSA Example Takeover

/ Primary \

I om

Backup
% % attributes:
3DES, MD5,

Client
IPSec Policy:
3DES, MDS, PFS group 2
PFS group 2
IPSec Policy
Offer A — AES, SHA-1, PFS group 5
\ / Offer B — 3DES, MD5, PFS group 2

o]e]
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When the primary z/OS box becomes unavailableb#tokup performs a SWSA takeover to re-establish the
SA with the client. The SA attributes are retrié¥em the coupling facility and the correct SAafis used
for the negotiation.
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IPSec network management interface
support

00
L@ Hedbuoks © Copyright IBM Corp. 2007. All rights reserved. om /redbOOkS

This section discusses the IPSec network manageanterface support.
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IP Security network management interface (NMI)

» In z/OS V1RY7, IP security network management data was made available via a UNIX shell command (the ipsec
command )

» A programmatic IPSec management interface was needed.

» z/OS V1R9 adds a formalized network management programming interface to retrieve IP security management
data, enables a network management application, such as IBM Tivoli OMEGAMON to access IP Security
management data and integrate such data into the network management functions OMEGAMON already provide

= Network management applications connect to an AF_UNIX listening socket, /var/sock/ipsecmgmt

= After connecting, IKED sends an INIT message to the network management client application to acknowledge the connection.

= Up to 50 simultaneous network management client applications are supported.

= Request/response interface

= IKE daemon provides the service Data similar to what can be retrieved

using the ipsec command will be
Policy 1P Security
Admin Monitor
application
4

available over the IP Security NMI
> IP filtering rules and statistics
ooty NTToameat] el N ﬁi S > IKE Phase | SA information and
policy Local IPS sta) % ‘ ysogD > ase information an
tocally I e A Bt status
on z/0S policy
L ¥

/ ’ / management user
-

AR
7 i .
/@ Network operations interface:

¥ e M M Y > IKE Phase 2 SA information and
7 aemon
Policy agent IPSEC TRMD SyslogD status
command
» Manual SA information and status
Filter / » Port translation data
Install Install Install dynamic IPSec
oty o negonon events IBM Tivoli's OMEGAMON for
Filter rules IPSec manual IPSec * Mainframe Network product is
R Pee SAs dynamic SAs B expected to utilize this interface.
ng:c/LP Available on z/OS V1R8 via APARs
PK43352 and PK43353

; J 0
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In z/OS V1R7, IP security network management data made available via a UNIX shell command (the
ipsec command). Adding a formalized network manag@ programming interface to retrieve IP security
management data, enables a network managementatuplito access IP Security management data and
integrate such data into the network managemeirtifuns already provided.

The ipsec command displays and manages systenmafion for Integrated IPSec, but a programmatic
interface was needed for network management apiplitsato perform these actions without needingetmort
to screen-scraping.

A network management interface is implementedritedrated IPSec in z/OS V1R9. The IKE daemon
implements an AF_UNIX listening socket that acceqmsnections, and uses a request/response model for
providing IPSec management data and control. Guresdly, IKED must be running in order to make uke o
this service. Data similar to what can be retrieusihg the ipsec command will be available overlthe
Security NMI interface:

«IP filtering rules and statistics

*IKE Phase | SA information and status

*IKE Phase 2 SA information and status
*Manual SA information and status

*Port translation data

In addition the interface allows for the following:

*Activation or deactivation of manual tunnels
*Activation, deactivation, or refresh of IP tunnels
*Deactivation or refresh of IKE tunnels

eLoad default IP filters or policy IP filters
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Authorization Required to use the Interface

» For a given system and TCP/IP stack, a network
management client application must have permission to
the following profiles in the SERVAUTH class in order to
Issue a request of the given type:

= Display requests:
EZB.NETMGMT.system.stack.IPSEC.DISPLAY

= Control requests:
EZB.NETMGMT.system.stack.IPSEC.CONTROL

» If the given profile does not exist, then only superusers
or users permitted to BPX.SUPERUSER in the
FACILITY class are permitted to request data for a given
stack.

0
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SAF authorization is required for most request sype the resource

EZB.NETMGMT systenstacklPSECtype,in the SERVAUTH class, whetgpeis DISPLAY or CONTROL.
If this profile does not exist, then only superssar users permitted to BPX.SUPERUSER in the FACWIT
class are permitted to request data for a giveskstAuthorization failure will be indicated by &ACCES
return code in the response message.

Other errors may occur in addition to authorizafaifure. Most such errors relate to improperlynied
request messages. These errors will be indicatdteiresponse message header’s return code awhreade
fields, and the possible values for these are dected in théP Programmer’s Guide and Referencin
certain error cases IKED will close the connection.

The set of errors that may be reflected in thearsp message’s reason code are documentedlip the
Programmer’s Guide and Reference
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Network Security Services

0
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This section describes a new z/OS Communicationgegéunction called Network security services (NSS)
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Network Security Services (NSS)

2108 seaxe comnections Z/OSimagex  Certificates and

; 1 [ i private kle‘ys for

mage ¥ ¥ i on
K images

IKE : .
B siEHR-
Services i
i
iked.conf nss.conf = S
IPsec SAs ‘ \ <

Centralized
RACF
Stack
One N Eight , admnlslrahun
» Internet Key Exchange (IKE) protocols allow for dynamic, secure

key exchange in support of the establishment of IPSec Security
Associations (SAs)
= IKE processing involves creation and verification of digital signatures
* In RSA signature mode, signature operations require access to RSA
certificates and keys

¥ Security endpoints may exist in different zones of  the network, some more
' trusted than others
image n > NSS provides centralized network security services for a set
IKE of z/OS images
Daenmon = Images can be non-sysplex, \(\/\thln sysplex or cross sysplex
= Provides RSA signature services

iked.conf ¥ Allows central administration of RACF certificates and private keys
¥ Sign and verify during runtime IKE negotiations
= Provides remote monitoring and management services

v Allows selection of single focal point as IPsec management hub
¥ ipsec command for administrator

v
Stack Stack Network Monitor Interface for management application

One e | Eigt > A new server called the Network Security Services D aemon
(NSSD) provides the services.

» The z/OS Internet Key Exchange Daemon (IKED) is enhanced with
NSS client functionality.

> The ipsec command is enhanced to use NSS remote management
service to monitor and control remote IPsec endpoints

04
{@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbooks

Network Security Services (NSS) centralizes theitier keying material that would otherwise needeside in less secure zones of the
network onto a single location in the most secoreezof the network. In addition, NSS allows fontralized configuration and
administration of certificates.

Network Security Services provide centralized fieetie services, monitoring and management for ¢F®eurity across z/OS systems
within and across sysplexes. Network Security $esvallow IPSec certificates to be kept in a sifmgation, rather than having them
reside on each z/OS node. The z/0OS Communicafienger IKE daemon is enhanced so that it can biéggewad to act as a Network
Security client. Configuration is on a per-staelsils, such that each NSS-enabled stack will agpahe Network Security Server as an
independent client. For TCP/IP stacks that arecanfigured to use Network Security Services, the t&emon will continue to manage
certificates out of a local keyring.

Specifically, NSS provides a central SAF-enablgmbsé@ory for RSA certificates along with signatgevices within the most trusted
zones. It eliminates the need to distribute dedtiés to security endpoints. NSS centralizesraddce configuration and deployment
complexity, especially when used along with Ceieal Policy Services. It offloads digital signa&uwperations from IKE daemon (the
NSS client) and it enables monitoring and managéwferemote IPSec endpoints through the ipsec camnaad a network management
programming interface.

The network security services (NSS) server proviadsst of network security services for IPSec. &heslude the certificate (and digital
signature) service and the network managementcgervihe certificate service and network managesenice are used by NSS clients.
When an NSS client uses the NSS certificate sertheeNSS server creates and verifies RSA sigratmehe behalf of the NSS client
using RSA certificates that are stored only atNISS server. When an NSS client uses the networlagement service, the NSS server
routes IPSec network management interface (NMiyests to that NSS client, which enables the NS&tditiebe managed remotely. The
NSS client provides the NSS server with resporsésese requests.

As mention earlier, the IKE daemon can be confiduceact as an NSS client on behalf of multiple TERtacks. A separate connection
is maintained to the server for each NSS-enabldd/[FCstack, so each TCP/IP stack appears as atepi8S client to the NSS server.
The -z option of the ipsec command or the IPSec &l be used to manage NSS clients that use thenBl88rk management service.
For details about using the ipsec command to maN&§clients, see/OS Communications Server: I[P System Administsator
CommandsFor details about using the IPSec NMI to manag& Nlients, see’OS Communications Server: IP Programmer’s Guit# a
Reference

In a nutshell NSS does the following:
Provides a central SAF-enabled repository for RB#ificates along with signature services withia thost trusted zones

Eliminates the need to distribute certificatesdousity endpoints

Centralizes and reduces configuration and deploye@nplexity, especially when used along with Cdiztea Policy Services
Offloads digital signature operations from IKE daenfthe NSS client)

Enables monitoring and management of remote IPsdjwoémts through the ipsec command and a networlkagenent programming
interface.
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NSSD configuration file

» NssConfig statement
= Three parameters Port, SyslogLevel, and KeyRing

» Configuration errors:
= At startup — NSS server logs error and exits

= On MODIFY command - entire refresh is rejected, error is logged, NSSD
continues with existing configuration

» NSSD Keyring
= Single keyring for NSS server
= All client and Certificate Authority certificates must reside on this keyring

= SERVAUTH profile must be set up for each certificate to permit client
access to that certificate
i.e., EZB.NSSCERT.sysname.clientname.IPSEC.HOST

= A separate keyring may contain server identity certificate used in AT-TLS
handshake. This is specified in the AT-TLS configuration.

» Configuration Assistant will build this file for you

0
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The form of the NSSD configuration file is simil@arthat of the IKE daemon. All of the parametaes a
contained within the NssConfig statement, encldsedurly braces. Three parameters are availabihe
Port parameter identifies the TCP port to which the d8&er will bind. The default value is 4159, whish
an IANA registered port. All client requests masme in through this TCP port. TBgsloglLevelparameter
specifies the level of logging to obtain from thE®Iserver. The default value is 1 which is theimmah NSS
daemon syslog output. TheeyRing parameter specifies the SAF key ring databaseghwdontains
certificates and keys used when creating and vegfgignatures for NSS clients. There is no defaalue for
this parameter. NSS certificate services will In@tactivated if the KeyRing parameter is not spedifi

The NSS server logs an error and exits when cordtgn errors are detected during startup. Wheorgin
the configuration file, that is being refresh agsult of the Modify command, are detected theretier is
logged and the refresh is rejected.

The NSS server’s key ring serves a similar purpesthe IKE daemon’s key ring. It contains certifgsathat
are used in the process of creating and verifyiggagures that are exchanged during RSA signature
authentication. A personal certificate or site ifieette contained on the NSS server’s key ring espnts the
identity of an NSS client, whereas a certificatatatned on the IKE daemon’s key ring representzall
stack’s identity. See chapter 18 of the IP Gunfation Guide for more details.

Certificates for all NSS clients must reside ors e key ring. The same commands that are usgddte
and manage the IKE daemon'’s key ring also apptiigd\NSS server’s key ring. For examples of howéate
and manage the IKE daemon'’s key ring, see the iigiration Guide Appendix E, “Steps for preparing
run IP security.”

You must create a SERVAUTH resource profile forreBlSS client certificate that is added to the NSS
server’s key ring. For details, see chapter 1&eflP Configuration Guide.
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NSSD External Security Manager Setup

» Several SERVAUTH profiles control access to NSS server services and certificates

» Label Name Mapping

= Two SERVAUTH profiles contain certificate label names
v' EZB.NSSCERT.sysname.mappedlabelname.HOST
v/ EZB.NSSCERT.sysname.mappedlabelname.CERTAUTH
= SERVAUTH profile naming rules are more restrictive than those for RACF certificate label names.
Specifically,
v' SERVAUTH names do not allow lowercase characters or embedded blanks.
v asterisk (*), percent sign (%), and ampersand (&) have special meanings in SERVAUTH profile names when generic
profile processing is active

= To compensate, the NSS server does the following when building the two SERVAUTH profile names listed
above:
¥" lowercase characters are translated to uppercase
v asterisk (*), percent sign (%), and ampersand (&) and embedded blanks are translated to the dollar sign ($)

= Note that mapping could result in multiple certificates being mapped to the same name. For example:
v’ certificate_123 and CERTIFICATE_123 both map to “CERTIFICATE_123"
v Certificate 123, Certificate%123 and certificate*123 all map to “CERTIFICATE$123"

» NSS Clients can use pass tickets to authenticate to the server. If pass tickets will be used:

= Permit NSSD'’s userid to the BPX.DAEMON FACILITY class if that class is already defined (if it's not, no need
to define it)

= Secure sign on function must be enabled and at least one profile must be created for the NSS server.
= Configure PTKTDATA class profiles (profile name is NSSD)
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This slide describes the External Security Mangg&M) setup required for NSS. The name of the \BERTH profiles contains a
sysnamevhich is the name of the z/OS system on which N&SDnning. Some profile names contaicliantnamewhich is the

symbolic name of the NSS client. Mappedlabelnamis also present in some profile names and thakisritapped version of a certificate
Iab(fe_ll. To allow access the userid under whichN&S client registers must be permitted READ ateshe following SERVAUTH
profiles.

EZB.NSSsysname.clientname.IPSEC.CERT controls whether a NSS client can register withN$S server for the NSS certificate
service.

EZB.NSSsysname.clientname.IPSEC.NETMGMT controls whether a NSS client can register withNISS server for NSS network
management servicEZB.NSSCERT sysname.mappediabelname. CERTAUTH controls whether a NSS client can access a given
CERTAUTH certificate on the NSS server's key rifighis profile controls access to a single certiicadentified by the
mappedlabelname.

EZB.NSSCERT sysname.mappediabelname.HOST controls whether a NSS client can access a gitRSONAL or SITE certificate
on the NSS server's key ring. This profile conteasess to a single certificate, identified by tleppedlabelname. Name
mapping rules will be discussed later on.

To allow access, the userid under which the NMliapfion or the ipsec command will run must be pgied READ access to the
following SERVAUTH profiles.

EZB.NETMGMT. sysname.clientname.lPSEC.DISPLAY controls whether a z/OS user can issue NMI momigprequests to the NSS
server on behalf of a NSS client (i.e. GET_xxx igi8) or issue the ipsec command with the -z optiggerform a display action for a
NSS client (i.e. display options) .

EZB.NETMGMT. sysname.clientname.lPSEC.CONTROL controls whether a z/OS user can issue NMI manageraquests to the
NSS server on behalf of a NSS client (e.g. actidatectivate requests) or issue the ipsec commathdivé -z option to perform a
management action to a NSS client (e.g. activesetivate options).

EZB.NETMGMT. sysname.sysname.NSS.DISPLAY controls whether a z/OS user can issue NMI reguedlisplay connections to the
NSS server or issue the ipsec command with th@tiemmto display connections to the NSS server.

During the processing of certificate operations, NES server validates that an NSS client is aizégnbito access the certificates required
to complete the operation. The NSS server conSERVAUTH profiles to perform this validation. Theofile names consulted by the
NSS server are dynamically constructed by the N®&s using the following information:

The system name on which the NSS server is running
The label of the certificate that is used durirggetificate operation
The certificate operation that is being performed:

When processing a request to create a signateréoiimat of the profile that is consulted is
EZB.NSSCERT sysname.mappedlabelname.HOST. When processing a request to obtain a list ofc€dificates, the format of the
profile consulted I€ZB.NSSCERT sysname.mappedlabelname.CERTAUTH .

The NSS server creates a mapped label name usiriglibwing algorithm:

All lowercase alphabetic characters in a certiétsatabel are changed to uppercase. This is negesseause the class descriptor table for
the SERVAUTH profile permits only uppercase profiemes.

The asterisk (*), percent sign (%), and ampers&éie replaced by a dollar sign ($). This is neeeg because these characters have
special meaning when generic profile processiragive.

All embedded blanks are also replaced by a ddligr ). This is necessary because blanks are looted in SERVAUTH profile names.

Note that the administrator of the NSS server rdefihe profiles using the mapped label names getelay this algorithm. When the
certificate’s label name contains lowercase characthe administrator must change each lowerdasacter to uppercase. When the
certificate’s label name contains the charactef$,*&, or a blank character, the administrator nmaptace each occurrence with a dollar
sign ($) character.

If pass tickets will be used to authenticate certhen thiNSS userid must be permitted to the BPX.DAEMON slaisd
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NSSD — Other Configuration

» Relevant Policy
= |P filtering policy to allow NSS client/server traffic
= AT-TLS policy to protect NSS client/server traffic
= Configuration Assistant can set this up for you

» TCP/IP Profile
= Optionally update PORT statement to reserve the NSS server listening port

= Optionally add default IP filter rules to allow NSS client/server traffic even
when configured policy (via Policy Agent) is not loaded

» Failover Considerations

= Sysplex-based failover
v Use a non-distributed dynamic VIPA (do not use a distributed DVIPA)
v’ Transparent to NSS clients

= Explicit backup server
v Specified in client configuration
v Upon lost connection to primary server, client will connect to backup
v Completely independent of any sysplex configuration

= Any backup server must have identical ESM definitions and certificate

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

The NSS server communicates with NSS clients usiad CP protocol. The NSS server binds to all stading INADDR_ANY. IP
filters rules must be defined to permit NSS clisatver traffic for any IP security stacks that eamtein interface to which the NSS client
will connect. In addition to the default IP filtg the configured policy which is delivered thrauge z/OS Policy Agent must also be
updated to allow this traffic. Policy-based fitare in effect when a stack initializes with Baicy Agent or when thipsec -f reload
command has been issued. IP security filter padiclefined in Policy Agent configuration file§or details about defining IP security
policy files, see the Policy Agent and policy apations chapter a/OS Communications Server: IP Configuration Refege Note that
the SourcePortRange value on the IpService statememgsinclude the value specified on the port patenof the NssConfig statement
in the NSS server configuration file.

The NSS server and the IKE daemon require that aomations between the NSS server and NSS cliensetured using AT-TLS. You
must define AT-TLS rules to secure this communaatEnable AT-TLS processing for a stack by spéuifghe TTLS parameter on the
TCPCONFIG statement in the TCP/IP profile. Spedir-TLS policy is configured in Policy Agent cogfiration files. For details about
enabling AT-TLS and configuring AT-TLS policy, s€hapter 19 of the IP Configuration Guide. Youwddalefine AT-TLS policy such
that only cipher suites requiring TLS encryptioe akchanged with NSS clients. Failure to resthetdipher suites to those requiring
encryption can result in sensitive information flog/in the clear across an untrusted network. Mot define AT-TLS policy for each
stack through which the NSS server will communieeite an NSS client.

The NSS server acts as the server during an SSishake. To act in the server role of an SSL harndslihe NSS server must have
access to a private key and certificate verifytsgiwnership of that private key. For informatidioat creating and managing keys and
certificates for servers using AT-TLS, see Appertliaf the IP Configuration Guide. Note that NMipdipations use AF_UNIX sockets,
so AT-TLS protection does not apply to those cotioes.

By default the NSS server uses TCP port 4159 Hisitvialue is configurable using the Port parameftiéne NssConfig statement in the
NSS server configuration file. It is also a goodado update the PORT statement in the TCP/IPlptofireserve the port that the NSS
server will use when listening for client connento

Default IP filter policy is defined in the TCP/IRgfile. Updating default IP filter policy to permébmmunications between the NSS server
and NSS clients is optional. Default IP filter pylis in effect only when IP security filter policannot be loaded or when fipsec -f

default command has been issued. For details about defitafeglt IP filter policy in the TCP/IP profile, s8OS Communications

Server: IP Configuration ReferenceNote that the SRCport value in the filter rutegst include the value specified on the port patame
of the NssConfig statement in the NSS server cardiipn file.

NSS clients can use the NSS certificate servicenmegotiating phase 1 security associations. Netwarkitoring applications can use
the NSS network management service to displaynmtion about NSS clients. As such, the NSS sehauld be treated as an
application that requires high availability. Takeps to quickly recover from an outage that imp#wsNSS server’s ability to respond to
clients. Recovery configurations for the NSS eeimclude the following:

For recovery of NSS server workload by another N&Ser within a sysplex, configure NSS clients torect to the NSS server on a hon-
distributed dynamic VIPA. TCP/IP stacks configuesdbackup for the dynamic VIPA must have the necggsaernal security manager
definitions and certificates to support the NS8ri, and an NSS server must be running on the 2y&8m hosting the TCP/IP stack
configured as backup. Do not configure NSS cliémtsonnect to a distributed DVIPA address on tSiserver. If a distributed DVIPA

is used, thgpseccommand and IPSec NMI can manage only NSS cliéatshiave been distributed to the system on whiclpgez
command is being run or the system on which thed®8MI is invoked.

Alternatively, an IKE daemon running as an NSSntlean be configured to connect to a backup NS&seiith the
NetworkSecurityServerBackup parameter on the IkéiGatatement in the IKED.CONF file. When the IKEedi@on is unable to connect
to the primary NSS server, or when it loses itsneation with the primary server, the IKE daemoermatits to connect to the server
configured as backup. This recovery configuratian be used regardless of sysplex configurations.bBlckup server must be configured
with all necessary external security manager déefims and certificates to support the NSS clieiits.additional details about the
lkeConfig statement, s@OS Communications Server: IP Configuration Refeze
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NSSD Policy Example:

IP filtering

IpFilterRule NssTrafficlPv4
IpSourceAddr all4
IpDestAddr all4
IpService

SourcePortRange 4159
DestinationPortRange 1024 65535

Protocol tcp
Direction bidirectional InboundConnect
Routing local

IpGenericFilterActionRef permit-nolog

}

IpFilterRule NssTrafficlPv6
IpSourceAddr allé.
IpDestAddr allé
IpService
{

SourcePortRange 4159
DestinationPortRange 1024 65535

Protocol tcp
Direction bidirectional InboundConnect
Routing local

}

IpGenericFilterActionRef permit-nolog
IpGenericFilterAction  permit-nolog

IpFilterAction permit
IpFilterLogging no

(‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved.
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This is an example of a valid IP filter policy dafion for use with NSS assuming that the NSS semi be

listening on port 4159.
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NSSD Policy Example: AT-TLS

HandshakeRole
}
TTLSCipherParms
{

V3CipherSuites
V3CipherSuites

V3CipherSuites
V3CipherSuites
}

TTLSRule NssRule
LocalPortRange 4159
JobName NSSD
Direction Inbound
TTLSGroupActionRef NSSGroup
N TTLSEnvironmentActionRef NSSManager
}
O TTLSGroupAction NSSGroup
TTLSEnabled On
}
T TTLSEnvironmentAction NSSManager
E TTLSKeyRingParms
S Keyring NSSD/keyring
}
TTLSCipherParmsRef RequireEncryptio

SERVER
RequireEncryption

TLS_DHE_RSA_WITH_3DES_E
TLS_DHE_DSS_WITH_3DES_E

TLS_RSA_EXPORT_WITH_RC2
TLS_RSA_EXPORT_WITH_RC4

DE_CBC_SHA
DE_CBC_SHA

_CBC_40_MD5
_40_MD5

(‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved.
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This is an example of a valid AT-TLS policy defipit for use with NSS assuming that the NSS serviéba

listening on port 4159.
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IKED Configured as a NSS Client

» Configuration changes

= |KED Configuration File
v New parameters added to the IkeConfig Statement
— NetworkSecurityServer parameter identifies the primary NSS server for IKE NSS client TCP/IP stacks
— NetworkSecurityServerBackup parameter identifies the backup NSS server for IKE NSS client TCP/IP stacks.

— NssWaitLimit parameter specifies interval in seconds that IKED waits between attempts to connect to NSS
server

— NssWaitRetries parameter specifies number of times that IKED will try to connect to an NSS server
v" A new NssStackConfig Statement
— Identifies a TCP/IP stack that will use Network Security Services
— ClientName parameter specifies the name by which this stack will be known by the NSS server
— ServiceType parameter selects a network security service to be used by the NSS-enabled stack.
Cert enables the certificate service
RemoteMgmt enables the remote management service
— Userld parameter specifies the z/OS userid by which the NSS client will be authenticated

— AuthBy parameter specifies the method that should be used to authenticate the userid on the NSS server z/OS
system, ;password or passticket

v' Configuration Assistant sets this up for you

» ESM setup

= A new SERVAUTH profile is added to allow a user to issue the ipsec —w command or an NMI
application to issue the NMsec_GET_IKENSINFO call. Both of these query IKED’s NSS
current configuration and state.

v' EZB.NETMGMT.sysname.sysname.|lKED.DISPLAY

0
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Four new parameters are added to the IkeConfigratait in the IKE daemon configuration file. Allthese are focused on NSS
exploitation and apply to all stacks that use N88ugh this IKE daemon.

TheNetworkSecurityServer parameter identifies the primary NSS server for MES client TCP/IP stacks. A single server is Used
all of the TCP/IP stacks configured as NSS clieBtacks can be configured individually as NSS tfieStacks with a corresponding
NssStackConfig statement are treated as NSS ¢l&atks without a corresponding NssStackConfiggstant rely solely on local IKE
resources. While the NetworkSecurityServer paramstoptional, you must specify at least one effetworkSecurityServer and
NetworkSecurityServerBackup parameters in ordeaifiyrof the TCP/IP stacks to use an NSS servee. vatue of the
NetworkSecurityServer parameter can be changethei®ODIFY IKED,REFRESH command. However, existoannections remain in
place and new connection attempts will use the vedue.

TheNetworkSecurityServerBackup parameter identifies the backup NSS server for NES client TCP/IP stacks. Network Security
clients switch between the primary and the backB® dervers whenever their current server beconresponsive. If both the primary
and the backup become unresponsive, the NetworkriBeclient attempts to connect to the primary #mel backup in a round-robin
fashion until a successful connection is made.

TheNssWaitLimit parameter specifies the number of seconds thatsadiént waits between connection attempts whendrio
establish a connection with a NSS server. The mtoofuthe NssWaitLimit value multiplied by the NsaitRetries value defines the
maximum number of seconds that a NSS client attetoptonnect to a NSS server before switching tahen server. The

The new statemenlyssStackConfig,should be coded for each TCP/IP stack that willNS&. Only stacks with a corresponding
NssStackConfig statement are eligible for servimesided by a NSS server. Stacks that are not cargegwith an NssStackConfig
statement are locally managed. NssStackConfigraeatts require that a valid NSS server is desciibdte IkeConfig statement. It is a
configuration error to have a NssStackConfig statmwithout also specifying a NetworkSecuritySemparameter, a
NetworkSecurityServerBackup parameter, or both. ¥ause the MODIFY IKED,REFRESH command to chamigieh TCP/IP stacks
are configured as NSS clients, as follows:

«Deleting a NSS client: If it is determined afterefresh that a NssStackConfig statement was rethden the connection associated
with the removed NssStackConfig statement is closed

*Adding NSS client: If it is determined after a exfh that a new NssStackConfig statement was attaedthe connection for the new
stack is opened.

«Changing internal NssStackConfig values: Any chaogen internal parameter of the NssStackConfigestant results in a disconnect
followed by a reconnect.

The ClientName parameter, if not specified, is constructed bylKte daemon from the z/OS system name and the TCGRAEk name, as
follows: sysnane_stackname. Regardless of how name is established, it mustithteclientname portion of associated
SERVAUTH profiles on the NSS server.

The specified userid, on théserld parameter, must be defined on the z/OS system wherfdSS server runs. Furthermore, the userid
mhust be granted read access to any of the assb8ERVAUTH profiles that control access to netwsekurity services or certificates on
the NSS keyring.

sysnamein the EZB.NETMGMTsysnamsysnamgKED.DISPLAY profile is the name of the z/OS systemwhich IKED is running.
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NSS Monitoring and Management Services

N

» ipsec command

= Displays information about connected NSS clients (-x option)

= Monitors and manages NSS clients remotely through NSSD (-z option)
v" Used to specify the client name

= Monitors IKED’s NSS state (-w option)

»  NMI Programming Interface

= Based on the IPSec Network Management Interface (NMI)
. Network management applications connect to an AF_UNIX listening socket
Ivar/sock/nss

. The NSS NMI supports 18 of the 20 calls that the IPSec NMI supports.
Exceptions are
v NMsec_GET_STACKINFO (summary description of TCP/IP stacks)
v NMsec_GET_IKENSINFO (summary of IKED’s NSS config and state)

= The NSS NMI supports one unique call
v" NMsec_GET_CLIENTINFO (summary description of connected NSS clients)
= One formatting difference

v Applications connected to NSSD put the NSS clientname in the NMsMTarget field
rather than a TCP/IP stack name.

= Up to 10 simultaneous network management clients are supported

t@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

The role of the ipsec command expands in z/OS bR icompass NSS environments. You can use themaiy option
on the ipsec command to display connection infoionadbout NSS clients connected to the NSS ser¥eu can Use the
-z option on the ipsec command to specify the naf@a NSS client rather than a name of a local TEBfack. When the
-z option is specified, the ipsec command obtaifrination about the NSS client from the NSS serv&he -z option is
valid only on the system running the NSS servdre NSS client identified by the -z option must bargected to the NSS
server. The NSS client must also be enabled tohesBSS network management service. The new tiarogirects the
ipsec command to a local NSS server, which wilviand the request to the specified NSS client (aBsyithat client is
currently connected to the server). Almost alilhaf existing ipsec options work with —z. The oekgeptions are -p,
which directs the command to a local TCP/IP stackwhich requests information about the local N@8/er and -w,
which requests information about the local IKE daemRefer tdP System Administrator's Commarfds details and
examples of each ipsec command option.

NSS provides a NMI programming interface. The N8&er supports a message format that is almasticaéto that
used by the IKE daemon for local IPSec monitorind eontrol. Like the local monitoring/control inface, these
messages are exchanged over an AF_UNIX socket agiaguest-response model. NSSD’s AF_UNIX soiskeamed
Ivar/sock/nss.

The NSS server supports all of the request messhgesibed for the IKE daemon except for the
NMsec_GET_STACKINFO and NMsec_GET_IKENSINFO requésez “Application interfaces for monitoring IP
filtering and IPSec” on page 442). In addition, M®S server also supports the NMsec_GET_CLIENTINEquest
message. The NMsec_GET_CLIENTINFO request obtaliss af NSS clients that are currently connectethioNSS
server as well as summary information about eaehntcIThis message does not allow a filtering rdctfrthe
NMsMTarget field in the message header is blankg théormation for all of the currently connectedealts is returned. If
a client name is specified in the NMsMTarget figlten information for only that client is returnesllang as the client is
connected. If the specified client is not connectieen no records are returned in the responseagesAccess to this
function is controlled through the EZB.NETMGM¥sname.sysnamNSS.DISPLAY resource definition in the
SERVAUTH class.

The only difference between the NSS and IPSec NbHsage format is that when an NMI message is s¢hetdSS
server, the NMsMTarget string in the message heddatifies the remote NSS client to which the rexjus directed. Use
theclientnamdfield of the target NSS client in the NMsMTargeirsg, padded on the right with blanks. You can abthe
clientnamevalues of each client connected to the NSS sepvessiiing the NMsec_GET_CLIENTINFO request. The
NMsMTarget field can be set to blanks for an NMseETGCLIENTINFO request. If this field is set to blanfor any
other request, the request is rejected with anogguiate error code the reply header.

Message layouts are defined in SEZANMAC(EZBNMSEAY dusr/include/ezbnmsec.h. See the IP Programsn&ride
and Reference for details of each message
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Ipsec Command —x Option

/ ipsec -x display \

CS V1R9 ipsec NS Client Name: n/a Mon Nov 27 12:4 0:02 2006
Primary: NS Server Function: Display Format: Detail
N Source: Server Scope: nla TotAvail: 1
SystemName: MVS052
(@) ClientName: client4
StackName: TCPCS4
SystemName: MVS052
T ClientIPAddress: fff:10.10.10.1
ClientPort: 50003
E ServerlPAddress: <:ffff:10.10.10.99
ServerPort: 4159
UserlD: USER1
S RemoteManagementSelected: Yes
RemoteManagementEnabled: Yes
CertificateServicesSelected:  Yes
CertificateServicesEnabled:  Yes
ConnectState connected
TimeConnected: 2006/11/27 12:37:0 8

TimeOfLastMessageFromClient: ~ 2006/11/27 12:37:0

kR Rk

1 entries selected
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Here are a few noteworthy points regarding the atup this command.

The summary lines at the top are quite similah&d bf most other ipsec command options. Nothig t
exciting here.

The first several detail lines (ClientName throlggerID) display the client identity and addressinfation

The next four lines describe the client configumatas well as the services that are actually engpled
SERVAUTH profiles):

RemoteManagementSelected indicates whether ohadatient is configured to use the NSS network
management service

RemoteManagementEnabled displays “yes” when tleatchias selected this service and it is also peydiid
the service per the governing SERVAUTH profile.n@ivise, “no” will appear.

CertificateServicesSelected indicates whether btheclient is configured to use the NSS certtficgervice

CertificateServicesEnabled displays “yes” whendlent has selected this service and it is alsonjigrd to
the service per the governing SERVAUTH profile.n@ivise, “no” will appear.

The final few lines indicate attributes of the @&t client connection state
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ipsec Command —z Option

ﬁsec -y display -z client4

CS V1RO ipsec NS Client Name: client4 Mon Nov 27
Primary: Dynamic tunnel Function: Display

Source: Stack Scope: Current
TunnellD: Y2
ParentlKETunnellD: K1
VpnActionName: Dvpn
LocalDynVpnRule: mvs052_192
State: Active
HowToEncap: Tunnel
LocalEndPoint 10.10.10.1
RemoteEndPoint: 10.10.10.2
LocalAddressBase: 10.10.10.1
LocalAddressPrefix: n/a
LocalAddressRange: n/a
RemoteAddressBase 10.10.10.2
RemoteAddressPrefix: nla
RemoteAddressRange: n/a
HowToAuth: AH
AuthAlgorithm: Hmac_Sha
AuthlnboundSpi: 2401615039
AuthOutboundSpi: 1971620597
HowToEncrypt: 3DES
EncryptinboundSpi: 4088723240
EncryptOutboundSpi: 445063417

12:44:35 2006
Format:  Detail
TotAvail: 1

/
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This slide shows an example using the -z optiatigplay phase 2 security association informaticouaihe
NSS client client4, where the name client4 wasiabthfrom the previous ipsec -x display commands yAu
can see, the output looks exactly as it wouldéfsgame command were issued locally against thelPGRick
using the —p option. The only difference is ia fummary header information that describes thgtas an
NSS client rather than simply a TCP/IP stack.
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ipsec Command —z Option
(cont'd)

Protocol: ALL(0)
LocalPort: 0
RemotePort: 0
N OutboundPackets: 0
OutboundBytes: 0
InboundPackets: 0
o InboundBytes: 0
Lifesize: 0K
LifesizeRefresh: 0K
T CurrentByteCount: Ob
LifetimeRefresh: 2006/11/27 14:09:19
E LifetimeExpires: 2006/11/27 14:44:19
CurrentTime: 2006/11/27 12:44:35
VPNLifeExpires: 2007/03/07 12:44:19
S NAT Traversal Topology:
UdpEncapMode: No
LcINATDetected: No
RmtNATDetected: No
RmMNAPTDetected: No
RmtlsGw: n/a
RmtlsZOS: nla
zOSCanlnitP2SA: nla
RmtUdpEncapPort: n/a
SrcNATOARcvd: nla
DstNATOARcvd: nla
B
1 entries selected /
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This slide contains the remainder of the ipsecutpwt. This is the information that is normallyosin when
displaying phase 2 security associations.
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ipsec Command —w Option

/ipsec -w display \
CS V1R9 ipsec NS Client Name: n/a Fri Nov 17 11:2 0:05 2006

Primary: Stack NS Function: Display Format: Detail
Source: IKED Scope: nla TotAvail: 3

N SystemName: MVS052
StackName: TCPCS
ClientName: n/a

o NSServicesSupported: No
RemoteManagementSelected: No

T RemoteManagementEnabled: n/a
CertificateServicesSelected:  No
CertificateServicesEnabled:  n/a

E NSClientlPAddress: n/a
NSClientPort: n/a
NSServerlPAddress: n/a

S NSServerPort: n/a
NSServerSystemName: n/a
UserlD: n/a
ConnectionState: n/a
TimeConnectedToNSServer: n/a
TimeOfLastMessageToNSServer:  n/a
StackName: TCPCS3
ClientName: client3
NSServicesSupported: Yes
RemoteManagementSelected: Yes

RemoteManagementEnabled: Yes
CertificateServicesSelected: ~ Yes
CertificateServicesEnabled:  Yes
t@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbOOkS

You can use the -w primary option on the ipsec caminto query a local IKE daemon to determine which
active stacks are configured as NSS clients, akasdheir current status.

This slide illustrates the output of an ipsec —wnatand for a z/OS system that has three active FCRéAcks.
Two of these (TCPCS3 and TCPCS4) are enabled f&;, M&ile the first one (TCPCS) is not. Hereare
few noteworthy points regarding the output of tosnmand:

*The summary lines at the top are quite similahtd of most other ipsec command options. Notldag
exciting here.

*The first two detail lines for each stack indicttte stack identity

*The next five lines describe the client configicatas well as the services that are actually edafper
SERVAUTH profiles at the server):

*NSServicesSupported indicates whether or notKliedaemon itself is configured to use
NSS.

*RemoteManagementSelected indicates whether dhaatlient is configured to use the
NSS network management service

*RemoteManagementEnabled displays “yes” when tieatdhas selected this service and it
is also permitted to the service per the gover@BRVAUTH profile. Otherwise, “no” will
appear.

CertificateServicesSelected indicates whetherobthe client is configured to use the NSS
certificate service

CertificateServicesEnabled displays “yes” whendlent has selected this service and it is
also permitted to the service per the governing \&&RTH profile. Otherwise, “no” will
appear.

*The remaining lines describe the client and seadeiresses and indicate attributes of the
current client connection state

Note that output for each stack is separated Iyeaolf asterisks
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ipsec Command —w Option
(cont'd)

NSClientlPAddress: 10.10.10.1
NSClientPort: 50105
NSServerlPAddress: 10.10.10.3
NSServerPort: 4159
N NSServerSystemName: MVS052
UserlD: USER3
ConnectionState: connected
(@) TimeConnectedToNSServer: 2006/11/17 11:19:0 9
TimeOfLastMessageToNSServer:  2006/11/17 11:19:0
T StackName: TCPCS4
ClientName: client4
E NSServicesSupported: Yes
RemoteManagementSelected: Yes
RemoteManagementEnabled: Yes
S CertificateServicesSelected: ~ Yes
CertificateServicesEnabled:  Yes
NSClientIPAddress: 10.10.10.2
NSClientPort: 50104
NSServerlPAddress: 10.10.10.3
NSServerPort: 4159
NSServerSystemName: MVS052
UserlD: USER1
ConnectionState: connected
TimeConnectedToNSServer: 2006/11/17 11:19:0 9

TimeOfLastMessageToNSServer:  2006/11/17 11:19:0

e

3 entries selected
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This slide contains the reminder of the ipsec —tpou
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Configuration Assistant GUI

» Enhanced to define and configure NSS servers
and NSS clients

» Creates and deploys the following files (as
appropriate):

= NSSD configuration file

= |KED configuration file

= Policy for AT-TLS (if requested)
= Sample JCL to run NSSD

t‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

A new perspective has been added to the curremiflfgerspectives available for the user to configan the
main panel of the Configuration Assistant GUI.

From the NSS perspective the user will be abled¢ate images and have them be an NSS server, NS§ cl
or both. Stacks can also be created under an ithatjés either an NSS server or client. Curretityonly
technology to take advantage of the NSS functidR&ec. From the IPSec perspective the user carsats
their NSS client image and stack settings. Thegdes the panels have been made in such a way to
encourage the user to set as many defaults attdogei level as they can and then have all of th&stake
those settings as their defaults. Each stack eamride the image level defaults if they need e user can
use either the NSS or IPSec perspective to setigh NS

As with most other perspectives, key configurafites and excerpts of other files can be generatet
deployed to target machines. This includes a safRPICF job that includes the RACF commands that are
required to get all the stacks and images setugdadhe NSS services.
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Network Security Services Common Errors

The NSS load module is not APF-authorized.
— =  Symptom: The NSS load module abends.
] Cause/Response: The NSS load module must be APF-authorized.

\7

» The NSS socket directory does not exist or else it cannot be created by the NSS
server.
= Symptom: When NSS server syslog level 2 is set (NSS_SYSLOG_LEVEL_VERBOSE),
debug message DBG0040I is generated. The NSS server will immediately shutdown.
= Cause/Response:
1. The /var directory must already exist.

2. The /var/sock subdirectory must already exist, or else the userid that the NSS server is running
under must have authority to create the /var/sock subdirectory.

\7

SSL is not properly configured for the NSS client connection to the NSS server.
NSS client fails to connect.
= Symptoms

v" On NSS Server system: When NSS server syslog level 8 is set
(NSS_SYSLOG_LEVEL_CLIENTLIFECYCLE), debug message DBG0104l is generated.

v" On NSS Client system : When AT-TLS is not enabled or is misconfigured on the TCP/IP stack
used by IKED or the NSS server, IKED issues message EZD1149I indicating that the
connection is not secure.

= Cause/Response: AT-TLS must be enabled on both the client and server stacks with
the TCPCONFIG TTLS statement in the TCP/IP profile.

. m 1
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When the NSS load module is not APF-authorizedalsand occurs. The following message will be logged t
the console:

IEF4501 NSSD STEP1 - ABEND=S000 U4087 REASON=0000aD0

To APF-authorize a data set, add an APF ADD statefioe the data set to a PR@&a@member of parmlib that
is used for IPL. To immediately APF-authorize tlagadset, use the SETPROG APF z/OS command.

You will get the following message if the /var ditexy does not exist or the NSSD userid does no¢ hav
authority to create the /var/sock subdirectory wtienNSS server syslog level 2 is set:

DBGO0040I NSS_VERBOSE Cannot create socket directorfyar/sock - rc -1 errno 135
EDC5135I Not a directory.

Write access to the /var directory is controlledtigh standard unix file permissions, so the usanitku
which NSSD runs needs to have write permissionsrdarg to those flags.

When SSL is not properly configured, you may getftiilowing message on the NSS server system wien t
NSS server syslog level 8 is set:

DBGO0104I NSS_LIFECYCLE NSS connIlD 1 - the connectioiis not secure - the connection
will be closed

IKED, acting as the NSS client, will issue messag@®1149l indicating that the connection is not secu
AT-TLS policies must be defined for both the cliantd the server to secure the connection. RefékTo
TLS policy" in chapter 18 "Providing network sed¢uservices" of the IP Configuration Guide. If ALS is
enabled and the definitions are configured on tiemicand server stacks but these errors still otioen refer
to the IP Diagnosis Guide chapter 30 "Diagnosingl&ation Transparent Transport Layer Security (AT-
TLS)."
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Network Security Services Common Errors
(Cont)

»  The userid used for the NSS client connection to the NSS server has insufficient authority to
access services requested.
- Symptoms
v' On NSS Server system: When NSS server syslog level 2 is set (NSS_SYSLOG_LEVEL_VERBOSE), debug
message DBGO0032l is generated.

¥v' On NSS client system: IKED issues messages indicating which requested services are not available.

=  Cause/Response: SAF resource permissions are required to access network security services:
v' EZB.NSS.sysname.clientname.lIPSEC.CERT
v' EZB.NSS.sysname.clientname.lPSEC.NETMGMT

The userid used for the NSS client connection has insufficient authority to access client
certificates.

=  Symptom: When NSS server syslog level 2 is set (NSS_SYSLOG_LEVEL_VERBOSE), debug
message DBGO0004I is generated.

=  Cause/Response: SAF resource permissions are required to access certificates from the NSS server:
v' EZB.NSSCERT.sysname.mappedlabelname. HOST

O msl ol (@) o
v

»  An NSS client appears to be connected to two instances of the NSS server.

= Symptom: The ipsec -x display for both network security services server shows the same client
connected.

=  Cause/Response: Under normal termination, an NSS client will issue a disconnect to close its
connection with the NSS server. In some rare recovery situations, the NSS server may not be aware
that a connection with a NSS client has ended. When the client restarts or attempts to reconnect, it
is possible it may connect to a different NSS server instance, such as the backup server or a NSS
server on another system when the client is connecting on a dynamic VIPA.

9
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When the SAF resources, EZB.NSf&name.clientnaml®SEC.CERT or
EZB.NSSsysname.clientnamPSEC.NETMGMT, are not defined on the NSS serystesn or the userid of the NSS
client trying to request the service has not besmjited read access to the resource then you &tilhgnessage similar to
the the following, on the NSS server system, whenNBS server syslog level 2 is set:
DBG0032I NSS_VERBOSE ServauthCheck(USER2 ,EZB.NS3VS093.CLIENT2.IPSEC.CERT) rc 4
(DENY) racfRC 4 racfRsn 0

On the NSS client system, IKED will issue a messagglar to the following messages:
EZD1145I The network security certificate services not available for stack TCPCS2
EZD11471 The network security remote management segice is not available for stack TCPCS2

These resources must be defined on the NSS segstensand the userid configured on the NssStack@atditement in
the IKED configuration file must be permitted resxtess to them. Refer to "Steps for authorizinguees for NSS" in
chapter 18 "Providing network security servicesthaf IP Configuration Guide.

When the SAF resource, EZB.NSSCE&Bname.mappedlabelnatl@®ST, is not defined or the userid of the NSS Glien
trying to access the certificate is not permittead access to the resource profile then a messagardp the the
following will be issued when the NSS server sysdtagl 2 is set:

DBGO00041 NSS_CERTINFO Client MVS093_TCPCS3 annected as userid USER1 is not authorized
to profile EZB.NSSCERT.VIC012.NSCLIENT3.HOST assoated with matching certificate ( NSCLIENT3
) for request 00000000000000150000000000000000

This resource must be defined on the NSS servégrasyand the client userid must be permitted readszcto it.

If a NSS client appears to be connected to twaircgts of an NSS server then issue the ipsec -wagiep the system
running the affected NSS client to determine tochfNlSS server the client is actually connected.tidDplly, use the
netstat drop command to close out the old connectiotine other NSS server.
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Network Security Services Common Errors
(Cont)

(] > The userid used for the IKED connection to the NSS
server has insufficient authority to connect.

=  Symptom: IKED issues message EZD1139I with reason code
NSSRsnUserAuthentication.

= Cause/Response: The IKED connection to the NSS server
requires configuration of a valid userid and password or passticket
on the NssStackConfig statement in the IKED configuration file.

I om

» |IKED does not attempt to connect to the NSS server for a
given stack.

=  Symptom: IKED does not issue message EZD1138l for the given
stack.

= Cause/Response: A valid NssStackConfig statement is required
for each stack to utilize NSS.

0
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IKED, acting as the NSS client, issues the follayanessage when the userid
associated with the NSS client can not be authetetic

EZD11391 Request type NSS_ConnectClientReqToSrv witltorrelator 1D
00000000000000040000000000000000 for stack TCPCSI2d - return code EACCES reason
code NSSRsnUserAuthentication

A valid NssStackConfig statement must be configdoeeach stack that will

act as a NSS clientefer to chapter 8 "IKE daemon" in the IP Configima Reference for
information about configuring the NssStackConfitsment.
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zIIP Assisted IPSec
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This section describes how CommServer makes use a9 Integrated Information Processor (zIIP)IRBec
protocol traffic.
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IPSec - Heavy CPU consumption

> IBM System z9 Integrated Information Processor (zIIP)

* Specialty engine designed to free up general computing
capacity and lower software costs for select workloads

» Communication Server’s IPSec function becomes IBM’s
second exploiter of zIIP (first was DB2 V8)

» Even with System z’s specialized Crypto hardware,
IPSec’s data encryption/decryption and authentication
processing can incur very heavy CPU consumption on
z/OS

» Users may have performance concerns about enabling
IPSec on z/OS, due to potentially significant increase in
CPU consumption in handling IPSec protocol traffic
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The z9 Integrated Information Processor (zIIP) aasounced in 1Q2006. At that time, IBM DB2 V8 whs
only zIIP exploiter.

IPSec CPU consumption for certain types of netwaKic can be very intensive. For example, sewbulk
data workloads (like FTP or TSM) via IPSec can $geeially CPU intensive, since IPSec CPU processing
cost is relative to the amount of data being mové@dhe extra cycles consumed by IPSec could belgmutic
for users already running their z/OS LPARs at higlzation.
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Direct IPSec protocol traffic to zIIP

A new ZIIP IPSECURITY option has been added to the GLOBALCONFIG statement,
enabling SRB-mode IPSec AH and ESP protocol traffic to be processed on zlIP.
= GLOBALCONFIG ZIIP IPSECURITY
v' Directs all inbound IPSec AH|ESP protocol traffict o available zIIPs
— IPv4 and IPv6 IPSec traffic supported on zIIP
v Outbound IPSec AH|ESP protocol traffic will also be processed on zIIP in some cases
v Useful for performance projection purposes even in a configuration with no zIIPs
v’ Default is zIIP processors are NOT used for IPSect raffic (GLOBALCONFIG ZIIP NOIPSECURITY)

\%

» Wil provide CPU-busy relief on standard CPs for users already running IPSec on z/OS

\%

Could result in lower software charges (since IBM imposes no software charges for zIIP
capacity)

» Should make z/OS IPSec deployment more attractive for users concerned about IPSec
CPU consumption

\%

Support is available on z/OS V1R8
= Required - z/0OS Communications Server TCP/IP APAR PK40178
= Optional - z/0OS APAR OW20045
v" Needed if IIPHONORPRIORITY will be used to spill over to the general purpose CP
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The zIIP IPSECURITY feature helps position IBM Srstz9 as a cost-effective server in environments
requiring end-to-end security for IP network traffiBy directing IPSec’s Authentication Header (Addid
Encapsulating Security Payload (ESP) protocolitradf zIIP, your standard CPs will run less busyd ¢his
could result in reduced software charges (since IBlgloses no software charges for zIIP capacitygers
who have decided against IPSec deployment on zd0&tp CPU consumption issues) may find the zIIP
IPSECURITY feature now makes such deployment féasib

Configuring GLOBALCONFIG ZIIP IPSECURITY causé@tound ESP and AH Protocol traffic to be
processed in Enclave SRBs, and targeted to availdb®s. Outbound ESP and AH protocol traffic may also
be processed on available zIIPs when either thicagipn invoking the send() function is alreadyning on

a zIIP, or when the data to be transmitted is apoase to normal TCP flow control (for exampleadat
transmitted in response to a received TCP acknaeleent or window update).

Users with no zlIPs can also use GLOBALCONFIG AZPSECURITY in conjunction with the MVS
PROJECTCPU function, to obtain RMF projection datahe percentage of workload that is eligible éartn
on zIIP.

The default setting is to leave IPSec processingtandard CPs, so if you do want to direct yourlPS
processing to zlIP, you need to code GLOBALCONFIGZAPSECURITY.

Various Netstat options are available for viewihig®2PSec behavior and configuration. If in doabbut zIIP
online|offline status, use the MVS D M=CPU commalifdviewing a dump and you're interested in zIIP
IPSec configuration, you can use the TCPIPCS IP&ETCCPIPCS PROFILE commands.
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D M=CPU command example

D M=CPU shows the zIIP online/offline status

/D M=CPU \
IEE1741 01.35.25 DISPLAY M 277

PROCESSOR STATUS

ID CPU SERIAL

00 + 029B8E2094
01 + 029B8E2094
02 +l 029B8E2094

CPC ND =002094.538.1BM.02.000000029B8E
CPC Sl =2094.730.1BM.02.0000000000029B8E
CPCID =00

CPC NAME = RP569

LP NAME = RALNS42 LPID= 2

CSSID =0

MIFID =2

+ONLINE - OFFLINE .DOESNOTEXIST W WLM-M ANAGED
N NOT AVAILABLE

| INTEGRATED INFORMATION PROCESSOR (zIIP)

CPC ND CENTRAL PROCESSING COMPLEX NODE DESCRIPTOR
CPC SI SYSTEM INFORMATION FROM STSI INSTRUCTION

CPC ID CENTRAL PROCESSING COMPLEX IDENTIFIER

CPC NAME CENTRAL PROCESSING COMPLEX NAME

LP NAME LOGICAL PARTITION NAME

\LP ID  LOGICAL PARTITION IDENTIFIER J
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Once you have a zIIP configured to your LPAR, yan ase the MVS D M=CPU command to display zlIP
Status. In this example, we have two standarda@BEsone zIIP online. The zIIP is identified by tkie

character next to the Online|Offline status indicat
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Planning for zIIP

» Projecting zIIP Effectiveness
= How much of my existing (or future) workload is eligible to move to zlIPs?
= How many zIIPs would | need to handle my existing (or future) IPSec workload?
= Once | have zIlIPs, how much CPU Busy relief can | expect on my standard CPs?

» There are two general methods for projecting zIIP effectiveness:

= If you're already running IPSec, projection is straightforward — use PROJECTCPU
function in z/OS Workload Manager.

v Code PROJECTCPU=YES in PARMLIB member IEAOPTxx

v/ Code GLOBALCONFIG ZIIP IPSECURITY in TCP/IP Profile dataset

— IBM recommends you remove this option from your TCP/IP profile once you've finished collecting
your projection data. (Running in this mode with no zIIPs online will result in slightly higher CPU
consumption.)

v Run your IPSec workload; collect RMF Workload Activity Report for representative
intervals

= Controlling “spillover” of work back to standard CPs - PARMLIB Member
IEAOPTXX: IPHONORPRIORITY statement

v’ Controls whether zIIP eligible work is allowed to execute on standard CPs

v IIPHONORPRIORITY=YES is recommended and default value (zIIP eligible work is
allowed to run on CPs if zIIP requests help)

v IIPHONORPRIORITY=NO means z/OS will try to contain all zlIP-eligible workload on
zIIPs; this could lead to throughput and/or response time degradation when zIIP is highly
utilized

= If you're not yet running IPSec, some traffic modeling may be necessary — IBM's
Washington System Center will guide you through this.

= Whitepaper: ‘Capacity Planning for zIIP Assisted IPSec’
v More in-depth discussion of this function

v http://www.ibm.com/support/docview.wss?rs=852&uid=swg27009459
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If you're running IPSec, zIIP may significantly nezk the CPU utilization of your standard CPs. Bmping
for zIIP, you'll need to determine (a) how muchyolur workload is eligible to move to zIIP, (b) homany
zIIPs would be required to fully handle that lotttgn (c) once you do have zIIPs, how much CPU belssfr
you can expect on your standard CPs.

If you're already running your representative IP8@&ckload, performing zIIP Projection analysis ety
simple. Function exists within z/OS that will allausers already running IPSec (but not currentiggiglIPs)
to accurately project the amount of their existivaykload that is eligible to move the zIIPs. Thiaction
builds upon the PROJECTCPU service present in zZ/GROJECTCPU gives a very precise accounting of
workload that is zlIP-eligible. Using PROJECTCRAJ £1IP capacity planning purposes is thereforeg/ ver
accurate and simple, since no extra analysis efaréttraffic is required.

You'll want to specify GLOBALCONFIG ZIIP IPSECURITYnly if (a) you already have zIIP(s) online to
your LPAR or (b) you're executing performance rtmsbtain RMF data to project zIIP effectiveness.
Specifying IPHONORPRIORITY=YES allows zIIP eligilorkload to run on standard CPs, if zIIP work is
not completed in a reasonable time period. Thtke default and recommended value. Specifying
IIPHONORPRIORITY=NO disallows any zlIP eligible wofrom running on CPs (unless no zlIPs are online,
or zIIP work is holding system locks or other res@s impeding non zIIP work). When the NO valusds

and zIIPs are present in the configuration, zlifilele work will be contained on the zIIPs. Duripgriods of
very high zIIP utilization, throughput and respotisge may suffer. It may be reasonable to trafdeof
throughput/response time in some environments, evhénimizing utilization of the standard CPs is
paramount.

If you're not yet running IPSec, some complex fraffiodeling may be necessary to derive accurabmatsts
of zIIP effectiveness in your future IPSec configion. System z sales personnel will engage thshigton
System Center to perform this modeling, when nexgss

We've produced a whitepaper that covers zIIP IRBejection modeling in depth, and also presentsesofn
the early zIIP IPSec performance data collectd8M labs. It can be found on ibm.com.
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Classifying the Independent Enclave used for
IPSec

» The IPSec traffic that can be processed on
available zIIP processors is assigned to an
independent WLM Enclave.

»You should choose to classify the workload for
IPSec traffic since an independent enclave was
created for WLM to manage the priority of all work
in this enclave.
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The WLM independent Enclave is an entity that esoégies this IPSec workload as execution unitshwaie separately
classified and managed in a WLM Service Class.

Here is a more detailed description of classifytimg independent Enclave used for IPSec workloais iStperformed by
the following WLM Service definitions using the WLNBPF panels:

1) Create a workload for the IPSec traffic that wé operating on the independent Enclave. Fronptimary WLM ISPF
panel select option 2 "Workloads".

2) Create a service class that will contain an gpate performance goals for the IPSec indepenBeaiave. From the
primary WLM ISPF panel select option 4 "ServicesSks". From this panel you will define your newvier class and
associate it with the workload you previously definWhen you define a BASE GOAL information for ysingle defined
period you will choose a goal type of "Executiotoegy". After this is selected then you will netldefine a Velocity and
Importance for the service class being defineis ilnportant to set an appropriate value dependingther traffic that
may be competing for zIIP or General CPU resoufGemeral CPs become a factor when you have defireed t
IIPHONORPRIORITY parameter located in the IEAOPTx&mber of SYS1.PARMLIB to a value of YES).

3) Create a WLM "subsystem type" for TCP/IP . Thbsystem type name must be specified@® and can be defined by
using the WLM ISPF application. From the primary MILSPF panel select option 6 "Classification Rulés®bm this
panel "Subsystem Type Selection List for Rules" willimove your cursor to the field "Subsystem-TYyp@d press the
enter key. You will then be prompted for the typ@peration you wish to perform. Since you wantteate an new
subsystem type you will select option 1 "Createtint this new screen "Create Rules for the Subsy3tgm" you should
specify the "Subsystem Type" ©CP and a desired description of this new subsystem. typ

4) Create a classification rule for the createdsgstem type of CP by using the WLM ISPF application screen "Create
Rules for the Subsystem Type". (Reach this scregrgoption 6 from the primary screen or you magadly be in this
screen after the creation of the new subsysten).tyiehis point, define a classification rule fine subsystem type. This
rule determines what work is associated with aiserslass for this subsystem type. The following kvgualifiers can be
used for the new independent Enclave for IPSec work

* Transaction Name qualifier should be set to aisalf TCPENCO1

* Subsystem Instance (Sl) can be set to the TCRAEK's jobname. This option can be used to ideatffpecific stack to
this WLM rule.
For more information on the additional assist f88é&c Protocol traffic that is available via the a&grated Information
Processor (zIIP) refer to the z/OS CS V1R9 IP Gpnfition guide.
For a more detailed description of defining Worklddanager (WLM) service definitions (workloads,\see
classifications, classification rules, subsystepetyetc.) and WLM in general refer260S MVS Planning: Workload
Managemenand the Redboo8ystem Programmer’s Guide to: Workload Manager
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AT-TLS APl Enhancements
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This section covers enhancements to the AT-TLSusifg the existing SIOCTTLSCTL ioctl.
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SIOCTTLSCTL needs enhancements

» z/0S V1R7 introduced SIOCTTLSCTL ioctl for AT-TLS

= Allows a controlling application to start a secure session on a connection or
refresh session keys.

» AT-TLS connection information obtained using the SIOCTTLSCTL ioctl
Query function
= Policy status and connection status
= Security level, cipher level, associated userid, and partner certificate

» SIOCTTLSCTL could not support all application protocols

= Applications may negotiate security to protect authentication data such as
passwords, but not require security on other data

= Some applications have been designed to allow both secure and non-secure
connections on the same port. If the client does not start a SSL handshake,
the application will allow the connection to continue without security.

» Applications wanted additional information from the SIOCTTLSCTL ioctl
Query function
= Policy Rule and Action names mapped for debugging or logging
= Validate partner hostname

» SIOCTTLSCTL ioctl did not allow for easy expansion for future requests
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z/OS 1.7 introduced Application Transparent Tramnshayer Security (AT-TLS) and the SIOCTTLSCTL
ioctl. This allowed applications to control AT-Tls&curity on a connection. The application steetaurity on
the connection. The application can also resetifitger being used to generate new session keyhdor
connection or reset the session associated witbaheection to force a full SSL handshake. Thietgf
application is called a controlling applicationheTAT-TLS policy must be defined with
ApplicationControlled On.

The SIOCTTLSCTL ioctl currently can be used to abtaformation about the connection. The statéhef
connection (secure, not secure, or handshake grgss) and the policy status (unknown, client, eseov
server with client authentication) can be obtainEdr secure connections, the security level(SSB&,v3 or
TLSv1) and the negotiated cipher can be obtairkamt. connections which the certificate has beenivede
the certificate and associated userid can be atain

Many applications use a secure connection for Seaslata during the connection. After this datahenge,
security is no longer needed for the connectiohe dpplication will stop security on the connectim@uucing
the CPU overhead of security. Some applicatioss slipport both secure and non-secure connectiotieo
same port. These applications detect which typgieft has connected and act accordingly. Thgse of
applications could not use the SIOCTTLSCTL ioctirtgplement security.

Additional information is available about the contien using netstat. Applications can use thegyalule
and action names for debugging purposes. Somé&apphs need to validate the hostname receivedan t
partner certificate against the hostname they baneected to as described in RFC 2818. The
SIOCTTLSCTL ioctl did not allow for additional futions to be easily defined.
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SIOCTTLSCTL ioctl Enhanced

» New SIOCTTLSCTL Request options

= TTLS_Stop_Connection — Stops security on a connection, allowing clear
text to be sent

v The connection returns to clear text communication after the stop completes

= TTLS_Allow_HSTimeout — If non-SSL data is received or the SSL handshake
times out because no SSL data is received, the connection is allowed to
continue.

» Additional information can be requested on the Query function
= A new structure defined to pass requests
v TTLSHeader — defines structure
v TTLSQuadruplet defines each request
= New requests

v Retrieve TtIsRule name, TtlsGroupAction name, TtlsEnvironmentAction name and
TtlsConnectionAction name

v Validate partner hostname

» SIOCTTLSCTL IOCTL data structures updated

0
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Two new options now are defined for the SIOCTTLSGad¢tl. TTLS_Stop_Connection allows the
application to stop security on a connection. $8& security on the connection will be stopped fatare
data will be sent as clear text. The TTLS_Stop_@ctian request behaves differently for blocking and-
blocking sockets. For blocking sockets, the iacll return once the stop completes. For non-biogk
sockets, the ioctl will return immediately with EFlrogress. The application can use a select fde i
determine when the stop is complete. Future dath® socket will be sent in clear text. SSLv2goet
support any type of close notification, so stopds supported on SSLv2 connections. All applicatiata
needs to be read before the stop is issued.

TTLS_Allow_HSTimeout will allow the SSL handshaketiimeout if no SSL data is received from the client
or if clear text data is received. This optiomidy valid with TTLS_Init_Connection since it ondypplies to a
SSL handshake on a clear text connection. The AB-palicy must have a non-zero HandshakeTimeout
value. This is required so that the handshakenatilhang indefinitely. TTLS Allow_HSTimeout canlpibe
used when the application is acting as the servtd SSL handshake. SSL handshakes always stiarine
client sending a SSL hello.

A new structure is created, the TTLSHeader. TheSHeader contains control information about the nemb
of requests contained in the buffer. Each reqeespresented by a TTLSQuadruplet, which defines the
request. The TTLSHeader is pointed to be the exySETLSi_BufferPtr. TTLSK_TTLSRule_Name,
TTLSK_TTLSGroupAction_Name, TTLSK_TTLSEnvironmenti#dan_Name, and
TTLSK_TTLSConnectionAction Name are > tME@LSQ_Key values used on the ioctl tetrieve policy rule
and action names. The policy rule and action namiléseturn up to a 48 character buffer with a nehlaracter
terminated. TTLSK_ Certificate is used to retrieie partners certificate. It is equivalent to a
TTLSi_Return_Certificate request. TTLSK_Host_S$dtuused to validate the hostname from the partner
certificate against a hostname supplied in the THé&ler buffer. A hostname must be passed, poiotby t
the TTLSQuadruplet. The TTLSQ_Rcode will be setrupsturn.

The SIOCTTLSCTL IOCTL data structures has been tgutifor all supported languages. Assembler (
ezbztlsp.macro), C ( ezbtlsc.h), Cobol (ezbztlsha), PL/1 (ezbztlsl.sample), and Rexx sockets
(STOPCONNECTION and INITCONNHSTIMEOQOUT requests defil). Rexx sockets has a unique constant
defined, INITCONNHSTIMEOUT, which combines the TTUS&it Connection and

TTLS_Allow_HSTimeout options. Rexx sockets have tants for the AT-TLS Query functions.
QueryRuleName, QueryGroupActionName, QueryEnvirommetionName, and

QueryConnectionActionName are used to retrieve polite and action names QueryHost accepts a hostname
as a parameter to validate against the partndficatt. Rexx sockets do not have access to dner

certificate directly.
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TTLSHeader structure

() » TTLSHeader is pointed to by existing TTLSi_BufferPtr in TTLS_loctl
control block. A TTLSHeader is only valid with a TTLSi_Req_Type of
TTLS_Query_Only and TTLSi_Version of 2.

om o

TTLS_Quad
‘ TTLS_Quad

TTLSi_BufferPtr

0
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The TTLSHeader is pointed to by the existing TTLSiffBrPtr. The version in the SIOCTTLSCTL request
must be set to 2. The TTLSHeader is only supposteein the TTLSi_Req_Type is set to
TTLS_Query_Only(0). The TTLSHeader must be firsstorage and contains the number of requests in the
buffer. The TTLS_Quadruplets immediately follow fhi€LSHeader. Each TTLS Quadruplet can point into
the buffer for the request. For example, the rarsmto be compared against a partner certificatédame

after the TTLSQuadruplet and pointed to be the TTu&uplet. Upon return, the TTLSQuadruplet will be
updated to point to the returned information, iy.an
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This presentation describes the new functions@82/1R9 Communications Server Configuration Assista
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Configuration Assistant Enhancements

» V1R7 - z/OS Network Security Configuration Assistant (NSCA)
= |PSec configuration
= AT-TLS configuration

» V1R8 - IBM Configuration Assistant for z70S Communications Server
= Added support for:
v IDS flat file configuration
v QoS configuration
v IPSec IPv6, AES encryption, NAPT
v AT-TLS IPv6

» V1R9
= New and Changed Policy Configuration
v’ Policy Based Routing (PBR)
v Network Security Services (NSS)
v Change to IPSec Perfect Forward Secrecy specification
= Usability Improvements and Customer Requirements
v Image/Stack orientation across multiple technologies
v’ Protect multi-user edits of the same backing store
v' Support backing store saved on z/OS
v Import and combine V1R7/R8/R9 backing store data
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The GUI was initially available for VIR7 and wasmed the Network Security Configuration Assistant
(NSCA). For V1R8, the GUI was renamed to the Ggunfation Assistant since it was enhanced to congigu
non-security related features.

Communications Server functions can be very corafgit and time-consuming to configure by manually
creating configuration files. The goal of the Agaofation Assistant is to enable administratorbeable to
configure these functions as easily as possibleowithaving to understand the syntax of the conéditjon
files.

The Configuration Assistant supports configurattbmany functions. This slide and the followingaidist of
all the enhancements made to the V1R9 Configurassistant.

Updates to the Configuration Assistant providedbleition for easier configuration of PBR and NS&8ith the
addition of these new technologies and to allowefigansion in the future, the Configuration Assistaas
restructured to handle configuration of multipleieologies. Customers expressed concern abouigtor
configuration information on the workstation as el protecting against multiple administrators imgk
configuration changes at the same time. Thesdgmabhave been resolved by allowing the backingesto
files to be stored on z/OS via FTP and providingcking mechanism to protect against multiple useaking
changes at the same time. The V1R8 Configuratissistant allows for configuring one technology &tee.
This prevents the ability to check for errors asrtechnologies. The V1R9 Configuration Assistamies this
problem by allowing multiple technologies to be figared at the same time. Also it provides for itmgort
of multiple backing store files from previous redea.
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Configuration Assistant Enhancements (2)

» Usability and Customer Requirements
= Maintain configuration history for audit / tracking
= Maintain delivery (FTP) history for audit / tracking
= Support Active and Passive mode FTP
= Sort table data
= Enable/Disable of connectivity rules
= Continue extensive tutorials
= Improved diagnostics including log levels and a detailed FTP log

» How to get the Configuration Assistant

Download from z/OS Communications Server web site:

http://www.ibm.com/software/network/commserver/zos/support
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This slide is a continuation of the previous slidéng all the enhancements in the V1R9 Configorat
Assistant.

Customers have asked for a way to record changde tmaconfigurations. The solution was to addathitity
to enter comments to be stored in the backing stesswhenever the files are saved. Also commeatsnow
be added to the policy files when the files arévéeéd using FTP. To resolve problems with firdeal
preventing the FTP of configuration files, the dgofation Assistant now supports both Active anddRee
mode FTP. Most tables in the Configuration Assitstaan now be sorted allowing for easier navigatigthin
large tables. When customers wanted to make & guoiafiguration change temporarily and then rebextk
to the original configuration, they needed to remownfiguration rules and then re-key them wheentivwg
to the original configuration. In the V1R9 Configtion Assistant this is resolved by allowing rulese
disabled. When the customer wants to revert tothggnal configuration, this is easily done byaeabling
the rules. Customers often comment about how rthelutorials have helped them. The Configuration
Assistant includes new tutorials for PBR and N$8.allow for faster resolution of customer problethe
V1R9 Configuration Assistant provides more detalleghjing including a separate log for FTP connexgio

The Configuration Assistant is available from thewidload section of the Communications Server suppor
web site. Separate versions are available for9Y dRR8 and V1R7. Support is provided on a ‘béfstre
basis from the Communications Server newsgroup at
news://news.software.ibm.com/ibm.software.commgserg890.ip
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Image/Stack Orientation

nt Backing Store (Read-Write) = C:\Program Files\BM\ZCS(

» The new look is
centered around the
images and stacks to
be configured

» Allows multiple
technologies to be
configured in one
session enabling Health
Check across
technologies.
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The user’s images and stacks can be defined omtararthen available when configuring any of the
supported technologies (AT-TLS, IPSec, IDS, NSSSQmd PBR).

Since the Configuration Assistant allows for mu#ipechnologies to be configured in a single sesghe
Health Check feature is able to check for errodsianonsistencies between the configuration of iplelt
technologies. For example, in this screen shotthi€heck is warning that the user has configure® @
Deny traffic that IPSec is configured to protect.
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Backing Store Files

=
> Protect multi-user edits R
= Locking mechanism to help Tﬁiiz.;gd SIS Tl T
prevent multiple users from 2. Clici Browae to aslact = @ e 0 60 @pan
modifying the same backing store 3 =tiec sencete exitand note with Gpening the backing store e
file at the same time. e oy G Tt
[iBesdong]  Brwse Cancel Heln | 2]

» Support backing store files saved
on z/0OS

= Allow backing store files to be
stored on z/OS DASD via FTP
directly from the Configuration
Assistant

» Import files

= Multiple VIR7 and V1R8 backing
store files can be imported into a
single V1R9 backing store file.
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The Configuration Assistant saves the user’s coméition data in a file called the backing store.fil

When a backing store file is opened in the Configjon Assistant, a lock file is created which camaa lock
ID value, and the date and time at which the ldiekvias created. When you specify "Local or LAN 8B
as your preference, you may create a lock ID vafugur own or use the host name of the workstatvbich
is running the Configuration Assistant. When ypaafy "z/OS DASD" as your preference, the lockv&lue
is the user id that is used to establish the FTidection. If needed, the locking mechanism can be
circumvented by manually deleting the lock file.

This file locking function has also been addedh®¥1R7 and V1R8 GUIs.

Users can manage different sets of configuratiforination by keeping them in different backing stéites.
In V1R9, backing store files can now be stored /@SzDASD using FTP as well on the local file system
This allows for easier sharing of backing storedfibetween multiple users.

Also added support for both Active and Passive niote.

Multiple backing store files can be imported iretgingle V1R9 backing store file. This can be dfame
backing store files stored on the local file systamon a z/OS DASD. This is especially useful to Health
Check across multiple technologies.
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3 History

» Maintain configuration history for

Maintain History for Backing Store File

VLG

o il 3Faeeane icroon

a1

ez 3bac=tome 1¢ 1o FTPusarnarrs= 2 Corme b=

audit / tracking

vt mpce: B

= Automatic backing store history kept

el - Je e agee =ie S0 A D cofg 01
ol

when backing store file is created and
saved, when a file is imported, and
when flat file configuration was
transferred via FTP

ewSuamey

» Maintain delivery (FTP) history for
audit / tracking
= FTP history information is also stored
as comments in the prolog of the
configuration flat files.

e for 205 Conmen raniane e

53|
Pont. | _sovers

(‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved.

m /redbooks

A common customer requirement was to allow a usedtl comments about the changes made to a
configuration. Users can now add comments whentiegrsave a backing store file or FTP the flat fil
configuration. Here’s an example showing user ceminduring save and FTP as well as automaticriisto

entries when the file was created and another hgdtore file was imported.

The FTP history information is saved as commentkénconfiguration flat file and corresponds to hiigtory

information of the backing store file.
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Other Enhancements

i Configuration Assistant - Traffic Descriptors

» Table Sorting

= Column sort added to most
tables e.qg. traffic descriptors

P Stack Settings

» Enable/Disable Rules

= Context menu to
enable/disable connectivity
rules
sad | copy | ModtyEesics | Dol | viewDewis | Movelp | Heatncheck |
o o
Mo Ferspecive | _spolychenges | 0| concel | e |7
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Column sort allows you to sort most tables witthia Configuration Assistant by clicking on the cotum
header you want to sort by. The sorting toggléaéen alphabetic ascending, alphabetic descendiddhe
default sort.

This solves the customer requirement to allow feabling rules temporarily. Individual rules cam disabled
without removing them from the configuration. Wheseded, the rules can be enabled to return torigimal
configuration.
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> Picture based tutorials built-in

» Separate Getting Started
Tutorials for each technology

» Traces are always running in
the GUI
= Last 5 trace files kept in logs
directory where GUI is installed

= Separate trace files kept for each
FTP session
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Built-in Tutorials & Diagnosis

Getting Started Tutorial - Routing
estimated review time: 15 minutes
T.earn to use the Navigation Tree: pge o1

xt >
Tlow do I print this tutorial?

Click on the different nodes in the Mavigation Tree. A node is a folder (such as "Work with
Reusable Objects®) or a leaf (such as "Traffic Descriptors") in the Navigation Tree

Panels specitic to the selected node will appear.

Right clicke on each node to see a menu containing additional actions specific to the selected
node.

Routing Perspective
a Tiee

Cariiauatior,
Routing - Wk il cusali uiatts
1,74 Work with Hewsatle Ubiects
T _ TrafeDesertors |
- Al B
+ Fa o
5128 Work with 205 Imagae el
52 Image- | PARLT | |
¥ g BEE
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Acdress ‘.j Co¥Progam FiestEMY2CSConfgassisty IRMags j G0
4 Name ‘ Sze‘Type ‘]eEModﬁed ‘
File and Folder Tasks ~ # @_CAL_(_‘Q‘I_‘ 291K TFle  1/10/2007 1:41PM
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The V1R7 and V1R8 GUIs include extensive tutoridls V1R9, the Configuration Assistant adds tutisriar

learning to configure Policy Based Routing and NetSecurity Services.

Trace information is always available in the CALofiles where n increments between 1 and 5. Thegsa

are stored in the logs directory where the GUh#alled, the default being C:\Program

Files\IBM\zCSConfigAssisV1R9\logs. Sort by “DateoMified” to determine the log file you need. Dédi
trace information about FTP sessions is storedraggig in FTPLog.n files where n increments betwgéemd

5.

The ca.properties file located in the .\files dicegtcan be modified to specify various log settingbis

would typically be used to provide additional infaation for debugging specific problems.
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This presentation describes the changes made B ¥AR9 Communications Server in the area of systems
management.

239



Agenda

KEnable Application identifier in NMI,
SMF and Netstat

» Health Checker Enhancements
» Control syslogd file permission settings

» Enhance NETSTAT ALL/-A report to
indicate sockets storage use

» Ping command detection of network
MTU

» Provide a Programming interface for
%SNMP / S— 10
~ (
40
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z/0OS V1R9 Communications Server has several enhams in the area of systems management. We avill b
discussing all of these in detail.

We'll talk about the new function to allow applicats to store identifying data on TCP connections.
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Enable Application identifier in NMI,
SMF and Netstat

L@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. )m /redbooks

This section discusses the logistics of enablirdyexploiting application identifiers or applicatidata against
socket connection information returned by NMI, Skitd Netstat.

241



Need to quickly identify connections used by
Applications

» Users have requested the ability to quickly
identify TCP connections for key applications.

» Support should be similar to the Netstat support
that displays connections with Telnet-specific
information.

» The new identifying data should be provided
with existing connection information records by
the provided management interfaces:

= Netstat
= SMF
= NMI
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Often an end user on the telephone with a problees dot know TCP/IP resource information like IP
addresses and port numbers. Instead they knowdnghinformation about the application they asing.
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Enable Application Identifier

\7

Applications can associate identifying information with a socket.
= SIOCSAPPLDATA IOCTL
v' TCP sockets only
v' Application data (APPLDATA) up to 40 bytes can be provided

— Printable EBCDIC characters are preferred (not enforced) for the entire string to ease the searching with Netstat
filters

» Information provided on Netstat reports
= Netstat ALL/-A
v' APPLDATA included in report if present
= Netstat ALLConn/-a and Netstat Conn/-c
v" A new modifier APPLDATA
— Application data included in report if present
= A new filter, APPLD/-G, is available on all three reports.
v’ Limited to connections with matching APPLDATA

» Information available to network management applications through NMI (EZBNMIFR)
= GetTCPListeners and GetConnectionDetail requests

v" A new flag indicates when Application data is available on the socket

v" A new field contains the application data
v" A new application data filter

Information available on TCP Connection Termination Record
= New self-defining section (SMF119S4)
= Only present when application data is available

\7

This function is available on
= 7/0S V1R7 (PK32534)
= 7/0OS V1R8 (PK40411)
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To help real time problem determination, as welt@sacity planning and accounting applications, TEBpplications can now associate
identifying information with the socket resourchksyt use.

A new IOCTL command is provided to allow applicasao associate up to 40 bytes of identifying infation with a TCP socket.
Application supplied data exists for the life oéthocket. It can be replaced by the applicati@ngttime. It can be removed by setting it
to all nulls or all blanks. Information is inheit from listener to new connections when they &eadl on the backlog. Itis up to each
exploiting application to document the contentpfat and meaning of the information provided. Tppliaation should uniquely identify
itself at the beginning of string. Strings begimnivith three character IBM product identifiers egserved for IBM use. IBM product
identifiers begin with a letter in the range A toRrintable EBCDIC characters are preferred, beihat enforced, for the entire string to
ease the searching with Netstat filters. If anliapfion chooses to use non-printable characteey, will be displayed by Netstat as ‘.’
(dot). Users entering APPLD filters will need tater a wildcard character (? or *) to match the-pdntable characters stored in the
string.

Customers can easily locate and display connectised by the applications since the unique appicatata is provided on Netstat
reports. Application data is always displayedlmm TSO Netstat ALL and z/OS Unix netstat —A refifattis present. Application data is
only displayed on the MVS and TSO Netstat ALLCond £0nn reports and the z/OS Unix netstat -a arstatetc reports when
explicitly requested with either the APPLDATA madif or the APPLD/-G filter. The filter is also sugrted on the Netstat ALL/-A
commands. The filter supports wildcard searciM¢gdcards supported are question mark ( ?), whielichres exactly one arbitrary
character, and an asterisk ( *), which matches aemore arbitrary characters. The filter providesults in a case insensitive search.

The application data is also available to netwodnagement applications through the Network Managemeerface. EZBNMIFR is a
callable polling-type interface that returns thetiss of connections, listeners, and endpointgatem point in time. The caller can specify
filters that limit the returned data to a spec#fat of information. GetTCPListeners requests infidiam about all listening TCP sockets.
GetConnectionDetail requests information aboutatfinected TCP sockets. This support adds a newNMiVTCPLApplDataSet, that
indicates when ApplData is available on a sockdtanew field, NWMConnApplData, containing the Appta for these two requests.
These requests may be filtered in several waysdoae the number of sockets included in the resiiltss support adds a new filter that
only matches sockets that have ApplData availaidethat matches the supplied filter. The applicadata filter can have wildcard
characters. Use a question mark (?) as a wildoard $ingle character and an asterisk (*) as acaildifor zero or more characters. The
filter is case insensitive. The macro, EZBNMRHAddreader, EZBNMRHC, are supplied to assist in mgiapplications that use the
NMI.

This solution also allows customers or vendor toolglentify these connections in TCP/IP SMF resoaditten at connection termination.
Application data is added to the SMF Type 119 T@Rr&ction Termination Record as a new self-defisiection. This record is
produced when a TCP connection is terminated. ni&ero, EZASMF77, and header, EZASMF, are suppbegksist in writing programs
that process SMF records. Application data islabls when the SIOCSAPPLDATA IOCTL is used to sypfpplData on the parent
listening socket or on the connected socket. Apgihn data can be deleted from a socket by ubiaGtOCSAPPLDATA IOCTL to
supply ApplData that is all blanks or all nulls@g").

This support was rolled back to z/OS V1R7 and VaR®8e request of other IBM applications thatiaterested in exploiting it.

\7
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IOCTL Detalls

» The SIOCSAPPLDATA command is ‘8018D90C’x

» Two control blocks:

= SetApplData
v’ Eye catcher — SetAD_eyel
v Version — SetAD_ver
v’ Length of SetaDContainer — SetAD_len
v Pointer to SetADContainer

= SetADcontainer
v’ Eye catcher — SetAD_eye2
v Application data

» This IOCTL is supported on TCP/IP Socket APIs.

B m 1 0 =F

Application
data is here

SetApplData

| 64 bit pointer :> SetADcontainer
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As with any IOCTL socket command, a unique socketmand variable following by a structure to map the
IOCTL request data. This slide illustrates thetite elements and their relationship. Note thatstructure
containing the application data can optionallyadesibove the 2G bar.

The SIOCSAPPLDATA IOCTL data structures are in agder and C/C++. The assembler macro,
EZBYAPPL, is located in the SEZANMAC dataset. T®#&++ header, EZBYAPLC, is located in
SEZANMAC and in /usr/lpp/tcpip/include/ezbyaplc.h
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Display command example

» Two lines added to end of Netstat reports:

Application Data:

”

o m - O Z

» “Non printable” characters displayed as a period “.
» “Printable” characters:
= <space>
» Special characters .<(+&!$*);-/|,_ >?:#@'="
= Lowercasealpha a..z
= Uppercase alpha A..Z
= Numeric 0.9
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Applications may place non-printable characterthéstring. Netstat will display them as ‘.". @mrintable
characters may be entered in Netstat filters. Piamtable characters must be skipped over with wéch
characters in the filter.
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Health Checker Enhancements
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This section describes the z/OS Communicationsesétealth Checker Enhancements for V1R9.
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Additional Health Checks Required

» What is IBM Health Checker for z/OS?
= |tis a component of MVS that consist of:
v The framework - The interface that allows the customer to run and manage checks
v’ The individual checks - specific settings or values checked for potential problems
— Individual checks are owned by a component or element
= |tidentifies potential problems before they impact availability or cause outages.

= |t checks the current active z/OS and sysplex settings and definitions for a system
and compares the values to those suggested by IBM or defined by the customer.

z/OS Communication Server configuration and setup (for both TCP/IP and
VTAM) can be complex

‘/

‘/

Incorrect or inefficient definitions can lead to resource shortages, performance
degradation or outages

» V1R8 Communications Server provided a small set of Health Checker checks
for TCP/IP and VTAM

» Need additional checks against IBM suggested 'best practices' for TCP/IP and
VTAM
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Health Checker is an MVS component that providamework for running and managing checks on the
MVS system. There is a set of checks that are deavby the z/OS components and elements.

Configuration can be complicated. Many outagegesformance bottlenecks are caused by configuratio
problems. Sometimes, default values are best gaed®est practices may not become known until o
in many environments.

Customers can also create their own checks. Thekshgrovided by IBM will compare current active 80
and sysplex settings and definitions to those sstgdeby IBM as ‘best practice’ values. The intartoi be able
to identify potential problems in the z/OS and $gsonfiguration before they can impact system
performance or availability.

The checks produce output in the form of detailedsages that identify the potential problem andssig
actions to be taken. These messages can be viesveSDSF, the HZSPRINT utility, or via a log stmedn
addition, if a potential problem is found, an opieras console message is issuede the information in the
check message to resolve possible configuratioblgnas.

There are several steps required to set up HeakdelCto run checks. You must allocate the HZSPD Albfa

set to save the check data between restarts. Ygugatup the HZSPRINT utility. You can define Idgeams

for the check output if you want to maintain artdnical record of your check output. You will needcreate
security definitions, including Multilevel securitefinitions, if necessary. You can create an HZSRRM
member from the HZSPRMOO parmlib member if you wannake changes to check values and parameters,
or if you want to deactivate a check. You can tstamt the Health Checker proc. Step-by-step instms for
setting up Health Checker can be found in the IB&&lth Checker for z/OS User’s Guide.

z/OS Communications Server added some Health Chebkeks in release V1R8. Some additional checks
will be added for V1R9.
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New CommServer checks Added

» TCP/IP adds 1 new Health Checker check
= Check names for TCP/IP are suffixed by the TCP/IP stack name
= CSTCP_SYSPLEXMON_RECOV_tcpipstackname

v Checks that the GLOBALCONFIG SYSPLEXMONITOR RECOVERY parameter has been specified in the TCP/IP
profile, if IPCONFIG DYNAMICXCF or IPCONFIG6 DYNAMICXCF has been specified

= Defined when a TCP/IP stack is started. Deleted when a TCP/IP stack is stopped.

» VTAM adds 6 new Health Checker checks

= CSVTAM_VIT_SIZE

v Checks that the internal table size for the VTAM Internal Trace is defined at the maximum value of 999

v This check will be performed once at VTAM initialization and any time the VIT parameters are modified
= CSVTAM_VIT_DSPSIZE

v’ Checks that the dataspace size for the VTAM Internal Trace is defined at the maximum value of 5

v This check will be performed once at VTAM initialization and any time the VIT parameters are modified
= CSVTAM_VIT_OPT_PSSSMS

v’ Checks that the VTAM Internal Trace PSS and SMS options are active

v' This check will be performed once at VTAM initialization and any time the VIT parameters are modified
= CSVTAM_VIT_OPT_ALL

v Checks that not all VTAM Internal Trace options are active

v' This check will be performed once at VTAM initialization and any time the VIT parameters are modified
= CSVTAM_T1BUF_T2BUF_EE

v Checks that the TLBUF and T2BUF buffer pool allocations are sufficient for use with EE

v' This check will be performed once at VTAM initialization and when the first EE line is activated
= CSVTAM_T1BUF_T2BUF_NOEE

v’ Checks that the TLBUF and T2BUF buffer pool allocations are optimal when not using EE

v' This check will be performed once at VTAM initialization
= Defined when VTAM is started. Deleted when VTAM is stopped.
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New Communications Server Health Checker checks baen added in z/OS V1R9.

TCP/IP adds one new Health Checker check. As WwightLR8 TCP/IP checks, the check name will be
suffixed by the TCP/IP stack name, so as to proaidaique check name for each started stack ostaray
All TCP/IP checks are defined when the TCP/IP staddtarted and deleted when the TCP/IP stacloppsid.
The new V1R9 TCP/IP check is CSTCP_SYSPLEXMON_REC®pipstackname. It will check if the
SYSPLEXMONITOR RECOVERY parameter has been speatiie the GLOBALCONFIG statement, if the
DYNAMICXCF parameter has been specified on an IPE@Nor IPCONFIG6 statement.

VTAM adds six new Health Checker checks. As with Y1R8 VTAM check, these checks are defined when
VTAM is started and deleted when VTAM is stoppedisTslide lists the name of each new check ande# br
description of what check is performed.
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More details on the new TCP/IP Check

@ » CSTCP_SYSPLEXMON_RECOV_tcpipstackname

= |f IPCONFIG DYNAMICXCF or IPCONFIG6 DYNAMICXCEF is specified
in the TCP/IP profile, IBM recommends that GLOBALCONFIG
SYSPLEXMONITOR RECOVERY be specified. Specifying the
RECOVERY parameter will allow a TCP/IP stack in a sysplex to
perform internal checks to determine if it needs to remove itself from the
sysplex and allow a healthy backup stack to takeover the ownership of
DVIPA interfaces.

= This check will determine if DYNAMICXCF has been specified either on
the IPCONFIG or IPCONFIG6 statement, and, if so, will check if
RECOVERY has been specified on the GLOBALCONFIG
SYSPLEXMONITOR statement. If RECOVERY was not specified, an
exception message will be issued suggesting that the configuration be
changed to specify RECOVERY. You should change your TCP/IP
profile to specify GLOBALCONFIG SYSPLEXMONITOR RECOVERY.

oom A 0 Z

= This check will be performed once at stack initialization.

49
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This slide contains additional details about the A€CP/IP check. It describes why IBM suggests that
RECOVERY be specified when DYNAMICXCEF is specifiddalso indicates under what conditions the check
will issue an exception message.
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More details on the new VTAM Checks (Part 1)

» CSVTAM_VIT_SIZE

IBM recommends that the VTAM Internal Trace (VIT) table size be set to its
maximum value (999 pages). This size allows maximal trace information to be
collected, which assists in problem determination.

This check will determine if the VIT table size is less than the maximum value of
999. If so, an exception message will be issued suggesting that the size be set
to 999. You should specify a VIT SIZE start option value of 999 (or allow it to
default to 999) when starting VTAM.

This check will be performed once at VTAM initialization and any time the VIT
parameters are modified.

> CSVTAM_VIT_DSPSIZE

IBM recommends that the VTAM Internal Trace (VIT) dataspace size be set to
its maximum value (5, indicating 50 megabytes). This size allows maximal trace
information to be collected, which assists in problem determination.

This check will determine if the VIT dataspace size is less than the maximum
value of 5. If so, an exception message will be issued suggesting that the
dataspace size be set to 5. You should specify a VIT DSPSIZE start option
value of 5 when starting VTAM.

This check will be performed once at VTAM initialization and any time the VIT
parameters are modified.

0
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This panel provides more details about two of te W1R9 VTAM checks, describing why each check is

needed and under what conditions an exception messaenerated.
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More details on the new VTAM Checks (Part 2)

n m 4 O =2

» CSVTAM_VIT_OPT_PSSSMS
= |IBM recommends that the VTAM Internal Trace SMS and PSS options always

be active. The Storage Management Services (SMS) and Process Scheduling
Services (PSS) trace options are frequently needed for problem determination.

= This check will determine if either the PSS or SMS trace option (or both) have

been inactivated. If so, an exception message will be issued suggesting that the
configuration be changed to activate both PSS and SMS. You should ensure
that the VIT PSS and SMS options are not inactivated on this system.

= This check will be performed once at VTAM initialization and any time the VIT

options are modified.

» CSVTAM_VIT_OPT_ALL
= Unless it has specifically been requested by IBM service, it is generally not

optimal to run with all VIT options active, as this can impact system
performance.

= This check will determine if all the VIT options are currently active. If so, an

exception message will be issued suggesting some VIT options be inactivated.
You should ensure that not all VIT options are active unless it is explicitly
requested by IBM service.

= This check will be performed once at VTAM initialization and any time the VIT

options are modified.
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This slide provides more details about the nextth® new V1R9 VTAM checks, describing why eachakhe
is needed and under what conditions an exceptiasage is generated.
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More details on the new VTAM Checks (Part 3)

» CSVTAM_T1BUF_T2BUF_NOEE

When running without Enterprise Extender (EE) active, IBM recommends that the buffer
pool allocations for the TIBUF and T2BUF buffer pools be set at their default values. The
T1BUF and T2BUF pools are used during EE processing, and are not utilized when EE is
not active.

This check will determine if EE is not in use (and not likely to be used) on this system and
check if the TLBUF or T2BUF pool allocation is above its default value. If so, an exception
message will be issued suggesting that the pool allocations for these two pools be set to
their default values. You should specify the TIBUF and T2BUF buffer pool allocation
values at their default values (or allow them to default), when not using EE on this
system.

This check will be performed once at VTAM initialization.

> CSVTAM_T1BUF_T2BUF_EE

When running with Enterprise Extender (EE) active, IBM recommends that the buffer pool
allocations for the TLBUF and T2BUF buffer pools be set above their default values. The
default values for these pools are intended for systems that are not using EE. When
using EE, IBM suggests that the TIBUF and T2BUF pool usage be monitored and the
buffer pool allocations adjusted to minimize excessive pool expansions.

This check will determine if EE is in use (or likely to be used) on this system and check if
the T1BUF or T2BUF pool allocation is at its default value. If so, an exception message
will be issued suggesting that the pools be monitored to determine the optimal initial
allocation values. You should monitor your usage of the TLBUF and T2BUF buffer pools
and select buffer pool allocations for these pools that minimize buffer pool expansions.
This ch%ck will be performed once at VTAM initialization and when the first EE line is
activated.
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This slide provides more details about the finaf he new V1R9 VTAM checks, describing why eackah
is needed and under what conditions an excepti@sage is generated.
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Communications Server Check Characteristics

» All of the new CS checks have the following characteristics:
= Check Owner: IBMCS
= Severity: LOW
= Interval: ONETIME
= Parameters: None

» Many check characteristics may be changed by the customer

» Output from checks is in the form of messages. They are either:
= Exception messages issued when a check detects a potential problem or a deviation from a suggested
setting

v The complete message description (including System Action, Operator Response, etc) is written to the message buffer.
v The message text is written to the console.

= Information messages issued to the message buffer to indicate either
v A clean check run (no exceptions found)
v A check is inappropriate in the current environment and will not run

= Reports issued to the message buffer
v' As supplementary information for an exception message
v" Not applicable to Communications Server

» Just because you get an exception, it doesn't mean that there is a problem to report to IBM
= You need to look over the exception message and decide whether the suggested change is appropriate for
your system. Either
v Implement the suggested change
v Inactivate the check
v' Delete the check
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The check characteristics listed on this slidecaramon to all the new V1R9 Communications Serveckfie Check
Owner is the name of the z/OS component that olasheck. Check Owner plus Check Name uniquelytifitna
check. For z/OS Communication Server checksCtineck Owner is IBMCS. Severity indicates the sigwéevel of the
check. Health Checker allows 3 levels of severity:

LOW - When a low-severity check detects an exceptim informational WTO is issued.
*MED - When a medium-severity check detects an daimepan eventual action WTO is issued.
*HI - When a high-severity check detects an exceptocritical eventual action WTO is issued.

Interval indicates the frequency of the check. ONBH indicates the check will run once and will na kescheduled.
Otherwise, a time interval in hours and minutes imagpecified. A check may have one or more paemnepecifying
values that are used in the check. Note that #rer@o parameters associated with any of the negksh

Many of the check characteristics (Severity, IntdrParameter values) may be changed by the custdmeramic,
temporary changes may be made either using the SIBSfommand or through the MODIRYzsproccommand.
Persistent changes may be made through entries IHZSPRMxx parmlib member. SHM Health Checker for z/OS
User's Guiddfor details on modifying check characteristics.

Output from checks is in the form of messages. Tdaybe either exception messages, informationagessare reports.
Note that no current Communications Server chesd(sai reports.

Complete output messages in the message buffdrecaiewed using the HZSPRINT utility, the SDSF €nmand or a
log stream. You may need to set up authorizatioouigsh your Security Access Facility (e.g. RACFytew the Health
Checker message output. 3BB! Health Checker for z/OS User’s Guifibe a complete description of how to display
check output messages

An exception message merely indicates the potefotian availability or performance problem resudtirom the
configuration parameters being checked. You shauddti IBM service when you receive an exceptioassage. Instead,
you should investigate the configuration probleporéed in the message and determine whether thégpndb applicable
to this system. If so, you should implement thengjeasuggested in the check exception message. ihyalement the
suggestion, an exception message should not bexdisgloen this check is run again. Issue F
hzspro¢gRUN,CHECK=¢heckownechecknamgto verify that no exception message is issued.

If you believe the check is not applicable, you eattivate or delete the check. To inactivatedheck issue F
hzspro¢DEACTIVATE,CHECK (checkownechecknampor specify UPDATE INACTIVATE
CHECK(checkownechecknamgin the HZSPRMxx parmlib member. You can re-actvidite check by issuing F
hzspro¢ACTIVATE,CHECK(checkownechecknamgor removing the UPDATE INACTIVATE from the HZSPRM
parmlib member. To delete the check specify DELEEHEECK (checkownechecknamgin the HZSPRMxx parmlib
member. You can un-delete the check by removindEEETE from the HZSPRMxx parmlib member.
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Display Health Checker checks

» Display a summary of Health Checker checks

F HEALTHCK,DISPLAY,CHECKS \
HZS02001 10.25.57 CHECK SUMMARY
CHECK OWNER  CHECK NAME ST ATE STATUS
IBMCS CSTCP_SYSPLEXMON_RECOV_TCPCS1 A E EXCEPTION-LOW
IBMCS CSTCP_TCPMAXRCVBUFRSIZE_TCPCS1 A E SUCCESSFUL
IBMCS CSTCP_SYSTCPIP_CTRACE_TCPCS1 A E EXCEPTION-LOW
IBMCS CSVTAM_T1BUF_T2BUF_NOEE A E SUCCESSFUL
IBMCS CSVTAM_T1BUF_T2BUF_EE A D ENV N/A
IBMCS CSVTAM_VIT_OPT_ALL A E EXCEPTION-LOW
IBMCS CSVTAM_VIT_DSPSIZE A E EXCEPTION-LOW
IBMCS CSVTAM_VIT_OPT_PSSSMS A E SUCCESSFUL
IBMCS CSVTAM_VIT_SIZE A E EXCEPTION-LOW
IBMCS CSVTAM_CSM_STG_LIMIT A E SUCCESSFUL
IBMUSS USS_MAXSOCKETS_MAXFILEPROC A D UNEXP ERROR
IBMUSS USS_AUTOMOUNT_DELAY A D ENV N/A
IBMUSS USS_FILESYS_CONFIG A E EXCEPTION-MED
@MIXGLOGR IXGLOGR_ENTRYTHRESHOLD A E SUCCESSFUL
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This panel shows how to get a summary display @fltHeChecker checks and their status. This chapialys
only a partial list of checks. Highlighted in rectahe new V1R9 Communications Server checks. gtiers
in the state column can be

A — Active
| — Inactive
E — Enabled
D - Disabled

The status field of the display shows the statut@fcheck. That is, whether the check was suadessf
generated an exception message. If an exceptiosagesvas generated, it indicates if the excepguariy
level was low, medium, or high. The status field e#so indicate if a check was not run becausag mot
applicable in the current environment or due taaexpected error during check processing.
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TCP/IP Check Success Message

» Issue SDSF CK and select CSTCP_SYSPLEXMON_RECOV_TCP CS1

/ CHECK(IBMCS,CSTCP_SYSPLEXMON_RECOV_TCPCS1) \
START TIME: 10/04/2006 10:30:59.975322
CHECK DATE: 20060701 CHECK SEVERITY: LOW

EZBHO005| GLOBALCONFIG SYSPLEXMONITOR RECOVERY is specified when
IPCONFIG DYNAMICXCF or IPCONFIG6 DYNAMICXCEF is conf igured.

END TIME: 10/04/2006 10:31:00.134580 STATUS: SUCCE SSFUL

o m - O Z
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This display shows the success message that exdisgien the
CSTCP_SYSPLEXMON_RECO\Mcpipstacknameheck is run and finds that the configuration agneith
IBM'’s suggested ‘best practice’.
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TCP/IP Check Exception Message

» Issue SDSF CK and select CSTCP_SYSPLEXMON_RECOV_TCP CS1

/CHECK(IBMCS,CSTCP_SYSPLEXMON_RECOV_TCPCSl) \
N START TIME: 10/03/2006 16:05:31.642017
CHECK DATE: 20060701 CHECK SEVERITY: LOW
O ) )
* Low Severity Exception *
i
EZBHOO6E GLOBALCONFIG SYSPLEXMONITOR RECOVERY wasat specified when
E IPCONFIG DYNAMICXCF or IPCONFIG6 DYNAMICXCF was con figured.
S Explanation: The RECOVERY option was not specified for the
GLOBALCONFIG SYSPLEXMONITOR parameter when IPCONFIG DYNAMICXCF or
IPCONFIG6 DYNAMICXCF was specified in the TCP/IP pr ofile.
IBM suggests that the SYSPLEXMONITOR RECOVERY optio n be specified
when DYNAMICXCEF is specified in the TCP/IP profile. Specifying this
option allows a TCP/IP stack in a sysplex to perfor m internal checks
and, if it is not healthy, remove itself from the s ysplex, allowing
a healthy backup TCP/IP stack to takeover the owner ship of the DVIPA
interfaces, to enable continued availability to app lications.

\\ The check name includes the jobname of the TCP/IP s tack as a suffix. /
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This display shows the first part of the full extiep message that is written to the message buftien the
CSTCP_SYSPLEXMON_RECOV _tcpipstackname check detept®blem. This slide and the next slide
show that the exception message contains the fgbage text just as would be found in the z/OS
Communications Server: IP Messages manual.
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TCP/IP Check Exception Message Cont..

— » TCP Exception message output continued

System Action: The system continues processing.

Operator Response: Contact the system programmer.

N System Programmer Response: Change the GLOBALCONFI G SYSPLEXMONITOR
parameter to specify RECOVERY when your TCP/IP prof ile specifies
O IPCONFIG DYNAMICXCF or IPCONFIG6 DYNAMICXCF.
1 Problem Determination: Use the NETSTAT CONFIG/-f ¢ ommand to display
the current configuration setting for DYNAMICXCF an d SYSPLEXMONITOR
E RECOVERY.
s Source: z/0S Communications Server TCP/IP: Health Checker
Reference Documentation: See the ‘GLOBALCONFIG' se ction of the
‘TCP/IP profile (PROFILE.TCPIP) and configuration s tatements'
chapter of the z/OS Communications Server: IP Confi guration
Reference manual for more information on the SYSPLE XMONITOR RECOVERY
parameter. See the 'IPCONFIG' and 'IPCONFIG6' secti ons of the
'TCP/IP profile (PROFILE.TCPIP) and configuration s tatements'
chapter of the z/OS Communications Server: IP Confi guration
Reference manual for more information on the DYNAMI CXCF parameter.

Automation: Not applicable.

Check Reason: CHECK THAT SYSPLEXMONITOR RECOVERY | S SPECIFIED WHEN
DYNAMICXCF IS SPECIFIED

END TIME: 10/03/2006 16:05:31.729679 STATUS: EXCEP TION-LOW
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This slide is a continuation of the display of theeption message for
CSTCP_SYSPLEXMON_RECOV _tcpipstackname check.
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VTAM Check Exception Console Message

» VTAM Exception message console output for CSVTAM_VI  T_SIZE

N
(0]
T HZS0001I CHECK(IBMCS,CSVTAM_VIT_SIZE):
ISTHOO4E VTAM internal trace (VIT) table size of 90 lis
E too small
S
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This display shows the console message that isdstr the CSVTAM_VIT_SIZE check if a problem is
found with the configuration.
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VTAM Check Environment Not Applicable Message

) »Issue SDSF CK and select CSVTAM_T1BUF _T2BUF_EE

N {HECK(IBMCS,CSVTAM_TlBUF_TZBUF_EE) \
START TIME: 10/03/2006 16:05:31.641429

(6] CHECK DATE: 20060701 CHECK SEVERITY: LOW

i ISTHO18I This check is not applicable in the curren t

E VTAM environment. Enterprise Extender (EE) lines ha ve

S

not been activated on this system and no VTAM Start
Options associated with EE have been specified.

HZS1003E CHECK(IBMCS,CSVTAM_T1BUF_T2BUF_EE):
THE CHECK IS NOT APPLICABLE IN THE CURRENT SYSTEM
ENVIRONMENT.

\TTIME: 10/03/2006 16:05:31.642775 STATUS: ENV N IA J
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This display shows the message that is writteheoessage buffer when it is determined that the
CSVTAM_TI1BUF_T2BUF_EE check is not applicable ie tturrent VTAM environment. If no EE lines are
active, and the IPADDR and TCPNAME start optiongehaot been specified when VTAM was started, it is
assumed that EE will not be used on this system.
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Control syslogd file permission settings

60
k@ Hedbuoks © Copyright IBM Corp. 2007. All rights reserved. om /redbOOkS

This section describes the changes to control ggidite permission settings.
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No control over Directory and file permissions

\7

syslogd - the UNIX syslog daemon

= Accepts log messages from local applications or remote
syslog daemons (if so configured).

= Uses a configuration file containing rules to determine log message destinations. Destinations may include:
A UNIX file system file

The MVS system console

Logged on UNIX System Services users

SMF

OPERLOG

Remote syslog daemons (via UDP)

NN

» When syslogd is started with the —c start option, syslogd will:
= Dynamically create log files (if they don’t already exist).
v Files are created with the permissions of 0600 (octal).
v' The file owner will be the userid that syslogd is running under
= Dynamically create directories needed to contain the log files (if they don't already exist).
v Directories are created with the permissions of 0700 (octal)

v The owner and group associated with the created directory are the userid that syslogd is running under and the default
group for that userid

» The system administrator does not have control over the file modes (permissions bits) used by
syslogd when creating the files and directories.

» Therefore, users requiring access to syslogd created files must run as UID 0.
= Syslogd must run under a userid that has a UID 0

» Administrators of z/OS systems want to minimize the number of user that have UID 0 access
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syslogd is the UNIX syslog daemon. It is a prograat tuns on z/OS and accepts log messages genbyated
local applications or from remote syslog daemonsingion other systems in the network. syslogd ases
default configuration file named /etc/syslog.conffou may start it by specifying a configuratiorefds a start
parameter. The syslogd configuration file containiss that tell syslogd where to log messages basdhde
message’s facility and priority. The z/OS syslogdports the following destinations for message&IiMX

file system file, the MVS system console, loggedusars, SMF, OPERLOG and forwarding via UDP to
remote syslog daemons elsewhere in the network.

A common destination for syslogd messages is d ld&&X file system file. By default, syslogd willat
create log files if they do not exist. Howeverthé —c option is used when starting syslogd, sysled) create
the destination file if it does not exist. syslogill also create directories if needed to contaia file. The
ability to create files dynamically allows for ingued organization since log files can be namedgusimrent
dates or days of the week. However, the ownersitbaacess permissions for the files and directarieated
by syslogd has always been fixed and not user-riaddiif. The owner of files and directories creatgd b
syslogd is always UID 0 since syslogd must run uaddID 0 userid. The default permissions usedysjogd
when creating files or directories require that aegr that needs access to the files must alsdb&®U
Administrators of z/OS systems want to minimize tlnenber of users that have UID 0 access.

Syslogd creates files with permissions bits of OGfXal). This octal value indicates that the owniethe file
has: read access and write access. Syslogd coeetories with the permissions bits of 0700 (Hctehis
octal value indicates that the owner of the directms: read access, write access and traversesa@ge the
description of the chmod command in the UNIX Sysfenvices Command Reference book for more
information on permissions for directories andgfil&he syslog daemon must always be run by a useid
has UID 0.
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Control syslogd Directory and File permissions

» Allow system programmer to specify the default permissions to be used by
syslogd when creating directories and files with two new start options
= -D octal_value default permissions for directories
= -F octal_value default permissions for files

> Allow the default permissions to be overridden on a rule-by-rule basis if needed.
Two new configuration options on rules with file destinations
= -D octal_value permission to use for directory

= -F octal_value permission to use for file
= Override the corresponding values specified when starting syslogd

» -D and —F are only valid when the destination is a regular UNIX file system file

» You may specify —F and —D independently, together or not at all

» You must use the —c (dynamic file create) start option in order to use the new —
D or —F start or configuration options.

» Directories and files that already exist are not affected by this new function.

> Before using —F or —D you must carefully consider and understand what
permissions values are safe and appropriate for your systems.
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With this solution, UID 0 userids are no longer riegd in order to access syslogd log files. With@/X21R9,

syslogd can be started with two new start optidihe —D option allows the system programmer to $peie
default permissions that should be used by syshdyeh creating a directory. The —F option allowsdhstem
programmer to specify the default permissions shauld be used by syslogd when creating a filesélzae

optional and one or both may be used.

Additionally, the default directory and file perrsisns can be overridden on a rule-by-rule basis. D
option is used to specify the permission bits ® fas creating a directory for the rule. The —Fiapis used to
specify the permission bits to be used when crgatifile for the rule. These are optional and onkath may
be used. If used, the values override the corratipgrstart option values for —-D and —F. Theseanstiare
only valid when the destination is a regular U3S& siystem file. You may specify —D or —F indepenbtjeor
together. If a value is not overridden on a rulthwiD or —F, the value from the corresponding siption is
used. If the corresponding start option was notifige, then the default value is used. The default
permissions for directories is 0700 octal and thiadlt permissions value for files is 0600 octabtd&that the
new options are case-sensitive and must be entergzpercase.

As always, in order for syslogd to create any doges or files, the —c start option must be used.

You must use the —c option in order to use the ABvand —F start options or the new —D and —F candition
options. Directories and files that already exist@ot affected by the —D or —F start options arfiguration
options. Before changing the default values foectiory and file permissions you must be sure yaletstand
what values are safe and appropriate for yourqadsli systems.
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Enhance NETSTAT ALL/-A report to
indicate sockets storage use
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This section describes the enhancements made dMetiséat ALL/-A commands to assist in determining a
sockets storage usage.
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No easy way to detect problem applications

» Data waiting to be read by an application or to be
sent for an application is stored in CSM storage
(ECSA/Dataspace) and referenced via TCPIP
control blocks in ECSA

» An application (local or remote) may have a
problem reading its data causing CSM and ECSA
storage growth

» There is no easy way to determine which
connection or application is causing storage
growth.
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For each TCP connection TCPIP maintains a sendex@ive buffer. The size used is specified on the
TCPCONFIG parameters TCPRCVBUfrSize and TCPSENDBdrsr overridden by the application by using
the SO_SNDBUF and SO_RCVBUF options in a SetSockoptimand.

The size of the receive buffer is passed to theoterside of the connection during connection eithfrient as
the window size. The window size is used to cdrtoav much data the remote side can send and varies
during the connection as data accumulates on treéves queue waiting for the local application teuis read
requests.

The size of the send buffer is used to controktm@unt of data being sent by the application ta¢neote
host. If TCPIP is unable to immediately send thtadvhen asked by the application (usually becthese
remote side has lowered their window size) then IPG#Il hold the data on the send queue. Oncatleie
reaches the send buffer size then TCPIP will nobhany additional send requests from the appticatin
that connection until TCPIP is able to send somi@fdata already waiting on the send queue.

For each UDP socket TCPIP does not queue senddateill queue up received data waiting for the
application to read it. The only limit on how afiureceived data can be queued is by specifying

UDPQUEUELIMIT on the UDPCONFIG statement, otherwlisere is no limit on how much can be queued.

For both UDP sockets and TCP connections the meskatg is stored in CSM buffers. These may béliwere
ECSA or dataspace. Each message also has alddatio structure that points to the message amtadios
information about the message and queue poinfidris control block is stored in ECSA.

TCPIP related ECSA and CSM storage growth may toibated to application problems. A problem
application may have stopped issuing reads for fdatsome reason or may be running too slowly tepkep
with the speed that data is being received frosrémote partner. This can occur on either sidbef
connection and either can affect storage buildup/@S TCPIP.

Note: the storage accumulating in these casedwifreater than just the message data on the seaiie
gueues since there are control blocks that are tosexintain these queues. Also, since multiplssages
may be contained within a single CSM buffer, onl message can prevent the entire buffer from being
released.

Currently there is not a way to easily tell if aNL&nd ECSA storage growth is due to an applicatizml
problem and to identify which application.
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Add additional information to Netstat

» Add additional information to the Netstat ALL/-A command output
to help identify applications causing storage problems.

» For each TCP connection the amount of data on the receive
gueue (ReceiveDataQueued) and the send queue
(SendDataQueued) will be displayed. If there is data on one of
these queues then the date and time of the oldest message
(OldQDate and OIdQTime) on the queue will also be displayed.

» For each UDP socket the amount of data on the receive queue
(ReceiveDataQueued) will be displayed as well as the number of
messages (ReceiveMsgCnt). If there is data on the receive
gueue, the date and time of the oldest message (OldQDate and
OldQTime) on the queue will also be displayed.

(J_@ Redhnoks © Copyright IBM Corp. 2007. Al rights reserved. om /redbooks

The Netstat ALL/-A command output provides detailgfdrmation about all connections. Additional
messages have been added to the TCP connectidsldhdocket information to specifically list receiard
send queue data byte counts and the date and tithe oldest messages on these queues. For UXBtsoc
TCPIP maintains a count of the number of messagéleoreceive queue and this data is also now dgiedla
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Netstat command output (TCP)

Client Name: TCPCS Client Id: 00 00000C
Local Socket: 9.67.115.5..23 Foreign Socke t9.27.11.182..4665
Last Touched: 16:46:15 State: Establsh
BytesIn: 0000001062 BytesOut: 0000000480
Segmentsin: 0000000019 SegmentsOut: 0000000019
N RcvNxt: 3296375906 SndNxt: 3296308452
ClientRcvNxt: 3296375906 ClientSndNxt: 3296308452
O InitRcvSegqNum: 3296374843 InitSndSeqNum : 3296307971
CongestionWindow: 0000340353 SlowStartThre shold: 0000016384
IncomingWindowNum: 3296408638 OutgoingWindo wNum: 3296341180
T Sndwi1: 3296375906 Sndwi2: 3296308452
Sndwnd: 0000032728 MaxSndWnd: 0000032768
E SndUna: 3296308452 rtt_seq: 3296308412
MaximumSegmentSize: 0000065483 DSField: 00
Round-trip information:
S Smooth trip time: 37.000 SmoothTripVaria nce: 101.000
ReXmt: 0000000000 ReXmtCount: 0000000000
DupACKs: 0000000000
SockOpt: 00 TcpTimer: 00
TepSig: 00 TcpSel: co
TcpDet: FO TcpPol: 00
QOSPolicyRuleName:
TTLSPolicy: Yes
TTLSRule: TTLSRulel
TTLSGrpAction: TTLSGrpActionl
TTLSEnvAction: TTLSEnvActionl
TTLSConnAction: TTLSConnActionl (Stale)
ReceiveBufferSize: 0000016384 SendBufferSiz e: 0000016384
ReceiveDataQueued: 000000002C
OldQDate: 09/15/06 OldQTime: 03:36:32
SendDataQueued: 000002C000
OldQDate: 09/15/06 OldQTime: 03:36:32
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This slide shows the output for a TCP connectiNew messages/fields are shown in RED. If thermidata
on a specific queue then the OldQDate and OldQTiressage will not be displayed for that queue.
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Netstat command output (UDP)

4 N

Client Name: APPV4 Client Id: 00 000015

N Local Socket: 0.0.0.0..2049
Foreign Socket: 9.42.103.99..1234
@) Bytesin: 00000000000000000200
BytesOut: 00000000000000000100
T Dgramin: 00000000000000000010
DgramOut: 00000000000000000005
Last Touched: 16:00:29
E MaxSendLim: 0000065535 MaxRecvLim: 0000065535
SockOpt: 00000000 DSField: 00
S QOSPolicyRuleName:
ReceiveDataQueued: 0000005655 ReceiveMsgCnt ;0000000644
OldQDate 09/15/06 OldQTime: 03:36:32
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This slide shows the output for a UDP socket.

New messages/fields are shown in RED.

If there is no data on a specific queue then tli€)Date and OldQTime message will not be displayed fo
that queue.
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Ping command detection of network
MTU
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This section describes the changes to the Ping eswdno provide detection of network MTU size.

268



Need to detect MTU problems in a network

» Ping command
Used to determine if a host is active
Sends an IP packet, containing an ICMP or ICMPV6 echo request, to a destination host
Waits for an ICMP or ICMPv6 echo reply from the destination host

» Maximum Transmission Unit (MTU)
Largest size packet which can be sent on a network

» Path MTU discovery
= Dynamic discovery of the largest MTU value which can be used to send packets to a destination host without causing
fragmentation of the packets.
= Enabled for IPv4 processing by specifying the PATHMTUDISCOVERY parameter on the IPCONFIG profile statement. Only
triggered by TCP processing.
Always enabled for IPv6 processing and triggered for all processing

» Fragmentation of IP Packets
= IPv4
v Packets can be fragmented by any host
v’ Setting the “don't fragment” bit in the IP header p revents packet from being fragmented.
IPv6
v Packets only fragmented at sending host. Will not be fragmented by any intermediate hosts.
¥ Setting the IPV6_DONTFRAG socket option in the send  ing socket prevents the packet from being fragmente  d.

» Detecting MTU problems in a network
= Difficult to determine where MTU problem exists in a network
v Fragmentation of packets hides problem
v No z/0OS command supports detecting where MTU proble  m exists in a network
= Path MTU discovery helps avoid fragmentation
v For IPv4, must be configured and is only triggered by TCP processing
v Doesn't provide information about where problem exi sts in a network

» Determining current Path MTU value
No command displays current Path MTU value to a destination host

L‘@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbooks

The Ping command is used to determine if a hasttise. The Maximum Transmission Unit (MTU) is the
largest size packet which can be sent on a netw@&&th MTU discovery is the process of dynamically
determining the largest MTU value which can be usesbnd packets to a destination host withoutingus
fragmentation of the packets.

MTU problems can exist in large networks. The peaboccurs where the MTU for a segment of the netwo
is smaller then the network segments to whichébisnected. Detecting MTU problems is difficulchese,
when the problem occurs, the IPv4 packets are dbyrfnagmented. And z/OS CS currently does notvjade
any command to detect MTU problems. Path MTU discp support can help avoid fragmentation by
determining the smallest MTU value for the patla testination host. But it does not provide infaiora
about where the problem is located in the network.
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Ping command detection of Network MTU

» Enhance the Ping command to detect MTU and fragmentation problems in a network

= New “Path MTU” parameter, PMTU/-P, with values of ‘yes’ and ‘ignore’
v’ Prevents outbound echo request packets from being fragmented
v Detects ICMP/ICMPV6 error response messages indicating that the packet needs to be fragmented.

= PMTU/-P yes
v’ Specifies that any current path MTU discovery value for the destination host should be used to
determine if the outbound packet needs fragmentation

v’ Can be used to cause the current path MTU value for a destination host to be displayed.

= PMTU/-P ignore

v’ Specifies that the stack should ignore the current path MTU discovery value for the destination host,
when sending the packet

¥ When path MTU discovery support has been triggered, the ‘ignore’ value enables you to determine
where the MTU problem exists out in the network.

= Display of MTU problem location
v' Ping displays the host name and IP address where the outbound packet needs to be fragmented
v’ Ping displays the next-hop MTU value
— For IPv4, only available if detecting host supports RFC1191

= New NONAME/-n parameter

v’ Specifies that the Ping command should not resolve IP addresses to host names. This saves a name
server lookup.

v Only applies to IP addresses returned in ICMP or ICMPV6 error messages when the PMTU/-P
parameter is specified

0
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In V1R9 we have provided a method for determinirigere in the network an MTU problem exists, and for
determining what the current path MTU value is teatination host.

A new parameter, TSO PMTU or z/OS UNIX —P, has temiated to the Ping command. Specifying this
parameter prevents the outbound echo request saftket being fragmented. The values for this patem
are ‘yes’ and ‘ignore’.

A value of ‘'yes’ specifies that the current path MValue to the destination should be used to deterihthe
outbound packet needs to be fragmented. If patk/MiEcovery is not enabled, or has not been trigijer
then the MTU associated with the outbound routesesd to determine if the packet needs to be fratgden

A value of ‘ignore’ specifies that any path MTU walto the destination should be ignored and, as darthe
packet is not too large for the outbound interfdlee,packet should be sent out to the destination.

If the packet needs to be fragmented, either as¢ineling TCP/IP stack, or out in the network, thhgP
command displays the host name and IP addresg diost where fragmentation is needed. It alsdalispghe
next-hop MTU value returned by the host where fragtation is needed. Hosts which support RFC1191
(Path MTU Discovery) should return the next-hop M¥&ue in the ICMP/ICMPV6 error message.

Another new parameter, TSO NONAME or z/OS UNIX kas been added to the Ping command. Specifying
this parameter causes the Ping command to bypassthe server lookup of the host name, for the thPesd

of the host where fragmentation is needed. This be useful when the name server is slow or uonssype

or the environment does not support DNS reversleulp® (IP address to hostname). This parameterysio
effect when the PMTU or —P parameter is specified.
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» IPv6 packet from Host A to Host V, with a length of 1400, Host VV
causes path MTU discovery on Host Ato cache pathM  TU
value of 1280 II
2
ath MTU 9
p . Host U R 4 >
to Host V is hostve
1280 RU 4280
R1
Host A 1492 L hostu6
C
hosta6 ping hostvé (count 4 pmtu yes length 1400
CS V1R9: Pinging host hostv6.test.ibm.com (2001:0DB 8::9:56:99:99)
Ping #1 needs fragmentation at: hostu6.test.ibm.com (2001:0db8:9:56:22:22)
Next-hop MTU size is 1280
Ping #2 needs fragmentation at: hosta6.test.ibm.com (2001:0db8:9:48:1:1)
Next-hop MTU size is 1280
Ping #3 needs fragmentation at: hosta6.test.ibm.com (2001:0db8:9:48:1:1)
Next-hop MTU size is 1280
Ping #4 needs fragmentation at: hosta6.test.ibm.com (2001:0db8:9:48:1:1)
Next-hop MTU size is 1280
t‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

This example shows the output from the Ping comnvalmidh could have caused the path MTU value of 1280
to be set. Path MTU discovery is always enabledA¥6 processing. So when Host U indicated that
fragmentation was needed for packet #1, with a-heptMTU size of 1280, this value was cached aptib
MTU size to Host V.

Since thPMTU YES parameter was specified on the Ping command, ttmond Ping packets will not be
fragmented and the TCP/IP stack will use the paftuMalue to compare against the packet length.

So, when the packet #2 is sent out, the TCP/Ikstaddost A compares the size of the packet tacéuhed
path MTU value and fails the send request becdwespdcket is too large to be sent without fragnmegnit
This same error occurs for packets #3 and #4. cabbed path MTU value is in effect for 20 minutes
(assuming that, during that time, no other ICMPu®rEmessages are received to decrease the pathdi#€U
to Host V).
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Ping with MTU problem in the network

» |IPv4 destination, PMTU/-P ignore, and fragmentation needed out in the network

ping hostv (count 4 pmtu ignore  length 1400

CS V1R9: Pinging host hostv.test.ibm.com (9.56.99.99

Ping #1 needs fragmentation at: hostu.test.ibm.com ( 9.56.22.22)
Next-hop MTU size is 1280

Ping #2 needs fragmentation at: hostu.test.ibm.com ( 9.56.22.22)
Next-hop MTU size is 1280

Ping #3 needs fragmentation at: hostu.test.ibom.com ( 9.56.22.22)
Next-hop MTU size is 1280

Ping #4 needs fragmentation at: hostu.test.ibom.com ( 9.56.22.22)
Next-hop MTU size is 1280

» IPv6 destination, PMTU/-P ignore, and fragmentation needed out in the network

ping hostvé (count 4 pmtu ignore  length 1400

CS V1R9: Pinging host hostv6.test.ibm.com (2001:0DB 8::9:56:99:99)

Ping #1 needs fragmentation at: hostu6.test.ibm.com (2001:0db8:9:56:22:22)
Next-hop MTU size is 1280

Ping #2 needs fragmentation at: hostu6.test.ibm.com (2001:0db8:9:56:22:22)
Next-hop MTU size is 1280

Ping #3 needs fragmentation at: hostu6.test.ibm.com (2001:0db8:9:56:22:22)
Next-hop MTU size is 1280

Ping #4 needs fragmentation at: hostu6.test.ibm.com (2001:0db8:9:56:22:22)

Next-hop MTU size is 1280
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This example shows the output of the Ping commalmdhwwas used to detect the network MTU problem in
the network on the previous slide. We invoked thggBommand on Host A, with a destination host oH

V. Since we suspected that the problem was dtlieimetwork somewhere, we speciflefl TU IGNORE so
that the packet would be sent out, even if path Mild¢overy had determined that the path MTU size wa
smaller than the length of 1400.

The Ping responses show that the MTU problemi$oat U. And the next-hop MTU size from Host U he t
network segment which leads to Host V is 1280.
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Provide a programming interface for
SNMP

(‘_@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.
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This section describes the SNMP Manager APl an®&tigIP Notification API, which can be used to bualal

SNMP Manager application.
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Need a programming interface for an SNMP
manager

» The osnmp command is a user interface to the SNMP protocol
= Uses a built-in set of functions to build, send, and receive SNMP packets

> z/OS V1R9 provides a programming interface that allows a z/OS- Lol,ca'tr‘et‘NOFk L RUR
resident SNMP manager application to interface programmatically to i N
the SNMP agent (OSNMPD) exchanging SNMP protocol packets
over a local TCP/IP socket o S
- . . Manager NS
» Local management applications fieenmid B s
interface
that need frequent access to
1 SNMP UDP
high-volume managgment data Remote Network packasoveran T
should use the NMlI interfaces: Management ¥ - Drect
. (SNMP Managen).
= NMI provides low-overhead interface into CS
access to high-volume ! - ‘l)J(I)DnP gﬁw\;o companarts
management data = 161 | Aagent
= Typically addresses performance
monitoring applications
» Local management applications & 0> ICPIE
AF_INET| system address
that need access to SNMP space Other z/0S
. Local SNMP subagents,
management data that is not user using the | suchas e
provided via NMI can use this il - i bpI20. subagent, the
command it AF_UNIX
new API: ] (tmpldpi_socket) Sugagebm, the‘
oI 0S subagent,
= Resource monitoring TR ot [ stack < and the OSA
= Availability management TR ] Subagent e
(proxy).

= Operations (via SNMP SET)
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SNMP is a standard's-based protocol for networkagament that is based upon the TCP/IP protocol jUPRrt of the
SNMP standards also includes a database strugiacdisation for management objects called MIBs (lsigement
Information Base). Use of SNMP is widespread, &ntk continues in the IETF mostly in the area dirdag new MIBs.
The SNMP protocol has been evolving for many yaashas yielded several levels of the protocol,esofrwhich were
never adopted. Primarily, the supported protoeetls are: SNMPv1, SNMPv2c, and SNMPv3. SNMP\JBde a user-
based security model for SNMP, rather than the conityrbased model of SNMPv1 and SNMPv2c.

The key management entities of SNMP are:

*Agent - This entity implements the SNMP protostaick and routes requests from managers to theaigte
subagents. Sometimes it is called the engin@niincunicates with the subagents using the DistribBt@tocol Interface
(DPI) and with the Managers using the SNMP proto&ibagents register their MIB objects with theA For Comm
Server, the agent is our osnmp daemon.

*Subagent - These entities are the providers ofiifedata. They communicate with the SNMP agemtsComm Server,
an example is the TCP/IP Subagent.

Manager- These entities communicate using SNMPopobtrequests with SNMP agents to retrieve managedsa.
Comm Server only provides a command-line manatier,osnmp command. The manager function is tylgipairt of
management applications, such as Netview.

z/OS has not provided a formal, standards-base@dPSAPI for customer-driven manager applicationsie Dsnmp
command currently being shipped is, itself, a managplication, but customers have not been aldedate their own
application to manage SNMP, due to the absence ekternal API.

z/OS Communications Server V1R9 provides a newiegdfdn programming interface (API), the SNMP MaeagPI, for
writing SNMP managers. Management application igezs can use this API to build SNMP managememttfans to
retrieve SNMP management data. This API provitlesfallowing functions:

*The ability to build and send SNMP messages faiMBv1, SNMPv2, and SNMPv3 and receive responses
*The ability to decode the SNMP messages and vettiee SNMP data

z/OS Communications Server also provides an exderafithe SNMP Manager API, the SNMP NotificatioRlAwhich
leverages the functionality of the SNMP Manager A&P$end notifications to SNMP agents and/or SNMifidation
Receivers. Available notifications include Inforansd both Version 1 and Version 2 Traps.
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Provide a programming interface

SNMP Manager
Application SNMP Agent

SNMP Manage
SNMP protocol 5ta

» Provides a well-defined efficient API to build an SNMP Manager on z/OS
= Provides the ability to build and send SNMP messages for SNMPv1, SNMPv2, and
SNMPv3 and receive responses
= Provides the ability to decode the SNMP messages and retrieve the SNMP data
= Provides the ability to send notifications to SNMP agents and/or SNMP Notification
Receivers

» Allows a z/OS management application to manage any other platform that
supports SNMP

('L@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved. .com /redbooks

z/0OS Communications Server provides a new applicgirogramming interface (API), the SNMP Manager
API, for writing SNMP managers. Management appiicadevelopers can use this API to build SNMP
management functions to retrieve SNMP managemeat da

z/0OS Communications Server is also providing aemsibn of the SNMP Manager API, the SNMP
Notification API, which leverages the functionalidfthe SNMP Manager API to send notifications M
agents and/or SNMP Notification Receivers. Avdeatotifications include Informs and both Versioarid
Version 2 Traps.

This API will allow z/OS management applicationsitanage any other platforms that support SNMPs Thi
slide shows that an SNMP management applicatioming in z/OS, can manage any other platform that
supports SNMP.
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This presentation describes the Enterprise Exteama@iSNA enhancements for z/OS V1R9 Communications

Server.

ibm.com

@

e-business

]
h

Enterprise Extender and SNA
Enhancements

Redﬁboks

International Technical Support Organization
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Agenda

Local MTU Discovery for Enterprise Extender

» Enterprise Extender LDLC timers

» HPR Enhancements

» Add definitions to control generic resource resolution
» MPC Activation Enhancements

» Adjacent Cluster Table Enhancements

» Increase maximum CAPACITY value

» Improve performance of SNA session encryption
» Display TN3270 client code page

» CSM Enhancements

SNA Serviceability Enhancements h) g n
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z/0OS V1R9 Communications Server contains multipieeEprise Extender and SNA enhancements. Each of
these enhancements will be discussed in this ptasam

Removal of APPC application suite (ASUITE)

\
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Local MTU Discovery for Enterprise
Extender
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This section describes the new capabilities toaddetieanges in an EE connection’s Maximum Transmissio
Unit (MTU) size and underlying IP route.

278



MTU used by EE may not be current

» z/0S Enterprise Extender (EE) connections:
= Maximum Transmission Unit (MTU) size is determined during connection
establishment and will not be altered for the duration of this connection.
= Associated IP routes will be computed during the EE connection
establishment. New IP routes to the remote EE endpoint will not be
utilized unless the existing route is deleted or is no longer active.

» The MTU size being utilized for an EE connection may not
represent the current value.

= This can cause EE packet fragmentation which will result in reduced
performance

= May under utilize by transmitting EE packets that are smaller than what
currently is permitted by the MTU

» An EE connection may not be utilizing an optimal route between
the two endpoints.

= More optimal routes may become available after the EE connection is
established.

9
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In prior releases an Enterprise Extender (EE) cotimre will obtain the minimum MTU size permittedrfo
packets being transmitted to a remote EE endpoihieaime that the connectionirstially established. It is
important that VTAM understand the maximum MTU siaethis connection to avoid fragmentation by the
TCP/IP stack which will greatly increase the pathgth for a transmitted EE packets in the TCP/&lekst
Therefore today if a new interface is being utilizey TCP/IP for an existing EE connection (previouste
obtained could have been deleted or became ina@ngthe new MTU size is smaller than was previpusl
reported to VTAM (at EE connection initializatiothen there are negative performance implications.

Additionally there are changes needed to allow /TEB attempt to obtain a new route for an exgtit
connection when updates have been made to thautirgdable (via OMPROUTE, policy changes etc.).
When changes have been made to the IP routing dainlere optimal route can perhaps be determinedrfor
EE connection. Currently if TCP/IP obtains a roudedle for an EE connection and that route is aateti
with a default route then there is no way to evevenfrom this default route without SNA terminatiting EE
connection. Therefore there have been a numbesaytuhat start their VTAM and TCP/IP connectioreven
an EE connection is initiated by VTAM prior to T@PAearning about all of the potential routes from
OMPROUTE and therefore the EE connection ends iliping the default route (which in many casesads n
the optimal route).
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Local MTU Discovery for EE

» When RTP data is being transmitted over an EE connection then
changes in the MTU size will now be learned.
= Avoids fragmentation of packets being transmitted over an EE connection.
= Better utilize the EE connection’s overall capacity.

» RTP connections routed over an EE connection will only learn of
changes in the MTU size when their endpoints reside in the
same nodes as the EE endpoints .

» As more optimal routes are made available for an existing EE
connection, they will now be utilized.

= Avoid using less optimal routes for the life of the EE connection.

= New available IP routes for an existing EE connection can only be learned
when data transmission is occurring.

= Computing new IP routes for an EE connection will be limited to once a
minute.

80
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Enterprise Extender autonomics is associated withpotential performance enhancements:

1) Allow for VTAM to learn of changing MTU sizes assated with an Enterprise Extender connection. This
permits the avoidance of packet fragmentation vtherMTU size is decreased. And in some rare cases
for VTAM to pass larger packets to TCP/IP to betttlize the current interface associated with & E
connection.

2) When new routes are learned by TCP/IP allowHerdetermination of a more optimal route for an
existing Enterprise Extender connection.

An RTP connection routed over an Enterprise Exte(ilE) connection will learn of changes in the M$ide
only when their endpoints reside in the same naddbe EE endpoints.

The RTP connection's network layer packet (NLP8 sian only be increased to the maximum packet size
returned by the Route_Setup signal exchanged d&irginitialization or path switch. The RTP
connection’s NLP size will be negotiated to be lugano smaller than 1492 for the traversal of dater
an EE connection. If the EE connection MTU sizkess than 768 bytes, VTAM sets the maximum NLP
packet size to 768 (this is the smallest maximuoketsize allowed by VTAM for HPR packets). This
limitation can cause TCP/IP to fragment but eXistsause the RTP layer cannot allow the HPR header t
be segmented in the RTP layer.
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Display NET,EE

> Display NET,EE,ID=name,DETail to display information about an Enterprise
Extender connection

IST097I DISPLAY ACCEPTED

ﬁN ET,EE,ID=SWEE42AI,DETAIL

IST9241

IST924I

IST924I

IST9241

IST924I

IST20301 PORT PRIORITY = SIGNAL
IST20291 MTU SIZE = 572

IST20311 PORT PRIORITY = NETWORK
IST20291 MTU SIZE = 972

1IST20321 PORT PRIORITY = HIGH
IST20291 MTU SIZE = 1472

IST20331 PORT PRIORITY = MEDIUM
IST20291 MTU SIZE = 1472

IST20341 PORT PRIORITY = LOW

\ISTZOZQI MTU SIZE = 1472

© Copyright IBM Corp. 2007. All rights reserved.

/redbooks

When VTAM detects this condition the EE connec8dTU size during the transmission of an NLP then t
MTU size will be altered (this change can be saethe message IST20291 when you issue the DISPLAY
NET,EE command). Policy-based routing is obviodming used in this example. Policy-based routitdes
have been installed which directs the traffic fome of the ports over different interfaces whichehdifferent

MTU sizes.
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Enterprise Extender LDLC Timers
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This section describes the changes to the Enterpoitender LDLC timers function.
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LDLC timers apply to the entire EE network

» The VTAM Enterprise Extender(EE) Logical Data Link
Control (LDLC) layer monitors the EE connection by
testing for the remote partner availability.

= During periods of inactivity on the Enterprise Extender
connection, when the liveness timer expires, LDLC polls the
partner with an LDLC TEST request. This verifies that the EE
partner is still available.

= The LDLC inactivity trigger is controlled by EE timer parameters
LIVTIME, SRQTIME and SRQRETRY on the PORT statement.

» The LDLC timer operands apply to the whole EE network.

» They are not unigue to each EE connection
= Network conditions may vary between EE connections

> The LDLC timer operands may be optimal for one EE connection,
but it may be way off for another EE connection.
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LIVTIME specifies the Enterprise Extender logicala link control liveness timer interval range, in
seconds. Two values can be specified on the LDU€hkss timer (LIVTIME). These values are
optional with the first being the initial LIVTIMEalue (init_value) and the second the maximum
LIVTIME value (max_value). Specifying a max_valuegar than the init_value enables the EE
LDLC Keep-Alive Reduction Function. This functionables the current LIVTIME window to
expand and contract based on current network donditExpanding the current LIVTIME window
reduces the number of LDLC test flows that occuirduperiods of inactivity. SRQTIME specifies
the Enterprise Extender logical link control shedquest timer interval in seconds. SRQRETRY
specifies the number of times the short requestrtisretried before the port becomes inoperative.
The LDLC layer monitors the EE connection, sendingst frame if no inbound activity is detected
for the number of seconds specified by the LIVTIgerand as coded (or defaulted). If no
response is received for the number of secondsfigeeby the SRQTIME operand, another test
frame will be issued. As long as no response isived, LDLC retries SRQRETRY. If no response
is received after the last retry, the EE link Wil disconnected.

z/OS Communications Server currently does not pieflexibility to EE LDLC timers. The LDLC
timer operands apply to the entire EE network. yTdr@ not unique to each EE connection. Since
network conditions may vary between connections aiperands may be optimal for one EE
connection and not optimal for another EE connectio
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Allow LDLC timers per EE connection

» VTAM will now allow LDLC liveness and short request timer values to be
specified for each local static VIPA address defined for EE.

» This is accomplished by allowing the definition of EE LDLC liveness and short
request timer operands on the GROUP statements in the XCA major node.

» VTAM allows the dynamic update of the LDLC timer parameters LIVTIME,
SRQTIME and SRQRETRY on GROUP macro with V NET,ACT,UPDATE
command.

> Network Management Interface (NMI) Report Information
VTAM will continue to provide the EE LDLC timer information on EE Summary
Global record.
v Retrieved from the Port statement

= VTAM will also provide the LDLC timer information on all EE Summary IP address
record.
v’ Retrieved from the Group statement or sifted down from the Port statement
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In z/0OS V1R9, VTAM will provide the LDLC timers fagach static VIPA by allowing the timer
operands on the GROUP statement in an XCA majoe n&ir'AM will allow the dynamic
update of the LDLC timer parameters on GROUP stategwith V NET,ACT,UPDATE
command. The PORT statement defines the systelm BE LDLC timer parameters. These
values are used if they are not specified on th©GR statement. If the GROUP statement has
one or more EE timer parameters, they will overtlteEE timer parameters of the PORT
statement for this GROUP. If the GROUP staterhastonly one LDLC timer parameter
specified, VTAM will sift down the other two LDLGrher parameters from PORT statement.

If two or more GROUPSs are using the same static VAR4 they have the different EE timer
parameters, VTAM will use the EE timer parametdrthe first activated GROUP for that
VIPA. Other GROUPSs will use the EE timer parameggracified on the first activated GROUP.

VTAM provides EE LDLC timer parameters LIVTIME, SRIME and SRQRETRY information
on EE Summary Global record. VTAM will also provid& LDLC timer parameters LIVTIME,
SRQTIME and SRQRETRY information on EE Summary diérass record. The EE Summary
IP address record contains the following fieldESEmIP_Timer_LIVTIME,
EESumIP_Timer_SRQTIME, and EESumIP_Timer_SRQRETRY.
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Configuration Example

XCA1A VBUILD TYPE=XCA

PORTIA PORT MEDIUM=HPRIP,IPPORT=12000, X
IPTOS=(20,40,80,C0,C0),  LIVTIME=(10,20), X
SRQTIME=15,SRQRETRY=SAPADDR=4

*

N GP1A2A GROUP DIAL=YES ANSWER=ON,ISTATUS=INACTIVE, X
CALL=INOUT,IPADDR=9.1.1.1, X

0 LIVTIME=(15,30),SRQTIME=20, SRQRETRY=2

LN1A2A LINE

T P1A2A PU

*

E GP1A2A1 GROUP DIAL=YES,ANSWER=ON,ISTATUS=INACTIVE, CALL=IN, X
DYNPU=YES,IPADDR=9.1.1.1

s LN1A2AL LINE

P1A2A1 PU
*

GP1A2A2 GROUP DIAL=YES,ANSWER=0ON,ISTATUS=INACTIVE, X
CALL=IN,DYNPU=YES, IPADDR=9.1.1.2

LN1A2A2 LINE

P1A2A2 PU

* HOSTNAME resolves to IPv6 address

GP1A2A3 GROUP DIAL=YES,ANSWER=0ON,ISTATUS=INACTIVE, CALL=INOUT, X
HOSTNAME=HOST.DOMAIN.COM, X
LIVTIME=(25,60),SRQTIME=40,SRQRETRY=3

LN1A2A3 LINE

P1A2A3 PU
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This is the example of sample XCA Major node déifom. Two GROUPs, GP1A2A and GP1A2A1,
have the same static VIPA IP address. Group GP1A&ALDLC timer parameters specified and
they are different than the LDLC timer parametgrscified on PORT definition statement. Group
GP1A2A1 does not have LDLC timer parameters spestifio it will inherit the LDLC timer
parameters value from the PORT definition statenfsfitdown effect). VTAM uses the LDLC
timer parameters of the first activated group, GRAAr GP1A2A1, for this static VIPA. When the
second GROUP is activated, it will receive the emessage indicating that it is using the LDLC
timer parameters of the first activated GROUP.

Group GP1A2A2 does not have LDLC timer parametpexiied so it will inherit the LDLC timer
parameters value from the PORT definition statenfsfitdown effect). Group GP1A2A3 has
LDLC timer parameters specified and they are déffitthan the LDLC timer parameters specified
on PORT definition statement. Both GROUPs have dhfiestatic VIPA address. So, they will use
their own LDLC timer parameters.
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Display EE Detail example

D NET,EE,LIST=DETAIL
IST097I DISPLAY ACCEPTED
IST3501 DISPLAY TYPE = EE

IST20001 ENTERPRISE EXTENDER GENERAL INFORMATION
1ST1685! TCP/IP JOB NAME = TCPCS

IST2003I ENTERPRISE EXTENDER XCA MAJOR NODE NAME = XCAIP1A

1ST2004I LIVTIME = (10,20) SRQTIME = 15 SRQRETRY = 3

IST2005I IPRESOLV =0

ISTO24] --mmmm e e
IST20061 PORT PRIORITY = SIGNAL NETWORK HIG H MEDIUM Low
IST20071 IPPORT NUMBER = 12000 12001 1200 2 12003 12004
IST2008I IPTOS VALUE = co co 8 0 40 20
ISTO24] ---mmmm e e
1ST16801 LOCAL IP ADDRESS 9.67.1.5

1ST20041 LIVTIME = (10,20) SRQTIME = 15 SRQRETRY = 3
1ST2009! RTP PIPES = 2 LU-LU SESSIONS

1ST20101 INOPS DUE TO SRQRETRY EXPIRATION

1ST13241 VNNAME = IP.GVRN5S VNGROUP = GPIP 5
1ST20111 AVAILABLE LINES FOR THIS EE VRN =
1ST20121 ACTIVE CONNECTIONS USING THIS EE VRN
1ST20131 AVAILABLE LINES FOR PREDEFINED EE CONNECTI  ONS
1ST20141 ACTIVE PREDEFINED EE CONNECTIONS =
I1ST20151 ACTIVE LOCAL VRN EE CONNECTIONS =
1ST20161 ACTIVE GLOBAL VRN EE CONNECTIONS =
ISTO24] --mmmmm e e
IST16801 LOCAL IP ADDRESS 9.67.1.3

1ST2004I LIVTIME = (10,20) SRQTIME = 20 SRQRETRY = 4
IST2009I RTP PIPES = 2  LU-LU SESSIONS =

IST20101 INOPS DUE TO SRQRETRY EXPIRATION = 0
IST13241 VNNAME = IP.GVRN3 VNGROUP = GPIP 3 (GLOBAL)
IST20111 AVAILABLE LINES FOR THIS EE VRN = 0
1ST20121 ACTIVE CONNECTIONS USING THIS EE VRN
IST2013I AVAILABLE LINES FOR PREDEFINED EE CONNECTI  ONS
IST20141 ACTIVE PREDEFINED EE CONNECTIONS = 0
IST20151 ACTIVE LOCAL VRN EE CONNECTIONS
1ST20161 ACTIVE GLOBAL VRN EE CONNECTIONS
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An excerpt of a Display EE Detail output is showntbis slide. The first IST2004] message shows
the LDLC timer values from the PORT definition staent. Subsequent IST2004] messages show
the LDLC timers definitions coded on GROUP defimitistatement or sifted down from PORT
definition statement.

The D NET,EE,HOSTNAME= and the D NET,EEDIAG,HOSTNAM reports also contain
message 1ST2004I1 which shows the LDLC timer paramealefined on GROUP statement or sifted
down from PORT definition statement.

The D NET,EE,LIST=SUMMARY report contains messag§& 2004l which shows the LDLC
timers definitions coded or defaulted on PORT d&din statement.
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HPR Enhancements
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This section describes the HPR enhancements male fDommunications Server for V1R9.
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HPR Messages need Additional Information

» Prior to zZOS Communications Server V1R9
= RTP activation message 1ST1488l identifies the RTP PU name and the netid and
cpname of the RTP partner

[IST1488I ACTIVATION OF RTP punane AS role TO cpnetid. cpnanme

= RTP inactivation messages issued. Message 1ST1488l identifies the RTP PU
name and the netid and cpname of the RTP partner

1IST14881 INACTIVATION OF RTP puname AS PASSIVE TO cpnetid. cpnanme
IST14161 1D = puname FAILED - RECOVERY IN PROGRESS

IST11361 VARY INACT  punane SCHEDULED - UNRECOVERABLE ERROR
IST11331 punane IS NOW INACTIVE, TYPE = PU_T2.1

IST8711 RESOURCE punane DELETED

» IST1488I RTP activation message
= Useful, but does not identify associated APPN COS or APPN route

v’ Can't determine the priority of the RTP pipe or verify the correct APPN route has been
selected

» RTP inactivation messages
= |ST1488I message is useful but does not identify associated APPN COS
v Difficult to identify which priority RTP pipe is cleaning up
= Unnecessary dynamic RTP PU cleanup messages

L‘@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbooks

In previous releases, when an RTP pipe is activat@dgle message, IST1488], is issued by VTAM to
identify the RTP PU name and the associated NETdD@PNAME of the RTP partner. When an RTP pipe is
inactivated, VTAM also issued message IST1488temiify the RTP PU name and the associated NETID an
CPNAME of the RTP partner. In addition to the 1888l message, VTAM issued a few other dynamic PU
cleanup messages including 1ST1416l, 1IST11361,138L ad IST871l.

During RTP pipe activation, VTAM does not identtiie APPN COS or APPN route associated with the RTP
pipe. Without this information, you cannot identihe priority of the RTP pipe or verify the cortd®PPN
route has been selected.

During RTP pipe inactivation, VTAM does not idegtthe associated APPN COS. Without this informatio
it is difficult to identify which priority RTP pipés cleaning up. Also, many of the dynamic RTP ¢kanup
messages are unnecessarily issued. If a largearushiRTP pipes are cleaning up, this may leadutadheds
or thousands of unnecessary messages being issthe gystem console.
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HPR Message Enhancements

» RTP pipe activation
= Display the APPN COS associated with the pipe
= Display the original APPN route associated with pipe

» RTP pipe inactivation
= Display the APPN COS associated with the pipe

= Removed unnecessary dynamic RTP PU cleanup messages
v'IST14161, 1IST1136l, IST1133I and IST871l

» Controlled by a new start option — HPRITMSG

= Specifies which HPR activation and deactivation messages
VTAM should issue.

= Can be modified using the MODIFY VTAMOPTS command

89
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During RTP pipe activation, VTAM may now displayetAPPN COS or APPN route associated with the RTP
pipe. With this new information, you can easilgmtify the priority of the RTP pipe which is activey. You
can also verify the correct APPN route has beescsed.

During RTP pipe inactivation, VTAM may now displthe associated APPN COS. This new information
makes it easier for the operator to understand wpirity traffic is ending. Also, the dynamic RTPU
cleanup messages are no longer issued. Remodrg tlnecessary messages helps cleanup the sggtem |
so the system operator can focus on more impomassages.

The new HPR inactivation and deactivation messafpamcements are controlled by the new start option
HPRITMSG. This start option may be specified asSEfor ENHANCED. The default is set to BASE which
means VTAM will issue the base RTP pipe activaBod inactivation messages. When this start ojiiget

to ENHANCED, VTAM will issue the enhanced versiarfshe RTP pipe activation and inactivation
messages.

Since some of the messages affected by this sitfonochave different versions, the exact messafgetad in
the output depends on the value specified on th& ME/EL start option.

If the current value of the HPRITMSG is not appiat® for your system, you can modify the HPRITMSG
value by using the MODIFY VTAMOPTS command.

The HPRITMSG start option is only valid if VTAM pvies RTP level HPR support.
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HPR Message Enhancements
Activation Message Example

» Enhanced RTP activation message group:

N
0 KIST1488I ACTIVATION OF RTP puname AS role TO cpnetid. cpnams\
[IST19621 APPNCOS = appncos_nane- PRIORITY = NETWORK]
T [IST19631 APPNCOS = appncos_nane- PRIORITY = HIGH]
[IST19641 APPNCOS =  appncos_name- PRIORITY = MEDIUM]
E [IST19651 APPNCOS =  appncos_nane- PRIORITY = LOW]
S [IST14801 RTP END TO END ROUTE - RSCV PATH]
[IST14601 TGN CPNAME TG TYPE HPR]
[IST14611 tgn cpnane tgtype hpr]
IST3141 END

N J

90
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When the HPRITMSG is set to ENHANCED, VTAM will nogsplay the APPN COS and APPN route when
an RTP pipe is activated.
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HPR Message Enhancements
Deactivation Message Example

» Enhanced RTP deactivation message group:

IST14881 INACTIVATION OF RTP

[IST19621 APPNCOS =  appncos_namne-

[IST19631 APPNCOS = appncos:name-
[IST19641 APPNCOS = appncos_nane-
[IST19651 APPNCOS =  appncos_nane-

IST3141 END

punane AS rol e TO cpnetid. cpnanme

PRIORITY = NETWORK]

PRIORITY = HIGH]
PRIORITY = MEDIUM]
PRIORITY = LOW]

console.
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» V NET,INACT,ID=rtppuname,F command
= Message IST105I or IST1133I will still be issued back to the

/redbooks

When the HPRITMSG is set to ENHANCED, VTAM will nogisplay the APPN COS when an RTP pipe is
inactivated. VTAM also no longer issues the dyraRiJ cleanup messages when an RTP pipe is inaadivat
One exception is when a vary inactivate commariskised against an RTP pipe. In this case, message
IST105I1 or IST1133l is still issued to the consstethe operator receives a response to the vactivate

command.
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HPR Path Switching performs badly in large
networks

» HPR path switching works well in simple environments

» How well does it perform in large Enterprise Extender
environments
» Hundreds or thousands of RTP endpoints
= During a major network failure

» Large scale path switch scenario

= Excessive CPU consumption
v'Internal code inefficiencies

= Excessive number of path switch messages
v I1ST1494I (Started | Completed | Failed)
v'Leads to WTO buffer shortages

— VTAM message suppression

v’ Can be overwhelming — hard to manage

9
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HPR path switching works well in simple environngeritut there have been concerns raised on howitwell
performs during a large network failure.

During a large scale path switch scenario, VTAMsugmes too much CPU and issues too many path switch
messages. In addition, the HPR path switch messagebe overwhelming and hard to manage.
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HPR Path Switch Enhancements

» Reduce excessive CPU consumption
= Optimize path switch code inefficiencies

\%

Reduce the number of path switch messages
= |ST1494I (Started | Completed | Failed)

» Provide path switch summarization
= Organized
= Easy-to-read
= Easy to determine the scope and size after a failure

\%

Controlled be a new start option — HPRPSMSG
= Limits the number of HPR path switch messages VTAM will issue in a sixty second interval.
v' Actually controls the number of IST14941 PATH SWITCH STARTED messages
= Determines if VTAM issues a path switch summarization
= ALL value —issues all HPR path switch messages and does not provide a summary
= 10 - 100 range — provides summarization even if messages are not suppressed
= Can be modified by issuing the MODIFY VTAMOPTS command

» HPR path switch summarization supports up to 10 NETIDs and 50 partner CPs

9
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Changes have been made to the internal HPR patibhsgade to optimize path switch code to reduce CPU
usage. Changes have also been made to reducerttieenof path switch messages issued to the congole.
addition, VTAM will also output a path switch sumnzation display to document all the associatedh pat
switch events which occurred during a given tintenval.

The HPR path switch enhancements are controllealigw start option, HPRPSMSG. The default of ALL
issues all HPR path switch message and does natipra summary display of the path switch events.
Specifying a value between 10 and 100 allows VTANmit the number of HPR path switch messagesdsu
to the console in a sixty second interval. If &ARTED message is issued for a pipe, the COMPLETED or
FAILED message is always issued. The Sixty sedoatedval starts when a path switch event occurs.

The path switch message summary is always issuth toonsole at the end of the time interval, wlaetr
not messages were suppressed. The summaryeghltie all path switch events which occurred duthey
given path switch event time interval, includinglpawitch event information that was issued todbesole.

The HPRPSMSG start option is only valid when VTAKkbyides RTP level HPR support. If the current ealu
of the HPRPSMSG is not appropriate for your systgm, can modify the HPRPSMSG value by using the
MODIFY VTAMOPTS command.

HPR path switch summarization supports 10 NETIB$ &0 partner CPs. If a large outage exceeds these
limits, the report will not contain all NETID and”Cspecific counts. Message 1ST22061 will show trethan
10 NETIDs if there was a NETID overflow and gredtean 50 CPs if there was a CP overflow. The path
switch started (IST21921), completed (IST21961)d &ailed (1IST21971) message counts are always ateur
Even if overflow occurs.) The NETID and CP specdounts are limited to 999. I1ST22001 and IST228ill
display 999 when count is 999 or higher. You mayehmultiple path switch summaries per outage tsxau
HPRPST may have different values for each piperitigs.
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HPR Path Switch Enhancements
Summarization Example 1

IST21911 HPR PATH SWITCH SUMMARY FROM 04/05/06 AT 0 9:45:14 \
N ISTO24 -mmmmmm e e
IST2192| STARTED = 2
() IST21931 TGINOP = 0 SRQTIMER= 2 P SRETRY = 0
IST21941 PARTNER= 0 MNPS = 0 U NAVAILABLE = 0
T IST21951 NETWORK = 1 HIGH= 1 MEDIUM = 0 LOW = 0
ISTO24 ----------m--mmoemmeooeemoeeoe oo e
E IST21961 COMPLETED = 2
IST21951 NETWORK = 1 HIGH= 1 MEDIUM = 0 LOW = 0
S ISTO24 -------=--m--mmoemmeooeemoeeoe oo e
IST2197I FAILED = 0
IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 0 LOW = 0
ISTO24| e e
1IST21981 NETID STARTED COMPLETED FAILED
IST21991 CPNAME NET HI MED LOW NET HI MED LO W NET HI MED LOW
1IST2205I == e
IST22001 NETA 1100 110 0 00O0O
ISrzzel SSCPh i i1 © © i i © 0 00O0O
IST22061 4 PATH SWITCH EVENTS FOR 1 CPS IN 1 NETIDS
\Iil%l4l END /

04
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This is an example of an HPR path switch summadaatisplay. The output is organized into four basi
sections. The first section display the numbeRGfP pipes which entered path switch during thieriral.
This section also displays counts by path switasoe and by the associated pipe priority. Thersdesection
display the number of RTP pipes which successfidipipleted path switch. This section also dispteygath
switch counts by the associated pipe priority. el section displays the number of RTP pipescihi
unsuccessfully path switched. This section alspldys the path switch counts by the associatesl gijority.
The fourth section organizes the path switch infation by NETID and CPNAME.

The path switch summarization shows all the patitcvactivity from 09:45:14 until the current time
(approximately 09:46:14). During this intervalRZP pipes path switched due to timeouts (Short Betqu
Timer expiration). These 2 pipes consisted oftlvoek priority pipe (CP-CP) and 1 high priority gip
During this interval, the same two RTP pipes susftdly completed path switch. During this interviab RTP
pipes failed path switch. The display shows a kdeak of path switch events by each CP within each
NETID. In this example, the output clearly ideiatsf the problem is isolated to the connectivityc#jpeto this
one partner node.
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HPR Path Switch Enhancements
Summarization Example 2

/IST2191I HPR PATH SWITCH SUMMARY FROM 04/27/06 AT 0

IST924I
IST2192] STARTED =

20

IST21991 CPNAME NET HI MED LOW NET HI MED LO

IST2193] TGINOP = 20 SRQTIMER= 0 P SRETRY = 0
N IST21941 PARTNER= 0 MNPS = 0 U NAVAILABLE = 0
IST2195] NETWORK = 5 HIGH= 5 MEDIUM = 5 LOW = 5
O Bl
IST2196| COMPLETED = 0
I IST2195] NETWORK= 0 HIGH= 0 MEDIUM = 0 LOW = 0
53 7 —
E IST2197I FAILED = 0
IST2195] NETWORK= 0 HIGH= 0 MEDIUM = 0 LOW = 0
S 53 7
IST21981 NETID STARTED COMPLETED FAILED

IST2205I —
IST22001 NETA B 5558 000 © © 00 @
Szl SSeea i il i i @ © © ORROROMONO0
IST22011 SSCP7A 1 1 11 0 0 O ©@ © 00 @
Szl SSefel) i il i i 0 © © OROROMON0
IST22011 SSCP7B 1 1 1 1 0 0 O ©@ © 00 @
Szl S22/ i il i il @ @ © ORROROMONO

6:22:11 \

W NET HI MED LOW

ISTO24| ~-mmmmmmmmmmmmme e e
IST22061 20 PATH SWITCH EVENTS FOR 5 CPS IN 1 NETID S
IST3141 END
9
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In some cases, when path switches do not complit&lyg, the path switch information associated wath
given RTP pipe may be spread across multiple paiticls summary message groups. For example, this may
occur when HPRPSMSG=10 and HPRPST =(4M,4M,2M,2M)sprecified, and twenty RTP pipes (5
low_priority, 5 medium_priority, 5 high_priority, Betwork_priority) enter path switch state. Tlahpswitch
message event time interval is set when thefdips enters path switch state. The first ten Ripegpwill
have 1ST1494| (Started) message groups issuectoafisole. The next ten RTP pipes will not have
IST1494I(Started) message groups issued to theotmnin this example, there is not an alternatéerou
available. The RTP pipes will stay in path swisthte until their respective HPRPST timers ex@tayhich
point the path switches will fail. Since the HPRR&lues for the various priorities are specifisdidferent
values, the path switches will fail at differemmhés. When the current path switch message evienvah
ends, a summary of twenty path switch started tsvisrissued to the console.
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IST21911 HPR PATH SWITCH SUMMARY FROM 04/27/06 AT 0O 6:23:11
ISTO24I ----mmmmmmmmemmmmm oo e
IST2192I STARTED = 0
IST2193I TGINOP = 0 SRQTIMER= 0 P SRETRY = 0
N IST21941 PARTNER= 0 MNPS = 0 U NAVAILABLE = 0
IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 0 LOW = 0
9] 7
IST21961 COMPLETED = 0
T IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 0 LOW = 0
ISTO24I ----mmmmmmmmemmmmm e eeeeeeeeeeeeee e
= IST2197I FAILED = 10
s IST21951 NETWORK = 5 HIGH= 5 MEDIUM = 0 LOW = 0
ISTO24I ----mmmmmmmmommmmmem e eeeeeeee e
IST21981 NETID STARTED COMPLETED FAILED
IST21991 CPNAME NET HI MED LOW NET HI MED LO W NET HI MED LOW
IST2205I = coseeeeae
IST22001 NETA 00O0O0 O0OCO 0 5500
IST22011 SSCP3A 0 0 0 0 0 O O 01100
1IST22011 SSCP7TA 0 0 0 0O 0 O O 01100
IST22011 SSCP99 0 0 0 0 0 O O 01100
1IST22011 SSCP7B 0 0 0 0O 0 O O 01100
IST22011 SSCP2AB 0 0 0 0 0 0 O 01100
ISTO24I ----mmmmmmmmemmmmmem e eeeeeeeeeeee e
IST22061 10 PATH SWITCH EVENTS FOR 5 CPS IN 1 NETID S|
ST3141 END
96
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At the end of two minutes, the five network andefivigh priority RTP pipes will fail to path switch
successfully. At this point, a new sixty seconthpawitch interval is started. Again, the IST14@4liled)
messages will only be issued for the RTP pipes lwhad I1ST1494I(Started) messages issued earlidrenw
this interval expires, the IST2191I path switch swsmy message group is issued.
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HPR Path Switch Enhancements
Summarization Example 2 - Cont

1IST21911 HPR PATH SWITCH SUMMARY FROM 04/27/06 ATO  6:25:11
ISTO24] - e
IST21921 STARTED = 0

IST21931 TGINOP = 0 SRQTIMER= 0 P SRETRY = 0

N IST2194] PARTNER= 0 MNPS = 0 U NAVAILABLE = 0
IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 0 LOW = 0

(o) ISTIO2AN e
IST21961 COMPLETED = 0

T IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 0 LOW = 0
ISTO24| -mrmmmrmmmmmmmsmmmm e e e

E IST2197I FAILED = 10
IST21951 NETWORK = 0 HIGH= 0 MEDIUM = 5 LOW = 5

S ISTO24| e
1ST21981 NETID STARTED COMPLETED FAILED
IST21991 CPNAME NET HI MED LOW NET HI MED LO W NET HI MED LOW
1ST2205I — e
IST22001 NETA 0000 00O 0 0055
IST22011 SSCP3A 0 0 0 0 0 0 O 0 0011
IST22011 SSCP7A 0 0 0 O 0 0 O 0 0011
IST22011 SSCP99 0 0 0 O 0 0 O 0 0011
IST22011 SSCP7B 0 0 0 O 0 0 O 0 0011
IST22011 SSCP2AB 0 0 0 0 0 0 O 0 0011
ISTIO2AN e

IST22061 10 PATH SWITCH EVENTS FOR 5 CPS IN 1 NETID S
IST3141 END
— 9
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The same occurs at the four minute mark with thalfien RTP pipes fail to path switch successfully.
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HPR Path Switch Enhancements
Performance Measurements

» How Well does it Perform?

2/OS VIR9 HPR Path Switch Improvements
1000 LU-LU RTP pipes

o
20 1 CPU Cost 1000 RTP pipes.
a0

50 w7

TRex: Clent and Server 2 CPs LPARS
Itertace: Two OSA Exp 1Gb inferfaces

toRE)

S(Relative
51

March2, 2007

= V1R8 versus V1R9 path switch performance comparison

v Network Node — Network Node configuration over one-hop EE (1Gb OSA)
— Two EE TGs defined between the network nodes

v/ 1000 LU-LU RTP pipes path switched from one TG to the other

v V1R8
— Message IST1494l added to the VTAM message-flooding prevention table

v V1R9
— Message 1ST14941 removed from the VTAM message-flooding prevention table
— HPRPSMSG =10

v 57% - 66% CPU savings for this scenario

» If you use the VTAM message-flooding prevention table

= |ST1494l should be removed before enabling the HPR path switch message
reduction and summarization function

= If not, this will affect the number of path switch messages you receive on the
system console

o8
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Performance measurements were taken for thistiéme o verify the changes made in V1R9 are benéficia
The configuration used consisted of two networkasdonnected to one another using two Enterprise
Extender transmission groups. One thousand LU-M® Ripes were established over the first transonissi
group. For V1R8, message 1ST1494| was added tv'THeM message-flooding prevention table. For V1R9,
message 1ST14941 was removed from the VTAM mes$ageling prevention table. Also, the new
HPRPSMSG start option was coded to 10. Duringgbénario, the first EE TG was inactivated, causiieg
one thousand RTP pipes to path switch to the dRetransmission group. This test measures the €Rt$
when performed in a V1R8 versus V1R9 environmémnthe end, CPU savings ranged from 57 to 66 pércen
in the V1R9 scenario. These CPU savings will vdggending on the configuration.

If the HPR path switch message reduction and sumatam function is enabled, message IST1494I khou
not be specified in the VTAM message-flooding preian table. If it is not removed and this newdtion is
enabled, you will not receive the expected numltbgath switch messages on the system console.
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HPR is sensitive to packet loss

» Enterprise Extender is IBM'’s strategic SNA/IP integration mechanism
» For SNA workloads, you must use EE to access higher-speed DLCs (QDIO)

» EE connections over a WAN may experience higher packet loss than traditional
SNA configurations

» HPR is sensitive to packet loss

= HPR retransmissions
v" Increased CPU overhead

= HPR rate reductions

v' For high speed connections (i.e. 1Gb and higher), packet loss of 0.25% can significantly
reduce throughput
v Especially noticeable in streaming workloads

= Queue growth
v Sending side: Wait-For-Acknowledgement queue grows
v’ Receiving side: Out-Of-Sequence queue grows
v/ Both result in storage growth (TI | T1 | T2 buffers and CSM)

99
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Enterprise Extender is IBM'’s strategic SNA ovelinliegration mechanism. Depending on the religbdit
the IP backbone, some Enterprise Extender conmecti@my experience higher packet loss than tradition
SNA configurations.

HPR is sensitive to packet loss. If packet lossucethis may cause HPR retransmissions, rate riedscind
gueue growth. As a result, you may see increasdd @erhead, higher storage utilization and sigaittly
reduced throughput for an RTP pipe suffering freanket loss.
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EE Improved Packet Loss Tolerance

HPR needs to be more reactive
= Receiving side
v Report “gaps” sooner
v’ More aggressive REFIFO timer formula
= Sending side
v" When partner reports gaps
— Allow burst timer to run as small as 1ms
— Paces data across EE connection more evenly

\%

\4

These changes require a more granular HPR clock
= Clock generally runs at 25ms intervals
= Clock can now run at 1ms intervals, when necessary
New start option —- HPRCLKRT

v Controls the rate at which the HPR clock runs
v Only applies when RTP pipes run over EE with a defined capacity of 1 Gigabit or higher
v Standard — HPR clock only runs in standard mode (25ms mode)
v Adaptive — allows HPR clock to change modes (standard or high) based on network conditions
v’ Cannot be modified

Optimized HPR “Liveness “ timer processing
Beneficial when DISCNT=NO specified for dynamic RTP PUs
= Allows the HPR clock to stop when all RTP pipes are idle
= CPU savings as a result

\%

Available on z/OS V1R8
= VTAM APAR OA20923

00
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HPR has been changed to be more tolerant of péadeet To begin with, a more aggressive REFIFOttime
formula has been implemented to allow the recdiveeport gaps sooner to the partner. The REFifF@rtis
used by RTP pipes to delay reporting missing packethe partner to avoid unnecessary transmissifras
missing packet is detected, the RTP pipe will setREFIFO timer. When the timer expires and theketis
still missing it is reported to the partner soahde sent again.

The BURST timer is used by an RTP pipe to pacal#tia across the connection at specific intervals.
Depending on the speed of the RTP connection,rttauat of data which can be sent in a burst intevaaks.
Generally, the BURST timer runs at 25ms intervidlsw, the sending side has been changed to allow the
BURST timer to run as small as one millisecond sl allow the RTP pipe to better pace the datass
the connection. When necessary, the HPR clock mawgtbe allowed to run at a one millisecond rate to
support these new timer changes.

To support these changes, a new start option, HRIRTL.has been introduced to control this function.
Specifying STANDARD requires the HPR clock always in standard mode or twenty-five millisecond

\%

mode. When specifying ADAPTIVE, the HPR clock ilaed to change modes based on network conditions.

This start option is only valid when RTP pipes directly connected to an Enterprise Extender liritk &
defined capacity of one gigabit or higher.

One last change was made to optimize the HPR Issetimer processing. The HPR liveness timer id tise
send keep-alive signals to the partner to seeif tre still active. If you set DISCNT to no fomdmic RTP
physical units, this means the RTP pipe will natcitivate when the last session ends. Instead tiegiie
stays idle until a new session utilizes it. WHhiiles active, liveness timer processing may stitac In an
environment where there is little to no activitycattain times of the day, there is still HPR claslerhead
necessary to perform the liveness timer processiings liveness timer processing has been optinfiaethis
type of environment to allow the HPR clock to stapen all RTP pipes are idle. If all RTP pipesidie, this
change may save CPU overhead as a result. Thefgeoptimization change is in the base code amok is
controlled by any VTAM start option.
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EE Improved Packet Loss Tolerance
Display NET,EE changes

ﬁNET,EE \

ISTO97I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = EE

IST20001 ENTERPRISE EXTENDER GENERAL INFORMATION
IST16851 TCP/IP JOB NAME = TCPCS

IST20031 ENTERPRISE EXTENDER XCA MAJOR NODE NAME = XCAEE2

IST2004I1 LIVTIME = (10,0) SRQTIME = 15 SRQRETRY =3

IST2005! IPRESOLV =0

IST22311 CURRENT HPR CLOCK RATE = STANDARD

IST2232] HPR CLOCK RATE LAST SET TO HIGH ON 11/14/0 6 AT 22:58:41
IST22331 HPR CLOCK RATE LAST EXITED HIGH ON 11/14/0 6 AT 22:58:45
ISTO24| ----=-----mm-mmommemooeoeeeeeeeeee. e
IST20061 PORT PRIORITY = SIGNAL NETWORK HIG H MEDIUM LOW
IST20071 IPPORT NUMBER = 12000 12001 1200 2 12003 12004
IST2008! IPTOS VALUE = CO Cco 80 40 20
ISTO24| ----=-----mm-mmomeemoeoeeeeeeeeeeeee. e
IST20171 TOTAL RTP PIPES = 4 LU-LUSES SIONS = 3
IST20181 TOTAL ACTIVE PREDEFINED EE CONNECTIONS
IST20191 TOTAL ACTIVE LOCAL VRN EE CONNECTIONS
IST20201 TOTAL ACTIVE GLOBAL VRN EE CONNECTIONS

IST20211 TOTAL ACTIVE EE CONNECTIONS
\QTslm END /
0
(‘@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbooks

This display has been enhanced to display new med§3 22311 to indicate the current mode of the HPR
clock rate. Message 1ST2232I displays the last tine HPR clock entered high mode. Message 1S31223
displays the last time the HPR clock exited highdmoln this case, since message IST2232| and [&312&2e
present we know that the HPRCLKRT start optionlieen set to adaptive mode, but the current modieeof
HPR clock is standard mode.

Om H O Z

NOON

301



EE Improved Packet Loss Tolerance
HPRDIAG changes (1 of 4)

D NET,ID=CNR00005,HPRDIAG=YES

IST0971 DISPLAY ACCEPTED

ISTO751 NAME = CNR00005, TYPE = PU_T2.1 059

IST13921 DISCNTIM = 00010 DEFINED AT PU FOR DISCONN ECT
IST4861 STATUS= ACTIV--LX-, DESIRED STATE= ACTIV

IST10431 CP NAME = NS24 - CP NETID = NETA - DYNAMIC L U=YES
IST15891 XNETALS = YES

IST2238I DISCNT = NO - FINAL USE = *NA*

IST2311 RTP MAJOR NODE = ISTRTPMN

IST6541 1/0 TRACE = OFF, BUFFER TRACE = OFF

IST15001 STATE TRACE = OFF

IST21781 RPNCB ADDRESS 2241E800

IST19651 APPNCOS = #BATCH - PRIORITY = LOW

IST14761 TCID X'35056090000100E3' - REMOTE TCID X'35 0564F7000100E6"
IST14811 DESTINATION CP NETA.NS24 - NCE X'D000000000 000000
IST15871 ORIGIN NCE X'D000000000000000*

IST19671 ACTIVATED AS PASSIVE ON 11/14/06 AT 22:57: 22
IST22371 CNR0O0005 CURRENTLY REPRESENTS A LIMITED RE  SOURCE
IST14791 RTP CONNECTION STATE = CONNECTED - MNPS=N O
IST19591 DATA FLOW STATE = NORMAL

IST1855I NUMBER OF SESSIONS USING RTP = 20

IST14801 RTP END TO END ROUTE - RSCV PATH

IST14601 TGN CPNAME TGTYPE HPR

IST14611 21 NETA.NS24 APPN RTP

IST8751 ALSNAME TOWARDS RTP = SWIP25

IST17381 ANR LABEL e ER NU MBER

o m i1 0 =

IST17391 800100D701000000 *NA* *NA*

0
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Message 1ST2237I is issued to identify this RTRef@p a limited resource. For an HPR PU, thisyea#lans
the underlying DLC has the DISCNT parameter spedifis DELAY or YES.
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EE Improved Packet Loss Tolerance
HPRDIAG changes (2 of 4)

O N

IST1968! ARB INFORMATION:

1IST18441 ARB MODE = GREEN

IST16971 RTP PACING ALGORITHM = ARB RESPONSIVE MODE

IST14771 ALLOWED DATA FLOW RATE = 1505 MBITS/SEC

IST15161 INITIAL DATA FLOW RATE = 47 MBITS/SEC

IST18411 ACTUAL DATA FLOW RATE = 160 MBITS/SEC

IST19691 MAXIMUM ACTUAL DATA FLOW RATE =907 MBITS/  SEC
IST18621 ARB MAXIMUM SEND RATE = 944 MBITS/SEC

1IST18461 CURRENT RECEIVER THRESHOLD = 36998 MICROSE CONDS
IST18461 MAXIMUM RECEIVER THRESHOLD = 37000 MICROSE CONDS
1IST18461 MINIMUM RECEIVER THRESHOLD = 17000 MICROSE CONDS
IST19701 RATE REDUCTIONS DUE TO RETRANSMISSIONS =0

ISTO24| - e
IST19711 TIMER INFORMATION:

1IST18521 LIVENESS TIMER = 0 SECONDS

IST18511 SMOOTHED ROUND TRIP TIME = 10 MILLISECONDS

IST19721 SHORT REQUEST TIMER = 250 MILLISECONDS

IST22291 REFIFO TIMER = 7 MILLISECONDS

N -
0
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New message 1ST2229I displays the current valubeoHPR REFIFO timer. This is the amount of timis th
end of the HPR pipe waits before reporting misgagkets (gaps) to the partner.

Notice that message 1IST1862I indicates an ARB marinsend rate of 944 MBITS/SEC. When CAPACITY
is coded at 1000M or 1G on the underlying PU dgfinj the connection actually displays 944 MBITSISE

n m 4 O =2
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EE Improved Packet Loss Tolerance
HPRDIAG changes (3 of 4)

— SIS 2 e
IST19731 OUTBOUND TRANSMISSION INFORMATION:

IST19741 NUMBER OF NLPS SENT = 12150570 ( 12M )

IST19751 TOTAL BYTES SENT = 16154988112 ( 16G )

IST18491 LARGEST NLP SENT = 1377 BYTES

1IST19801 SEQUENCE NUMBER = 2878146315 (X’AB8D070B")

IST18421 NUMBER OF NLPS RETRANSMITTED =9

1ST22361 LAST NLP RETRANSMITTED ON 11/14/06 AT 23:0 0:43

IST19761 BYTES RETRANSMITTED = 11034 ( 11K )

IST14781 NUMBER OF UNACKNOWLEDGED BUFFERS =19

IST1958| NUMBER OF ORPHANED BUFFERS =0

IST18431 NUMBER OF NLPS ON WAITING-TO-SEND QUEUE = 0

IST18471 NUMBER OF NLPS ON WAITING-FOR-ACKNOWLEDGENENT QUEUE = 19
IST19771 MAXIMUM NUMBER OF NLPS ON WAITING-FOR-ACK QUEUE = 639
1ST19781 WAITING-FOR-ACK QUEUE MAX REACHED ON 11/14 /06 AT 23:02:03
1IST2085| NUMBER OF NLPS ON OUTBOUND WORK QUEUE =0

1ST20861 MAXIMUM NUMBER OF NLPS ON OUTBOUND WORK QHUE = 153
1ST20871 OUTBOUND WORK QUEUE MAX REACHED ON 11/14/0 6 AT 23:02:03
IST15111 MAXIMUM NETWORK LAYER PACKET SIZE =1469B YTES
SIS 2 e e ]
IST19791 INBOUND TRANSMISSION INFORMATION:

IST20591 NUMBER OF NLPS RECEIVED = 12038943 ( 12M )

IST19811 TOTAL BYTES RECEIVED = 16372334887 ( 16G )

IST18501 LARGEST NLP RECEIVED = 1377 BYTES

1ST19801 SEQUENCE NUMBER = 3101845908 (X'B8E26994")

IST18531 NUMBER OF NLPS ON OUT-OF-SEQUENCE QUEUE = 0

1ST22301 MAXIMUM NUMBER OF NLPS ON OUT-OF-SEQUENCE QUEUE = 163
IST18541 NUMBER OF NLPS ON INBOUND SEGMENTS QUEUE = 6

1IST1982I NUMBER OF NLPS ON INBOUND WORK QUEUE =0

1IST19831 MAXIMUM NUMBER OF NLPS ON INBOUND WORK QUEJE = 724

B m 1 0 =F

IST924| ~-mmmmmmmmmm e e
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New message IST22361 displays the date and timeéheh the last NLP was retransmitted. Message
IST2230I displays the high-water-mark for the RTUR-of-sequence queue. In this example d&@iork layer
packets (NLPs) have been on the out-of-sequenagecgirce the HPR pipe was started.
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EE Improved Packet Loss Tolerance
HPRDIAG changes (4 of 4)

@ N

ISTO24 -mmmmmm e e
1IST19841 PATH SWITCH INFORMATION:

IST19851 PATH SWITCHES INITIATED FROM REMOTE RTP = 0

1IST19861 PATH SWITCHES INITIATED FROM LOCAL RTP =0

IST19871 PATH SWITCHES DUE TO LOCAL FAILURE =0

1IST19881 PATH SWITCHES DUE TO LOCAL PSRETRY =0

ISTO24 -mmmmmm e e
IST18571 BACKPRESSURE REASON COUNTS:

IST1858! PATHSWITCH SEND QUEUE MAX STORAGE FAILUR E STALLED PIPE
1IST2205I == e
IST18591 0 & 0 0
1IST22111 ACK QUEUE MAX

IST2205! -------------

IST22121 O

IST22131 LAST BACKPRESSURE APPLIED ON 11/14/06 AT 2 3:00:24
1IST22151 BACKPRESSURE REASON: SEND QUEUE MAXIMUM REACHED
ISTO24 -mmmmmmmm e e
IST3141 END

0
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The HPR backpressure section now displays theatat¢ime of when back pressure was applied taRhiB
pipe. If also displays the latest reason for thekpeessure. This section also displays a new baskpre
count titled “ACK QUEUE MAX”. This HPR backpressurs applied when the RTP waiting for
acknowledgement queue reaches a depth of ten thd@baments. The backpressure is relieved when the
gueue depth returns to five thousand or less eleanen

Message 1ST1221 2lisplays the number of times that this Rapid TranBfotocol (RTP) went into backpressure
(holding up outbound data transmission) since tR&HPU was activated.

o m - O Z
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Add definitions to control generic resource
resolution

06
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This section describes the new function that aa@disitions to control generic resource resolution.
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Generic Resource exit flags are cumbersome and
limited
» Generic Resources (GR) is a SNA session distribution function available to VTAM applications in a

sysplex.
= Primary purposes are high availability and load balancing

» Session distribution is determined during session initiation in a process called generic resource
resolution.

= Performed at the first VTAM APPN node in the sysplex that receives the session initiation request and has
access to the generic resource Coupling Facility structure.

» Typical generic resource applications are CICS, IMS, DB2, TSO, and session managers

» Generic resource resolution is done as follows:

= If an affinity exists between the LU and a specific instance of a generic resource then the session setup is
directed to the same GR instance.
= Otherwise :
v’ Determine all eligible GR instances, and using the MVS Work Load Manager (WLM) select the best GR instance.

v Call the generic resource exit ISTEXCGR to potentially override the MVS WLM selection and set GR resolution flags. GR
resolution flags only affect the next GR Resolution.

» Users are reluctant to code and maintain the assembler level GR exit, even to only set the GR exit
flags.

» Since the GR exit flag settings only affect the next GR resolution, they can not be used to differentiate
GR resolution behavior for different GR applications.

» User have the ability to code a GR exit to perform GR resolution using any criteria, but they are very
reluctant to code and maintain a complex assembler level exit.

0
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Generic Resources (GR) is a SNA session distribdtioction available to VTAM applications in a siesp Its primary
purposes are high availability and load balancihdoes this by allowing multiple applications te known by the same
generic name. Applications must be modified to &S APl commands to register and manage their gename. When
users logon using a generic name the sessiontithdted among eligible generic resource applicetio

Generic Resources is an expansion of the older VIMERVAR function. For those of you familiar wittCP/IP,
Generic Resources is analogous to the DistributgthBic Virtual Internet Protocol Address (DDVIPAjiction in
TCP/IP. The default generic resource resolutiat@ss is to first use an affinity to direct sessifsom the same LU to the
same generic resource instance. An affinity isteceahen the first session between an LU and ariper@source is
started. An affinity maps the LU name and genexgource name to a specific instance of the geresaurce. If no
affinity has been created yet, then the MVS Wookd Manager is called to identify the best genersource instance. If
the generic resource exit ISTEXCGR) is active théscalled to potentially select a different geis resource instance
than was selected by the MVS Work Load Managersadeneric resource resolution flags affectingidne generic
resource resolution.

If no affinity exists then generic resource resiolutcan be modified by the GR resolution flags @rat set in the GR Exit.
If the GR flag GRRFNPLL is OFF (default) and if tBeigin Logical Unit (OLU) is a Local SNA or Localon-SNA LU

on this host, then prefer generic resources anhthst. Prefer means that if one or more GR inswitcactive on this host
then only these GR instances will be consideredRresolution. However if no GR instance is actinethis host or
GRRFNPLL is ON then all active GR instances argilglié for GR resolution. If the GR flag GRRFNPIAOFF
(default) and if the Origin Logical Unit (OLU) isapplication on this host, then prefer generic ueses on this host. If
the GR flag GRRFWLMX is ON (default), then call tM&/S Work Load Manager to identify the best eligibgeneric
resource instance. Otherwise identify the best @Rance based on lowest active and pending sessimtsc If the GR
flag GRRFUVX is ON (default ON for first call theset OFF by the default GR exit), then call the GierRResource exit to
identify the desired generic resource and set GRlags that will influence the next GR resolutioff.all defaults are
used and the default GR exit is not modified t@seh generic resource instance, then the GR idshtify WLM will be
used.

The main points are that setting generic resowgselution flags in assembler level programs isveoy usable. Also the
flags cannot be changed in any meaningful way ifiterént generic resources, since you can nevewknbat generic
resource will need to be resolved for the nextisass
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Duplicate Load Balancing DDVIPAA and GRCICS

APPN or
Subarea or
TCPIP

08
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Multiple load balancing functions for what are difént stages of the same session could result in
unnecessarily long session paths. During sessiup st is possible that a session will pass thnomgltiple
load balancing functions (eg. TN3270 using DDVIB&ssion Manager using GR, and final applicationgisi
GR). This could result in a final session path thegdlessly passes through multiple hosts witle litt even
detrimental workload distribution value.

This shows a TCPIP connection that has been digédbto the TN3270 server A using DDVIPA workload
distribution. In turn a SNA session is started froM3270 server A to session manager SESMANB. Adiarg
generic resource application GRCICS is then saleaté¢he session manager and it does a CLSDST-RASS
generic resource GRCICS. Generic resource resalsglects generic resource instance CICSB. Ghan t
load balancing was done once for the connectiarNB8270 server A it may be beneficial for the generic
resource resolution done during CLSDST PASS pratgsg ENB to prefer a generic resource instanoe o
the Origin Logical Unit host: that is CICSA on ENABhere is no way to do this today, unless you make
substantial changes to the generic resource exit.
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Create GR Preferences Table Definitions

» Create a GR Preferences table to allow users to more easily define generic resource resolution
preferences.
= Allow GR preferences to be defined for each GR name.
= Allow default GR preferences to be defined.

= Create a new GR preference function PASSOLU that causes GR names resolved during CLSDST-PASS
processing to prefer GR instances on the OLU host.

» Anew VBUILD type GRPREFS has been created to identify the generic resource preferences table.

A new definition statement GRPREF has been defined within the GRPREFS table to define GR
resolution preferences. A GRPREF statement can be defined for each GR name. A nameless GRPREF
statement can be used to define default GR preferences.

= Five operands can be defined on the GRPREF definition statement.
v GREXIT=YES|NO (DEFAULT=NO)
v LOCAPPL=YES|NO (DEFAULT=YES)
v LOCLU=YES|NO  (DEFAULT=YES)
v PASSOLU=YES|NO (DEFAULT=NO)

v WLM=YES|NO (DEFAULT=YES)
= Except for the new function of PASSOLU these operands default to the same behavior as the corresponding GR
EXIT flags.

» The GRPREFS table can be activated by an operator command or it can be started at VTAM
initialization by adding it to the VTAM Config List
= Only ogle GRPREFS table can be active at a time. It cannot be inactivated, rather only replaced by activating a
new table.

> Mlgratlon Considerations
GR flag settings from the GR exit will be ignored

= Ifyou use the GR EXIT only to set the GR flags differently from the default exit, then you must either define a
default or specific GR Preference Table entries with equivalent settings

= |f you use the GR EXIT to perform GR resolution then you must define default or specific GR Preference Table
entries that set GREXIT=YES

09
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You can now create a generic resources prefereabksto define generic resource preferences fdr ganeric resource
name.

The PASSOLU generic resource resolution preferevasecreated to allow generic resource resolutiqorééer generic
resource instances on the OLU host. This is mesfulifor session managers in the sysplex that G@TISBASS to generic
resources.

The new VBUILD type is GRPREFS. The new definitiiatement GRPREF can be used to identify the geresource
preferences of each generic name. A nameless GRB&EPBe defined to identify default generic reseyneferences.

The old generic resource exit flags map functilyrtal the new generic resource preferences opera@dseric resource
preference PASSOLU is the new generic resourcemetes operand.

PASSOLU can be specified with a value of YES or N®value of YES - For third-party-initiated (CLSD$ASS)
sessions, indicates generic resource resolutibprefer generic resource instances located oilbg host (the host that
has the session that is being passed). If no geresdurce instances are available on the OLU teest, all instances of
the generic resource are eligible for resolutiBnvalue of NO - Indicates all instances of the gemegsource are eligible
for resolution (default).

PASSOLU does not correspond to any old generiaurescexit flag function. PASSOLU could be usefuthié original
OLU had been load balanced before initiating aiseds a session manager that will do a CLOSE DP3ES to a
generic resource. Note that both the LOCAPPL an@ILLQ generic resource preferences could affect th@FOLU
preference. If either of the LOCAPPL or PASSOLUfprences are set to YES, then a CLOSE DEST PASSosesom a
local application to a generic resource will prefageneric resource on the local host. If eithehefLOCLU or PASSOLU
preferences are set to YES, then a CLOSE DEST RB&S8on from a local LU to a generic resource pvigffer a generic
resource on the local host.

You can activate a GRPREFS table using the VARY MET,ID= command where the name of the table is the
VTAMLST member name that contains the generic resopreferences definitions.

You can also start the GRPREFS table using the VT@dfig List using the same name. Since a tablaaine
inactivated, to effectively inactivate a table aate a generic resource preferences table wittmeeless entry and no
operands.

The primary migration impact will be for users thige the exit today to set the generic resourcdlagi differently than
the settings in the default generic resource &8b then at a minimum you must code a default gemesource
preference table entry using a nameless entrygeitteric resource preferences that match your dugereric resource
exit flag settings. If your generic resource eaes generic resource resolution you must alstheajeneric resource
preference GREXIT=YES.
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Display GRPREFS example

KD NET,GRPREFS \

ISTO97I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = GR PREFERENCES TABLE

ISTO75I NAME = GRHOSTO1, TYPE = GR PREFERENCES

ISTO24 -mmmmmm e e
1IST22101 GR PREFERENCE TABLE ENTRY = **NAMELESS**

IST22021 GREXIT =NO WLM =YES LO CLU =YES
IST22041 LOCAPPL =YES PASSOLU =NO

ISTO24 -mmmmmm e e
IST22101 GR PREFERENCE TABLE ENTRY = GRCICS

IST22021 GREXIT =NO WLM  =NO LO CLU =YES
IST22041 LOCAPPL =YES PASSOLU =YES

ISTO24 -mmmmmm e e
1IST22101 GR PREFERENCE TABLE ENTRY = GRTSO

IST2202I GREXIT =YES WLM =YES LO CLU =YES
IST22041 LOCAPPL =YES PASSOLU =NO

\IST314I END /

oom A 0 Z

0
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You can display the entire GRPREFS table usingXiNET,GRPREFS command. The generic resource
preferences definition without a name is designatete display by *NAMELESS**,

The *NAMELESS** entry identifies the defined deflugeneric resource preferences. If no generic
preference table is defined to VTAM the generiotese preferences displayed will indicate *DEFAUET
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Display a GR Application’'s GR preferences
example

> Display the GRPREFS used by GR APPLGR

KD NET,ID=APPLGR
ISTO971 DISPLAY ACCEPTED
ISTO751 NAME = APPLGR, TYPE = GENERIC RESOURCE
IST13591 MEMBER NAME OWNING CP SELECTABLE APPC
IST13601 NETA.APPL1 SSCP1A YES NO
IST22101 GR PREFERENCE TABLE ENTRY = *NAMELESS**
IST22021 GREXIT =NO Wikl sW=S8 O G =YES
IST22041 LOCAPPL = YES PASSOLU =NO
IST3141 END

nw m 4 O =2

v
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The existing D NET,ID=generic resource name outfast been enhanced to include the generic resource
preferences associated with the generic name. Iigdes$8T2210I, IST22021, and IST2204| have been added

to the previously existing display.
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MPC Activation Enhancements
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This section describes the Multi Path Channel (MR&)vation Enhancements.
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Activation fails when minimum # of
subchannels are not available

» SNA Multipath Channel (MPC)
= Type of connection between two hosts
= Group of read and write subchannels
= At least one of each must be online at all times

» MPC resource activation
= VTAM must be able to allocate at least one read and one write subchannel
= When partner host is down, results are hardware-dependent
v ESCON subchannels appear to be online
v FICON subchannels cannot be allocated

» When minimum number of subchannels are not available during
activation of an MPC group
= Activation fails
= No automated mechanism to recover after subchannels become available
= MPC resource must be reactivated manually

> Situation arises whenever a FICON-connected host is down

t‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

VTAM supports multipath channel (MPC) connectioa$viieen two hosts. An MPC resource consists of a
group of read and write subchannels. At leastafreach must be online at all times for the graupe
functional. Thus, when the MPC resource is fidhated (by a VARY ACT command of some sort), VTAM
must be able to allocate at least one read andvdtesubchannel in the process.

When the partner host is down during MPC activattba information VTAM receives about the subchadsine
when they are allocated depends on the hardwareupadf the connection. ESCON subchannels appda to
online in this case, so VTAM activates the deviod waits for the other side to come up. For FICON
subchannels, VTAM gets an indication that theneoivalid path to the device, causing allocationhef t
subchannel to fail. This impacts the ability of AW to activate the MPC resource successfully.

Previously, once activation of an MPC group lackimg online read and one online write subchaniilelfa
there was no mechanism to recover automatically fitus failure, even after the needed amount of
subchannels became available. Reactivation odfMfA€ group had to be performed manually.

This situation is especially applicable when a FNGEnnected host is down, due to the failures VTAM
encounters when allocating the subchannels.
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MPC Activation Enhancements

When minimum number of subchannels is not available during activation of an MPC
group
= Activation is suspended
= Resumes automatically once minimum number of subchannels becomes available
= Needed subchannel(s) must:
v be offline or
v have no valid path available to the connecting host

\%

\%

Messages signal when suspension begins and activation resumes.

» MPC group displays
= Indicate when activation is on hold
= |dentify the offline subchannels

» New start option — MPCACT

= Specifies how VTAM should handle the activation of an MPC group if the minimum number of
read and write subchannels are not available

v' WAIT (default) suspend activation until required number become available
v' NOWAIT fail activation

\4

Message 1ST2219I appears during activation of a MPC group when the minimum number
of devices is not available. It also appears in the display of a MPC group while activation
is suspended.

» Message I1ST2220I is issued once the minimum number of devices becomes available

4
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Now activations of MPC groups that fail to meet tire read/one write requirement are put on holdvipgeal
any needed read and/or write subchannel is ameffliTC or one that has no valid path available ¢o th
connecting host. The suspension continues umit¢lquired minimum number of subchannels becomes
available or the group is deactivated. New messammal when the hold begins and when activation
resumes.

The display of an MPC group indicates when itsvatitbn is on hold. Other existing output in thapday
identifies the offline subchannels, so appropréaton can be taken to bring enough of them onlineatuse
activation of the MPC group to complete.

MPC Activation Enhancementsis enabled by default. A new, modifiable VTAM camtivity start option
(MPCACT) can be used to disable the function whenavanual retry is desired.

MPCACT=WAIT (default) specifies that activationsMPC subchannel groups are to be suspended if the
minimum number of read and write subchannels atavailable, either because they are offline ovala
path exists to the connecting host. VTAM will autatically resume activation once the minimum number
becomes available.

MPCACT=NOWAIT specifies that VTAM is to fail actiti@ns of MPC subchannel groups if the minimum
number of read and write subchannels are not dfaildhe system operator must manually retry such
activations after the minimum number becomes abtaila

Note: When modified, the option does not take effectMi®C groups that are in the process of being aet/at
when command is issued until those MPC groups eaeti/ated and reactivated.

Message 1ST2219I indicates that activation of @Qvgroup is suspended waiting for the minimum numbe
of read and write subchannels to become available.

Once the minimum number of devices becomes availabéssage IST2220I is issued to indicate that VTAM
is ready to retry allocation of those subchanrtdis$ detected as being available. If the mininmumber still
cannot be obtained for some odd reason, activafitile MPC group is suspended again, signaled éy th
reappearance of IST2219I along with any appropiBie 6311 messages. Otherwise, activation procasdis
previous releases, ultimately resulting in mes$&3@®93I for the MPC line.
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» Activate a subarea MPC group when minimum number of

Activating an MPC Group

devices is not available

V NET,ACT,ID=MPCLN1,E
ISTO971 VARY ACCEPTED
IST1631I MPCLN1 SUBCHANNEL OF1B OFFLINE
IST16311 MPCLN1 SUBCHANNEL OF1C OFFLINE
IST16311 MPCLN1 SUBCHANNEL OF1D OFFLINE

1IST22191 MPCLN1 ACTIVATION WAITING FOR MINIMUM NUMB ER OF DEVICES

» Now display the MPC resource

f D NET,ID=MPCLN1,E
ISTO971 DISPLAY ACCEPTED
ISTO751 NAME = MPCLN1, TYPE = LINE
IST4861 STATUS= PALNK, DESIRED STATE= ACTIV

o m 1 0 ZF

IST12211 WRITE DEV = OF1A STATUS = RESET  STATE
IST12211 WRITE DEV = OF1B STATUS = RESET  STATE
IST12211 READ DEV = OF1C STATUS = RESET  STATE
IST1221I READ DEV = 0F1D STATUS = RESET  STATE

IST3961 LNKSTA STATUS CTG GTG ADJNODE ADJSA
IST3971 MPCPU1 NEVAC ab il

K IST3141 END

1IST22191 MPCLN1 ACTIVATION WAITING FOR MINIMUM NUMB ER OF DEVICES

= ONLINE

= OFFLINE
= OFFLINE
= OFFLINE

NETID ADJLS

v

t‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

/redbooks

This example that shows how new and existing messagy be used to handle an MPC group that has

insufficient subchannels available at activationeti

On this slide, the activation of a subarea MPC (M@CLNL1) is being suspended, as signaled by thi@2%9I
message. The set of IST16311 messages identifiehwlibchannels (OF1B-0F1D) are candidates to be

brought online to allow activation to complete.

Displaying the subarea MPC line offers another et identifying the subchannels that are canéisl& be
brought online to allow activation to complete.wiite subchannel (OF1A) is already online, so anlgad
subchannel is needed in this case. The presed& 2219l indicates the suspended activation candit
leaving the MPC line (MPCLN1) and PU (MPCPU1) s$atePALNK (pending ACTLINK) andNEVAC

(never active), respectively.
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Activating an MPC Group (Cont’d)

» Make minimum number of devices available

V OF1B,ONLINE

IEE302I1 OF1B ONLINE
V OF1C,ONLINE

IEE302I1 OF1C ONLINE

N IST22201 MPCLN1 ACTIVATION RESUMING - ONLINE DEVICES ~ DETECTED
ISTO93I MPCI N1 ACTIVE
(0]
= » Display the MPC resource again
- / D NET,ID=MPCLNL,E \
IST097I DISPLAY ACCEPTED
s ISTO75I NAME = MPCLN1, TYPE = LINE
IST4861 STATUS= ACTIV, DESIRED STATE= ACTIV
IST12211 WRITE DEV = OF1A STATUS = RESET  STATE = ONLINE
IST12211 WRITE DEV = OF1B STATUS = RESET ~ STATE = ONLINE
IST12211 READ DEV = OF1C STATUS = RESET  STATE = ONLINE
IST12211 READ DEV = OF1D STATUS = RESET  STATE = OFFLINE
IST3961 LNKSTA STATUS CTG GTG ADJNODE ADJSA NETID ADJLS

IST397I MPCPU1 PCTD1 11 J

K IST3141 END
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This slide shows activation of the subarea MPC lemiming after a needed read subchannel (OF1Q)dwas
brought online. This is evidenced by the IST222@ksage. Note that bringing OF1B online had no gféecit
is a write subchannel, and one of those (OF1A) aliesady online.

Displaying the subarea MPC line at this point shtived enough subchannels are online now. The NiRC |
(MPCLNL1) state is novACTIV and the PU (MPCPUL1) state becor®€3TD1 (pending contacted 1),
awaiting the partner to come up. Note that IST2200longer appears in the display.
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Adjacent Cluster Table Enhancements
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This section describes enhancements to the Adj&lester table definitions.
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Order of cross-subnet searching can’t be
controlled by NETID

» BNDYN and BNORD start options control the building of
the subnetwork routing list (SRL)
= The SRL is used to control cross-subnet searching

» BNDYN can be coded on the adjacent cluster routing
definition list (ADJCLUST) for each NETID

» BNORD determines if nodes are added to the SRL in
defined order or in priority order based on the last
search

» Currently, the order of all cross-subnet searching is
controlled by the BNORD start option and is the same
for all NETIDs
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The BNDYN and BNORD start options control how tluisetwork routing list (SRL) is built. The SRL is
used by a border node to control cross-subnet lsiegrand is built for each search. The adjacerdtelu
routing definitions allow the user to customize thélding of the SRL. The BNDYN start option corlgéhe
amount of dynamics used in building the SRL andlmaeoded on the adjacent cluster routing defimilist
(ADJCLUST) to customize routing between subnetwdokseach NETID. The BNORD start option
determines if nodes are added to the SRL in defimddr from the adjacent cluster definitions opiiority
order based on the last search for a NETID.

Currently, the order of all cross-subnet searcisngpntrolled by the BNORD start option and is slaene for
all NETIDs. This does not allow the user to contha order of cross-subnet searching by NETID.
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Add BNORD to NETWORK definition
statement

» Add the BNORD operand to the NETWORK statement of the adjacent
cluster definitions (ADJCLUST)

kKR A I FIE KA KK

* Routing for NETID=NETA and NETID=NETC L
FhhhhARKKRIKRKAKAKAKK

NETAC NETWORK NETID=(NETA,NETC), X
BNDYN=NONE, do not allow dynamics X
BNORD=DEFINED use defined routing X
SNVC=4 allow depth of 4 subnets X

NODE2A NEXTCP CPNAME=NETA.NODE2A route to NODE2A

NODE2C NEXTCP CPNAME=NETC.NODE2C route to NODE2C

» Implement the BNORD operand like the existing BNDYN operand

» BNORD operand on the NETWORK statement will override the start
option value

9
t‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

In z/0S V1R9 we have added the BNORD operandad\MBTWORK statement of the adjacent cluster
definitions. The BNORD operand is implemented litke existing BNDYN operand on the NETWORK
statement. If the BNORD operand is coded on the WERK statement, it will override the start opticalwe
when building a subnet routing list. Adding the BRD operand to the NETWORK statement allows the user
to specify the order of cross-subnet searchingémh NETID coded in the adjacent cluster routing
definitions.

The values for BNORD are PRIORITY and DEFINED WRRIORITY being the default start option value.

Priority routing indicates that preference is gitemodes for which the most recent search was ssfide
Defined routing indicates that searches are dotieeirorder specified in the adjacent cluster dedinilist.
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Display command example

» New messages 1ST22071, IST2208lI, and 1IST2209I to di splay
ADJCLUST Table values.

» IST2207I1 replaces IST1325I.

a N

d net,adjclust,netid=neta
IST0971 DISPLAY ACCEPTED
IST3501 DISPLAY TYPE = ADJACENT CLUSTER TABLE
IST22071 DEFINED TABLE FOR NETA
1ST2208I BNDYN = LIMITED FROM START OPTION
1IST22091 BNORD = DEFINED FROM ADJCLUST TABLE

n m 4 O =2

1IST13261 CP NAME TYPE STATE  STATU S SNVC
IST13271 NETA.BN3 DEFINED ACTIVE  FOUND 003
IST13271 NETA.BN2 DEFINED NOT ACTIVE NOT S EARCHED 003
IST13271 NETA.BN1 DYNAMIC ACTIVE NOT S EARCHED N/A
IST3141 END

0
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New messages IST2208! and IST2209I are added DIBELAY ADJCLUST to display the BNORD and
BNDYN values. The new messages are modeled afdiSth17041 and IST1705] messages for SORDER and
SSCPORD for the ADJSSCP TABLE. Either IST22081%F2209I will be issued to display the value of both
the BNDYN and BNORD search control options. IST22688ssued when the value is obtained from the
START OPTION. IST2209I is issued when the valuehitained from the adjacent cluster definition table.
Message 1ST22071 replaces message IST1325| bettaiberder node dynamics information was expanded
and moved to 1ST2208I and 1ST2209I.

New messages IST2208! and IST2209I are also isshed detailed locate search failure information is
displayed to aid in problem diagnosis. The new imgss will indicate the values and origin of BNDYhda
BNORD that were used for the search. Detailed satrch information can be displayed by settirg th
LSIRFMSG and FSIRFMSG START OPTIONS.
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Unable to easily restrict searches to nodes

» NEXTCP statement on Adjacent cluster definitions specifies
nodes to be searched in cross-subnetwork searches

» BNDYN=FULL includes all border nodes in subnet routing list for
cross-subnetwork searching

» BNDYN=NONE includes only nodes defined by CPNAME on
NEXTCP statement will be included in the subnet routing list

» Adjacent cluster definitions do not provide a method to selectively
restrict searches to nodes during cross-subnetwork searches

» Currently the customer can only restrict cross-subnetwork
searches by coding BNDYN=NONE and then only listing the
border nodes that are to be searched

» In networks with a large number of border nodes the user would
like to code BNDYN=FULL, then only list the small number of
border nodes that are not to be searched
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The NEXTCP statement on the adjacent cluster rgutefinitions specifies nodes to be searched dumiogs-
subnet searching. Border node dynamics determiraeklitional nodes are added to the subnetworkirgut
list for searching. BNDYN=FULL specifies that albdes valid for cross-subnet searching are inclinl¢e
subnetwork routing list for cross-subnetwork seamghBNDYN=NONE specifies that only nodes defined o
the NEXTCP statement will be included in the sulmoek routing list for cross-subnetwork searching.
Adjacent cluster definitions do not provide a metho selectively restrict searches to individualie® during
cross-subnetwork searching. Currently the usercdynrestrict cross-subnetwork searches by coding
BNDYN=NONE and then only listing the border nodleat are to be searched. In networks with a large
number of border nodes the user would like to ®N®YN=FULL, so that all possible border nodes are
included for cross-subnet searching, then onlytlet small number of border nodes that are nbeto
searched. Another use for this option would bénduplanned outages to easily restrict searchesdteidual
border nodes where a desirable path is not availabl
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Add OMITCP to the NEXTCP statement

» Add OMITCP operand to the NEXTCP statement of the adjacent cluster
routing definitions

* Routing for NETID=NETZ with OMITTED nodes *
P
NETZ NETWORK NETID=(NETZ), X
BNDYN=FULL, allow full dynamics X
BNORD=PRIORITY, use priority routing X
SNVC=4 allow depth of 4 subnets
NODE2A NEXTCP CPNAME=NETA.NODE2A, X
OMITCP=YES do not route to NODE2A
NODE2C NEXTCP CPNAME=NETC.NODE2C, X
k OMITCP=YES do not route to NODE2C j

» OMITCP=YES prevents the CPNAME from being included in a subnet
routing list for searching
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The solution is to add a new OMITCP operand toNBEXTCP statement of the adjacent cluster routing
definitions. The OMITCP operand will have a valder&S or NO with NO being the default. If
OMITCP=YES is coded, the node specified on the CRIEfoperand would not be included in a subnet
routing list built for the NETID specified on NETWRK statement. The node would not be added as aedkfin
or dynamic entry to the SRL. This will allow theeugo selectively restrict searches to a specifiten The
operand will work with all levels of dynamics. WIBNDYN=NONE it is the same as not adding the nade t
the list of NEXTCPs.

The OMITCP operand could be used during plannedgas to restrict searches to border nodes where a
desirable path is not available. The border notkcsen function of the DSME allows more controbss-
subnetwork searching. The DSME can customize csabget searching based on search information other
than the NETID, such as the OLU or DLU names.
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Display command example

» New STATE added to the IST13271 message to display the
OMITCP state value

: N

d net,adjclust,netid=neta

IST097I DISPLAY ACCEPTED

IST3501 DISPLAY TYPE = ADJACENT CLUSTER TABLE
IST22071 DEFINED TABLE FOR NETA

1IST22081 BNDYN = FULL FROM START OPTION
1ST2208! BNORD = PRIORITY FROM START OPTION

o m - O Z

IST13261 CP NAME I RERRSITATIERSITATY S SNVC
IST13271 NETA.SSCP2A DEFINED OMITTED NOT S EARCHED 003
IST13271 NETA.SSCP1A DEFINED ACTIVE NOT S EARCHED 003
IST13271 NETA.SSCPAA DEFINED NOT ACTIVE NOT S EARCHED 003
IST13271 NETB.SSCPBA DYNAMIC ACTIVE **N JA = NJIA
IST3141 END
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To display the new OMITCP operand value, a nevestatiable was added for message 1ST1327I. If
OMITCP=YES is coded the state of OMITTED is dis@dy|f OMITCP=YES is not coded the existing states
of ACTIVE or NOT ACTIVE are displayed. This displayas done from NETB.SSCPBA. SSCPBA was not
defined in the adjacent cluster definitions but wdded because border node dynamics is set to full.
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Increase maximum CAPACITY value
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The maximum limit of 1000M for CAPACITY has beertirased in z/OS V1R9 Communications Server.
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MAX CAPACITY value too low for high speed
connections

» The CAPACITY operand specifies the effective capacity of a link that
comprises an APPN Transmission Group (TG).
= Approximates the bits per second that the link can transmit.

= Along with other TG characteristics, CAPACITY is used in session route calculation
to assign a weight to the TG.

= Determines the initial traffic rate across the TG for the HPR adaptive rate-based
(ARB) congestion control algorithm.

» The CAPACITY operand can be specified on multiple definitions

» The maximum CAPACITY value for TGs representing high speed connections,
such as 10 Gigabit Ethernet, is limited to 2000M (1000 megabits per second).

= The initial traffic rate used by the HPR ARB congestion control algorithm is 5% of
the CAPACITY value.

= A CAPACITY value that is not high enough causes the initial traffic rate for a high
speed connection to be set lower than desired.

= ARB will eventually ramp up the traffic rate to the optimal speed of the physical
adapter represented by the TG, but until the optimal traffic rate is reached, the
connection’s capacity is not being utilized.
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The CAPACITY operand can be specified in VTAM majmdes where the definition statement defines an
APPN TG, as well as on APPN TG Profiles and APPI$ @efinitions. The value specifies the effective
capacity of a link, approximating the bits per satthat the link can transmit. Along with other TG
characteristics assigned to the TG, CAPACITY isdusesession route calculation to assign a weigli¢ TG
to determine the optimal route through an APPN pétw CAPACITY is also used to determine the initia
traffic rate across the TG for the HPR ARB congestiontrol algorithm.

The maximum limit of 2000M for the CAPACITY valud a TG representing a high speed connection is not
high enough to set the optimal initial traffic rd¢e that connection.

The CAPACITY operand can be specified on the CBxm®1ain Resource Manager (CDRM) major node, the
External Communications Adapter (XCA) major nodes, Local SNA major node, the Model major node, the
Network Control Program (NCP) major node, the Swétt major node, the APPN TG Profile (TGP)
definitions, and the APPN Class of Service (CoSind@sns.

The initial data rate across a TG for the HPR ARBgestion control algorithm is 5% of the CAPACITY
value. This is the rate at which date is initialgnt across the physical adapter represented ByGhdf the
physical adapter can handle larger amounts of @&®8, ramps up the value gradually until it reaches t
optimal traffic rate for the adapter. Howeverthié data rate is initially too low, the connection&pacity is
not being utilized until ARB increases the data ftatthe connection’s optimal speed. Some physical
connection types that can currently benefit fromgoner CAPACITY are 10 Gigabit Ethernet, FICON
Express, and Hipersockets. These connection gmeesnly supported by Enterprise Extender.
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Increase maximum CAPACITY value

» The allowed range of CAPACITY values has been increased with an additional
range of 1G to 100G (gigabits per second) for high speed connections on all
definition statements where CAPACITY can be specified for high speed
connections.

= This allows you to set a more accurate initial traffic rate across the TG for the HPR
adaptive rate-based (ARB) congestion control algorithm.

» A new APPN Class of Service (CoS) is provided for high speed connections to
aIItlelyo_u to take advantage of the higher range CAPACITY values in route
calculation.

= ISTACSTS3 - CoS table that includes definitions for multiple classes of service, such
as #CONNECT, CPSVCMG, etc.

» A new TG Profile is included in the IBM-supplied TG Profiles, IBMTGPS,
shipped in ASAMPLIB:
= GIGNET10, which has CAPACITY=10G specified.
v To be used for 10 Gigabit Ethernet connections.

GIGNET10 TGP COSTTIME=0,COSTBYTE=0,SECURITY=UNSECUR
PDELAY=NEGLIGIB,CAPACITY=10G

= |n addition, the TG profile HIPERSOC, to be used for Hipersockets connections, has
been changed to CAPACITY=2G.
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An additional range of 1G to 100G is now allowedtlo@ CAPACITY operand on all definition statementsene CAPACITY can be
specified. This range allows the user to spectiyjgher CAPACITY value for a TG than was previoualailable. The primary
advantage of the higher CAPACITY value is to setae accurate initial traffic rate across a highesbeonnection for the HPR
adaptive rate-based (ARB) congestion control allgpri ARB increases the traffic rate from the alitate set by the CAPACITY
value, so a higher initial traffic rate allows thigorithm to ramp up to an optimal traffic ratetéas

Also, for session route calculation, a new APPNs€laf Service is provided to take advantage of itjleen range CAPACITY values for
high speed connections. ISTACST3, a new set ob#2APPN CoS definitions will be shipped in z/OS V188mmunications
Server in ASAMPLIB. This is a table that includkeSinitions for multiple classes of service, susf# €@ ONNECT, CPSVCMG, etc.
Unlike the other IBM-supplied Cos tables, COSAPPH EBTACST2, these definitions utilize the new higB&PACITY values on
the LINEROW statements. These CoS definitions asggihed to enable z/OS Communications Server éotsah optimal route for a
session when connections used in the network iedlndse with high speed link characteristics. Sofriteese high speed
connections are FICON, Gigabit Ethernet, and Hipek8ts.

To use ISTACSTS3, you must copy the CoS definitiorie SYS1.VTAMLST and then activate the member incllthe definitions reside.
You can have only one set of CoS definitions activany time. COSAPPN is automatically activatéetwz/OS Communications
Server is initialized. If you choose to use ISTAGS/ou can activate it in one of the following way®u can use the VARY ACT
command to activate it, you can place the ISTACSiEBnber in the configuration list to automaticallyieate it at z/OS
Communications Server initialization or you canamee the ISTACST3 member to COSAPPN and rename CONA® something
else. It will then be automatically activated @2 Communications Server initialization. When &igss of Service (CoS) is used
in a network, whether COSAPPN, ISTACST2, or ISTAGSITis important to use the same CoS on all nétwades in the network.
If you do not use the same CoS, different sessiates can be selected, depending on the TG chasticespecified in the different
Classes of Service. This is true even across metamindaries when you are using border node corafiguns.

IBM-supplied TG Profiles are shipped in member IBEHS in ASAMPLIB. A new TGP for 10 Gigabit Ethermennections,
GIGNET10 is now included in IBMTGPS. This TGP skits initial traffic rate across the TG for the HR&aptive rate-based (ARB)
congestion control algorithm to 5% of CAPACITY. GET10 specifies CAPACITY=10G and will result in uitial data rate of
500M. In addition, the HIPERSOC TGP has been cbadng CAPACITY=2G.

The IBMTGPS TG profiles are automatically activagd/OS Communications Server initialization. it is needed to activate them is
to copy the definitions from ASAMPLIB into a memhberVTAMLST. After IBMTGPS is activated, you caneth assign the group
of TG characteristics defined in a specific TG peoffor example GIGNET10) to a TG using one of thkowing methods:

1. Specify the TGP=GIGNET10 operand on the PU d@imistatement

2. Assign the TGP to an already existing APPN TGhlite MODIFY
TGP, TGPNAME=GIGNET10,ID=adjacent_node, TGN=tg_numtznmand.

The initial data rate across a TG for the HPR ARBgestion control algorithm is 5% of the CAPACIT#¥lwe. This is the rate at which
date is initially sent across the physical adampresented by the TG. If the physical adapteteantle larger amounts of data, ARB
ramps up the value gradually until it reaches fhténtal traffic rate for the adapter. Therefore, R¥CITY values in the range of 1G-
10G should be specified only for TGs across physidabters that can handle the initial data rateigAssy a CAPACITY value to a
TG that is much higher than the physical adapterhzadle can cause the adapter to be overrundataerate will eventually be
reduced by ARB, but assigning an initial traffiter¢hat is too high can cause performance to suffékan accurate traffic rate is
reached. Some physical connection types thatwaantly benefit from a CAPACITY in the range of IGG are 10 Gigabit
Ethernet, FICON Express, and Hipersockets. Theseeztion types are only supported by Enterprigerigier.
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Improve performance of SNA session encryption
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“Improve performance of SNA session encryptionaifsinctional enhancement introduced in z/OS V1R9
Communications Server.
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Session encryption impacting performance

» SNA session level encryption
= 7z/OS Communications Server attempts to interface with an external
cryptographic facility for each session encryption request.
= A subtask is created for the each encryption request to allow other
processing to continue while the session waits for encryption to complete.

» The creation and termination of a subtask for each session
encryption request can impact performance when many sessions
require encryption.

= The default start option value for session encryption is ENCRYPTN=YES

» Other functions that are required to run under a subtask must wait
for session encryption to complete if many session requests are
queued. For example:

= NCP dump, load, or restart
= Enterprise Extender HOSTNAME resolution

= Messages with reply requested
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SNA session level encryption requires a subtasiréated for each session encryption request. €kidts in
an attempt to interface with an external cryptogreacility.

The number of subtasks (TCB structures) allowectemently is controlled by the DLRTCB and
MAXHNRES start options. These structures utiliatolv the line storage, so limits are necessary. For
example, if DLRTCB=32 and MAXHNRES=20 are specifititbn a total of 52 subtasks can be attached
at one time. However, once requests are receivé8 BfNCDP, the subtasks attached for HOSTNAME
resolution are not limited to the value specifietd MAXHNRES, nor are the subtasks attached forrothe
functions limited to the value specified for DLRTCBMIAXHNRES does limit the number of DISPLAY
EE and DISPLAY EEDIAG commands requiring HOSTNAMESolution that VTAM will accept at once,
however. This restriction is policed in the NOSnamnent and is meant to prevent a user CLIST from
overwhelming ISTINCDP.

There are two symptoms of this problem that arernonly seen:

1. Thousands of sessions appear to be hung betteysare queued up waiting for subtask resourcedete
for encryption requests. This often happens bexthesdefault for the ENCRYPTN start option is YES,
causing ALL session requests to be sent to ISTIN@i2#h when encryption is not needed.

2. Because ISTINCDP processes requests in arfifgst out order, functions other than encryptoam’t
proceed if many encryption requests were queust fifhere is a limit to the number of subtasks tiaat
be attached concurrently. The functions, such@B Mads, appear to be hung.

The overhead for creating and subsequently delétiagontrol block structure for each subtask ocapeict
performance, causing many sessions to wait peratingyption. This impact can be severe, especially
when the ENCRYPTN start option is allowed to defand ENCR=OPT is allowed to default on all
APPL definitions. The default start option valfeENCRYPTN=YES causes ALL sessions with an
application to request encryption processing, INEESCR=NONE is specified on the APPL definition
statement for that application.

Since there are a limited number of subtasks aliioiwerun concurrently (that number is the totalhaf values
specified for the DLRTCB and MAXHNRES start optignsmany session encryption requests can cause
other functions to wait until resources are avddlabhis is because all requests for subtask cneatie
processed in the order that they are received.
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Improve performance of SNA session encryption

» A maximum of two subtasks are allowed for encryption and will remain attached:
= One for Common Cryptographic Architecture (CCA)
= One for Cryptographic Unit Support Program (CUSP)

» Up to 100 session encryption requests will be passed to the appropriate subtask
at one time.

= When the subtask completes all of these encryption requests the requestors will be
posted with a response.

> Processing of requests for subtask creation is now balanced based on the
function being requested.
= Requests are no longer processed in FIFO order.

= This allows other functions to execute when there are a large number of session
encryption requests.

» To prevent unnecessary overhead with session establishment, make sure only
the applications that require session level encryption are calling the
cryptographic function.

= Specify ENCRYPTN=YES on the start option.

= Specify the appropriate ENCR and ENCRTYPE operands on the APPL definition
statements for the applications that require encryption.

= Specify ENCR=NONE on the APPL definition statements for the applications that do
not require encryption.

0
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Instead of attaching and detaching a subtask ftr sassion encryption request (represented by ePDld®ntrol block), one subtask will
be created when the first CCA request is receivedame subtask will be created when the first Ci8fRiest is received. Each of these
subtasks will remain attached and waiting for wanitil VTAM termination. The subtask will interfaedth the appropriate cryptographic
facility for each request. When all of the reqagsissed to the subtask (up to 100 at a time) et completed, the DLRPL control
blocks will be returned to the requestors so thasi®n establishment can continue.

This should improve the performance of sessionl leweryption because it eliminates the overheati@fATTACH/DETACH processing
for each encryption request and substitutes WAIBP@rocessing, which has far less performance itnggiace only up to two subtasks
are dedicated to encryption, an additional bemefhat it frees system resources for other funstisupported by ISTINCDP.

Rather than creating subtasks in the order in wiielrequest are received, requests for each @nadtarea are load balanced to allow all
functions a chance to used the limited resourcedetto attach a subtask. This prevents theséidnadrom having to wait for a large
number of session encryption requests to be coethlet

In addition, the concurrent number of subtasksadtbfor HOSTNAME resolution is limited to the valspecified for the MAXHNRES
start option.

There are four functions that can result in HOSTNAKsolution: EE line activation with the HOSTNAMIerand on the GROUP,
Dialing an EE switched PU with HOSTNAME operandISBLAY EE command with HOSTNAME operand, and DIS™MLEEDIAG
command with HOSTNAME operand.

Prior to this, HOSTNAME resolution could utilizd albtask resources, including those reserved ®PttRTCB start option.
MAXHNRES subtask resources concurrently being tise®ISPLAY EE and DISPLAY EEDIAG command procegspis further limited
to 80% of MAXHNRES. This will allow EE line actitian with HOSTNAME resolution to proceed even iaege number of the
DISPLAY commands have been entered. However, Skibtgsiests for functions other than HOSTNAME resotuwill be allowed to
use more resources than those reserved by the DBRT&t option if all of the resources reservedieyMAXHNRES start option are not
in use.

Often only a few applications require session gptiop. If the ENCRYPTN start option and the ENQber@nd on all the APPL
definition statements are allowed to default, retgiéor encryption will be made for all sessiongrewhen it is not necessary. If none of
your applications require session level encryptipecify ENCRYPTN=NO on the start option. Howevkis cannot be overridden at the
application level. If only a few applications reguencryption, do the following:

Specify or allow the ENCRYPTN start option to ddfaa YES. If you specify ENCRYPTN=NO on the staption, you cannot use
session level encryption for any applications.

Specify the appropriate ENCR and ENCRTYPE operandhie APPL definition statements for only thosplizations that require
session level encryption.

Specify ENCR=NONE on the APPL definition statemdntsall applications that do not require encryptio
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Performance Results

» V1R9 shows 20.6% lower CPU cost for VTAM encryption processing
compared to V1R8 with 1000 VTAM session requests.

R9 Performance Improvement for ISTINCDP
VTAM Encryption
10

-10 [ cPU Cost for Encryption
-20

-30

-2059

%( Relative to R18 )

1000 VTAM Requests
VTAM Encryption Processing

February 12, 2007
Client/Server: 2084.D32 2CPs (Trex)

0
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In performance testing, CPU cost was lowered bg%0or VTAM encryption processing with 1000 session
requests from z/OS Communications Server V1R8 tRY/1
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Display TN3270 client code page
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This section describes the enhancement to disg8270 Client Code Page information.
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Appl / Code Page Compatibility

» Character Set and Code Page

» Character Set and Code Page combination is commonly
referred to as a Coded Graphic Character Set Global
Identifier (CGCSGID)

= Optionally is set by the terminal or emulator for use in a
TSO session

» Some applications experience data corruption
when an inappropriate Character Set and Code
Page combination is used for a TSO session
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A Character Set and Code Page combination is coymeferred to as a Coded Graphic Character Sebdblo
Identifier (CGCSGID) . The CGCSGID values are sethe terminal or emulator and used for a TSO eessi
However, not all terminals or emulators include @@CSGID information. Consult the documentatidn
the applicable terminal or emulator to see if CG@3®formation is supported.

The Character Set and Code Page combination ifouseT SO session may be inappropriate for some
applications and cause data corruption.

This has been identified as a problem in some DB& environments where a TSO user with an incorbjeti
client code page performs some processing thattepdaDB2 database. As a result of incompatibike co
page, the data appears to be corrupted when dtamdinto DB2.
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Provide visibility of the code page

» Provide visibility of the CGCSGID for a TSO
session
= GTTERM macro enhancement

v’ Specify new keyword CODEPG when issuing the GTTERM
macro to retrieve the Character Set and Code Page
(CGCSGID) for a TSO session.

v'"New CODEPG keyword of GTTERM macro returns CGCSGID
when available

v’ Consider using this information to control or log CGCSGID use
v Existing GTTERM keyword output unchanged

= SNA TSOUSER display enhancement
v'Includes the CGCSGID information when it is available

= Not all terminals or emulators include the CGCSGID
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This new function provides visibility of the CGCSGfor a TSO session.  Users may want to use this
information as a criteria to permit or deny acdesan application through use of a logon exit.

TSO/VTAM supports a GTTERM macro that the user gs@m to acquire information about a terminal. A new
keyword, CODEPG, has been added to the GTTERM peirng to allow the user to retrieve the CGCSGID
information for a TSO session.

When the GTTERM macro is issued with the CODEPGna, the following information is returned to the
issuer: Terminal name, Network ID, IP addresst Rumber, Character Set, if available, and CaalgePif
available. Note that the Character Set and Cage PCGCSGID) information is only available when the
terminal or emulator includes it when the sesssoestablished. Consider updating your logon eXibgovia a
message what Code Page a client is using or endoceetain set of Code Pages that users can use for
specific application. The existing GTTERM keywanrdtput is unchanged. See the TSO/E Programming
Services publication for information on the GTTERMcro.

The SNA TSOUSER display has been enhanced to rép@GCSGID in use for a TSO user. The
TSOUSER Display will show Code Page and Charaateirformation when it is available.

Not all terminals or emulators include the CGCS@ifarmation. Consult the applicable terminal or éabor
documentation to see if CGCSGID information issuped.
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Display command example

» Display TSOUSER will also include the CGCSGID
information when it is available.

/ D net,tsouser,id=userl \

IST0971 DISPLAY ACCEPTED

ISTO751 NAME = USER1, TYPE = TSO USERID 949
IST4861 STATUS= ACTIV, DESIRED STATE= N/A
IST5761 TSO TRACE = OFF

IST2621 ACBNAME = TSO0001, STATUS = ACT/S
IST262] LUNAME = TCPM1011, STATUS = ACT/S----Y
IST17271 DNS NAME: VIC127.TCP.RALEIGH.IBM.COM
IST1669! IPADDR..PORT 9.67.113.83..1027

IST22031 CHARACTER SET 0065 CODE PAGE 0025

\ IST3141 END J

oom A 0 Z
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The output of the Display TSOUSER command will afsdude theCGCSGIDinformation when it is
available.
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CSM Enhancements
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This section describes the enhancement made to f6SMOS V1R9.
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CSM needs informative messages

» The Communications Storage Manager (CSM) adjusts the
specified maximum ECSA value when it exceeds 90% of the
ECSA available on the z/OS system, but no message is issued
indicating that the maximum ECSA was changed.

» CSM sets the constrained level indicator when ECSA or FIXED
storage reaches the constrained level, but no message is issued
indicating that CSM ECSA or FIXED storage reached the
constrained level.
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CSM needs to issue a message when it adjusts MASAE@Iue. It will clarify the new value to the
user.

CSM needs to issue a message when it sets theaioest level indicator for CSM ECSA or fixed
storage. This will allow the operator to take san#ons to relieve the situation.
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CSM Message Enhancements

» CSM is enhanced to issue message 1IVT55901 when the
requested maximum ECSA value has been adjusted to 90% of
the ECSA on the z/OS system.

» CSM is enhanced to issue a message when ECSA or FIXED

storage is constrained.
= Message IVT5591l is issued when ECSA storage usage is above 80% of
the MAX ECSA value and approaching 85% of the MAX ECSA value.
= Message IVT5592I is issued when FIXED storage usage is above 80% of
the MAX FIXED value and is approaching 85% of the MAX FIXED value.

» CSM sets the ECSA and FIXED storage constrained indicator
sooner in z/OS V1R9 Communication Server than the earlier

releases of z/OS Communication Server.
= |tis recommended to increase the values of MAX ECSA and MAX FIXED
by 5%.
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Message IVT5590I can be issued during: CSM init@lon when the ECSA MAX value specified on the
IVTPRMOO parmlib member is larger than 90% of tH@3A on the system. DISPLAY CSM command
processing when the maximum ECSA value in effestiieen adjusted by CSM. And MODIFY CSM
command processing when the maximum ECSA requéstather than 90% of the ECSA on the system.

CSM changed the definition of the ECSA and FIXE@ratje constrained level. CSM now sets the ECSA
storage at the constrained level When ECSA stanagge is above 80% of the MAX ECSA value and
approaching 85% of the MAX ECSA value. CSM setsftked storage at the constrained level When
fixed storage usage is above 80% of the MAX FIXEdue and approaching 85%
of the MAX FIXED value.

CSM changed the definition of the ECSA and FIXE@ragie normal level. CSM sets the ECSA storageeat th
normal level when ECSA storage usage goes below@ite MAX ECSA value. CSM sets the fixed
storage at the normal level when fixed storage eis@gs below 80% of the MAX FIXED value.

CSM issues the message IVT55641 ECSA storage gieortdieved when the current ECSA storage usage goe
below 80% of the MAX ECSA value. CSM issues the sage IVT5565I fixed storage shortage relieved
when the current fixed storage usage goes below@0#he MAX FIXED value.

The CSM Monitor function is available to monitor K@®uffers between many components of z/OS for
Communication Server. This function can be corgblising the Modify CSM command with the
MONITOR operand. The valid options are MONITOR=OMONITOR=0OFF and
MONITOR=DYNAMIC. The default value of the MONITORption is DYNAMIC. If the user choose the
option MONITOR=DYNAMIC, CSM Buffer Monitoring wilbe dynamically activated and inactivated.

In prior releases, CSM activated dynamically CSNfdruMonitoring when CSM storage usage reached 85%
higher of the MAX ECSA value or the current fixetrage usage reached 85% or higher of the MAX
FIXED value. CSM inactivated the Dynamic CSM Manifunction when the current ECSA storage
usage went below 80% of the MAX ECSA value and dingent fixed storage usage went below 80% of
the MAX FIXED value.

In z/OS V1R9, the threshold for activating the Dyna CSM Monitor function is when the storage usige
80% or higher. The threshold for inactivating Bymamic CSM Monitor function is when the storage
usage goes below 75%.
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SNA Serviceability Enhancements
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This section describes some serviceability enharaéstmade for VTAM in z/OS Communications Server for
V1R9.
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Specifying a long list of VIT options can be
error prone

» The VTAM Internal Trace (VIT) records events that occur in
VTAM.

» VIT options are modifiable:
= MODIFY TRACE, TYPE=VTAM
= MODIFY NOTRACE,TYPE=VTAM

» VTAM operator specifies a list of VIT options to be recorded

» Option list may be for normal operation or for documenting a
specific problem or problem type

» VTAM service personnel often request that the user activate a
particular list of options when recreating a problem

» The list of VIT options can be fairly long
= Sometimes options can be inadvertently specified or omitted

9
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There are two wraparound tables in storage forniadeVIT recording: The ECSA table is from 1009@9
pages in size and is used to record the most resents. The optional data space table (in ‘neflT®S1) is
from 10 to 50 megabytes in size. Entries are abfmat from the ECSA table periodically to pressinider
event records.

The external trace can be much larger and theréidamcommended for documenting problems where a
substantial amount of history is needed. GTF rhasdctive for VTAM external tracing. External Vifating
will only occur if explicitly requested. No VIT djpns are traced by default fore external traciAgy
combination of VIT options can be turned on or off.

On the other hand, VTAM always records certain ¥hfries to an internal trace table. The user caaueck
this trace table, use the optional data space,tabtéspecify that many more options be traced. tiButiser
cannot completely turn off internal tracing.

Events traced fall into categories called VIT opioEach option is comprised of one or more indiald/IT
entry types. The SNA Resource Definition Referemhescribes how to code the TRACE, TYPE=VTAM start
option. The VIT options and entries are descriipeditail in SNA Diagnosis Volume 2. SNA Operation
describes how to modify the VIT options by turnindividual options on or off. SNA Diagnosis Volurhe
has a detailed treatment of VIT option modification

Specifying a long list of VIT options can be erpone. It may be difficult to remember the rigHNoptions
to specify to document a particular type of prohldrorgetting an option might lead to another reterea
request! So the choice for the user was to spédityto be sure everything needed was traced, astofor,
look up, divine, or remember the best list of Vigtions for the situation at hand. However, spécgyALL
when not required fills the internal and extern#l ¥ables quicker, making lost entries due to wiagpnore
likely.
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VIT option group names

» VIT group options have been added to z/OS V1R9

= Each group option represents a list of individual group options that are
pertinent to tracing one type of problem area

= This makes it easier for the operator to correctly specify the list of VIT
options to be recorded during normal operation, or when diagnosing a
particular type of problem.
= The new VIT group options:
v APIOPTS - diagnose non-LU 6.2 application program problems
v APPCOPTS - diagnose LU 6.2 application program problems
v/ CPCPOPTS - diagnose CP-CP session problems
v CSMOPTS - diagnose communications storage manager (CSM) problems
v DLUROPTS - diagnose dependent LU requester (DLUR) problems
v EEOPTS - diagnose Enterprise Extender (EE) problems
v HPDTOPTS - diagnose high performance data transfer (HPDT) problems
v HPROPTS - diagnose high performance routing (HPR) problems
v LCSOPTS - diagnose LAN channel station (LCS) problems
v QDIOOPTS - diagnose queued direct I/O (QDIO) problems

v STDOPTS - diagnose problems related to high CPU, session services, storage,
Open/Close ACB, and DLCs such as MPC and CTC

v TCPOPTS -diagnose problems related to TCP/IP
v XCFOPTS - diagnose cross-system coupling facility (XCF) problems

40
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Prior to z/OS V1R9, the only group option availabies ALL. It could be used to turn all of the VIptons
on or off. z/OS V1R9 provides 13 new VIT groupiops that will make it easier to get exactly thghtiset of
VIT options activated. The name of each group apisontended to convey its meaning. Each option is
applicable to tracing a particular type of problem.

The MODIFY TRACE command will add the OPTIONSs spieaifto the currently active list of options for the
specified MODE (internal or external). It does®@place the currently active list of options witle tones
specified. The MODIFY NOTRACE command will subtréite OPTIONS specified from the currently active
list of options for the specified MODE (internal external). Just as multiple options can be sjg&tidn for
TRACE,TYPE=VTAM, multiple group options can be sffiec!, even though they overlap. And a mixture of
group options and individual options can be spedifis well. VTAM will sort it out!

Two of the VIT options, HPR and SSCP, have assediatibtrace options. The subtrace options are iractiv
by default. The HPR option has an ARBP subtracebaptiThe SSCP option has two subtrace options: TGVC
and TREE.

Subtrace options can be turned on or off with a MEDTRACE or MODIFY NOTRACE command,
respectively. The associated VIT option must béuithed in the command for this to be accepted. For
example:

*F net, TRACE, TYPE=VTAM,OPTION=SSCP,SUBTRACE=TGVCuvalid.

*F net, TRACE, TYPE=VTAM,OPTION=CIO,SUBTRACE=TGVC imt valid.

With this new function, any VTAM group option coimteag HPR as a component option can be used to
activate or inactivate HPR subtrace option ARBP.

For example, F net, TRACE, TYPE=HPROPTS,SUBTRACE=ARMBPactivate HPR subtrace ARBP in
addition to the HPR option and the other compoogtibns of HPROPTS.

And F net,NOTRACE,TYPE=QDIOOPTS,SUBTRACE=ARBP viilhctivate subtrace option ARBP and all
component options of QDIOOPTeXcept for HPR That is because F
net,NOTRACE,TYPE=HPR,SUBTRACE=ARBP inactivates sab¢ option ARBP but not option HPR.

All the group options contain SSCP as a componptibi@, SO any group option can be used to activate o
inactivate SSCP subtraces TGVC and TREE. But sudhaativation will leave the SSCP option itselfiaet

It's simpler, and recommended, to use the apprtgpmalividual VIT option to turn off subtraces.
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VIT group option equivalencies Part 1

Group Option

Individual option equivalent

APIOPTS

API,MSG,NRM,PIU,PSS,SMS,SSCP

APPCOPTS

nw m 4 O =2

API,APPC,MSG,NRM,PIU,PSS,SMS,SSCP

CPCPOPTS

AP|,APPC,MSG,NRM,PIU,PSS,SMS,SSCP

CSMOPTS

API,APPC,CIO,CSM,MSG,NRM,PIU,PSS,SMS,SSCP,XBUF

DLUROPTS

AP|,APPC,HPR,MSG,NRM,PIU,PSS,SMS,SSCP

EEOPTS

CIA,CIO,HPR,MSG,NRM,PIU,PSS,SSCP,SMS, TCP

HPDTOPTS

CIA,CIO,HPR,MSG,PIU,PSS,SMS,SSCP

ey
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SpecifyingAPIOPTS is equivalent to specifying all of the following Vioptions: API, MSG, NRM, PIU,

PSS, SMS and SSCP.

SpecifyingAPPCOPTS:is equivalent to specifying all of the following Vioptions: API, APPC, MSG, NRM,

PIU, PSS, SMS and SSCP.

SpecifyingCPCPOPTSis equivalent to specifying all of the following Vioptions: API, APPC, MSG, NRM,

PIU, PSS, SMS and SSCP.

SpecifyingCSMOPTS s equivalent to specifying all of the following WVioptions: API, APPC, CIO, CSM,
MSG, NRM, PIU, PSS, SMS, SSCP and XBUF.

SpecifyingDLUROPTS is equivalent to specifying all of the following Vioptions: API, APPC, HPR, MSG,
NRM, PIU, PSS, SMS and SSCP.

SpecifyingEEOPTS is equivalent to specifying all of the following Vioptions: CIA, CIO, HPR, MSG,
NRM, PIU, PSS, SMS, SSCP and TCP.

SpecifyingHPDTOPTS is equivalent to specifying all of the following Vioptions: CIA, CIO, HPR, MSG,

PIU, PSS, SMS and SSCP.
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VIT group option equivalencies Part 2

Group Option

Individual option equivalent

HPROPTS

API,APPC,CIA,CIO,HPR,MSG,NRM,PIU,PSS,SMS,SSCP

LCSOPTS

CIO,LCS,MSG,NRM,PIU,PSS,SMS,SSCP

nw m 4 O =2

QDIOOPTS

CIA,CIO,HPR,MSG,NRM,PIU,PSS,SMS,SSCP

STDOPTS

API,CIO,MSG,NRM,PIU,PSS,SMS,SSCP

TCPOPTS

CIA,CIO,MSG,NRM,PIU,PSS,SMS,SSCP,TCP

XCFOPTS

CIA,CIO,HPR,MSG,NRM,PIU,PSS,SMS,SSCP,XCF
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SpecifyingHPROPTS s equivalent to specifying all of the following Vioptions: API, APPC, CIA, CIO,
HPR, MSG, NRM, PIU, PSS, SMS and SSCP.

SpecifyingLCSOPTS s equivalent to specifying all of the following Vioptions: CIO, LCS, MSG, NRM,

PIU, PSS, SMS and SSCP.

SpecifyingQDIOOPTS is equivalent to specifying all of the following Vioptions: CIA, CIO, HPR, MSG,
NRM, PIU, PSS, SMS and SSCP.

SpecifyingSTDOPTSis equivalent to specifying all of the following Vioptions: API, CIO, MSG, NRM,
PIU, PSS, SMS and SSCP. These are the optioredtraternally by default.

SpecifyingTCPOPTS is equivalent to specifying all of the following Vioptions: CIA, CIO, MSG, NRM,

PIU, PSS, SMS, SSCP, and TCP.

SpecifyingXCFOPTS is equivalent to specifying all of the following Vioptions: CIA, CIO, HPR, MSG,
NRM, PIU, PSS, SMS, SSCP and XCF.
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Can’'t get an immediate dump of VTAM

» XCF links connect VTAM hosts in a sysplex

» When an XCF link INOPs,
= Dumps of involved VTAMs can be requested

= Timely dump of local VTAM is possible with MODIFY
CSDUMP,MESSAGE=IST1504I

» No current means to get an immediate dump of
the VTAM on the other end of the INOPing XCF
link

» Manual dump of remote VTAM host will likely be
too late
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XCF links are used to connect VTAM hosts in a sggplWhen an XCF link INOPs, existing VTAM facits
can be used to obtain a timely dump of the localWMITfor problem diagnosis. The operator can do kyis
setting a trigger on message 1ST1504I1, which iy @dued at the time of an XCF link INOP.

However, there is no current means to get an imatediump of the VTAM on the other end of the XGikli
By the time a dump of the other VTAM is requestgdte operator, it may be far too late to determine
anything useful from it.
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Add REMOTE keyword to MODIFY CSDUMP

» Allow REMOTE to be requested on the MODIFY CSDUMP
command

» Restrict use of REMOTE
= Must be accompanied by message trigger IST15041

» IST2235] message is new for this function
= Shows whether REMOTE option is in effect when displaying CSDUMP

» Both VTAMSs need to be V1R9

» V1R9 VTAMs will exchange ASIDs with other members of the
sysplex when they join.

= Down-level VTAM will not send ASID, so up level VTAMs will know not to
attempt remote dump of it
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For MODIFY CSDUMP, VTAM issues an SDUMPX requesthtie system. If VTAM is connected to other
VTAMs in a sysplex, the SDUMPX request by VTAM daclude the existing REMOTE parameter to dump
another VTAM in the sysplex. VTAM will only atterhfhis when message 1ST15041 is issued, and ongnwh
the operator has specifically requested it usiegnttww REMOTE parameter on MODIFY CSDUMP.

New message 1ST2235I will show whether REMOTE isffiect for CSDUMP. It is added to message group
IST18711 and only displayed if MESSAGE=IST15044ger is set.

On the SDUMPX request, VTAM needs to specify thd[ASf the VTAM on the remote host. Otherwise,
VTAM can't be dumped in the remote host. If REMOiBEactive for CSDUMP and an XCF link INOPs,
VTAM will check for the ASID of the partner VTAMIf it was not received, no remote dump attempt bl
made.

It should only be necessary to set the REMOTE patanon in one system per sysplex.
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Example 1: MODIFY CSDUMP

» F net,CSDUMP,MESSAGE=IST1504|,REMOTE=YES

» D NET,CSDUMP

/12.22.17 f net,csdump,message=ist1504i,remote=yes \
12.22.17 1ST0971 MODIFY ACCEPTED
12.22.17 1ST223I MODIFY CSDUMP COMMAND COMPLETED
12.22.24 d net,csdump
12.22.24 1ST097I DISPLAY ACCEPTED
12.22.24 1ST350I DISPLAY TYPE = CSDUMP TRIGGERS
IST18711 MESSAGE TRIGGER: MESSAGE = I1ST15041 MATCHL IM=1
1IST22351 REMOTE DUMP FOR XCF LINK INOP: YES
IST18751 SENSE TRIGGER: NONE
IST3141 END

N /

o m 1 0 ZF
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In this example, a local dump and a dump of theoterhost will be attempted if the XCF link to anyet
VTAM connected in the sysplex should INOP. Thepotifrom the D NET,CSDUMP command tells us that
the REMOTE=YES was specified on the MODIFY CSDUMMenand.
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Example 2: MODIFY CSDUMP

» F net,CSDUMP,MESSAGE=(IST15041,SSCP2A),REMOTE=YES

» D NET,CSDUMP

/ 12.40.08 f net,csdump,message=(ist1504i,sscp2a),re mote:yes\
12.40.08 I1ST097I MODIFY ACCEPTED
12.40.08 1ST223I MODIFY CSDUMP COMMAND COMPLETED
12.40.16 d net,csdump
12.40.16 1ST097I DISPLAY ACCEPTED
12.40.16 I1ST350I DISPLAY TYPE = CSDUMP TRIGGERS
IST18711 MESSAGE TRIGGER: MESSAGE = IST1504| MATCHL IM=1
IST18721 VALUE 1 = SSCP2A
IST22351 REMOTE DUMP FOR XCF LINK INOP: YES
IST18751 SENSE TRIGGER: NONE
IST3141 END
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In this second example, the message trigger insluedable text to restrict it to an IST1504] megsa
identifying a specific system (by CP Name).

The trigger will match, and a local dump and a renttump will be requested, only if the XCF linkthe
named system INOPs. If an XCF link to anothereaystNOPs, no local or remote dump will be attempted

Om H O Z
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Example: XCF Link INOP

F NET,CSDUMP,MESSAGE=IST1504|,REMOTE=YES
XCF link INOPs
Output messages on local host

YV V

IEA7941 SVC DUMP HAS CAPTURED:
DUMPID=001 REQUESTED BY JOB (VTAMCS )

IST18791 VTAM DUMPING FOR CSDUMP TRIGGER MESSAGE IS T1504I

IST15041 XCF CONNECTION WITH NETA.SSCP1A IS INOPERA  TIVE 905
IST15011 XCF TOKEN = 0100008700160001

IST1578I DEVICE INOP DETECTED FOR ISTT2Q1Q BY ISTTS CBX CODE = 001
IST3141 END

DUMP TITLE=ISTRACSW - MSG CSDUMP WITH ISTITDS1 - ID=0 8C9- REMOTE DUMP: SSCP1A NETA

n m 4 O =2

» Output messages on remote host

IEA7941 SVC DUMP HAS CAPTURED:
DUMPID=001 REQUESTED BY JOB (DUMPSRV )

IEF196 IEF2371 04E4 ALLOCATED TO SYS00020

IEF1961 IGD100I 053D ALLOCATED TO DDNAME SYS00049 D ATACLAS ( )
IEF1961 IEF285! IPCSS.DYNFVT.VIC127.D061026.S0 CATALOGED
IEF1961 IEF285! VOL SER NOS= IPCS33.

IEA6111 COMPLETE DUMP ON IPCSS.DYNFVT.VIC127.D06102 6.0 001
DUMPID=001 REQUESTED BY JOB (DUMPSRV )

FOR ASID (002D)

REMOTE DUMP FOR SYSNAME: VIC128

INCIDENT TOKEN: XESDEV VIC128 10/26/2006 05:42: 11

DUMP TITLE=ISTRACSW - MSG CSDUMP WITH ISTITDS1 - ID=0 8C9 - REMOTE DUMP: SSCP1A NETA
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The top set of messages are seen on the VTAM huostenthe F

net, CSDUMP,MESSAGE=IST1504|,REMOTE=YES command liwen issued, and the XCF link INOPs.

Note that the dump title includes the name of #raate host on which a dump is also requested.

The bottom set of messages are seen on the reri@® Viost when the XCF link INOPs. Note that the
dump title is the same on both hosts. The IEA6&$3sage identifies the host that requested thatdhiote

dump be taken.

347



Removal of APPC Application Suite
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This section covers the z/OS Communications SéReenoval of APPC Application Suite for V1R9.
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Similar functions provided by z/OS

» z/OS Communications Server has issued a Statement Of Direction (SOD) for the APPC Application
Suite functions. It was stated that z/OS V1R8 Communications Server will be the last release to
support APPC Application Suite.

\

APPC Application Suite product has the following functions:

APPC Connectivity Tester (APING) - A tool to check connectivity.

APPC File Transfer Protocol (AFTP/ACOPY) - A file transfer program modeled after TCP/IP's FTP.

APPC Name Server (ANAME) - A name server for mapping SNA LU names to aliases.

A3270 Emulator Server (A3270) - The A3270 server allows users on workstations to establish a 3270 emulator
_connfection to the host using APPC communications. The A3270 server function does not have a user
interface.

» The APPC Application suite is a set of client/server facilities that runs on APPC sessions. Some of
the facilities also provide an API so that additional applications can be developed which access these
facilities

= APING - Client and Server

= ANAME - Client, Server and API

= AFTP - Client, Server and API
A3270 - Server

» For most of these functions, more full-featured alternative applications exist in modern integrated SNA/IP networks.
Consider the following alternatives:

= For A3270, consider migrating to TN3270. TN3270 provides a much richer capability assuming IP connectivity
exists between the client and server.

« For APING, use the DISPLAY APING command that has been provided as a native VTAM command for many
years.

« A number of other IBM and vendor products provide SNA file transfer capability (such as NetView FTP) which
can be used to replace AFTP. TCP/IP's FTP capability is also a good alternative if an IP infrastructure is in
place between the client and server.
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The APPC Application Suite was introduced in thdyed990s to provide some simple peer-to-peer
based utilities for the then-emerging APPN (AdvahBeer-to-Peer Networking) world, and to help
generate interest in APPC-based application devedop. The APPC Application Suite are LU 6.2
programs. They provide the common end-user taskts asi file transfer, terminal emulation,
connectivity testing, and name registration. Thisp @rovide API supports.

SNA/IP provides similar functions to APPC ApplicatiSuite. There is no need to have the similar
functions provided by the same product. So, the @PRPBplication Suite function will be removed.
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Removal of APPC Application Suite

» The APPC Application Suite will no longer be shipped
with the z/OS Communications Server product.

» Please note that this statement of direction does not
affect the status of the APPC API provided as part of
the SNA APIs within z/OS Communications Server.
The APPC API continues to be an integral part of z/OS
CS

» Applications using APPC Application Suite functions
will not work.

= Remove any applications using APPC Application Suite AFTP
API macros.

= Remove any applications using APPC Application Suite
ANAME API macros.

= Datasets and other information should be cleaned up if APPC
Application Suite was installed in an earlier release.

0
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Alternatives, now exist for the more useful utdtj and there is no longer any need to generate new
interest in the mature APPC APIs. Therefore, Z\Q89 Communications Server discontinues
support of the APPC Application Suite.

These are the steps to cleanup datasets and ottvenation of the APPC Application Suite if you
installed it in an earlier z/OS release:

*Delete AFTP client REXX exec.

*Delete ACOPY client REXX exec.

*Delete AFTP server REXX exec.

*Remove the transaction program (TP) profile of AlRG P server (AFTPD). This is the profile that
defines AFTPD to MVS/APPC.

*Delete APING client REXX exec.

*Remove the transaction program (TP) profile of ARSNG server (APINGD). This is the profile
that defines APINGD to MVS/APPC.

*Delete ANAME client REXX exec.

*Remove the transaction program (TP) profile of ANAME server (ANAMED). This is the profile
that defines ANAMED to MVS/APPC.

*Remove the A3270 application major node definifimm VTAMLST.

*Delete initialization files of AFTP programs (AFTRETPD, and ACOPY), the ANAME server,
and the A3270 server.

*Delete VSAM dataset with the APPC Application Surtessages.

Refer to the z/OS New Functions Summary and th& Miyration books for additional
information.
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Agenda

KOMPROUTE Enhancements

» SMTP Enhancements

» MLDv2 and IGMPv3 support

» |IPv6 scoped address architecture API

» CICS Sockets Enhancements

S— (]

W
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There are several OMPROUTE enhancements in VIR@se enhancements stem from requirements that
were made.

SMTP Enhancements consist of a new SMTP configuratatement (REMOTEPORT) and new operator
commands.

The new versions of the Internet Group ManagemasstbPol for IPv4 , IGMPV3, and Multicast Listening
Discovery for IPv6, MLDv2 were implemented in zZ/®$R9 Communications Server.

IPv6 scoped address architecture APl added sufipdtie IPv6 scoped address APl changes, primarithe
Resolver Getaddrinfo and Getnameinfo functions.

\

There are also some enhancements to CICS Socketsdfmved availability.
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OMPROUTE Enhancements
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This section covers the enhancements made to OMAROM z/OS V1R09.
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OMPROUTE message change to support jobname

» OMPROUTE is the only supported dynamic
routing daemon for z/OS V1R9

= Multiple instances of OMPROUTE can be active on a
z/OS system

» Can't associate message to instance of
OMPROUTE in prior releases

» OMPROUTE messages used the word “OMPROUTE”
instead of the actual OMPROUTE jobname

= Difficult to determine which instance had the event
when multiple instances are running

» Messages which used to reference the word
“OMPROUTE" now reference the respective
OMPROUTE jobname.
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OMPROUTE is the only supported dynamic routing daernim z/OS V1R9. It supports RIP, OSPF, IPv6 RIP
and IPv6 OSPF routing protocols. In a Common INEVironment a copy of OMPROUTE must be started

for each stack that requires OMPROUTE servicesrdfore multiple instances of OMPROUTE can be activ
on a z/OS system.

Prior to z/OS V1R9, some OMPROUTE messages useddht “OMPROUTE” instead of the actual
OMPROUTE jobname to indicate which instance of OMRRE triggered the message. If more than one
OMPROUTE instance is running, and a message iretican event by “OMPROUTE", there was potential for
error to determine which instance of OMPROUTE wesoaiated with the event.

Messages which previously referenced “OMPROUTEW meference the jobname for the instance of
OMPROUTE which triggered the message.
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Make EZZ7975I - Ignoring Undefined Interface a
console message

» EZZ7975I jobname ignoring undefined interface interface

= May be seen when GLOBAL_OPTIONS Ignore_Undefined_Interfaces=YES is
configured

» Interfaces Ignored Without Warning
= There can be unexpected consequences when an interface is ignored

» In z/OS V1R9 EZZ7975I is now a console message
= Draws greater attention to these interfaces

» Actions that should be taken
= None if the intent is to ignore the interface
= Otherwise ensure that the interface is correctly defined in the OMPROUTE
configuration file

» The recommendation stands that either all interfaces should be configured to
OMPROUTE, or OMPROUTE should be configured to ignore undefined
interfaces using the IGNORE_UNDEFINED_INTERFACES=YES parameter
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The EZZ7975jobnameignoring undefined interfadaeterfacemessage is seen when the GLOBAL_OPTIONS
Ignored_Undefined_Interfaces=YES parameter is gonéid in the OMPROUTE configuration file, and the
interfaceinterface learned from the TCPIP stack is not defined (orgroperly defined) as an IPv4 or IPv6
Interface, RIP_Interface, or OSPF_Interface (as@mpte) in the OMPROUTE configuration file. As a
result, OMPROUTE will not update the BSDROUTINGPARIdr the interface in the stack; rather the
default MTU of 576 and class mask will be usediRor4 interfaces which are ignored. (This is notssue for
IPv6 Interfaces). Also, neither the home addrié®e4(and IPv6) or the subnet (IPv4 only) will bevadised

via routing protocol, OMPROUTE will not add a diteoute to the interface subnet (IPv4 only), amdist

routes which use this interface will not be accégtem TCP/IP and therefore will not be advertiskdtf

IPv4 and IPv6).

Service has seen instances where routing proldeensaused because users fail to define theifates to
OMPROUTE. Many routing problems seen in the supgtioeam are caused because of either improperly
defined interfaces, or ignored interfaces. Thaskde incorrectly or inadvertently advertised esuor the
appearance that expected routes are not beingteteer The problems can be difficult to diagnoseneut
gathering documentation.

Because so many problems have been reported beafinggroperly defined or undefined interfaces, the
EZZ7975I1 warning message will be output to the otastarting in z/OS V1R9. This message will bense
for any interfaces which are defined to TCPIP t@mhot have a properly coded matching OMPROUTE
interface definition if GLOBAL_OPTIONS Ignore_Unde¢d_Interfaces=YES is coded. This will draw
greater attention to these interfaces so that sigée have ignored interfaces that they did nonidt® ignore
will recognize their error more quickly.

If you are intentionally using GLOBAL_OPTIONS IgrorUndefined_Interfaces=YES to not advertise
routing information about particular interfacesgdhe interface cited in the message text is orthase
interfaces you do not want to advertise, thennhéssage does not indicate a problem. Howeveoufdp
want the IP address of the interface cited in tAE 751 message to be advertised via routing pabtic
other routers, you will need to either add or carthe definition for this interface in the OMPROBT
configuration file.

The recommendation stands that either all intedat®uld be defined to OMPROUTE OR if

GLOBAL_OPTIONS Ignore_Undefined_Interface=YES, camast be taken to ensure that any interfaces that
are ignored should be ignored and vice versa.
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Update command to display deleted networks

» Prior to z/OS V1R9, a display of the IPv4 and IPv6
OMPROUTE routing table (RTTABLE and RT6TABLE)
showed a count of deleted routes in the network,

= There was no facility to display what these routes were

» Documentation requested to investigate deleted routes
= Need to run an OMPROUTE debug trace and analyze the
EZ780611 and EZZ7943] messages indicating each route as it is
deleted or to take a dump of the OMPROUTE address space and
send it to support

» Deleted routes displayed in z/OS V1R9
= A new DELETED parameter on the RTTABLE and RT6TABLE
display commands
= OMPROUTE displays all deleted routes, giving basic information:
destination, mask or prefixlen, age

(‘@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. /redbooks

Prior to z/OS V1R9, the OMPROUTE RTTABLE and RT6TIABdisplays showed a count of deleted routes,
but there was no way to see what these routeslycivere.

Because there was no way to display which routes @eleted, you needed to either run an OMPROUTE
debug trace and individually find the entries irdieg that a route had been deleted, or providel Rwith a
dump of the OMPROUTE address space to extract tloeges.

To ease the ability to see the deleted routes;dpability to display deleted routes has been atluléite

existing RTTABLE and RT6TABLE displays. In z/0OS V@Ra new DELETED parameter has been added to
the RTTABLE and RT6TABLE display and modify commandrhis parameter can also be used with the new
policy based routing OMPROUTE RTTABLE displays fBv4.
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D TCPIP,,OMP,RTTABLE,DELETED example

/ D TCPIP,TCPCS1,0MP,RTTABLE,DELETED \

N EZz81371 IPV4 DELETED ROUTES 816

o TYPE DEST NET MASK COST AGE N EXT HOP
T DEL 10.11.0.0 FFFFO000 16 6 NO NE

E DEL 10.11.2.1 FFFFFFFF 16 5 NO NE

< DEL 10.61.0.2 FFFFFFFF 16 6 NO NE

15 NETS DELETED, 2 NETS INACTIVE

- /
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This is an example of the output of the D TCPIP,QRIPTABLE,DELETED command. This command can
be issued to see all deleted routes in OMPROUTEIs iPas4 routing table. The same information casoal
be seen in the F OMP,RTTABLE,DELETED display.
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D TCPIP,,OMP,RT6TABLE,DELETED example

ﬁ TCPIP, TCPCS1,0MP,RT6TABLE,DELETED
EZz81371 IPV6 DELETED ROUTES 822
DESTINATION: 2001:DB8:10::84:2:2/128
NEXT HOP: NONE
TYPE: DEL COST: 16 AGE: 37
DESTINATION: 2001:DB8:10::85:2:2/128
NEXT HOP: NONE
TYPE: DEL COST: 16 AGE: 37

o m - O Z

6 NETS DELETED, 1 NETS INACTIVE

\

~

/
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This is an example of the output of the D TCPIP,QRIFSTABLE,DELETED command. This command can
be issued to see all deleted routes in OMPROUTEIs iPa/6 routing table. The same output can be geen
the F OMPROUTE,RT6TABLE,DELETED display.
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New OMPROUTE message if unicast packet received on
backup parallel interface

v

Multiple OSPF_Interfaces within the same subnet (Parallel Interfaces)

» Problems encountered where users have an OMPROUTE set up as a designated router sending
its unicasted database description packets to another OMPROUTE sharing an OSA card in QDIO
mode which is running with parallel OSPF

» EZZ8138| message has been created to warn when unicast database description packets are
discarded
= Message is issued to the console the first time a packet is discarded on an interface and at 5 minute
intervals if packets are still being discarded
= Any interim discards will be logged via a new debug message in the OMPROUTE trace facility.

» If the EZZ8138I message is seen check to see if OMPROUTE is configured to meet ALL of these
conditions:
= Multiple parallel OSPF interface are configured in the subnet of the interface cited in the EZZ8138| message

= This OMPROUTE instance is communicating with another OMPROUTE configured to be the designated
router for this subnet

= This OMPROUTE instance is sharing an OSA card with the designated router
= If all of the above conditions are met, there are two actions that may be taken to fix the problem:

v' Reconfigure the network so that OSAs are not shared between TCP/IP instances over which OMPROUTE OSPF
protocol traffic is exchanged OR
v Reconfigure the network so that no instance of OMPROUTE will become a designated router

» The recommendation stands that if possible, OMPROUTE should not be configured to be a
designated router

9
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When OMPROUTE is started, if two or more OSPF_fats (or IPv6_OSPF_Interfaces) are in the sameesiibnon the same link, for
IPv6), then one of those interfaces will be chasethe primary OSPF interface. A primary interfeae be assigned at the start of
OMPROUTE via the Parallel_OSPF=Primary parametaherOSPF _Interface and IPv6_OSPF_Interface statsiretherwise one will
be chosen by OMPROUTE as the primary. The prif@8{?F interface is the interface over which thead@BSPF protocol traffic will
flow. All other interfaces in that subnet (or drat link) will be given backup status, which meé#rbke primary interface is taken down,
one of the backups will take over the responsibditsending and receiving OSPF protocol traffitere is a phase of the process of
forming an adjacency where OSPF unicast packdedodhtabase description packets are sent andeddeetween OMPROUTE and the
designated router, and the OSPF protocol spedditatquires that OMPROUTE receive these packeth®primary OSPF interface.
Any packets received on a backup OSPF interfadéwitliscarded.

Service has seen a number of reported problemsvamre®©MPROUTE with parallel OSPF interfaces is ergiveg database description
packets with another OMPROUTE which is the desigghaputer, and these two OMPROUTES share an OSRAicd@DIO mode
between them. Shared QDIO is wonderful because th@o need to send a packet out into the netifigdu can just send it to its
destination over the OSA card. When the packegdsived over the card it is given a “destinatiodrads” and then passed up to TCPIP
and OMPROUTE. The problem is that this “destinati® address” may or may not be the actual IP addeewhich the sender sent the
packet originally. Most applications do not ceseat interface a packet is received on, but OMPRBEUW®es, and if the wrong
destination address is assigned by the receiveipatket learned over the OSA card, and that wdesgnation address is for one of the
backup parallel ospf interfaces, the packet wiltisearded. This can cause neighbor state regnssaial loops, or if an adjacency had
previously formed, adjacency failures can occisyiténg in the loss of routes.

A new message, EZZ8138l, has been created to autplué console the first time a packet is receive@ backup parallel ospf interface
and discarded. After the first time this messaggeen, it will be suppressed and only be issuétetoonsole every 5 minutes to prevent
flooding. Any interim discards are logged in an PIRDUTE trace if one is running. This messageaiillin diagnosis of the problem
cited above You can only be experiencing thisipaletr problem if you meet all the criteria; 1) riple parallel OSPF interfaces in the
same subnet (or link for IPv6), 2) the designatedar for this subnet is another OMPROUTE instaand, 3) this OMPROUTE is sharing
an OSA card in QDIO mode with the designated roOfPROUTE. |f this is your problem, there are tways to fix it: 1) reconfigure
the network so that the OSAs are not shared bettieedesignated router OMPROUTE’s TCPIP stack ancoémyr OMPROUTE's
TCPIP stacks, or 2) reconfigure the network so tieainstance of OMPROUTE will be the designatedeo(if possible).

If you do not meet the criteria for being in theus#d QDIO problem, but you are still seeing EZZ8188ssages, then it would appear that
some other problem is occurring or some other rasteending unsolicited OSPF protocol traffic tee@r more of your backup parallel
interfaces. In that case, you may want to chedewif packets are being leaked across VLAN$&0$¢ are in use. If not, the
documentation that needs to be gathered is a 4t?6¢d-6t2 -6d3 for IPv6 OSPF) trace and a dumipoth OMPROUTE and TCPIP’s
address spaces.

If possible, do not let OMPROUTE become the destiggh router for the subnet or link. You can camfigthe Router_Priority=0
parameter on the OSPF_Interface or IPv6_OSPF_lotesttement to keep an instance of OMPROUTE frecoining a designated
router. Be careful though — if you ONLY have OMPRTRinstances in your subnet, one of them then HAiSeta designated router. In
that case, chose that designated router so thatgmavoid sharing an OSA between it and any d¢PROUTE in that subnet.
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EZZ8138| Message

EZZ81381 DISCARDING PACKET RECEIVED ON
BACKUP IPV6 INTERFACE QDIO6201

EZZ81381 DISCARDING PACKET RECEIVED ON
BACKUP IPV4 INTERFACE QDIO4201L

o m - O Z

60
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Here are two examples of what the new EZZ8138I ags$ooks like for an IPv4 and IPv6 OSPF interface.
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MVS system symbols supported in the
OMPROUTE configuration file

» The TCPIP Profile and Resolver Configuration file
currently support system symbols

» Both internal and external users have requested that this
flexibility be extended to OMPROUTE

» Without system symbols we have less Configuration
Control in a Shared OSPF Environment

> In z/OS V1R9 OMPROUTE supports MVS system
symbols in its configuration file
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Prior to V1R9, the TCPIP Profile and Resolver cgufation files supported MVS system symbols, howeve
OMPROUTE did not. Both internal and external userge been interested in adding this functionality.

The ability to use the MVS system symbols in the PROUTE configuration file is nice in and of itself
because now OMPROUTE configuration files can beexthbetween OMPROUTE instances. It was possible
to share configuration files between OMPROUTE instss prior to V1R9 by using wildcarding; however in
an OSPF environment there was no way to wildcaedRibuterid, so if you did share configuration fildgere
was no way to specify a unique routerid for each @R TE instance.

OMPROUTE now supports MVS system symbols in itsfigumation files.

If you need to see how a symbol was translated,dar—t2 —d1 OMPROUTE trace and look for the text
“Translated to”. For each line that contained an3/&ystem symbol there will be a line in the tratewhich
shows to what the symbol was translated.
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OMPROUTE Configuration File Example
MVS System Symbols

Routerid=1.1.1.&VIPA1

bSPF_Interface
IP_ADDRESS=10.10.10.&VIPAl
SUBNET_MASK=255.255.255.0

Where &VIPA1=1 in the IEASYMxx PARMLIB member, the above
translates to:

oom A 0 Z

Routerid=1.1.1.1

bSPF_Interface
IP_ADDRESS=10.10.10.1
SUBNET_MASK=255.255.255.0
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This is an example of how symbol translation camsed in the OMPROUTE configuration file.
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DD:OMPCFG support added to OMPROUTE
started procedure

» Prior to z/OS V1RY9, it was necessary for
individual started procedures to be maintained
for every instance of OMPROUTE

» OMPROUTE now supports a DD:OMPCFG
statement in its started procedure
» MVS system symbols can be used in the name of the
OMPROUTE configuration file
» No longer necessary to maintain multiple
OMPROUTE started procedures
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Prior to z/OS V1R9 it was necessary for individstarted procedures to be maintained for each OMPROU
instance.

Both internal and external users have requesteayaavspecify an OMPROUTE configuration file name
which includes an MVS system symbol in the stapextedure for OMPROUTE, so that one started
procedure could be shared by multiple OMPROUT Eaimsts.

OMPROUTE now supports a DD:OMPCFG statement istasted procedure. This allows for MVS system
symbols to be used in the name of the OMPROUTEigordtion file, eliminating the necessity to mainta
multiple OMPROUTE started procedures
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Example of a DD:OMPCFG statement

/IOMPROUTE PROC
/IOMPROUTE EXEC PGM=OMPROUTE,REGION=4096K, TIME=NOMIT,

/I PARM=(POSIX(ON)',

/I 'ENVAR("_CEE_ENVFILE=DD:STDENV")/-t2 - d1)
/IOMPCFG DD DSN=USER1.0MPROUTE(&OMPCFG),DISP=SHR
/ISTDENV DD DSN=USER1.OMPROUTE(OMPENV1),DISP=SHR
/ISYSPRINT DD SYSOUT=*

/ICEEDUMP DD SYSOUT=* DCB=(RECFM=FB,LRECL=132,BLKS IZE=132)

/*SYSMDUMP DD
DSN=(USER1.OMPROUTE.DUMP),DISP=(NEW,DELETE,CATLG),

I* DCB=(RECFM=FBS,LRECL=4096,BLKSIZE=40 96),

I*

oom A 0 Z

UNIT=SYSDA,SPACE=(CYL,(100,100),RLSE),VOL=SER=IPCS0 8
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This is an example of how the new OMPCFG DD may$ed. USER1.OMPROUTE(&OMPCEFG) is the
name of the OMPROUTE configuration file, where &OBIG is an MVS system symbol defined in the
IEASYSYMxx parmlib member.
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SMTP Enhancements
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This section covers the enhancements made to SNZS V1R9.
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New Configuration Statement
(REMOTEPORT)

» SMTP stands for Simple Mail Transfer Protocol
» The SMTP client pulls messages off the JES spool and sends out mail.

» The SMTP server function receives mail from other mail servers and delivers
the mail.

‘/

The SMTP client function is only allowed to remotely connect to port 25 which
is the well known port for mail.

» In z/OS V1R9 the SMTP client is allowed to configure a port number in the
SMTP configuration data set.

= New configuration statement
REMOTEPORT nn

> When REMOTEPORT is used, the remote SMTP server must use this port
value as its listening port.

= For the z/OS platform, the corresponding configuration statement for the SMTP
server is the PORT statement.
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SMTP stands for Simple Mail Transfer Protocolsupports RFCs 821 and 822. SMTP is used to pull
messages off the JES spool. Messages are pue @pdiol using IEBGENER, TSO TRANSMIT, or
SMTPNOTE. The SMTP client function is used to sentlthe mail to either local users or to remotel mai
servers. The SMTP server function puts a listenmghe default port of 25 and accepts mail frohreomail
servers or client socket programs. It deliversrttadl to local users, or relays the mail to remussl servers.
In prior releases, the SMTP client function is oallpwed to remotely connect to the well known gortmail
which is port 25. This is too restrictive. Usersuld like SMTP to support a configuration optiontkat the
SMTP client function can remotely connect to a gured port value which the system administrator ca
chose. This configuration can be useful in a tgstinvironment.

So we added support for a new configuration statése that the SMTP client function can remotelgroect
to a configured port value which the system adrtriaisr can chose. The SMTP started task now support
new configuration statement REMOTEPORT. This valilebe identified at initialization time and uséy
the SMTP client so that this port number, and2igtis used during connect processing. As a reb@tSMTP
client will use this port number as the remote poend all outbound mail. This value may notdmet
dynamically. To change it, the user must stop asthrt the SMTP started task. Of course if theestant is
not coded the default is port 25.

For parameters the value of the nn is a decimal eunithis parameter must be within the range of 85634
and is limited to ten characters.

Note that if the REMOTEPORT statement is codedusthie within the range and there is no defaultrtake
the statement is coded incorrectly. FurthermoreT BMiill not start.

If the statement is coded, then the SMTP clientwsik this port value to connect to the remote Sid@Rer.
If no SMTP server is listening on that port thenilmannot be delivered. On the z/OS platform the
corresponding configuration statement that need® tomodified for the SMTP server is the PORT statanm
the SMTP configuration file on the system where $MsErver is started and the mail is to be senso fdr
z/OS platform, the SMTP server port value used lshbe reserved on the PORT statement in the TCP/IP
configuration file as well.
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New SMTP Operator Commands and New SMSG
Command

» SMSG commands for SMTP can only be issued from TSO

= Operators and automation cannot issue SMSG commands to check on the
status of SMTP.

» SMSG output is written to a TSO screen, the user may have to
save this information for diagnostic purposes
= Extra steps are required to save this output.

» The MODIFY command can now be used to issue existing
SMSG commands to SMTP
= The output of the MODIFY command can be saved in the SMTP joblog

» A new SMSG command NUMQueue
= MODIFY SMTP,SMSG,NUMQUEUE
= TSO SMSG SMTP NUMQUEUE
v Tells how much mail is queued in SMTP

» Automation can be used to check on the status of SMTP
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To monitor SMTP, it would help helpful to have amfation or operators check on the status of SMT&t, B
since TSO SMSG commands cannot be issued from atitomor from operators (if they are not logged on t
TSO0), this cannot be done. Also, there is notasyevay to save the output of the TSO SMSG comma8ds
the customer must take extra steps to save thimibut

In z/0OS V1R9, we added support for a MODIFY comm#rat can be issued by automation and operators. A
new SMSG command NUMQueue was also added to tellhoch mail is queued in SMTP. The new
command can via the MODIFY command or TSO. Theuatubf the Modify command is saved in the SMTP
joblog. Now, automation and operators can chectherstatus of SMTP.
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MODIFY SMTP,SMSG,Help
Example

> Provides a list of valid SMTP SMSG commands.

>

MODIFY SMTP,SMSG,HELP \

EZA55931 SMSG HELP Output 376

Valid SMSG Commands:

QUeues,max=xxxx - for mail queue lengths

NUMQueue - for total number of mail messages current ly queued

STats - for operating statistics

HEIp - to get this message

TRace - to enable resolver tracing

NOTrace - to disable resolver tracing

DEbug - to enable session debugging

NODebug - to disable session debugging

EXpire,a.b.c.d - to expire the domain name resolution for mail
queued for delivery to this IP address

SHutdown - to terminate the SMTP server

STARTEXIT- start/restart the user exit

@JPEXIT - stop the user exit J
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nw m 4 O =2

The MODIFY SMTP,SMSG,HELP lists the valid MODIFY 9G¥ SMSG commands.
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MODIFY SMTP,SMSG,NUMQueue

Example
» Provides the number of mail messages currently queued in
SMTP.
N
0
T MODIFY SMTP,SMSG,NUMQUEUE
EZA55961 SMSG NUMQUEUE Output -  Current Number of Ma il

E Queued is 50
g

k@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved. /redbOOkS

The MODIFY SMTP,SMSG,NUMQUEUE command provides tlierent number of mail messages queued in
SMTP.
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TSO SMSG SMTP NUMQUEUE
Example

» Provides the number of mail messages currently queued in
SMTP.

a N

Om H O Z

SMSG SMTP NUMQUEUE
Msg from SMTP: * Current Number of Mail Messages Que ued is 50

- /

0
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There is a new SMSG command, NUMQUEUE, that caisdueed from TSO to provide the current number of
mail messages queued in SMTP.
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MLDv2 and IGMPv3 support

L@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. m /redbooks

This section covers the implementation of the nevsions of the Internet Group Management Protamol f
IPv4 , IGMPv3, and Multicast Listening Discovery 1®v6, MLDv2.
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Datagrams received from wrong server

» Any-Source Multicast (ASM) model.
= Clients can't select which server to receive datagrams from

GNP 2N

Join 224.2.2.2
S1

4

Join 224.2.2.2

outer 1 outer 2

9.11.22.2

Join 224.2.2.2

S2
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The current multicast model is referred to as anyr@e multicast. Multicast server programs send out
datagrams using a multicast address as the déstirmtdress. Any client program on the network damose
to receive the multicast datagrams by joining thédticast group. This means that a client prograncivhas

joined a multicast group will receive multicastagam’s from any server, regardless of the souPcaddress.

In the example, clients A, B and C receive all dedan’s from both server 1 and server 2.

An application could specify which multicast datms it wanted to receive by specifying the multicast
address as the filter. However all multicast datatg which met that criteria, regardless of the smarddress,
would be delivered to the application. This is reddrto as the Any-Source Multicast (ASM) model. He't
diagram, servers S1 and S2 send datagrams to flieastigroup address 224.2.2.2. Clients A, B and C
receive datagrams from servers S1 and S2 duertimgoihe multicast group address 224.2.2.2. Clieand
and E do not receive any datagrams from S1 andr82 gley did not join the multicast group address

224.2.2.2.

It's possible for multiple multicast servers todmnding out different information using the samstidation
multicast address. With the any-source multicastieh this can cause problems if a client only wamts
receive datagram’s from a specific server. For ganf multiple servers are sending out differantlio
feeds, a client may only want to receive audio fiamma source. In the example, client A wants toikece
datagram’s from server 1 but does not want to vecdatagrams from server 2 and client B wantsdeive
datagram’s from server 2 but not server 1.
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Multicast Source Filters

» Source-Filtered Multicast (SFM) model.
= Clients specify which server it wants to receive datagrams from

GNP 2N

Join (224.2.2.2,
Include,9.11.22.1)

S1

N

Join (224.2.2.2,
Include,9.11.22.2)

outer 1 outer 2

9.11.22.2

Join (224.2.2.2,
Exclude [none])

S2
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The solution is to allow a client to specify filsebased on the source IP address of the multieéatjichm. This
model is called source-filtered multicast. In tikample, client A can specify that it only wants nuast
datagram’s from server 1 and client B only wanteetteive multicast datagram’s from server 2. Clignt
wants to receive all multicast datagram’s, regasite the source IP address.

The SFM model allows an application to filter thegabrams it receives based on the source IP addresise diagram
serversS1 and S2 send datagrams to the multicast grodiessl224.2.2.2. Client A receives datagrams from
server S1 only due to joining the multicast grodprass 224.2.2.2 with the source filter mode of LINOE

for the source IP address 9.11.22.1. Client Bivesedatagrams from server S2 only due to joinireg t
multicast group address 224.2.2.2 with the souhes Mmode of INCLUDE for the source IP address @212.
Client C receives datagrams from servers S1 amd82o joining the multicast group address 22422ndth

the source filter mode of EXCLUDE with an empty smilist. Clients D and E do not receive any diatay

from S1 and S2 because they did not join the nagtigroup address 224.2.2.2.
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Multicast Source Filters Supported

» New API’s to allow applications to specify a filter mode
and a source filter list

» Source filter mode and a source filter list are maintained
at both the socket layer and the interface layer

» New versions of the Internet Group Management
Protocol for IPv4 (IGMPv3) and the Multicast Listener
Discovery for IPv6 (MLDv2) required

= Source filtering will work at the system layer for UDP sockets
even if the host is connected to a router which doesn’t support
IGMPVv3/MLDv2.

v'RAW sockets receive all packets for the specified protocol.

/
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New API’'s are required to allow the client prograimspecify a source filter list and what is referte as a
filter mode. There are two types of API's for maiditst source filtering. Delta based or Basic addietates to
the source list, can have only one entry on a singll and does not allow changing the filter mdeldl state

or Advanced allows the full replacement of a sodilter list and the filter mode on a single calthis support

is available on the following APIs: z/OS Langudje/ironment C/C++, Macro — EZASMI, z/OS UNIX
System Services: Assembler Callable Services, RlallaREZASOKET, CICS, and REXX. Please refer to the
appropriate documentation for more details aboultivast Source Filter APIs.

The filter mode can be either INCLUDE or EXCLUDEItWINCLUDE mode, a client specifies which
multicast datagram’s they want to receive, basethersource IP address. With EXCLUDE mode, a tlien
specifies which multicast datagram’s they don't arreceive, based on the source IP address.

The source filter mode and a source filter listmiagntained at both the socket layer and the iaterfayer. At
the socket layer, the source filter mode and thecslist reflect what was specified by the appiaa The
filter mode and the source filter list for the irftece is derived from all socket layer filter modasl source
filter lists which have joined a multicast group fbe interface. Information at the interface laigewhat is
;eport%d to multicast routers. This allows the makt routers to determine which multicast datagraoms
orward.

The interface layer filter mode is determined by twles; 1) If all socket layer filter modes aredNJDE, the
interface layer filter mode is INCLUDE. 2) If angcket layer filter mode is EXCLUDE, the interfaegyér
filter mode is EXCLUDE.

The interface layer source filter list is deterntr®y two rules; 1) If all socket layer filter modae
INCLUDE, the interface’s source filter list is thi@ion of all source filter addresses. 2) If anykstdayer
filter mode is EXCLUDE, the interface’s sourcedilist is derived by taking the intersection df al
EXCLUDE mode lists minus any IP addresses in angLINDE mode lists.

New versions of IGMP and MLD are required to commate the new filtering information to multicast
routers. Note that this solution also allows theal system to filter on source addresses evdwrifystem is
not attached to a multicast router which suppatsce address filtering.

RFC3678 defines new socket options and functiomsanage source filters. RFC 3376 and 3810 ddfiae t
IGMPv3 (IPv4) and MLDv2 (IPv6) protocols used bytms to report their IP multicast group membeship
to neighboring multicast routers. With the new i@mns of the protocols, multicast routers are infednof the
source IP filtering of any applications on a syst@ifis allows the multicast router to send only ncakt
datagrams, which the system has applications istitlén receiving. z/OS communications Server cho¢s
SUPEOH any multicast routing protocols and onlgprts source filtering for user datagram prototdDP)
sockets.
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Multicast Source Filters
INCLUDE mode

N
o 9.11.22.1
T S1
: \. = Join (224.2.2.2,
S Router St @ Include,9.11.22.1)
9.11.22.2
S2
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In this example, client A specifies it wants toes® multicast datagram’s from server 1 only. Alllticast
datagram’s from server 2 are dropped by the router.

375



Multicast Source Filters
EXCLUDE mode

N
o 9.11.22.1
T S1
s2 ’i‘ Join (224.2.2.2,
S Router % Exclude,9.11.22.1)
9.11.22.2
S2
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In this example, client A specifies it doesn’t wamtreceive multicast datagram’s from server 1.mlllticast
datagram’s from server 1 are dropped by the router.
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Filter List — all INCLUDE mode

> Interface INCLUDE mode

N

O

T Socket Socket Socket

1 2 3

E

S
Mode = INC Mode = INC Mode = INC
Interface 1 Interface 1 Interface 1
List: List: List:
QL5225 9.11.22.1 9.11.22.3
9.11.22.2 9.11.22.3 9.11.22.4

Interface 1

Mode = INC
List:

9.11.22.1
9.11.22.2
9.11.22.3
9.11.22.4

e
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In this example, all three sockets have specifd@UUDE mode. Therefore the interface layer’s filteode is

also INCLUDE and it's source filter list is the oniof the socket layer’s source filter list.
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Filter List — any EXCLUDE mode

> Interface EXCLUDE mode

N
O
T Socket Socket Socket
1 2 3
E
S
Mode = INC Mode = EXC Mode = EXC
Interface 1 Interface 1 Interface 1
List: List: List:
QL5225 9.11.22.1 9.11.22.2
9.11.22.2 9.11.22.2 9.11.22.3
9.11.22.3 9.11.22.4

Interface 1

Mode = EXC
-5 List:

9.11.22.3

e
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In this example, socket 1 specified a filter moflENCLUDE and sockets 2 and 3 specified a filter mad
EXCLUDE. The interface layer mode is therefore EX@ME. The source filter list is derived by first tag
the intersection of socket 2 and socket 3's listshis case the intersection is 9.11.22.2 and.92L3. Then
any addresses which are in socket 1's sourcerésti@leted. In this case 9.11.22.2 is in the &st s deleted
from the interface list. The interface layer therefhas a filter mode of EXCLUDE and a sourceffilist of

9.11.22.3.
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Netstat ALL/-A Report

» Display source multicast filters for each socket

~

Client Name: APPV4 Client Id: 00 000015
Local Socket: 0.0.0.0..2049
Foreign Socket: 9.42.103.99..1234
Bytesin: 00000000000000000200

Multicast Specific:

TimeToLive: 0000000001  LoopBack: Yes
OutgoinglpAddr: 9.67.113.27

Group IncominglpAddr SrcFitMd

B m 1 0 =F

224.67.113.10 9.67.113.27 Include
SrcAddr: 9.113.1.10
Epililehl il
224.67.113.20 9.67.118.27 Include
SrcAddr: 9.113.1.20
SrcAddr: 9.113.1.21
SrcAddr: 9.114.1.111
224.68.113.20 9.67.118.27 Exclude

\ SrcAddr: 9.113.1.20 J
9
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The netstat ALL/-A report has been updated to ihelthe source filter mode and source filter list.
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Netstat DEvlinks/-d Report

» Display source multicast filters for each interface

-~

o m - O Z

"

DevName: LCS1

DevStatus: Ready

LnkName: TR2 LnkType: TR

NetNum: 0 QueSize: 0
MacAddrOrder: Non-Canonical

Multicast Specific:
Multicast Capability: Yes
Group RefCnt
224.9.9.1 0000000002
SrcAddr: 9.1.1.1
9.1.1.2
9.1.1.3
224993 0000000001
SrcAddr: 9.1.1.1
224994 0000000001
SrcAddr: 9.2.2.1
9.2.2.2

DevType: LCS

DevNu m: 0D00
LnkS tatus: Ready

SrBridgingCapabili ty: Yes
SrcFltMd

Include

Include

Exclude

~

J
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The netstat DEVLINKS/-d report has been updatedigplay the source filter mode and the sourcerfiigts.
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IPv6 scoped address architecture API

L@ Redbnoks © Copyright IBM Corp. 2007. Al rights reserved. m /redbooks

This section discusses the support added to z/ @8 Cmications Server for the IPv6 scoped address API
changes, primarily to the Resolver Getaddrinfo @ethameinfo functions.
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Route Selection Deficiencies

» Scoped address support has been part of IPv6 standards from
the beginning
= QOriginal plans were more expansive
v Included site-local addresses
= Current uses limited to link-local addresses
v/ Addresses in the range FE80::x:x:x

» Some level of support for scope required for IPv6 compliance

» Lack of scope support can impact one specific configuration
= Multiple IPv6 link-local addresses
= Static routing being used

» IPv6 link-local address is insufficient for the stack to select the
proper interface
= Combination of IP address and zone index required
v'If no index provided, default route is used
v/ May or may not actually correspond to specified IP address

{@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved. /red bOOkS

IPv6 has always had the concept of scoped addrdastex’/OS has never fully supported the functRart of that was due
to the cost of fully implementing support for scdpdresses (sometimes also referred to as zdnesjlso because the
concept, while present, had not been fully defileat.instance, at one point scoped addresses ettlaget of addresses
defined as site-local addresses, but that claaddriesses has since been downplayed by the IRwdastis. The only
addresses left for which the concept of scope muplies are link-local addresses.

Link-local addresses are addresses that referlyoagparticular physical link, or the physical netk directly attached to
that link (e.g., LAN). They are used only for loc@mmunication on that physical link, and routeesdesigned to not
forward datagrams that use link-local addresse-lacal addresses are typically dynamically assibby the TCP/IP
stack, and are mostly used for so-called “bootstiapctions or diagnostic purposes.

In order to maintain compliance with IPv6 standam®S needs to implement some additional levetoped address
support. The level chosen could range from fulllenpentation of zones, to recognizing and utiliziegpe information on
the various z/OS applications and APIs.

There is one configuration in particular where dhsence of support for scoped addresses, at thieyd?] could impact a
z/OS user. The situation would involve a configimatwhere multiple IPv6 link-local addresses hagerbdynamically
assigned. To further complicate matters, statitimguis being utilized in the configuration. There @ther possibilities
where even the use of dynamic routing could leazbtaplications, but the more likely situation iattistatic routing is
being utilized.

In such a situation, to successful route data a\given IPv6 link-local address, both the addreskthe zone index value
need to be specified. The zone index is a valugraess by the stack to represent the correct eotrinferface) in the
routing table. If the zone index is not presergntthe stack uses the “default route” for this mpmhtion. If the default
route uses the interface that matches the IPvéldiokl address that was specified, everything warksfine. If, however,
the default route does not use the correct interfacthe specified IPv6 link-local address, theouating error is
encountered and the application request failsnoediout.

Some applications, such as Ping and Traceroute, e parameters defined that allow them to waskrad this problem,

but other applications such as FTP have no suck-ammund. Ideally, here would be a standard mechaim place to
allow the z/OS user or the application to spedify proper interface to use with link-local addresse
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Honor scope information

» Provide support for scope information
= 7/OS applications
v’ Specified as part of the input hostname value
— Command parameter or configuration operand
v’ Supported for selected z/OS applications Ping, Traceroute, FTP, RSH/orsh, REXEC/orexec
= 7/OS Resolver Getaddrinfo API
v’ Scope information can be specified as part of the input hostname

v Resolved scope information returned in the output sockaddr structure representing the IPv6 link-local
address

= 7/OS Resolver Getnameinfo API
v Scope information may now be returned as part of the output hostname
v’ Application can specify form of scope information to be returned

\%

Same syntax used across all applications/APIs:
= Format is host%scope
v Host can be either a host name to be resolved into an IP address, or an IP address

v' Scope can be either an interface name, or the interface index (in decimal format) representing the
interface name

v' Most likely combination is IP address%interface name
= Character string can be no more than 255 characters
v’ Certain APIs using null-terminated strings can have 256

\%

Scope information is only valid for IPv6 link-local addresses
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The generalized solution is to permit scope infdromato be present as part of the hostname parametenfiguration operand. This support is extehtiea
subset of the z/OS applications listed on the slide z/OS Resolver was also updated to processtpe information correctly.

The underlying basis for providing support of scaofermation is the z/OS Resolver updates for Cetiafb, since the z/OS applications that suppaspsc
information will issue Getaddrinfo under the coveErsnanipulate the scope information. The scoperimétion will only be processed by Getaddrinfo wites
input hostname is either an IPv6 link-local addressvhen the hostname provided resolves into omeave IPv6 link-local addresses. Be careful wiité fatter
situation however, especially if for some reasom ave configured one hostname to represent nriliifk-local addresses. The Resolver has no way of
determining which of the resolved link-local addesreally is represented by the input scope irdtiom, so by default the Resolver will apply theyse
information to EVERY resolved link-local addresgpically this will result in only one output socldrdstructure being correct, so it is best to stickne link-
local address per hostname, if you even botheséchastnames of link-local addresses. Assumirrg feen IPv6 link-local address in play, the Resoill
handle the scope information in one of two wayghé input scope information is an interface nathen the Resolver issues a system IOCTL to actjuére
routing table. A simple lookup is performed to fithe specified interface name, and the correspgridierface index value is returned as $i6_scope_id
value In the output sockaddr structure. If theuirgrope information is an interface index, thedRes will ﬁerform a sanity check to ensure that ithdex works
on this system. The same IOCTL is issued to ges routing table, but the lookup is performefini the index value in the table, not the naméhéf index
is present, we will echo the input value in theksaldr structure as described above. This sanitykcisgperformed to ensure, as much as possibleathat
sockaddr structure returned by the Resolver taisiee is valid for use in establishing a connectiofonsending data to the target host. If the Regchttempts
resolution but the lookup fails, the Resolver &ails.

The other Resolver API that manipulates scope mdtion is Gethameinfo. Getnameinfo processingtaie the scope information in the input sockaddr
structure, namely th&in6_scope_idield, and append it to the end of the output haxste value. The appended scope information is reusing the same
syntax discussed earlier for Getaddrinfo. The agimenof the scope information is only performed lféw6 link-local addresses, when the input sockaddr
sin6_scope_id field is non-zero, and when the &aginfo caller passes an output buffer to be usethé hostname. There is no switch or mechanism fo
preventing Getnameinfo from returning this inforioat--- if all the correct conditions are met, treope information gets appended to the hostnanig. Th
means that you may see scope information appesrigigplays or in diagnostics if your logic invokégtnameinfo with this set of conditions, even ifiyadn't
overtly intended to use scope information. WHile tiser cannot specify on the Getnameinfo catiaps is appended or not, the user does have amapti
how the scope information Is formatted. A new flbig, NUMERICSCOPE, can be used to indicate thaemstof getting the default format (interface nartte,
user would rather get the numeric form of scopaeiq the interface index. The same system IOCTL Getaddrinfo uses to acquire the system routibkp tes
used by Getnameinfo if a lookup of the interfacmeas required to append the scope information. é¥@w if the numeric form of scope is to be retdiribere
is no validity checking performed to verify thaethalue insin6_scope_ids a valid index in this system. This is differ@htlosophy from Getaddrinfo
processing, where we did look up the numeric vaduen if no translation was required. The assumptiith Getnameinfo is that the zone index was stores
the sockaddr structure by a trusted componeninétance the stack, and so the likelihood of thiexnbeing incorrect is smaller. Also, the impacawofincorrect
index as output from Getnameinfo is less thanrieaict of Getaddrinfo returning garbage in sive6_scope_idield, so added validation by Getnameinfo is not
necessary. If we do have to resolve the zone iimtexan interface name, and the resolution is ceessful (i.e., there is no zone index of that eafuthe
routing table), the Getnameinfo request fails.

In any instance where scope information is perihittebe specified, the same syntax is used. Theesodormation is appended to the hostname, witbragmt
sign used as the delimiter value. Note that whesaye'hostname” in this discussion, we mean ortevofthings: An actual hostname defined to DNS thaps
to an IP address or an IP address. The IP addyessied, or resolved to using the hosthame, mestrblPv6 link-local address, or scope informatson
meaningless. Likewise, in this discussion, “sciof@rmation” can take on two distinct forms: Thenme assigned to the interface (physical link) teyuber on
the INTERFACE statement or the zone index assignéide interface by the stack. The value must leeifipd in decimal form, not hexadecimal. Whileyan
combination of host name or IP address with interfaame or interface index is permitted, in genénal most likely choice would be IP address witieiface
name. In most situations, link-local addresses oot have a hostname assigned to them, leavingthddress as the only choice. The zone indexVialua
given interface can only be acquired programmadgicabt via operator displays, and in any eventdange for an interface from one TCP/IP stack/atitin to
the next. The interface name, on the other harlikely to be constant and can be displayed (aloitly the associated link-local address) using Netsta
commands, so interface name is much more accegisélriehe zone index. We will come back to thigassion later in the presentation. In order to mine
the impact of the addition of scope informatioritte z/OS APIs, the existing restriction of 255 euters (or 256, for APIs that utilize null-termiizet
characters) for a “hostname” has been maintainles. Was not believed to be a concern because (sf) lmstnames are far less than 255 characteratwhéo)
IPVv6 link-local addresses typically would not havieostname assigned to them anyway, since thelyaeemically assigned to an interface by the stack.

The full range of z/OS IPv6 capable APIs that pdevsupport for Getaddrinfo and Getnameinfo caliscapable of handling scope information
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CICS Sockets Enhancements
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This section describes the enhancements to IP CShicRets.
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Listener task ends when TCP/IP stack goes down

»IP CICS Sockets @3

supports multiple

TCBs

. . \E\ N\ / Pool of reusable
listeners — each instan Coe |- socket subtasks or L8

separately configurable
»When the listener’s
TCP/IP stack is
shutdown then the
listener task ends.

TCP/IP
Stack

N

/ - CICS/ESA or
— PLT CICS/TS Region
g

——— <>

cics soskets s
macros EZACICD file

implemented as an External
Resource Manager in CICS.
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The IP CICS Socket interface is comprised of tlid@S task related user exit (TRUE), an application
programming interface (API), a listener program f£2C02) and CICS transactions for configuring
(EZAC) and managing (EZAO) the interface and listsnThe socket interface consists of a set of ¢thdlt
your CICS application programs can use to set ymections, send and receive data, and perform gener
communications control functions. The programsloanvritten in COBOL, PL/I, assembler language, or
the C language.

The IP CICS Sockets listener task ends when its/I[FCRack with which it has an affinity is shutdawA
subsequent operation is required to restart thenks task.




Listener now automatically reconnects to the
TCP/IP stack

» Change the listener to enable it to remain active when
the TCP/IP stack with which it has affinity is recycled.
= Enable the listener with the ability to reconnect to the stack.

= RTYTIME — Retry time

¥ The time in seconds to determine how long the Listener will wait
(CICS/TS task delay) to reconnect to its TCP/IP stack after an outage

= The Listener's action is based on the combination of RTYTIME
and the availability of the TCP/IP stack

Listener RTYTIME TCP/IP down TCP/IP up
Initially started 0 Listener ends Listener
>0 Listener waits |n|t|al!zes or
remains active
Previously active 0 Listener ends
>0 Listener waits
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Change the listener to automatically re-estabtstifi(based on configuration) when its stack stased.

The retry time configuration option is used to gate that we want the listener to re-connect td @p/IP
stack. The value specified by RTYTIME affects thiial connection or re-connection of the listeteiits
TCP/IP stack. The range for RTYTIME is either 016999 seconds. The value of 0 indicates that the
listener will not be delayed but will retry to camwt to its TCP/IP stack once and will end if thimpt fails.
If RTYTIME is configured with the values 1 throudh then the value of 15 seconds will be used idstea
prevent excessive connection attempts. If RTYTIgBot specified then the default value of 15 selsan
used.

The chart shows how the listener will react basetiawv the RTYTIME configuration option is specifiadd
the availability of the TCP/IP stack.

The RTYTIME configuration option can be specifiadthe listener definition, EZACICD TYPE=LISTENER.
The IP CICS Sockets configuration macro, EZACICDdésigned to support the configuration of the IEEI
Socket interface and listeners exploiting thatriatee. Regenerate the IP CICS Socket configurataiaset,
EZACONFG, with the new RTYTIME configuration option
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Configuration

Standard listener

» Standard listener definition: EZAC transaction

N
EZAC,DEFine,LISTENER (standard listener. screen 1 o

O
Overtype to Enter

i APPLID ===> CICS1A APPLID of CI
TRANID ===> CSKL Transaction

E PORT ===>03010 Port Number
AF ===>|NET Listener Add

5 IMMEDIATE Immediate St
BACKLOG Backlog Valu
NUMSOCK Number of So
ACCTIME Timeout Valu
GIVTIME Timeout Valu
REATIME Timeout Valu
RTYTIME Stack Connec
LAPPLD  ===> INHERIT Register App

Verify parameters, press PF8 to go to screen 2

&3 END 8 NEXT

f2) APPLID = CICS1A \

CS System
Name of Listener
of Listener

ress Family

artup Yes|No

e for Listener

ckets in Listener

e for ACCEPT

e for GIVESOCKET
e for READ

tion Retry Time
lication Data

12 CNCL J
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The RTYTIME configuration option can also be spiecifusing the online configuration transaction, EZAC
The EZAC transaction will update the configurat@mmtained in the EZACONFG VSAM dataset but not the
original EZACICD macro. Ensure you mirror any upeaagainst your sites EZACICD configuration macros
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~

J

P
» Enhanced listener definition: EZAC transaction
N
EZAC,DEFine,LISTENER (enhanced listener. screen 1 o f2) APPLID = CICS1A
O
Overtype to Enter
i APPLID ===>CICS1A APPLID of CI CS System
TRANID ===>CSKL Transaction Name of Listener
E PORT ===>03010 Port Number of Listener
AF ===>|NET Listener Add ress Family
S IMMEDIATE Immediate St artup Yes|No
BACKLOG Backlog Valu e for Listener
NUMSOCK Number of So ckets in Listener
ACCTIME Timeout Valu e for ACCEPT
GIVTIME Timeout Valu e for GIVESOCKET
REATIME Timeout Valu e for READ
RTYTIME Stack Connec tion Retry Time
LAPPLD ===> INHERIT Register App lication Data
Verify parameters, press PF8 to go to screen 2
&3END 8 NEXT 12 CNCL
e
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The RTYTIME configuration option can also be spiecif for the enhanced listener, using the online
configuration transaction, EZAC. The EZAC trangatiwill update the configuration contained in the
EZACONFG VSAM dataset but not the original EZACI@acro. Ensure you mirror any updates against

your sites EZACICD configuration macros.

The EZAC transaction will issue particular messagken validating the RTYTIME configuration option.

A non-numeric value is considered incorrect. Augabther than 0 or 15-999 is considered an incbuwaae.
A value of 1-14 is considered to be below the mimmmon-zero value of 15. Change any incorrectesahd

press the enter key.
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Listener ends when socket table is full

> z/0S IP CICS Sockets

= The IP CICS Socket Listener is a concurrent listener executing as a
CICS/TS task which creates socket descriptors

= z/OS Unix System Services supports a configurable number of socket
descriptors per process.

» MAXFILEPROC parameter

= Specifies the maximum number of descriptors that a process can have
open concurrently

= This is a system wide limit

= Can be overridden for an individual process by specifying the RACF
ADDUSER or ALTUSER for FILEPROCMAX

> When the socket table becomes full the listener ends.

= MAXFILEPROC is incorrectly configured or is configured lower than the
listener's NUMSOCK configuration

= Requires the operator to restart the listener transaction once the socket
table full condition is resolved.

89
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The listener is designed to function as a conctitigiener. It creates and manages its sockeisgthem to
child server tasks. It creates a listening soeketaccepts sockets from client connections.

CICS/TS 2.2 is dubbed to OMVS as one process pinead space. CICS/TS 2.3 is dubbed to OMVS as one
process per CICS/TS task.

MAXFILEPROC is a z/0OS UNIX System Services paraméiat specifies the maximum number of
descriptors for files, sockets, directories, ang ather file system objects that a single processtave
concurrently active or allocated. It is definedS¥iS1.PARMLIB member, BPXPRMxx. It can be changed
using the SETOMVS console command. Note that MAXHRROC is the same as the OPEN_MAX variable
in the POSIX standard.

FILEPROCMAX specifies the maximum number of fileg tuser is allowed to have concurrently active or
open. The files-per-process you define to RACFrisimeric value from 3 and 542287. The value speatife
FILEPROCMAX overrides any value provided by the MRKEPROC parameter of BPXPRMxx. The
RACF ALTUSER command is used to change the infoionah a user's profile. The RACF ADDUSER
command is used to define a new user to RACF atadblesh the user's relationship to an existing RACF
defined group.

When the listener reaches its maximum number ofiedtl descriptors then it will end.

The MAXFILEPROC default is 64000 (The POSIX stamtiar16) and the IP CICS Socket NUMSOCK
configuration option default is 50.
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Listener now remains active when socket table
is full

» New message EZY1370I indicates a configuration
problem
= Issued at listener startup

» The IP CICS Sockets Listener will not end when the
EMFILE (24) errno condition is raised when accepting
client connections.

= ACCEPT processing will be delayed
» Message EZY1365E is issued

» Adjust the configuration
= MAXFILEPROC
= FILEPROCMAX
= Listener's NUMSOCK

90
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The solution to the problem is to configure theiestument by setting the listener's NUMSOCK valuebto
less than or equal to the FILEPROCMAX value for lieener’s user ID or the value specified for
MAXFILEPROC if FILEPROCMAX is not being used.

A run-time check is done when the listener stardatermines if the z/OS UNIX System Services
MAXFILEPROC value is less than or equal to theeligtr's NUMSOCK value. If so the following message
issued.

EZY13701 mmi dd/yy hh: mm ss LISTENER transacti onid NUMSOCHKiunsock IS EQUAL
TO OR GREATER THAN MAXFILEPROCnaxfi | eproc

The listener's accept processing will pause whemthmber of sockets being handled exceeds the
MAXFILEPROC value. No new connections will be agotesl until the number of sockets falls below the
MAXFILEPROC value.

Also, the value specified for the user ID's FILERR@AX should be configured appropriately. If thenmuer
of sockets the listener creates exceeds the ligterser ID's FILEPROCMAX value or the MAXFILEPROC
value then a EMFILE error condition occurs andlistener will cease accepting new sockets untihasve
sockets are at the FILEPROCMAX value or less. IlBHPROCMAX is not being used then the number of
active sockets will have to be equal to or less tihe MAXFILEPROC value.

The listener has been changed to remain active wheaches its maximum number of descriptorhie T
EMFILE errno is used to indicate that the procesdetis full. The following message will be issueden the
listener has received the EMFILE error conditiaanirACCEPT processing.

EZY1365E mi dd/yy hh: mm ss LISTENER transactionid taskno IS NOT ACCEPTING
REQUESTS ON PORTport

This message indicates that the listener identtiigthe specified transaction ID and task numbeoisable to
process inbound connections because the listesmaaket descriptor table is full. Once a succeSQCEPT
is processed then this condition will be relieved.
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CICS/TS PLT program only supports deferred

shutdown
» The IP CICS Socket interface supports two shutdown methods:
= Deferred
* Immediate

» Shutdown by the following processes
= Operator transaction, EZAO
= Program link — EZACIC20
= CICS/TS program load table (PLT) program — EZACIC20

» The IP CICS Socket interface CICS/TS program load table (PLT)
program, EZACIC20, only supports a deferred shutdown
method.

= Forces CICS/TS shutdown to wait for all in-flight socket programs to end
before the interface will shutdown.
v’ Affected by blocking socket calls

9
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Historically, the IP CICS Socket interface can batdown using many different methods. A deferred
shutdown enables all IP CICS sockets tasks to esxckfully. An immediate shutdown directs all IROSI
sockets tasks to be immediately terminated

Shutdown can be either deferred or immediate usiageZAO operator transaction.

Shutdown can also be deferred or immediate usiagtbgram link EZACIC20. The P20TYPE field in the
COMMAREA provided via the EXEC CICS LINK to prograBZ ACIC20 specifies whether immediate or a
deferred termination is requested.

You can allow automatic shutdown of the CICS sodahietrface through updates to the program loacetébl
PLT). This is achieved through placing the EZACIG#odule in the appropriate PLT. Ideally, the CICS
system programmer should add the IP CICS Sockétletva program, EZACIC20, to their program load
table (PLT) to facilitate in shutting down the IPGS Socket interface and listener. Only the deférr
shutdown method is supported when using the PLT.

When the IP CICS Socket PLT program is used amsé#etions being blocked by blocking sockets command
will wait for them to return. This may require t8¢CS system programmer to use CICS shutdown assist
manually terminate those blocking tasks. Whenclog CICS/TS this manual action will elongate trsers
down times due to having to wait for CICS/TS totslown before being restarted.
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CICS/TS PLT program now supports immediate
shutdown method

> Allow user to specify how the interface will shutdown when the IP CICS
Socket PLT is used

» A new IP CICS Sockets program load table (PLT) configuration option
= PLTSDI
v’ Can have a values of NO or YES
v’ Can be specified on the interface definition, EZACICD TYPE=CICS
v' Can be specified on the EZAC transaction, EZAC,DEFine,CICS

» Stopping CICS TCP/IP with program link
= EZACIC20 can query the PLTSDI configuration value

STORAGE DEFINITION FOR EZACIC20 PARAMETER LIST
P20PARMS DS 0D
P20TYPE DS CL1 Initialization Type
P20TYPEIEQU C'I' Initialization
P20TYPET EQU C'T' Immediate Termination
P20 REDIEQUNED; Deferred Termination ( CICS Only)
P20TYPEQ EQU C'Q' Query PLTSDI

9
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The PLT program, EZACIC20, now has the ability boitslown using the immediate method whereby any
transaction being blocked by a blocking socketisalinmediately unblocked. The new PLT shutdown
immediate configuration option, PLTSDI, is usedélbthe PLT program how to shutdown the interface
listeners when CICS/TS is being shutdown. Thisooptan have a value of NO or YES. The value ofislO
used to signify that a deferred shutdown is desirElis is the default. The value of YES is usedigmify that
an immediate shutdown is desired.

The configuration macro, EZACICD, is used to buflé configuration data set. TYPE=CICS identifies

CICS object. The new PLTSDI option can be confguon the interface definition, EZACICD TYPE=CICS.

If PLTSDI is not specified then a deferred shutdasvperformed.

The EZAC transaction is a panel-driven interfac tats you add, delete, or modify the configunafide.
The DEFINE function is used to create CICS objecid their listener objects. The PLTSDI can be gamid
on the definition of a CICS object.

In prior releases, the user can specify a shutdoethnod of deferred or immediate when using the anog
link EZACIC20. In V1R9 you know have the optionguferying the PLTSDI configuration to determine
which shutdown method to be used. You still hdagedption of selecting a deferred or immediate dtiwrn
method. If you have created your own maintenarargstiction then you may specify that the EZACIC20
program query the PLTSDI configuration option bitisg the P20TYPE field in the P20PARM
COMMAREA to the value of ‘Q’ or P20TYPEQ beforeling to EZACIC20.
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CICS definition
EZACICD macro

é’-\CICD TYPE=CICS, CICS record definition

i APPLID=CICSPROD, APPLID of CICS region not using O

(0] TCPADDR=TCPIP, Job/Step name for TCP/IP
PLTSDI=YES, PLT shutdown method is immediatel

T NTASKS=20, Number of subtasks

E DPRTY=0, Subtask dispatch priority differe
CACHMIN=15, Minimum refresh time for cache

S CACHMAX=30, Maximum refresh time for cache
CACHRES=10, Maximum number of resident resolv
ERRORTD=CSMT, Transient data queue for error ms
TCBLIM=0, Open API TCB Limit
OTE=NO, Use Open Transaction Environment
TRACE=NO, Trace CICS Sockets

APPLDAT=YES, Register Application Data
SMSGSUP=NO, STARTED Messages Suppressed?
\ TERMLIM=100 Subtask Termination Limit

X X X X X

-
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The PLTSDI configuration option has been addedhéanterface definition, EZACICD TYPE=CICS. The IP
CICS Sockets configuration macro, EZACICD, is desigjto support the configuration of the IP CICSkK&bc
interface and listeners exploiting that interfag@egenerate the IP CICS Socket configuration datase

EZACONFG, with the new PLTSDI configuration option.

The EZACICD macro will issue this MNOTE when valitig the PLTSDI configuration option for a value

other than YES or NO:

MNOTE 12,'INVALID VALUE SPECIFIED FOR PLTSDI, GENER ATION TERMINATED'.
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CICS definition

EZAC transaction

/EZAC,DEFme,CICS

CACHMAX
CACHRES

ERRORTD TD Queue for Error Messages
SMSGSUP Suppress Tas k Started Messages
TERMLIM Subtask Term ination Limit
TRACE Trace CICS S ockets

OTE Open Transac tion Environment
TCBLIM Number of Op en API TCBs
PLTSDI CICS PLT Shu tdown Immediately
APPLDAT ===>NO Reqgister App lication Data

&3 END

Maximum Refr
Maximum Numb

N Overtype to Enter

) APPLID ===>CICS1A APPLID of CI CS System
TCPADDR  ===>TCPIP Name of TCP Address Space

T NTASKS ===>020 Number of Re usable Tasks
DPRTY ===> 000 DPRTY Value for ATTACH

E CACHMIN Minimum Refr esh Time for Cache

S

APPLID = CICS1A \

esh Time for Cache
er of Resolvers

12 CNCL J

/redbooks

The online configuration option also supports th& £DI configuration option. The EZAC transactionlwi

L‘@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.

update the configuration contained in the EZACONF&AM dataset but not the original EZACICD macro.

Ensure you mirror any updates against your site8EZD configuration macros.

The EZAC configuration transaction will issue tledldwings message when validating the PLTSDI
configuration option for a value other than YES\®.

Incorrect or no entry for PLTSDI field, re-enter pa
to continue.

rameters or press ENTER
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Identify the task’s TCP/IP stack job name in the
CEMT INQUIRE TASK output

k@ Hedbuoks © Copyright IBM Corp. 2007. Al rights reserved. om /redbooks

CICS Tasks using the IP CICS Socket API will shbe job name of the TCP/IP stack processing theetock
call.

395



TCP/IP stack jobname not in CEMT INQUIRE TASK
output

»The IP CICS Socket interface D
uses either a pool of private m
CICSPRD 7

MVS reusable subtasks or the

CICS/TS L8 TCBs for processing-] N\ / T
socket commands. socket subtasks or L8 | TCPIPPRD
»The TCP/IP stack processing the T~ _ICBs

socket command is not identified | [CSKM ... T~ ;CPCP
with the waiting task. i B
»>The CEMTINQTASK | [CHLD =

transaction shows the task as

being in USERWAIT condition e
=No information provided to
identify the name of the TCP/IP e CICSIESA of
stack .
— PLT CICS/TS Region
m L\
e <>
CICs Sockets s
e .
macios [ E2ACICD implemented as an External

Resource Manager in CICS.
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The IP CICS Socket interface uses two distinctitggknethods to process socket commands. A MVS
subtask and a L8 TCB provided by CICS/TS whengittie open transaction environment.

CICS/TS Open Transaction Environment (OTE) intradua new task of Task Control Blocks (TCBs)
called open TCB, which can be used by applicatidh&s characterized by the fact that it is gesd to a
CICS task for the life of the CICS task. MultiglefE TCBs may run concurrently in CICS.

In the CICS/TS environment a socket command isidensd a non-CICS resource. CICS/TS supports
non-CICS resource through a task related use(ERUE). So when using the IP CICS Socket API(ghth
a TRUE will be driven to support the non-CICS raseu The socket command will be processed on a
TCB other than the CICS main TCB (QR TCB) to prawee entire CICS workload from waiting when
processing blocking socket commands (such as RECHis TCB used for processing the socket command
will be either one from the pool of private MVS satks (as established by the NTASKS IP CICS Socket
configuration option) or one of the L8 TCBs supglighen exploiting CICS/TS open transaction
environment (OTE).

||TIC;U—|

IP CICS socket enabled programs are put into agreat CICS wait while TCP/IP is processing the sbck
call (OTE=NO configured).

The CICS supplied transaction, CEMT, can be usearbgperator to inquire about and change the values
of parameters used by CICS, alter the status adybm resources, terminate tasks, and shut dwavn t
CICS system. The CEMT INQUIRE TASK transaction ratuinformation about user tasks. Only
information about user tasks can be displayed angbd. The Htype field displays the reason whytdbk

is suspended. In prior releases, when Htype ingicatUSERWAIT condition, then there is no further
information to indicate which TCP/IP stack is asated with this task.



The task’s TCP/IP stack job name is now in the
CEMT INQUIRE TASK output

» The USERWAIT condition will contain the job name
of the TCP/IP stack with which the IP CICS Socket
enable program has affinity

= The suspend value (Hvalue) contains the TCP/IP job
name

9
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The user wait condition will now be associated wtfth job name of the TCP/IP stack which the CICS
transaction has affinity. Tasks processing a soobmmand can then be associated with the TCP/tR gia
name processing that socket command.
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TCP/IP JOB NAME

» Task’s TCP affinity defined using:

ﬁZACICD TYPE=CICS, CICS record definition X \

APPLID=CICSPROD, APPLID of CICS region not using OT E X
TCPADDR=TCPIP Job/Step name for TCP/IP X

PLTSDI=YES, PLT shutdown method is immediatel y X
NTASKS=20, Number of subtasks X

DPRTY=0, Subtask dispatch priority differe nce X
CACHMIN=15, Minimum refresh time for cache X
CACHMAX=30, Maximum refresh time for cache X
CACHRES=10, Maximum number of resident resolv ers X
ERRORTD=CSMT, Transient data queue for error ms gs X
TCBLIM=0, Open API TCB Limit X

OTE=NO, Use Open Transaction Environment X
TRACE=NO, Trace CICS Sockets X

APPLDAT=YES, Register Application Data X

SMSGSUP=NO, STARTED Messages Suppressed? X
TERMLIM=100 Subtask Termination Limit

08
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The IP CICS Socket interface TCPADDR configuratigniion was not changed in z/OS V1R9 but this shows
the TCP/IP job name with which IP CICS Socket eedhitansaction will have affinity.

n m 4 O =2
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When issuing the CEMT INQ TASK transaction a usérsee the suspend type (Hty) as USERWAIT. This
indicates that task is processing a socket comraadds waiting for its processing to complete ia TCP/IP

stack.

CEMT INQ TASK

» CEMT INQ TASK command showing suspend type:

e

B m 1 0 =F

INQ TASK
STATUS: RESULTS - OVERTYPE TO MODIFY

Tas(0000036) Tra(CSKL) Sus Tas Pri(255)

Sta(S ) Use(CICSUSER) Uow(BFB5C69A59B93481)

Tas(0000037) Tra(CEMT) Fac(211A) Run Ter Pri( 255 )
Sta(TO) Use(CICSUSER) Uow(BFB5C6E942E9FB61)

RESPONSE: NORMAL
PF 1 HELP 3 END

TIME:
5 VAR 7 SBH 8 SF

Hty(USERWAIT)

~

SYSID=CICT APPLID=CICS1A

12.05.55 DATE: 11.15.06
H9 MSG 10 SB 11 SF

(‘@ Redhnoks © Copyright IBM Corp. 2007. All rights reserved.

m /redbooks

399



CEMT INQ TASK

» CEMT INQ TASK command showing suspend value

/ INQ TASK \

RESULT - OVERTYPE TO MODIFY
Task(0000036)
Tranid(CSKL )

o m - O Z

Userid(CICSUSER )
Uow(BFB5C69A59B93481)
Htype(USERWAIT)
Hvalue(TCPIP)
Htime(000225)
Indoubt(Backout )
Indoubtwait(Wait )

400
(‘@ Redhnoks © Copyright IBM Corp. 2007. Al rights reserved. m /redbooks

Using the question mark command, you can drill deavfurther CICS task attributes and see the suspen
value (Hvalue) of the job name of the TCP/IP staitk which the task has affinity.
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Can't correlate connection with CICS task

» Users have requested the ability to quickly identify TCP
connections for IP CICS Socket applications

= Listener, child server, and client transactions

» The new identifying data should be provided with
existing connection information records by the provided
management interfaces

* Netstat
* SMF
* NMI

40
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It is very difficult to correlate a connection ifNeetstat, SMF or NMI report with the actual CICS/BSK.

Users have requested that a mechanism be provigbdisat they can easily correlate a connection aiith
actual CICS/TS task.
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CICS task can now be associated with a
TCP connection

» Exploits the “Enable Application identifier in NMI, SMF and Netstat” support in z/OS V1R9

N

» Automatically register application data

= New configuration option APPLDAT=YES|NO for the interface
v Can be specified on the interface definition, EZACICD TYPE=CICS
v’ Can be specified using the transaction EZAC,DEFine,CICS

= New configuration option LAPPLD=INHERIT|YES|NO for the listener
v’ Can be specified on the interface definition, EZACICD TYPE=LISTENER
v’ Can be specified using the transaction, EZAC,DEFine,LISTENER

= Registration of data can be requested by the Listener Security/User Exit
= Dynamically query and change the settings of APPLDAT and LAPPLD

v Query the status of the interface, EZAO,INQUIRE,CICS

v’ Controls whether the interface registers data, EZAO,SET,CICS

v' Query the LAPPLD setting, EZAO,INQUIRE,LISTENER

v’ Controls whether the listener registers data, EZAO,SET,LISTENER

» When any of the following are true then an extra socket call will be automatically issued
on behalf of the task:
= APPLDAT=YES
= LAPPLD=YES
= LAPPLD=INHERIT and APPLDAT=YES

» SIOCSAPPLDATA IOCTL socket command fails has no impact on other processing

40
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In z/0OS V1R9 Communication Server we introduce@wa function to enable application identifiers in NM
SMF and the Netstat report. IP CICS Sockets isodtipg that function. Enabling the IP CICS Socket
interface and listener with the ability to autornaliy register application data with its TCP cortiwets. The
automatic registration of the application data es@i the IP CICS Socket Interface listeners, tdiamd child
server programs. The application data used wiltt@ugh to direct the user back to the CICS/TS regibere
the connection originates. The IP CICS socket fater supports a new configuration option, APPLDATA,
designed to cause application data to be autonfigtiegistered before LISTEN and GIVESOCKET or afte
CONNECT and TAKESOCKET. Valid values for this aptiare Yes or No. The default is No.

You may want to control listeners apart from theiface. The LAPPLD listener configuration optioil w
allow you to override the APPLDAT configuration apt. The LAPPLD option determines whether the IP
CICS Sockets listener will automatically register@ICS Sockets unique application data again3iGi3
connections. Valid values are Yes, No or the deffUNHERIT. The value of INHERIT causes thetdiner
to use the value specified for APPLDAT. LAPPLD atfethe SIOCSAPPLDATA IOCTL being issued by the
IBM Listener and therefore only affects the IOCTUrr®unding the GIVESOCKET socket call.

The IP CICS Sockets security/user exit COMMAREAwvdes a one byte field that can be used by the
security exit to indicate that the listener wilgigter application data for the accepted sockéetgiven.
Changes to this field will be honored by the ligenThe character value of O indicates that ndiegtppn data
is being registered. The character value of Icetdis that application data is being registeréd. security
exit is used then it has the ability to overrideettter the listener will register application dadathe accepted
socket to be given.

To summarize the interface setting, APPLDAT, defaes whether application data is processed for the
overall interface. The listener setting, LAPPLOI wither supersede or inherit the value estalelisby
APPLDAT. And the security exit will reflect thistener’'s LAPPLD setting and may alter that settipgn
return to the listener.

The IP CICS Socket operator transaction, EZAOnlsa@ced to allow the APPLDAT and LAPPLD settings to
be dynamically changed without stopping and resigthe listener. This will be handy for users vy

want to register application data during probleralgsis. When EZAO is done for a listener, you celect

from a list of active listeners or specify a spiedittener. Optionally you can do a query or setd specific
listener by specifying the transaction ID.

When enabled, the interface and/or listener maigtegapplication data before or after specifickedc
commands. Application data is registered after GBRET or connect(), before GIVESOCKET (IBM Listener
only), before LISTEN or listen(), and after TAKESRET or takesocket().

An extra pass to the TCP/IP stack will be generatetiehalf of applications using the interface asigiher.
If you use the IP CICS Socket control blocks thestempile your programs to get the latest versafitae 402



CICS definition
EZACICD macro

{ZACICD TYPE=CICS, CICS record definition X \

N APPLID=CICSPROD, APPLID of CICS region not using O TE X

o TCPADDR=TCPIP, Job/Step name for TCP/IP X
PLTSDI=YES, PLT shutdown method is immediatel y X

T NTASKS=20, Number of subtasks X
DPRTY=0, Subtask dispatch priority differe nce X

E CACHMIN=15, Minimum refresh time for cache X

s CACHMAX=30, Maximum refresh time for cache X
CACHRES=10, Maximum number of resident resolv ers X
ERRORTD=CSMT, Transient data queue for error ms gs X
TCBLIM=0, Open API TCB Limit X
OTE=NO, Use Open Transaction Environment X
TRACE=NO, Trace CICS Sockets X
APPLDAT=YES, Register Application Data X
SMSGSUP=NO, STARTED Messages Suppressed? X
TERMLIM=100 Subtask Termination Limit

40
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The APPLDAT configuration option can be specifigttbe interface definition, EZACICD TYPE=CICS. The
IP CICS Sockets configuration macro, EZACICD, isigaed to support the configuration of the IP CICS
Socket interface and listeners exploiting thatriatee. Regenerate the IP CICS Socket configurataiaset,
EZACONFG, with the new APPLDAT configuration option

The following Assembler MNOTE will be produced hetEZACICD macro when processing the APPLDAT
configuration option for a value other than YES\®.

MNOTE 12,'INVALID VALUE SPECIFIED FOR APPLDAT, GENE RATION TERMINATED'.

The following Assembler MNOTE will be produced hetEZACICD macro when the APPLDAT is not
specified.
MNOTE 0,/APPLDAT NOT SPECIFIED BUT DEFAULTS TO NO'

-
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J

P
fEZAC,DEFme,CICS APPLID = CICS1A \

Overtype to Enter

N
APPLID ===>CICS1A APPLID of CI CS System

0 TCPADDR  ===>TCPIP Name of TCP Address Space
NTASKS Number of Re usable Tasks
DPRTY DPRTY Value for ATTACH

T CACHMIN Minimum Refr esh Time for Cache
CACHMAX Maximum Refr esh Time for Cache

E CACHRES Maximum Numb er of Resolvers
ERRORTD TD Queue for Error Messages

S SMSGSUP  ===>NO Suppress Tas k Started Messages
TERMLIM  ===>100 Subtask Term ination Limit
TRACE E==>ES] Trace CICS S ockets
OTE ===>NO Open Transac tion Environment
TCBLIM ===> 00000 Number of Op en AP|I TCBs
PLTSDI ===>NO CICS PLT Shu tdown Immediately
APPLDAT ===>NO Register App lication Data

QF 3 END 12 CNCL
e
L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.
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The APPLDAT configuration option can also be spedifusing the online configuration transaction, EZAC
The EZAC transaction will update the configurat@mmtained in the EZACONFG VSAM dataset but not the
original EZACICD macro. Ensure you mirror any upeaagainst your sites EZACICD configuration macros

The following message will be produced by the EZAf&hsaction when processing the APPLDAT

configuration option for a value other than YES\®.

Incorrect or no entry for APPLDAT field
Re-enter parameters or press ENTER to continue.
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Listener definition
EZACICD macro

@CICD TYPE=LISTENER, Listener record definition
FORMAT=STANDARD, Standard Listener
APPLID=CICSPROD, Applid of CICS region
TRANID=CSKL, Transaction name for Listener
PORT=3010, Port number for Listener
IMMED=YES, Listener starts up at initializat
BACKLOG=20, Backlog value for Listener
NUMSOCK=50, # of sockets supported by Listene
MINMSGL=4, Minimum input message length
ACCTIME=30, Timeout value for Accept
GIVTIME=30, Timeout value for Givesocket X
REATIME=30, Timeout value for Read
RTYTIME=15, Wait 15 seconds for TCP to come b
TRANTRN=YES, Is TRANUSR=YES conditional?
TRANUSR=YES, Translate user data?
SECEXIT=EZACICSE, Name of security exit program
LAPPLD=YES, Register application data
WLMGN1=WLMGRPO01, WLM group name 1

\ WLMGN2=WLMGRP02, WLM group name 2

_4

x X

= =
=]

XX X X VX X
x

o m 1 0 ZF

[
o
X

XX X XXX X

WLMGN3=WLMGRP03 WLM group name 3

-
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The LAPPLD configuration option can be specifiedtioa interface definition, EZACICD TYPE=LISTENER.

The IP CICS Sockets configuration macro, EZACICDdésigned to support the configuration of the IEEI
Socket interface and listeners exploiting thatriatee. Regenerate the IP CICS Socket configurataiaset,
EZACONFG, with the new LAPPLD configuration option.

The following Assembler MNOTE will be produced etEZACICD macro when processing the LAPPLD
configuration option for a value other than INHERWES or NO.

MNOTE 12, INVALID VALUE SPECIFIED FOR LAPPLD, GENER ATION TERMINATED’

The following Assembler MNOTE will be produced hetEZACICD macro when the LAPPLD is not
specified.

MNOTE 0,'LAPPLD NOT SPECIFIED BUT INHERITS INTERFAC E APPLDAT'
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Standard listener definition
EZAC transaction

ﬁAC,DEFme,LISTENER (standard listener. screen 1 o f2) APPLID = CICS1A \

N Overtype to Enter

(0] APPLID ===> CICS1A APPLID of CI CS System
TRANID Transaction Name of Listener
PORT Port Number of Listener

T AF == Listener Add ress Family
IMMEDIAT Immediate St artup Yes|No

E BACKLOG Backlog Valu e for Listener
NUMSOCK Number of So ckets in Listener

S ACCTIME Timeout Valu e for ACCEPT
GIVTIME Timeout Valu e for GIVESOCKET
REATIME Timeout Valu e for READ
RTYTIME Stack Connec tion Retry Time
LAPPLD ===> INHERIT Register App lication Data

Verify parameters, press PF8 to go to screen 2

&F 3 END 8 NEXT 12 CNCL J
L 406
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The LAPPLD configuration option can also be spedifusing the online configuration transaction, EZAC
The EZAC transaction will update the configurat@mmtained in the EZACONFG VSAM dataset but not the
original EZACICD macro. Ensure you mirror any upgaagainst your sites EZACICD configuration macros.
Shown here is the panel for the standard listefiée LAPPLD configuration option can also be spedifor

the enhanced listener.

The following message will be produced by the EZf&hsaction when processing the LAPPLD configuratio
option for a value other than INHERIT, YES or NO.

Incorrect or no entry for LAPPLD field
Re-enter parameters or press ENTER to continue.
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» Query system setting

Query or Set interface using EZAO transaction

EZAO,INQUIRE,CICS

APPLID = CICS1A

ockets

1, L8, TCB Limit
Open API, L8, TCBs
Limit

tive Open API TCBs
spended Tasks

sks HWM

lication Data

12 CNCL

TRACE ===>MES] Trace CICS S
N MAXOPENTCBS ===> 00160 CICS Open AP
ACTOPENTCBS ===> 00001 Active CICS
(@) TCBLIM ===> 00000 Open API TCB
ACTTCBS  ===> 00000 Number of Ac
1 QUEUEDEPTH ===> 00000 Number of Su
SUSPENDHWM ===> 00000 Suspended Ta
E APPLDAT ===>YES Register App
PF 3 END
5

» Set system setting

EZAO,SET,CICS

Overtype to Enter

TRACE ===>YES Trace CICS S

TCBLIM ===> 00000 Open API TCB
APPLDAT ===>YES Register App
PF 3 END

APPLID = CICS1A

ockets
Limit
lication Data

12 CNCL

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.
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The operator can query the status of the interdatematically registering application data by usimg
EZAO,INQUIRE,CICS transaction. The operator caoalontrol whether the interface automatically
registers application data by using the EZAO,SETEtransaction.

The following messages can be produced by the EZAGBaction when processing the APPLDAT

configuration option.

Error on APPLDAT Entry, Please Re-Enter (Re-entgameters or press ENTER to continue.)
CICS Sockets application data registration is alyeéES (Press ENTER to continue or PF3 to exit)
CICS Sockets application data registration is alyeddO (Press ENTER to continue or PF3 to exit)

Automatic application data registration is now daedb
Automatic application data registration is now tisal
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Query or Set a specific listener using EZAO transa  ction

@ > Query a specific listener setting

EZAO,INQUIRE,LISTENER(CSKL) APPLID = CICS1A
N LAPPLD E=— Y ES Register App lication Data
O
PF 3 END 12 CNCL
T
E
S | > Set a specific listener setting
EZAO,SET,LISTENER(CSKL) APPLID = CICS1A
LAPPLD —=—>VYES Register App lication Data
PF 3 END 12 CNCL

408
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The operator can query the status of the listeagmaatically registering application data by usihg
EZAO,INQUIRE,LISTENER transaction. The operator camtrol whether the listener automatically registe
application data.

The following messages will be produced by the EAfgdsaction when processing the LAPPLD
configuration option.

Error on LAPPLD Entry, Please Re-Enter (Re-enteapeeters or press ENTER to continue)
Listener application data registration is alreadySy (Press ENTER to continue or PF3 to exit)
Listener application data registration is already (fPress ENTER to continue or PF3 to exit)
Automatic application data registration is now dedb

Automatic application data registration is now tisal
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» Select an active listener to query

Query or Set an active listener using EZAO transac  tion

EZAO,INQUIRE,LISTENER
Choose a listener transaction:
Sel TranTask# Type Date Time Message
CSKL 0000464 STANDARD 11/13/06 14:30:39 ACTIVE
CSKM 0000465 ENHANCED 11/13/06 14:30:41 ACTIVE

Select a listener to continue

tm A 0O =

PF3END 7 UP 8 DOWN 9 TOP 10 BOTTOM 12 CNCL

APPLID = CICS1A

ENMERISELECTE

» Select an active listener to set

EZAO,SET,LISTENER
Choose a listener transaction:
Sel TranTask# Type Date Time Message
CSKL 0000464 STANDARD 11/13/06 14:30:39 ACTIVE
CSKM 0000465 ENHANCED 11/13/06 14:30:41 ACTIVE

Select a listener to continue

PF3END 7UP 8 DOWN 9 TOP 10 BOTTOM 12 CNCL

APPLID = CICS1A

ENIER SELECT

L@ Redbnoks © Copyright IBM Corp. 2007. All rights reserved.
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The EZAO operator transaction now supports a fistotive listeners to choose from when queryingsta¢us
of a listener automatically registering applicatdata. The operator transaction also supports aflective
listener to choose from when controlling whethdisi@ner automatically registers application data.

The following messages will be produced by the EAfgdsaction when selecting active listeners.

Select a listener to continue

No listeners active

Listener is no longer active, select another listen
At the top of data

At the bottom of data
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