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Time Topic Speakers
9:05am - 9:45am Security Stream Kickoff-Security and compliance 

Overview and X Force 
Joe Ruthven and 
Sukhdev Singh

9:45am - 10:25am Threat Lekgale Mokota

10:25am - 10:40am Break 

10:40am - 11:10am Q1 Labs Security Intelligence Strategy and Roadmap – 
How to use Security Intelligence for detecting threats 
and exceeding compliance mandates

Murray Benadie

11:10am - 11:40am Driving Effective Application Security in the Enterprise: 
An End to End Approach to Addressing One of the 
Biggest Threats to a Business

Sukhdev Singh

11.40am - 12:10pm Identity Intelligence: Enabling Secure Cloud and Mobile 
Access

Kevin Mckerr (Puleng
)

12:10pm - 12:15 pm Closing and Questions 

12:15pm Lunch and Networking
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The world is becoming more digitized and interconnected, 
opening the door to emerging threats and leaks…

Organizations continue to move to new 
platforms including cloud, virtualization, 
mobile, social business and more

EVERYTHING 
IS EVERYWHERE

With the advent of Enterprise 2.0 and social 
business, the line between personal and 
professional hours, devices and data has  
disappeared

CONSUMERIZATION 
OF IT

The age of Big Data – the explosion of digital 
information – has arrived and is facilitated by 
the pervasiveness of applications accessed 
from everywhere

DATA 
EXPLOSION

The speed and dexterity of attacks has 
increased coupled with new actors with new 
motivations from cyber crime to terrorism
to state-sponsored intrusions

ATTACK 
SOPHISTICATION
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Targeted Attacks Shake Businesses and Governments

IBM Security X-Force® 2012 Trend and Risk Report
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Motivation and sophistication is evolving rapidly

Adversary

Espionage,
Political Activism

Monetary Gain

Revenge

Curiosity

National Security

1995 – 2005
1st Decade of the 

Commercial Internet

2005 – 2015
2nd Decade of the 

Commercial InternetMotive

Script-kiddies or hackers

Insiders, using inside information

Organized criminals with 
sophisticated tools

Competitors, hacktivists

Nation-state actors

JK 2012-04-26
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IT Security is a board room discussion

Business 
results

Sony estimates 
potential $1B 
long term 
impact – 
$171M / 100 
customers* 

Supply chain

Epsilon breach 
impacts 100 
national brands

Legal 
exposure

TJX estimates 
$150M class 
action 
settlement in 
release of 
credit / debit 
card info

Impact of 
hacktivism

Lulzsec 50-day 
hack-at-will 
spree impacts 
Nintendo, CIA, 
PBS, UK NHS, 
UK SOCA, 
Sony …

Audit risk

Zurich 
Insurance PLc 
fined £2.275M 
($3.8M) for the 
loss and 
exposure of 
46K customer 
records

Brand image

HSBC data 
breach 
discloses 24K 
private banking 
customers 

*Sources for all breaches  shown in speaker notes
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Solving a security issue is a complex, four-dimensional puzzle

8

People

Data

Applications

Infrastructure

Employees Consultants Hackers Terrorists Outsourcers Customers Suppliers

Systems 
applications Web applications Web 2.0 Mobile apps

Structured Unstructured At rest In motion

It is no longer enough to protect the perimeter – 
silo’d point products will not secure the enterprise
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In this “new normal”, organizations need an intelligent view of their 
security posture

Security
Intelligence

Proficient

Proactive
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Reactive

Proficient

Basic

Optimized Optimized
Organizations use 
predictive and 
automated security 
analytics to drive toward 
security intelligence

Proficient
Security is layered into 
the IT fabric and 
business operations

Basic
Organizations 

employ perimeter 
protection, which 

regulates access and 
feeds manual reporting
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Security Intelligence is enabling progress to optimized security

Optimized

Security Intelligence:
Information and event management

Advanced correlation and deep analytics
External threat research

Role based analytics 
Identity governance

Privileged user 
controls

Data flow analytics
Data governance

Secure app 
engineering 
processes

Fraud detection

Advanced network 
monitoring

Forensics / data 
mining

Secure systems

Proficient
User provisioning

Access mgmt
Strong authentication

Access monitoring
Data loss prevention

Application firewall
Source code 

scanning

Virtualization security
Asset mgmt

Endpoint / network 
security management

Basic Centralized directory
Encryption

Access control
Application scanning

Perimeter security
Anti-virus

People Data Applications Infrastructure

Security
Intelligence
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IBM Security: Delivering intelligence, integration and expertise across a 
comprehensive framework

Intelligence   ●   Integration   ●   Expertise

 Only vendor in the market with end-to-
end coverage of the security foundation

 6K+ security engineers and consultants
 Award-winning X-Force® research
 Largest vulnerability database in the 

industry

 Only vendor in the market with end-to-
end coverage of the security foundation

 6K+ security engineers and consultants
 Award-winning X-Force® research
 Largest vulnerability database in the 

industry
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Intelligence: Leading products and services in every segment
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Domain Report Analyst Recognition

Security 
Intelligence, 
Analytics and 
GRC

Security Information & Event Management (SIEM) 2011 2010

Enterprise Governance Risk & Compliance Platforms 2011 2011

People

User Provisioning / Administration 2011

2010
Role Management & Access Recertification 2011

Enterprise Single Sign-on (ESSO) 2011*

Web Access Management (WAM) 2011*

Data Database Auditing & Real-Time Protection 2011

Applications
Static Application Security Testing (SAST) 2010

2010
Dynamic Application Security Testing (DAST) 2011

Infrastructure

Network Intrusion Prevention Systems (NIPS) 2010 2010

EndPoint Protection Platforms (EPP) 2010

N
et

w
or

k
En

dp
oi

nt

Analysts recognize IBM’s superior products and performance

* Gartner MarketScope* Gartner MarketScope

Challenger Leader Visionary Niche Player Leader (#1, 2, or 3 in segment) 

Leader ContenderStrong Performer



© 2012 IBM Corporation

IBM Security Systems

Expertise: Unmatched global coverage and security awareness 

 20,000+ devices under contract
 3,700+ MSS clients worldwide
 9B+ events managed per day
 1,000+ security patents
 133 monitored countries (MSS)

World Wide Managed 
Security Services Coverage

Security Operations Centers

Security Research Centers

Security Solution Development Centers

Institute for Advanced Security Branches

IBM Research
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Security 
Intelligence, 
Analytics & 

GRC

People

Data

Applications

Infrastructure

Intelligent solutions provide the DNA to secure a Smarter Planet
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Ahead of the Threat

© 2012 IBM Corporation

Sukhdev Singh 
CISSP ,CISSM, X Force Expert, Certified Enterprise Architect …
Technical Leader , Growth Markets, IBM Security Systems
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To obtain a global snapshot of security leaders’ strategies and approaches, we 
asked 138 security leaders in…

• Seven countries
• A wide range of industries
• ~20% from enterprises with 

10,000+ employees
• ~55% from enterprises with 

1,000-9,999 employees

2012 IBM Chief Information Security Officer Assessment2012 IBM Chief Information Security Officer Assessment
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Security leaders shared their views on how the security landscape is changing

Source: IBM Center for Applied Insights

•87% expect double-digit increases 
•11% expect increases of > 50%.

•87% expect double-digit increases 
•11% expect increases of > 50%.
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  The mission of the
    IBM X-Force® research and 

development team is to:

 Research and evaluate threat and protection 
issues

 Deliver security protection for today’s security 
problems

 Develop new technology for tomorrow’s security 
challenges

 Educate the media and user communities

X-Force  Research
14B   analyzed Web pages & images
40M   spam & phishing attacks
60K   documented vulnerabilities
13B   security events daily

Provides Specific Analysis of: 
 Vulnerabilities & exploits
 Malicious/Unwanted websites
 Spam and phishing
 Malware
 Other emerging trends

X-Force research 

One of the most renowned commercial security research & development 
groups in the world 

One of the most renowned commercial security research & development 
groups in the world 
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• Most comprehensive 
Vulnerability Database in the 
world 

– Over 65,000 unique vulnerabilities cataloged
– Entries date back to the 1990’s

• Updated daily by a dedicated 
research team

• The X-Force database 
currently tracks over...

– 8000 Vendors
– 17,000 Products
– 40,000 Versions

We analyze them all… 
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2011 Sampling of Security Breaches by Attack Type, Time and Impact
 Cyber breaches are having a growing impact

“The Year of the Security Breach” – IBM’s X-Force® R&D
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Who is attacking our networks?
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Key Messages from the 2011 Trend Report  

 New Attack Activity
–Rise in Shell Command Injection attacks
– Spikes in SSH Brute Forcing
– Rise in phishing based malware distribution and click fraud

 Progress in Internet Security
– Fewer exploit releases
– Fewer web application vulnerabilities 
– Better patching 

 The Challenge of Mobile and the Cloud 
– Mobile exploit disclosures up
– Cloud requires new thinking
– Social Networking no longer fringe pastime
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SQL injection attacks against web servers   
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SQL Injection Attack Tools

* Automatic page-rank verification
* Search engine integration for finding 
“vulnerable” sites
* Prioritization of results based on 
probability for successful injection
* Reverse domain name resolution
* etc.



© 2012 IBM Corporation

IBM Security Systems

Shell Command Injection attacks   
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Anonymous proxies on the rise

 Approximately 4 times more anonymous 
proxies than seen 3 years ago

 Some used to hide attacks, others to 
evade censorship

 Signature detects situations where clients 
are attempting to access websites through 
a chain of HTTP proxies

 Could represent 
– legitimate (paranoid) web surfing
– attackers obfuscating the source 

address of launched attacks against 
web servers
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MAC malware

 2011 has seen the most activity in the Mac 
malware world. 

– Not only in volume compared to previous 
years, but also in functionality. 

 In 2011, we started seeing Mac malware with 
functionalities that we’ve only seen before in 
Windows® malware.
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Key Messages from the 2011 Trend Report  

 New Attack Activity
–Rise in Shell Command Injection attacks
– Spikes in SSH Brute Forcing
– Rise in phishing based malware distribution and click fraud

 Progress in Internet Security
– Fewer exploit releases
– Fewer web application vulnerabilities 
– Better patching 

 The Challenge of Mobile and the Cloud 
– Mobile exploit disclosures up
– Cloud requires new thinking
– Social Networking no longer fringe pastime
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Public exploit disclosures up in 2010 down in 2011
• Approximately 14.9% of the vulnerabilities disclosed in 2010 

had public exploits, which is down slightly from the 15.7% 
2009.

• 2011 has seen less public exploits than 1H 2010
• The vast majority of public exploits are released the same 

day or in conjunction with public disclosure of the 
vulnerability.

True Exploits 504 1078 1025 1059 1280 778
Percentage of Total 7.3% 16.5% 13.4% 15.7% 14.9% 11.0%

Exploit Timing 0 Days 1 Month 2 Months 3 Months 4 Months
0 Days 852 308 23 12 6

We Track All Public Exploits…
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Turkojan – 1997 and still going strong
● Constructor/Turkojan
● V.4 New features

● Remote Desktop
● Webcam Streaming
● Audio Streaming
● Remote passwords
● MSN Sniffer
● Remote Shell
● Advanced File Manager
● Online & Offline keylogger
● Information about remote computer
● Etc..
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It’s just business…
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Better patching
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Decline in web application vulnerabilities

 In 2011, 41% of security vulnerabilities affected 
web applications

– Down from 49% in 2010
– Lowest percentage seen since 2005
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• 34 X-Force alerts and 
advisories in 2011

• 16 high value, cheap-to-
exploit

– Publicly available 
exploits for most of 
them

• 12 harder to exploit but 
high value

– This is a higher 
number that in 
previous years

Predict what the attacker will exploit
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Key Messages from the 2011 Trend Report  

 New Attack Activity
–Rise in Shell Command Injection attacks
– Spikes in SSH Brute Forcing
– Rise in phishing based malware distribution and click fraud

 Progress in Internet Security
– Fewer exploit releases
– Fewer web application vulnerabilities 
– Better patching 

 The Challenge of Mobile and the Cloud 
– Mobile exploit disclosures up
– Cloud requires new thinking
– Social Networking no longer fringe pastime
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Mobile OS vulnerabilities & exploits

 Continued interest in Mobile 
vulnerabilities as enterprise users 
request a “bring your own device” 
(BYOD)  strategy for the workplace

 Attackers finding these devices 
represent lucrative new attack 
opportunities

 Attackers finding these devices 
represent lucrative new attack 
opportunities
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Challenges of cloud security  

 We saw a number of high profile 
cloud breaches in 2011 affecting 
well-known organizations and 
large populations of their 
customers 

 Customers looking at cloud 
environments should consider:

– Cloud-appropriate workloads
– Appropriate service level 

agreements (SLAs)
– Lifecycle approaches to 

deployment that include exit 
strategies should things not 
work out
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Social Networking – no longer a fringe pastime

 Attackers finding social networks ripe with valuable information they can mine to build 
intelligence about organizations and its staff:

– Scan corporate websites, Google, Google News
• Who works there? What are their titles?
• Create index cards with names and titles

– Search Linkedin, Facebook, Twitter profiles
• Who are their colleagues?
• Start to build an org chart

– Who works with the information the attacker would like to target?
• What is their reporting structure?
• Who are their friends?
• What are they interested in?
• What are their work/personal email addresses?

39
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IBM’s own strategy:  Ten essential practices for security leaders

1. Build a Risk Aware Culture & 
Management System

2. Manage Incidents

           3. Secure the Workplace of 
the Future (Endpoint)

4. Secure Services, By Design

10. Manage the Identity Lifecycle

9. Protect  Structured & 
Unstructured Data

7. Address New Complexity of 
Cloud and Virtualization 

6. Control Network Access5. Take a Hygienic Approach to 
Managing Infrastructure

8. Assure Supply Chain Security 
Compliance

Kristin Lovejoy
IBM Vice President, IT Risk
Kristin Lovejoy
IBM Vice President, IT Risk
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IBM Security Systems IBM Security Systems 
IBM Security Intelligence

DASCOM
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ibm.com/security

© Copyright IBM Corporation 2012.  All rights reserved. The information contained in these materials is provided for informational purposes 
only, and is provided AS IS without warranty of any kind, express or implied.  IBM shall not be responsible for any damages arising out of the use 
of, or otherwise related to, these materials.  Nothing contained in these materials is intended to, nor shall have the effect of, creating any 
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement  
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in 
all countries in which IBM operates.  Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole 
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any 
way.  IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United 
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.
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Time Topic Speakers
9:05am - 9:45am Security Stream Kickoff-Security and compliance 

Overview and X Force 
Joe Ruthven and 
Sukhdev Singh

9:45am - 10:25am Threat Lekgale Mokota

10:25am - 10:40am Break 

10:40am - 11:10am Q1 Labs Security Intelligence Strategy and Roadmap – 
How to use Security Intelligence for detecting threats 
and exceeding compliance mandates

Murray Benadie

11:10am - 11:40am Driving Effective Application Security in the Enterprise: 
An End to End Approach to Addressing One of the 
Biggest Threats to a Business

Sukhdev Singh

11.40am - 12:10pm Identity Intelligence: Enabling Secure Cloud and Mobile 
Access

Kevin Mckerr (Puleng
)

12:10pm - 12:15 pm Closing and Questions 

12:15pm Lunch and Networking
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What is the IBM Vision 
for Infrastructure 
Security
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IBM Security: Delivering intelligence, integration and expertise across a 
comprehensive framework

Intelligence   ●   Integration   ●   Expertise

 Only vendor in the market with end-to-
end coverage of the security foundation

 6K+ security engineers and consultants
 Award-winning X-Force® research
 Largest vulnerability database in the 

industry

 Only vendor in the market with end-to-
end coverage of the security foundation

 6K+ security engineers and consultants
 Award-winning X-Force® research
 Largest vulnerability database in the 

industry

45
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Security 
Consulting

Managed
and Cloud 
Services

X-Force
and IBM 

Research

IBM Security Portfolio

Enterprise Governance, Risk and Compliance Management

GRC Platform (OpenPages) Risk Analytics (Algorithmics) Investigation Management (i2)

Products Services

Operational IT Security Domains and Capabilities
People Data Applications Infrastructure

Identity and Access 
Management Suite

Guardium 
Database Security

AppScan Enterprise, 
Standard and Source

Network 
Intrusion Prevention

Endpoint 
Manager (BigFix)

Federated 
Identity Manager

InfoSphere Optim 
Data Masking

DataPower
Security Gateway

SiteProtector
Management System

Virtualization and 
Server Security

Enterprise 
Single Sign-On

Key Lifecycle 
Manager

Security 
Policy Manager

QRadar 
Anomaly Detection

Mainframe Security 
(zSecure, RACF)

Authentication and 
Deployment Services

Encryption and DLP 
Deployment Services

Dynamic and Static 
Application Security 
Assessments

Managed Firewall, 
Intrusion Prevention, 
UTM Services

Infrastructure Testing 
and Incident 
Response

Identity Hosting 
Services

Hosted Web and 
Email Security

Application Security 
Mgmt - SaaS Vulnerability Mgmt Mobile Device 

Security Mgmt

Network Endpoint

Security Intelligence, Analytics, and Governance, Risk, and Compliance

QRadar SIEM QRadar Log Manager QRadar Risk Manager

Risk & Compliance Services Privacy & Audit Services Managed and Cloud-based SIEM
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In this “new normal”, organizations need an intelligent view of their 
security posture

47

Security
Intelligence

Proficient

Proactive
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Reactive

Proficient

Basic

Optimized Optimized
Organizations use 
predictive and 
automated security 
analytics to drive toward 
security intelligence

Proficient
Security is layered into 
the IT fabric and 
business operations

Basic
Organizations 

employ perimeter 
protection, which 

regulates access and 
feeds manual reporting
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Security Intelligence is enabling progress to optimized security

48

Optimized

Security Intelligence:
Information and event management

Advanced correlation and deep analytics
External threat research

Role based analytics 
Identity governance

Privileged user 
controls

Data flow analytics
Data governance

Secure app 
engineering 
processes

Fraud detection

Advanced network 
monitoring

Forensics / data 
mining

Secure systems

Proficient
User provisioning

Access mgmt
Strong authentication

Access monitoring
Data loss prevention

Application firewall
Source code 

scanning

Virtualization security
Asset mgmt

Endpoint / network 
security management

Basic Centralized directory
Encryption

Access control
Application scanning

Perimeter security
Anti-virus

People Data Applications Infrastructure

Security
Intelligence
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Advanced Threats: The sophistication of Cyber threats, attackers 
and motives is rapidly escalating

Adversary

National Security

Monetary Gain

Espionage,
Political Activism

Revenge

Curiosity Script-kiddies or hackers using tools, web-based “how-to’s”

Insiders, using inside information

Organized Crime, using sophisticated tools

Competitors, Hacktivists

Nation-state Actors; 
Targeted Attacks / Advanced 
Persistent Threat

1995 – 2005
1st Decade of the Commercial Internet

2005 – 2015
2nd Decade of the Commercial Internet

Motive
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Techniques used by attackers are bypassing traditional defenses

Advanced
– Using exploits for unreported vulnerabilities, aka a “zero day”
– Advanced, custom malware that is not detected by antivirus products
– Coordinated attacks using a variety of vectors

Persistent
– Attacks lasting for months or years
– Attackers are dedicated to the target – they will get in
– Resistant to remediation attempts

Threat
– Targeted at specific individuals and 

groups within an organization, aimed 
at compromising confidential information

– Not random attacks – they are actually “out to get you”

These methods have eroded the effectiveness of traditional defenses including firewalls, 
intrusion prevention systems and antivirus -  leaving holes in the network
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InfrastructureUsers

Closer look at the attack vectors of today’s threats 

1. User Attacks (Client-side) 
– Drive-by Downloads: User browses to a malicious 

website and/or downloads an infected file using an 
unpatched browser or application 

– Targeted Emails: Email containing an exploit or 
malicious attachment is sent to an individual with the 
right level of access at the company 

2. Infrastructure Attacks  (Server-side) 
– SQL Injection: Attacker sends a specially crafted 

message to a web application, allowing them to 
view, modify, or delete DB table entries 

– General Exploitation: Attacker identifies and 
exploits a vulnerability in unpatched or poorly written 
software to gain privileges on the system

1 2

Despite the growing number of techniques used to gain access, one fact remains constant:
a remote attacker must gain access over the corporate network
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What is the IBM Vision 
for Infrastructure 
Security
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IBM Advanced Threat Protection

InfrastructureUsers

1

3

2

Our strategy is to protect our customers with advanced threat 
protection at the network layer - by strengthening and integrating 
network security, analytics and threat Intelligence capabilities

1. Advanced Threat Protection Platform
Evolve our Intrusion Prevention System to become a Threat 
Protection Platform – providing packet, content, file and session 
inspection to stop threats from entering the corporate network

2. QRadar Security Intelligence Platform 
Build tight integration between the Network Security products, 
X-Force intelligence feeds and QRadar Platform product with 
purpose-built analytics and reporting for threat detection and 
remediation

3. X-Force Threat Intelligence
Increase investment in threat intelligence feeds and feedback 
loops for our products. Leverage the existing Cobion web and 
email filtering data, but expand into botnet, IP reputation and 
Managed Security Services data sets
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The Requirements for an Advanced Threat Protection Platform

Security Intelligence
What are the threats 
affecting my business?

What was the 
impact?

Are we configured to protect 
against these threats?

What is happening 
right now?

Security Information and Event Management  ▪  Log Management  ▪ Configuration Monitoring  ▪  Vulnerability Management

Threat Intelligence and Research
What are the latest 
vulnerabilities?

What network traffic is 
associated with botnets?

What websites are 
malicious or suspicious?

Who is infected or 
conducting attacks?

Vulnerability Research  ▪  Malicious URLs  ▪  Spam / Phishing Emails  ▪  IP Reputation   ▪  Botnet Domains

Advanced Threat Protection
Is someone trying to break 
into my network?

What evidence do we have of 
an intrusion?

Is this file hiding an attack or 
sensitive data?

Is this application 
allowed on my network?

Intrusion Prevention  ▪  Content Inspection  ▪  Malware Analysis  ▪  Application Control  ▪  Network Forensics
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Guard against sophisticated attacks using an Advanced 
Threat Protection Platform with insight into users, content 
and applications

Infrastructure (Network)

Portfolio Overview

IBM Security 
Network Intrusion Prevention (IPS)
•Delivers Advanced Threat Detection and Prevention 
to stop targeted attacks against high value assets
•Proactively protects systems with IBM Virtual Patch® 
technology.
•Protects web applications from threats such as SQL 
Injection and Cross-site Scripting attacks
•Integrated Data Loss Prevention (DLP) monitors data 
security risks throughout your network
•Provides Ahead of the Threat® protection backed by 
world renowned IBM X-Force Research

IBM Security SiteProtector
•Provides central management of security devices to 
control policies, events, analysis and reporting for 
your business
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Ensure appropriate 
application and network use

Understand the 
Who, What and When for all 

network activity

Extensible, 0-Day protection 
powered 

by X-Force®

Introducing IBM Security Network Protection XGS 5000

PROVEN SECURITY ULTIMATE VISIBILITY COMPLETE CONTROL

IBM Security Network Protection XGS 5000
builds on the proven security of IBM intrusion prevention solutions by delivering 
the addition of next generation visibility and control to help balance security and 

business requirements

NEW WITH XGSNEW WITH XGS NEW WITH XGSNEW WITH XGS
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Suspicious Behavior  Proactive Prevention
VisibilityVisibility ProtectionProtection

SiteProtectorSiteProtector
QRadar NIQRadar NIQRadarQRadar NIPSNIPS

ServerServer

DesktopDesktop

ScannerScanner

AppScanAppScan

 SiteProtector as core for command & control
 QRadar Network Anomaly Detection for 

enhanced analytics
 QRadar QFlow and VFlow collectors provide 

Network Awareness via deep packet 
inspection

 Integrated policy management & workflows 
within SiteProtector facilitate a rapid response 
to threat and more proactive visibility.

QRadar Network Anomaly Detection
Optimized for the Advanced Threat Protection Platform
 QRadar Network Anomaly Detection is an optimized version of 

QRadar which complements SiteProtector to provide deep network 
visibility and real-time insight to identify threats; upgradeable to full 
QRadar SIEM

 Market-leading network behavioral analytics improves 
proficiency in threat detection empowering customers 
with proactive Threat Protection

 Meets the needs of new and existing SiteProtector/IPS customers 
who desire greater visibility into their network

 Integration of network flow capture with behavioral analysis 
and anomaly detection provides greater security intelligence:

– Traffic profiling for added protection from Low and Slow 
and zero-day threats

– Correlation of threat data, flow data and system and 
application vulnerabilities for enhanced incident analysis

 Includes support for identity sources to associate user 
activity with incidents; and support for vulnerability data to correlate 
attack with vulnerable assets

 Appliance (2Q12) and VMware Image (future)
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Infrastructure (Endpoint and Server)

Ensuring endpoints, servers, and mobile devices remain 
compliant, updated, and protected against todays threats

Portfolio Overview

IBM Endpoint Manager for Security and Compliance
•Addresses distributed environments with endpoint and 
security management in a single solution

IBM Endpoint Manager for Core Protection
•Real-time protection from malware and other threats

IBM Endpoint Manager for Mobile Devices
• Secure and manage traditional endpoints as well as 

iOS, Android, Symbian, and Microsoft devices

IBM Security Server Protection
• Multilayered protection against threats, supporting a 

broad range of operating systems

IBM Security Virtual Server Protection for VMware
• Dynamic security for virtualization with VM rootkit 

detection, auditing, network intrusion prevention
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IBM Security Virtual Server Protection for VMware 
Customers get robust, efficient security for their virtualized data centers 

 Customers transitioning to virtualized data 
centers or cloud deployment architectures face 
additional security threats – VSP can help 
mitigate these risks

 Virtual Server Protection is integrated with the 
hypervisor and optimized for virtualized 
deployments to maximize data center capacity

 Provides visibility into intra-VM network traffic along 
with traffic between the virtual and physical 
infrastructures

 Supports ESX 4.1 and 5.0 as well as 10Gb Ethernet

 Create and manage security policies across multiple
VMware ESX servers

 Facilitate auditing and compliance requirements by 
capturing and aggregating relevant events

Core Capabilities
Agentless Protection -- Powered by IBM Research 
and X-Force technology to provide deep packet 
inspection, firewall, network segmentation, and 
rootkit detection with no in-guest VM footprint

Improve governance in the virtual data center by 
reducing VM sprawl, quarantining insecure VMs, and 
maintaining real-time visibility across the 
environment

Maximize virtualization ROI by optimizing the 
security footprint on your physical systems

Move to IBM Virtual Server Protection
Manage risk with a solution optimized for 

your virtual data center environment
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IBM Security Endpoint Defense 
Customers get proactive security for their critical systems, powered by X-Force  

 Customers can protect their critical endpoints 
with preventive technology and intelligence 
from IBM X-Force

 Broaden situational awareness by monitoring 
critical files, OS audit logs, ASCII text logs, 
and the Windows registry for changes

System Integrity/Compliance
 Log Monitoring
 Anti-Virus Compliance
 Application White/Black 

Lists

Attack Prevention
 SSL Inspection
 Application White/Black 

Lists
System Integrity/Compliance
 OS Audit Log Monitoring
 Registry Monitoring
 File Integrity Monitoring 

(FIM)
Attack Prevention
 Buffer Overflow Protection
Attack Prevention
 Integrated Firewall
 IPS via Protocol 

Analysis
Agent Tuning
 Interface Exclusion(s)

 Inspect SSL-encrypted network 
traffic for potential threats

 Enforce security policies based on 
network location to ensure the right 
level of protection for the mobile 
workforce

 Supports Windows, Linux, and UNIX
 Facilitate auditing and compliance 

by capturing and aggregating 
security events 

Core Capabilities
Host-level Protection  -- Identify potential threats with 
technology from IBM X-Force, while monitoring critical files, OS 
subsystems, and applications

Proactive defense helps you to stay ahead of the threat, by 
using a vulnerability-centric approach to protect against whole 
classes of exploits

Centralize administration of security across a heterogeneous 
environment by providing robust security across multiple OS 
platforms



© 2012 IBM Corporation

IBM Security Systems

IBM Advanced Threat Protection Platform Solves Key Customer Challenges

Incident response efforts take too long, 
impacting confidence in IT Block malicious traffic

We experience too much downtime due to 
uncertainty over virus and malware outbreaks Block malicious traffic

Internal executive reporting is limited, unable to 
demonstrate effectiveness of security systems Report on blocked threats

IT compliance reporting is slow and manual Provide comprehensive compliance reports

Unique network traffic patterns and 
unpredictable events cause planning and 
availability issues

Write and import custom rules and utilize 
freely available open source files

We don’t have efficient tools to proactively 
analyze network traffic to find unusual user 
behavior and other anomalies

Integrated analysis of network flow data and 
integration with SiteProtector

Lack the ability to manage user access to web 
and non-web applications and internet sites

Controls to manage user access at granular 
level and decrease bandwidth utilization

IT Security ProblemIT Security Problem IBM ATPP Helps. . .IBM ATPP Helps. . .
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SUMMARY: Advanced Threat Protection Platform helps protect 
Customer Networks Today and Tomorrow

Vulnerability Data Malicious Websites Malware Information IP Reputation

IBM Network 
Security

Security
Intelligence
Platform

Threat 
Intelligence
and Research

Advanced 
Threat 
Protection
Platform

Management

Log Manager SIEM
Network 
Activity 
Monitor

Risk 
Manager Future

Intrusion 
Prevention

Content 
and Data
Security

Web Application
Protection

Network 
Anomaly 
Detection

Future

1 2 3

1Q12: Launched IBM Security Network IPS Powered by X-Force

2Q12: Launch QRadar Network Anomaly Detection

Future: Platform Expansion

1

2

3

This is just the beginning, 
We have more exciting 
things to tell you 
about next quarter !
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Learn More about the Advanced Threat Protection Platform

Learn More about IBM Security http://www.ibm.com/security

Learn more what the Aberdeen Group has to say about Threat 
Management http://aberdeen.reg.meeting-stream.com/threat_management/default.aspx?cid=ibm 

http://www.ibm.com/security
http://aberdeen.reg.meeting-stream.com/threat_management/default.aspx?cid=ibm
http://aberdeen.reg.meeting-stream.com/threat_management/default.aspx?cid=ibm
http://aberdeen.reg.meeting-stream.com/threat_management/default.aspx?cid=ibm
http://aberdeen.reg.meeting-stream.com/threat_management/default.aspx?cid=ibm
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Intermission
Next presentation to start promptly in 15 minutes



© 2012 IBM Corporation

IBM Security Systems

Time Topic Speakers
9:05am - 9:45am Security Stream Kickoff-Security and compliance 

Overview and X Force 
Joe Ruthven and 
Sukhdev Singh

9:45am - 10:25am Threat Lekgale Mokota

10:25am - 10:40am Break 

10:40am - 11:10am Q1 Labs Security Intelligence Strategy and Roadmap – 
How to use Security Intelligence for detecting threats 
and exceeding compliance mandates

Murray Benadie

11:10am - 11:40am Driving Effective Application Security in the Enterprise: 
An End to End Approach to Addressing One of the 
Biggest Threats to a Business

Sukhdev Singh

11.40am - 12:10pm Identity Intelligence: Enabling Secure Cloud and Mobile 
Access

Kevin Mckerr (Puleng
)

12:10pm - 12:15 pm Closing and Questions 

12:15pm Lunch and Networking



Q1 Labs 
&

QRadar SIEM
QRadar SIEM enables security 
professionals to gain the visibility they need 
to protect their networks and better protect 
IT assets from a growing landscape of 
advanced threats as well as meet current 
and emerging compliance mandates. 
August 2012



The Security Intelligence Leader

Who Q1Labs is:
 Innovative Security Intelligence software company
 One of the largest and most successful SIEM vendors
 Leader in Gartner 2011, 2010, 2009 Magic Quadrant

Award-winning solutions:
 Family of next-generation Log Management, SIEM, Risk 

Management, Security Intelligence solutions

Proven and growing rapidly:
 Thousands of customers worldwide (1 customer - 14 Billion 

events per day)
 Five-year average annual revenue growth of 70%+

Now part of IBM Security Systems:
 Unmatched security expertise and breadth of integrated 

capabilities



The Security Intelligence Leader

Who Zenith Systems is:
 Started in 2001
 Implemented solutions in most SA corporates

Focused on QRadar:
 4 year relationship with Q1
 Certified reseller
 Comprehensive pre and post sales capability
 IBM BP

Deployed in Many SA/African organisations:
 RMB
 First Rand
 Post office
 Allan Gray
 Access Bank
 Standard Chartered ZW



What is Security Intelligence?

Security Intelligence

--noun 

1. the real-time collection, normalization, and analytics of the  
data generated by users, applications and infrastructure that 
impacts the IT security and risk posture of an enterprise

Security Intelligence provides actionable and comprehensive 
insight for managing risks and threats from protection and 

detection through remediation



Security Intelligence?

Why it matters
1. Cyber Crime is a global business (not if – when a breach will 

happen)

2. Cyber Crime is One of the biggest threats to business and delivery

3. Internal and External Threats

4. Compliance / legislation

5. 80% of breach evidence contained in logs.
1. Volume Overwhelming (160 000 eps,  16 Billion / day)

6.  Lack of Integration /correlation Silos

7.  Skills Shortages
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What is QRadar SIEM/Log Manager

10’s Vs 1000’s

QRadar Detects Threats
Others Miss

Out-of-Box for Today  
Flexibility for Tomorrow



Solving Customer Challenges with Total 
Security Intelligence



QRadar: The Most Intelligent, Integrated, 
Automated Security Intelligence Platform



Suspected 
Incidents

“With QRadar, Wayne State University now 
detects issues that would previously have gone 
unnoticed. QRadar prioritizes the events, indicates 
the severity and credibility of an event. 

QRadar gave Texas A&M a live window into all 
network activity. They were able to address issues
                that ranged from mitigating external 
                threats to enforcing internal policies.



Bolted Together Solution

• Scale problems
• Non-integrated reporting & searching
• No local decisions
• Multi-product administration
• Duplicate log repositories

 Operational bottlenecks

• Highly scalable
• Common reporting & searching
• Distributed correlation
• Unified administration
• Logs stored once

 Total visibility

Integrated:
Unified Platform for Scale & Ease of Use

QRadar Integrated Solution



Fully Integrated Security Intelligence

• Turnkey log management
• SME to Enterprise
• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.
• Sophisticated event analytics
• Asset profiling and flow analytics
• Offense management and workflow

• Predictive threat modeling & simulation
• Scalable configuration monitoring and audit
• Advanced threat visualization and impact analysis

• Network analytics
• Behavior and anomaly detection
• Fully integrated with SIEM

• Layer 7 application monitoring
• Content capture
• Physical and virtual environments

SIEM

Log 
Management

Risk 
Management

Network 
Activity & 
Anomaly 
Detection

Network and 
Application 

Visibility



Fully Integrated Security Intelligence

• Turnkey log management
• SME to Enterprise
• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.
• Sophisticated event analytics
• Asset profiling and flow analytics
• Offense management and workflow

• Predictive threat modeling & simulation
• Scalable configuration monitoring and audit
• Advanced threat visualization and impact analysis

• Network analytics
• Behavior and anomaly detection
• Fully integrated with SIEM

• Layer 7 application monitoring
• Content capture
• Physical and virtual environments

SIEM

Log 
Management

Risk 
Management

Network 
Activity & 
Anomaly 
Detection

Network and 
Application 

Visibility

One Console Security

Built on a Single Data Architecture



Automated:
No need for additional staff

Auto-discovery of log 
sources, applications 
and assets
Asset auto-grouping
Centralized log mgmt
Automated 
configuration audits

Auto-tuning 
Auto-detect threats
Thousands of pre-defined rules 
and role based reports
Easy-to-use event filtering
Advanced security analytics

Asset-based prioritization
 Auto-update of threats
 Auto-response
 Directed remediation



QRadar SIEM 
Technical Overview



QRadar SIEM
Benefits

Reduce the risk and severity of security 
breaches

Remediate security incidents faster and 
more thoroughly

Ensure regulatory and internal policy 
compliance

Reduce manual effort of security 
intelligence operations



QRadar SIEM
Product Tour: Integrated Console

• Single browser-based UI

• Role-based access to
information & functions

• Customizable dashboards 
(work spaces) per user

• Real-time & historical 
visibility and reporting

• Advanced data mining and drill down

• Easy to use rules engine with out-of-the-box security intelligence 



QRadar SIEM
Product Tour: Data Reduction & Prioritization

Previous 24hr period of 
network and security 
activity (2.7M logs)

QRadar correlation & 
analysis of data creates 

offenses (129)

Offenses are a complete 
history of a threat or 

violation with full context 
about accompanying 

network, asset and user 
identity information

Offenses are further 
prioritized by business 

impact



QRadar SIEM
Product Tour: Intelligent Offense Scoring

QRadar judges “magnitude” of offenses:

• Credibility:
A false positive or true positive?

• Severity:
Alarm level contrasted 
with target vulnerability

• Relevance: 
Priority according to asset or 
network value

Priorities can change over 
time based on situational 
awareness



QRadar SIEM
Product Tour: Offense Management

What was 
the attack?

Who was 
responsible?

How many 
targets 
involved?

Was it 
successful?

Where do I 
find them?

Are any of them 
vulnerable?

How valuable 
are the targets 
to the business?

Where is all 
the evidence?

Clear, concise and comprehensive delivery of relevant information:



QRadar SIEM
Product Tour: Out-of-the-Box Rules & Searches

1000’s of real-time correlation 
rules and analysis tests

100’s of out-of-the-box searches 
and views of network activity and 
log data 
Provides quick access to critical 
information

Custom log fields
 Provides flexibility to extract log 

data for searching, reporting and 
dashboards. Product ships with 
dozens of pre-defined fields for 
common devices.

Default log queries/views



QRadar SIEM
Product Tour: Flows for Network Intelligence

• Detection of day-zero attacks that have no signature
• Policy monitoring and rogue server detection
• Visibility into all attacker communication
• Passive flow monitoring builds asset profiles & auto-classifies hosts
• Network visibility and problem solving (not just security related)



QRadar SIEM
Product Tour: Flows for Application Visibility

• Flow collection from native infrastructure
• Layer 7 data collection and analysis
• Full pivoting, drill down and data mining on flow sources for 

advanced detection and forensic examination
• Visibility and alerting according to rule/policy, threshold, behavior or 

anomaly conditions across network and log activity



QRadar SIEM
Product Tour: Compliance Rules and Reports

• Out-of-the-box templates for 
specific regulations and best 
practices:
• COBIT, SOX, GLBA, NERC, 

FISMA, PCI, HIPAA, UK GCSx

• Easily modified to include new 
definitions

• Extensible to include new 
regulations and best practices

• Can leverage existing 
correlation rules



QRadar SIEM
Use Cases

QRadar SIEM excels at the most challenging use cases:

Complex threat detection

Malicious activity identification

User activity monitoring

Compliance monitoring

Fraud detection and data loss prevention

Network and asset discovery



QRadar SIEM
Use Case: Complex Threat Detection

Problem Statement

• Finding the single needle in 
the ‘needle stack’

• Connecting patterns across 
many data silos and huge 
volumes of information

• Prioritizing attack severity 
against target value and 
relevance

• Understanding the impact of 
the threat

Required Visibility

• Normalized event data
• Asset knowledge
• Vulnerability context
• Network telemetry



QRadar SIEM
Use Case: Complex Threat Detection

Sounds Nasty…
But how do we know this?
The evidence is a single click 

away.

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow 

Targeted Host Vulnerable
Detected by Nessus

Total Security Intelligence
Convergence of Network, Event and Vulnerability data



QRadar SIEM
Use Case: Malicious Activity Identification

Problem Statement

• Distributed infrastructure
• Security blind spots in the 

network
• Malicious activity that 

promiscuously seeks ‘targets 
of opportunity’

• Application layer threats and 
vulnerabilities

• Siloed security telemetry
• Incomplete forensics

Required Visibility

• Distributed detection sensors
• Pervasive visibility across 

enterprise
• Application layer knowledge
• Content capture for impact 

analysis



QRadar SIEM
Use Case: Malicious Activity Identification

IRC on port 80?
QFlow enables detection of a covert 

channel.

Irrefutable Botnet Communication
Layer 7 data contains botnet command and control 
instructions.

Potential Botnet Detected?
This is as far as traditional SIEM can 

go.



QRadar SIEM
Use Case: User Activity Monitoring

Problem Statement

• Monitoring of privileged and 
non-privileged users

• Isolating ‘Stupid user tricks’ 
from malicious account activity

• Associating users with 
machines and IP addresses

• Normalizing account and user 
information across diverse 
platforms

Required Visibility

• Centralized logging and 
intelligent normalization

• Correlation of IAM information 
with machine and IP 
addresses

• Automated rules and alerts 
focused on user activity 
monitoring



QRadar SIEM
Use Case: User Activity Monitoring

Authentication Failures
Perhaps a user who forgot his/her 

password?   

Brute Force Password 
Attack
Numerous failed login attempts 
against different user accounts

Host Compromised
All this followed by a successful login.
Automatically detected, no custom 
tuning required.



QRadar SIEM
Use Case: Compliance Monitoring

Problem Statement

• Validating your monitoring 
efforts against compliance 
requirements

• Ensuring that compliance 
goals align with security goals

• Logs alone don’t meet 
compliance standards

Required Visibility

• Application layer visibility 
• Visibility into network 

segments where logging is 
problematic



QRadar SIEM
Use Case: Compliance Monitoring

Unencrypted Traffic
QFlow saw a cleartext service running on the 

Accounting server.

PCI Requirement 4 states: Encrypt transmission 
of cardholder data across open, public 
networks

Compliance Simplified
Out of the box support for all major 

compliance and regulatory standards.

PCI Compliance 
at Risk?



QRadar SIEM
Use Case: Fraud & Data Loss Prevention

Problem Statement Required Visibility

 Malicious activity against 
‘targets of choice’

 Privileged or knowledgeable 
users internal to the network

 Fraud patterns that are ‘low 
and slow’ by nature

 Associating suspicious 
patterns across network, 
security, application and host 
layers in the infrastructure

 Ability to take and normalize 
telemetry across many diverse 
sources

 Correlation of host and asset 
profiles with IAM infrastructure

 Integration of 3rd party 
intelligence sources



QRadar SIEM
Use Case: Fraud & Data Loss Prevention

Potential Data Loss?
Who? What? Where?

Who?
An internal user

What?
Oracle data

Where?
Gmail



QRadar SIEM
Use Case: Network and Asset Discovery

Problem Statement

• Integration of asset information 
into security monitoring 
products is labor intensive

• Assets you don’t know about 
pose the greatest risk

• Asset discovery and 
classification is a key tenet of 
many compliance regulations

• False positive noise 
jeopardizes effectiveness of a 
SIEM solution

Required Capability

• Real-time knowledge of all 
assets on a network

• Visibility into asset 
communication patterns

• Classification of asset types
• Tight integration into pre-

defined rules



QRadar SIEM
Use Case: Network and Asset Discovery

Automatic Asset Discovery
Creates host profiles as network activity is 
seen to/from

Passive Asset Profiling
Identifies services and ports on hosts by 
watching network activity

Server Discovery
Identifies & classifies server infrastructure 
based on these asset profiles

Correlation on new assets & services
Rules can fire when new assets and 
services come online

Enabled by QRadar QFlow and
QRadar VFlow



QRadar SIEM
Intelligent, Integrated and Automated

• Distributed architecture
• Highly scalable
• Analyze logs, flows, 

assets and more

• Easy deployment
• Rapid time to value
• Operational efficiency

• Intelligent offense management
• Layer 7 application visibility
• Identifies most critical anomalies



QRadar SIEM
Summary

QRadar SIEM delivers full visibility 
and actionable insight for

Total Security Intelligence.

Deepest Content 
Insight

Broadest 
Correlation

Greatest 
Scalability

Providing complete network and security 
intelligence, delivered simply, for any customer



Thank You!

Zenith Systems (Q1Labs/IBM Partner)
Business Centre, William Nicole Rd
Fourways, Johannesburg
email: sales@zenithsystems.co.za
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Time Topic Speakers
9:05am - 9:45am Security Stream Kickoff-Security and compliance 

Overview and X Force 
Joe Ruthven and 
Sukhdev Singh

9:45am - 10:25am Threat Lekgale Mokota

10:25am - 10:40am Break 

10:40am - 11:10am Q1 Labs Security Intelligence Strategy and Roadmap – 
How to use Security Intelligence for detecting threats 
and exceeding compliance mandates

Murray Benadie

11:10am - 11:40am Driving Effective Application Security in the Enterprise: 
An End to End Approach to Addressing One of the 
Biggest Threats to a Business

Sukhdev Singh

11.40am - 12:10pm Identity Intelligence: Enabling Secure Cloud and Mobile 
Access

Kevin Mckerr (Puleng
)

12:10pm - 12:15 pm Closing and Questions 

12:15pm Lunch and Networking
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Driving Effective Application Security

Sukhdev Singh 
CISSP ,CISSM, X Force Expert, Certified Enterprise Architect …
Technical Leader , Growth Markets, IBM Security Systems
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pu-leng n. 
Tswana, rain (used as greeting for good fortune)

A Tswana word that means a place of rain and a 
symbol of knowledge and wealth.
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Identity Management (IdM) describes 

the management of individual 

identities, their authentication, 

authorisation, and 

privileges/permissions within or 

across system and enterprise 

boundaries with the goal of 

increasing security and productivity 

while decreasing cost, downtime and 

repetitive tasks. 
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Technical
-User Access

-Account Provisioning

-User Authentication

-Identity Federation

-Password Management

Business
-Access to information & resources

-Unique Customer Experience

-Channel Convergence

-Single View of Customer

-Governance, Risk, Compliance

Fiduciary Responsibility
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RED ALERT

Who has access 
to what?
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RFP
-Consultant defines requirements + 6 months

-RFP Send out & Vendor Response + 2 months

-Evaluation & Testing + 3 months

-Selection & Contracting + 2 months

-Rollout + 3 – 6 – 9 months

-Response Time = 15 – 22 months
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A new way is needed!!
-Packaged Solutions

-Specific function 

-At a fixed cost and timeframe

-Delivering immediate countermeasures
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#1 Secure Cloud Apps for Your Employees
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#2 Secure Your Client-Facing Apps
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#3 Secure Your Partner-Facing Apps
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#4 Third Party App Integration 
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#5 Internal Single Sign-on
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#6 Social Identity / Client Facing Apps
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How it fits together
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RED ALERT

1.Who has access to what?

2.Sort out my passwords!

3.Enable Self Service
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