IBM zSeries Network Performance Management




= Overview of IBM Tivoli zSeries network management
= IBM Tivoli NetView for z/OS Integration

with Tivoli Enterprise Portal Scenarios

= |IBM Tivoli OMEGAMON for Mainframe Network
Using new CS for z/OS API
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IBM leveraging OMEGAMON with existing solutions

z/OS
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NetView for z/OS Integration with Tivoli Enterprise Portal
Scenarios
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NetView for z/OS user interfaces

= Console Evolution
— Text-based 3270-type display

— Web browser 3270-type display

— Platform Independent Java
3270-type console

— Platform Independent Java
Graphics console provides
graphical at-a-glance views of
the network’s status

— Tivoli enterprise Portal
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Tivoli Enterprise Portal Highlights

= Common user interface
— Candle Net Portal (CNP) and Tivoli Enterprise Portal (TEP)

— Manage z/OS system resources from a single user interface.
— Easy to use and Intuitive

— Displays data in graphs, charts and table format
= Easy to configure
— Define thresholds, Filters, Sort

— Customize workspaces and reports

— Generate Events
Out of the box

Processor Utilization > 0

— Situations e i H I

— Problem signatures and Expert Advice L B
= Integrated I : e

— OMEGAMON products : T e r—

— NetView for z/0S

— TEC :-iL B ﬂ B

— ITM 6.1 (TEP) i Ml

LPAR

LPAR

/O f ; I I |th C h k r OSA Express LPARs Channel Usage Summary
Z e a e C e rrrrrrrrr Kilobyte Rate | Kilobyte Rate | Processar Kilobyte Rate | Kilobyte Rate | Processor | Kilobyte Rate | Kilobyte Rate
[ In Qut Ui In Out Uilization In Out
PerMinute | Per Minute PerMinute | PerFive Minutes | Per Five Minutes i
0 0 0 o o o 0 0 0




Scenario 1
OSA-Express performance problems

Scenario Background

= The System Programmer gets notified by the Operator that a user is having response time
problems accessing a z/OS Telnet applications.
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NetView TCP/IP Connection Data Workspace
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OMEGAMON TCP/IP Connection Data Workspace
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NetView Formatted TCP/IP Packet Trace

=! Formatted Packet Trace - 9.82.38.42 - SYSAODWIN

Packet Trace Details Table
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OMEGAMON OSA Channel Workspace

File Edit Viewr Help
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OMEGAMON OSA Channel Workspace

File Edit Viewr Help
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Scenario 2
DVIPA Workload by Destination Hosts

[Drzztination Host Destination Host Destiration Host

TVT2004 TYT2006

Scenario Background

= The System Programmer gets notified by the Operator that a user is having response time
problems accessing a z/OS Telnet applications.

= The System Programmer views the DVIPA Distributed Targets Workspace to investigate the
workload distribution of the telnet connections across the DVIPA telnet targets.

16 © 2003 IBM Corporation




DVIPA Distributed Targets Workspace

File Edit Wiew Help
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DVIPA Connections Workspace
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TCP/IP Connection Data Workspace

File Edit Wiew Help

Animated

IEBENe AT SE20¢ BEOUCALELERTED

@ 2 [Netview-MFN view me x

= -

- 08 x

C) [NetviewMFM View]

-1 TCRIP

@ WTAM

Elﬁ Metview for ZI0S - HASLT 26_HCERMS: KAWAWAON
y DVIPA Connections

y DVIPA Definition and Status

y DWIPA Distributed Targets

g DVIPA Sysplex Distributors

y Formatted Packet Trace

y Metiew Audit Log

y Metiew Command Response
y Metiew Log

y Session Data

y TCPIP Cannection Data

Top 10 Connections based on Total Bytes

|:| Brvtes In
B Btes Out

uipy y 53149

144

72 1

AN

connections based on total bytes

and provides an indication of the

of traffic.

Lacal IP
Address

Remaote | Start Time

Fort

Remate [P
Address

The first bar chart shows the top 10

connections with the highest amount

mna

Wind o
Size

127.0.0.1

0322405 06:41:21

THACTIVE™ a a

TCRIP

127.0.0.1

0322005 06:41:21

032205 11:50:28 | 1095 | 1123 | 64240

TCRIP

Taz2

Top 10 Connections based on Retransmission Count

Retransmits / Minute

Iladas

He can also link to the
OMEGAMON MFN TCP/IP
Connection Data workspace
from this chart.

The second bar chart shows the top
10 connections based on
retransmission counts.
Retransmission counts greater than
5 often indicate a problem.

T u i nla Bia i

FELL T E T

03122005 11:50:28 | 3224 | 4520 64240

TCRIP

T&20EENY

00691808 | 00000FE00000000 | M

032205 11:57:42 | 2847 | 3453 | 65535

TCRIP

CANSHEMN3

O0GBEY40 | 00000FT00000000 | M

The link in the NetView TCP/IP

032205 12:07:19 | 3456 | 4095 | 65534

TCRIP

CANSHEM3

O0GIBCFE | 00000F300000000 | M

Connection Data table will take

032205 12:18:44 | 3245| 3985 | 32768

TCRIP

TE2OEEMY

0068458C | 000D0BF30000000 | M

you to the OMEGAMON MFN

TPC/IP Connection Data
workspace.

I. Server Available

Enterprise Status - nobody nowhereibm oo - SYSADMIM




OMEGAMON HPR WorkSpace

s [ Ve el

wim: JHEFEENSRTDT SEL06 ORQUWUEOCOOREEERPS S

L | - -0n =] L - R B8 8«
- g'-"l- =] Found Trip Varance > & ms Path Switches> 0
- T
B vroe o £ a0 im
R ren TpEte ! L i i
lm F 3
0 T -
= 3 i
45 ey s B By R gna 1 e o TP B ey -
BR Q= H B0 = a a0
Pechket Fetranamissisn Rate = 0 Byte Rabe > O = Facaef Rats > O =
i me— o || §:
£ - : n i=
b E i
C ]
E s a [FETRL LT 3 AT T ;
lamrul WTH 0 By Ol rasmnst woss s =1 Drusnsransra =l
CEO s SRR SRR
Out of Secuence Buffers » 0 Unacknowledged Buffers » ”“:ﬁ:ﬁmmm“?

L aischin L larmnis
by e Tarw b 28 kv | P PasTa
e = e 11 i 1] TAAREA. | Lo frartT 17] fdbat |.l3'.1-:|.-|l...'.l L _F

| o s | fdc kD | CSsagil LR T irT i Lo oF o plegple -
= AR A R Iy T TR LR e urifmer P e )

B B Link to NetView

| - .
R Session workspace
" PR Erp— - - [ —prr— _;|"i__"
L] BT 0 B Lrew E1F Fut 'I I ."J
Faaoy Ko He Timar ddon OTVHSTEA. | 330 #H W Hare anam | MR mrriores - = FATID - TVEADEFE kD] T




Session Data Workspace
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NetView for z/OS 5.2 Value Proposition

Enterprise Interoperability and Integration

Share IP availability and performance data between
NetView and OMEGAMON for Mainframe Networks

Service Desk Integration with leading trouble ticket -Interoperate with

providers (From NetView, open incident records, etc.) OMEGAMON, TSA, TBSM, and
Consolidate Events through Common Event Infrastructure Trouble Ticket Products
for display and automation. “Richer TCP/IP Network
MSM Agent for ITM Data Management
IP Management and Automation ~Expanded Automation

TCP/IP packet tracing & formatting , intrusion detection,
and TCP/IP connection management

SNMPv3 support and IPv6 capabilities -\I/rglﬂr:ved Customer Time-to-

*Manage growing Networks

Enhanced Operations Support

Automated Message Attribute Handling
Increased RODM capacity

*Improved Ease of Use

Accelerate time to value
Simplified style sheet migration and reporting
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|BM TCP/IP z/OS (Communications Server)
*FTP problems, fallures, timeouts, hangs
*Unauthorized users doing large FTPs
*TCP/IP just slows down or hangs.
L_ong problem resolution times for network problems
*Managing multiple z/OS I P stacks at once
How to manage SNA over IP
*(EE, HPR, TN3270)

*Channel problems — OSA Express

*TCP/IP tools do not understand the mainframe
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z/OS Network Performance Data Collection Points

v'Fast zI0S

v'Scalable
v'Reliable CS z/0S VTAM APl | TCP/IP API

=Collected using the z/OS Communications Server TCP/IP API:
—Applications
—Connections including TCP Connections, TCP Listeners and UDP End Points
—FTP Sessions and Transfers
—~TN3270 Server Sessions
~TCP/IP Memory Statistics

“Collected using the z/0OS Communications Server VTAM API:
~VTAM Summary
—CSM Buffer Pools
—Enterprise Extender connections (EE)
—High Performance Routing connections (HPR)

“Collected using SNMP:
~TCP/IP Summary

~TCP/IP Stack Layers
—Gateways and Devices
—Interfaces

—~OSA



TCPI/IP | Storage Channel Network
Bufrrer Processor

Stack | Pools

Why is my TCP/IP stack Statistics by Stack
running so slow? Receive and Transmit rates

Segment Errors
Out of order errors




Discard Percentages

Fragmentation Percentages
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Erratic Response Time Highlighted

mA X
Connections Summary Table
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New VTAM Workspace
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TCP/IP [Storage Channel
7/0S | Buffer | Processor
Stack [ Pools

IS TCP/IP data backing
up into my z/OS?

© 2003 IBM Corporation



VTAM Storage
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Siorage Interfaces

Buffer
Pools

What is the performance eCurrent Status
of my channels? ‘MTU

Transmission Rates
Bandwidth utilization
Error Rates
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Interfaces
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Storage & OSA
Buffer 'Express
Pools

What ismy OSA
Express adapter eUtilization

utilization *Transmission Rates
Mac address
Channel ID
Port Name

eAdapter capacity
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What 1swrong with

my applications?

Y

Pools

Storage Channel Network
Bufrrer Processor

Connections
«State, Rate, Backlog, Rejections

sLast activity time
Window Sizes
Response Times
*Retransmissions
Transmit / Receive Rates
*Out of order segments




Applications TCP/IP Performance

9| /e melol x| mlelo| x
EETE?EHQBSEWW Current Byte Rate »= 1024 Current Datagram Rate > 0
-] SYSG
-E.E‘B b airframe Metworks 160000 J— | 400 -
=& TCPAP 140000 —
=S TCRIPG:5YSG _ leLuy ‘£ 300
: Application Mames ‘£ 100000 =
Address Space E 20000 EEDD
- Current Connechions o BO0og a
- Gateway: and Devices 40000 E‘IDD
I':'I%l Wwindows Systems 20000 | | - %
(- DELL e R N R R MY e B L T o
-] FISMIT-HOME 22 E2 2 35 % 2 ¢ S 5232203z 2
Tz 232835800 3 T2 228235385
e g 2@ = 5 w0 3 iy e o 89 =z 5 9 o 35]
0 O = = 3 0 0 = = 35
“@E Physical Applications Applications
Jul =] =13 il §=]j=] Jurt =] =] RS
. Applications Summary Table
Total Bytes > 0 Total Retransmissions > 0 TIMESTAMP APPLMAME | BYTERATE | BYTSIM
80000000 £00 1020206124308010 | $FTPGA 23 -
£0000000 w500 1020206124308016 | AFOGOITL 0
. 2 400 1020206124308007 | AFOGO3ZL 0
E%“DDDDDDD £ a0 1020206124307999 | AU320%7 0
2 1020206124308009 | CPCPO10L 2701 |
2Dy 5200 1020206124308009 | CPMVDT0L 2677 ]
I R T sy Troop| 1020206124308006 | DFDSM32 0
FESguLsE=t0 % O A ZM? e 1020206124308004 | DFDSM34 0
LEcz S3Y82% g 5 80T Tz 1020206124308008 | DSDSK43K 0
Loz T = CEE = S 5 1020206124307996 | FXSYSG10 0
- = 2 %o g = = 1020206124307996 | FXSYSG11 0
Applications Applications 1020206124308010 | IMETD4 1]
1020206124308006 | JMAHELDP 0
EovrsouTior Briietor| | "o2ozoeiziaorasr [wcwomns | ol
4 (3
— 1 —_

‘Readﬁ;

@ Sener Available.

| Applications - dell:14000 - BYBADMIN'




TCP/IP Connections
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TCP/IP Storage Channel [l Network Y Clients
z/OS  Buffer Processor Servers

ar

Stack  Pools
Enterprise Extender

How ismy EE

performing? *EE Analysis
 Throughput Rates
 Retransmission Rates
 RTP Pipes
e Sessions
e Drill down to Port Details
 Type of Service (TOS)




Enterprise Extender
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TCP/IP Storage Channel [l Network Y Clients
z/OS  Buffer Processor Servers
Stack  Pools

High Performance Routing 1 .

|s my HPR Congested?

e HPR Analysis

« Throughput Rates

« Retransmission Rates
« RTP Pipe congestion
 Round trip time

e Sessions, CPnames

 Drill down to link Detalls

e Class of Service
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Completed FTP Analysis
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Terminology Moving Forward

As part of the ITM 6.1 effort, the Candle platform components have been renamed as follows:

Candle Name Tivoli Name

OMEGAMON Platform Tivoli Monitoring Services

CandleNet Portal (CNP) Tivoli Enterprise Portal (TEP)

CandleNet Portal Server (CNPS) Tivoli Enterprise Portal Server (TEPS)
Candle Management Server (CMS) Tivoli Enterprise Monitoring Server (TEMS)
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=Candle Management Server
— zIOS, Windows (2000, XP Pro, 2003 Server), AlX, HP, Solaris
=CandleNet Portal Server
— Recommended hardware —
— Intel P4 server capable of running Windows 2003, XP Pro or 2003 Server and DB2 UDB 8.1
— Windows 2000, XP Pro, 2003 Server

— DB2 8.1 (recommended) OR Microsoft SQL Server version 7.0 or 2000 OR MSDE

—Java 1.3.1_04 or higher
=CandleNet Portal
— Recommended hardware —
— Intel system capable of running Windows XP Pro or Windows 2000
— Windows XP Professional Edition w/SP 1 (or higher) or Windows 2000 w/SP 3 (or higher)
— CNP Desktop Client

—requires Sun Java v1.3.1 04 thruv.1.4.2_07
— (excluding the 1.4.0 and 1.4.1 versions)

— CNP Browser Client requires Internet Explorer 6 (or higher)

—with Java Plug-in (same Java release levels as above)
“Warehouse Proxy and Candle Data Warehouse

— Recommended hardware —

— Intel P4 server capable of running Windows 2003, XP Pro or 2003 Server and Microsoft
SQL Server version 7.0 or 2000

— Windows 2000, XP Pro, 2003 Server
— Microsoft SQL Server version 7.0 or Microsoft SQL Server 2000 (with fix pack 3)
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= OMEGAMON XE for Mainframe Networks IRA
— z/OS 1.4 (or higher).

— maintenance on z/OS 1.4 and z/OS 1.5.
= OSA-Express adapters

—  Either OSA/SF or SNMP direct

—  Must be configured and running in order to collect OSA statistics.

— The OSA-Express support has been modified to support the latest version of the
OSA-Express MIB. To support this MIB, the Licensed Internal Code (LIC) levels
of the OSA-Express adapters must meet the following criteria:

— OSA module on a z900 or z800 system
— LIC version of 3.33 or higher installed

— OSA module on a z990 processor
— all LIC levels are supported.
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Required maintenance on z/OS 1.4

APAR Number

OA04394
PQ77244
PQ77633
PQ77837
PQ77838
PQ77840
PQ79583
PQ78753
PQ74292
PQ81716
PQ83920
PQ84072
PQ92481
1113699

Description

(VTAM) EE/HPR/CSM data collection

(TCP/IP) TCP/IP stack enable network management interface APIs
FTP client server records have invalid return code (see UQ80465)
(TCP/IP) FTP enable network management interface APIs
(TCP/IP) Config, Netstat, SNMP

TCP/IP) IPCS enable network management interface APIs
(TCP/IP) CPU missing from TCP/IP trace

(TCP/IP) Correct FTP port & IP field information in SMF records
SNMP getnext request error

Telnet error in the date field for logon and logoff times

Shareport not distributing connections evenly

NETSTAT socket option displays incorrect information

SNA collection exception CEE0374C Condition=CEE3204S
Informational APAR on CD/390 API new function

Required maintenance on z/OS 1.5:

APAR Number

Description

PQ78753
PQ81716

58

Correct FTP port and IP field information in SMF records
Telnet error in the date field for logon and logoff times
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Product overviews, Manuals, Demos, and Support
http://www.ibm.com/software/tivoli/sw-atoz/index.html

suftwar&

A B CDEF I LMHN
@ Tivoli OMEGAMON XE

—*

for Mainframe Networks | How to buv 1 Support

White Paper

NetView for z/OS V5.2 Integrated enterprise management with OMEGAMON
http://www-306.ibm.com/software/tivoli/features/ccr2/ccr2-2005-11/product_updatesll.html

Red Book OSA-Express Implementation Guide
http://publib-b.boulder.ibm.com/abstracts/sg245948.htm|?Open
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