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AGENDA

Overview of IBM Tivoli zSeries network management
IBM Tivoli NetView for z/OS Integration 

with Tivoli Enterprise Portal  Scenarios

IBM Tivoli OMEGAMON for Mainframe Network
Using new CS for z/OS API
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Moving from SNA to TCP/IP

SNA TCP/IP

Generic Alerts
VR Flow Control 
HPR
SNI
Intelligent agents
Hierarchal (Subarea)
LU2
Sessions Controlled
3745 ( CCL)

Traps
Discards
Enterprise Extender
Internet
MIB Polling
Peer to Peer 
TN3270
FTP  Uncontrolled
OSA-Express, Cisco CIP 
Denial of Service Attack

•Implement Topology
•Set up MIB Polling
•Set Thresholds
•Traces
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Tivoli z/OS Network Performance and Automation Management

TCP/IP
SNA

APPN & SubareaFTP 

3745/46
CCL

NtuneMon
IBM Tivoli NetView for z/OS

OSA-Express
TN3270 

TDS z/OS

TDW

NPM

HPREE



Business Unit or Product Name

© 2002 IBM Corporation5 © 2005 IBM Corporation

IBM Network Performance Management Evolution

NPM/IP  

NPM 2.7 

IBM Tivoli Monitoring 
for Network Performance

(ITMNP 2.1)

NPM 2.7 IBM Tivoli OMEGAMON XE
for Mainframe Networks 3.1

OMEGAMON IINPM 2.7 

OMEGAMON XE V1
OMEGAMON II
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IBM leveraging OMEGAMON with existing solutions

OMEGAMON for DB2 PM
OMEGAMON for DB2 PE

DB2 PE / PM  
CICS PM  

OMEGAMON XE for CICS

IMS PM  

OMEGAMON XE for IMS

Distributed TEC & ITM

Tivoli Enterprise Console
ITM 6.1 

z/OS 1.7 Management Console

z/OS

NetView for z/OS V5.2

NetView for z/OS         
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NetView for z/OS Integration with Tivoli Enterprise Portal 
Scenarios



Business Unit or Product Name

© 2002 IBM Corporation8 © 2005 IBM Corporation

NetView for z/OS user interfaces

Console Evolution
– Text-based 3270-type  display 
– Web browser 3270-type display 
– Platform Independent Java 

3270-type console
– Platform Independent Java 

Graphics console provides 
graphical at-a-glance views of 
the network’s status

– Tivoli enterprise Portal
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Tivoli Enterprise Portal Highlights
Common user interface
– Candle Net Portal (CNP) and Tivoli Enterprise Portal (TEP)
– Manage z/OS system resources from a single user interface.
– Easy to use and Intuitive
– Displays data in graphs, charts and table format
Easy to configure
– Define thresholds, Filters, Sort
– Customize workspaces and reports
– Generate Events 
Out of the box
– Situations
– Problem signatures and Expert Advice
Integrated
– OMEGAMON products
– NetView for z/OS
– TEC
– ITM 6.1 (TEP)
– z/OS Health Checker
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Scenario 1
OSA-Express performance problems

Scenario Background
The System Programmer gets notified by the Operator that a user is having response time 
problems accessing a z/OS Telnet applications. 
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NetView TCP/IP Connection Data Workspace

2. Link to the OMEGAMON for Mainframe 
Networks TCP/IP Connection workspace 
to view performance data

1. NetView TCP/IP Connection Data 
workspace shows that the connection 
is active and has not been “bouncing”
frequently.
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OMEGAMON TCP/IP Connection Data Workspace

MFN TCP/IP Connection Data Workspace

2.  High transmission rates may be due 
to high utilization of an OSA adapter.  1. Connection has a high 

retransmission rate.  
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NetView Formatted TCP/IP Packet Trace
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OMEGAMON OSA Channel Workspace

OSA adapter utilization is at 
capacity. Microcode 
Level is down level.
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OMEGAMON OSA Channel Workspace

MFN OSA Channel Workspace

Verify that the new 
OSA microcode  
fixed the problem.
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Scenario 2
DVIPA Workload by Destination Hosts

Scenario Background
The System Programmer gets notified by the Operator that a user is having response time 
problems accessing a z/OS Telnet applications. 

The System Programmer views the DVIPA Distributed Targets Workspace to investigate the 
workload distribution of the telnet connections across the DVIPA telnet targets. 
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DVIPA Distributed Targets Workspace

This chart shows that TVT2006 has a 
disproportionately small amount of 
connections.  This could indicate a 
problem with the connections going 
to TVT2006 or that TVT2006 is not 
being utilized efficiently.

32 Connections

This chart shows that there are no 
telnet connections on TVT2006, 
which explains why the first chart 
shows so few overall connections.  

He verifies that there are 
telnet servers configured for 
TVT2006 but there are no 
connections.

Animated

He decides to check the 
NetView Log to see if there are 

any messages pertaining to 
TVT2006.
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NetView Log Workspace

He browses the log and notices there is a 
spike in activity around noon.  This could 
signify that there was a problem around 
that time.  Additionally, he could view 
historical data to determine if this pattern 
occurred over the last several days.

In addition, this chart indicates that 
a message pertaining to the Telnet 
server has been issued frequently.

He browses the log for that 
timeframe.  There are messages 
indicating that the telnet application 
has been looping and not accepting 
connections.  He recycles the 
Telnet servers on TVT2006

Animated

He clicks on DVIPA 
Distributed Targets in the 
navigator pane.  This 
navigates him to the DVIPA 
Distributed Target pane so 
that he can verify that the 
problem has been resolved.
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DVIPA Distributed Targets Workspace

He can visually see that 
connections to TVT2006 are 
looking better

This chart shows that TVT2006 has 
Telnet connections once again.

He verifies that the Telnet DVIPA 
target for TVT2006 has 
connections.  He decides to 
navigate to the DVIPA Connections 
workspace to verify that traffic is 
flowing over these connections.

Animated
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DVIPA Connections Workspace

He verifies that the Bytes In and 
Bytes out counters indicate traffic is 
flowing across the connections.

The link in the NetView DVIPA 
Connections table will take you to 
the OMEGAMON MFN TCP/IP 
Connection workspace.

Animated
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TCP/IP Connection Data Workspace

The first bar chart shows the top 10 
connections based on total bytes 
and provides an indication of the 
connections with the highest amount 
of traffic.  

The second bar chart shows the top 
10 connections based on 
retransmission counts.  
Retransmission counts greater than 
5 often indicate a problem.  

The link in the NetView TCP/IP 
Connection Data table will take 
you to the OMEGAMON MFN 
TPC/IP Connection Data 
workspace.

He can also link to the 
OMEGAMON MFN TCP/IP 
Connection Data workspace 
from this chart.  

Animated
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OMEGAMON HPR WorkSpace

Link to NetView
Session workspace
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Session Data Workspace

The Stacked Bar chart shows how many 
sessions terminated with abnormal sense 
codes against the total successful 
terminations over time.  
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NetView for z/OS 5.2 Value Proposition
Enterprise Interoperability and Integration

Share IP availability and performance data between 
NetView and OMEGAMON for Mainframe Networks
Service Desk Integration with leading trouble ticket 
providers (From NetView, open incident records, etc.) 
Consolidate Events through Common Event Infrastructure 
for display and automation.
MSM Agent for ITM Data

IP Management and Automation
TCP/IP packet tracing & formatting , intrusion detection, 
and TCP/IP connection management
SNMPv3 support and IPv6 capabilities

Enhanced Operations Support
Automated Message Attribute Handling
Increased RODM capacity

Accelerate time to value
Simplified style sheet migration and reporting 

Interoperate with 
OMEGAMON, TSA, TBSM, and 
Trouble Ticket Products

Richer TCP/IP Network 
Management

Expanded Automation

Manage growing Networks

Improved Customer Time-to-
Value

Improved Ease of Use 
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OMEGAMON XE for Mainframe Networks 3.1 
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Common z/OS TCP/IP Problems

•IBM TCP/IP z/OS (Communications Server)
•FTP problems, failures, timeouts, hangs
•Unauthorized users doing large FTPs
•TCP/IP just slows down or hangs.
•Long problem resolution times for network problems
•Managing multiple z/OS IP stacks at once
•How to manage SNA over IP

•(EE, HPR, TN3270)
•Channel problems – OSA Express
•TCP/IP tools do not understand the mainframe
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ApplsAppls TCP/IPTCP/IP
z/OSz/OS

StacksStacks

TCP/IPTCP/IP
IPIP

UDPUDP

ChannelChannel NetworkNetworkNetwork ServersServersServers ClientsClientsClients

TCP/IP Connections EE  HPR  Sockets   FTP   TN3270TCP/IP Connections EE  HPR  Sockets   FTP   TN3270

IBM Network Performance Management

z/OS Oriented TCP/IP end to end performance management
z/OS

CSMCSM
StorageStorage

SessionsSessions
BytesBytes

UtilizationUtilization
RateRate

RoutersRouters ResponseResponse
TimeTime

OSA
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z/OS Network Performance Data Collection Points

Collected using the z/OS Communications Server TCP/IP API:
–Applications
–Connections including TCP Connections, TCP Listeners and UDP End Points
–FTP Sessions and Transfers
–TN3270 Server Sessions
–TCP/IP Memory Statistics
Collected using the z/OS Communications Server  VTAM API:
–VTAM Summary
–CSM Buffer Pools
–Enterprise Extender connections (EE)
–High Performance Routing connections (HPR)

Collected using SNMP:
–TCP/IP Summary
–TCP/IP Stack Layers
–Gateways and Devices
–Interfaces
–OSA

VTAM API TCP/IP API SNMPCS z/OS

z/OS IBM Tivoli OMEGAMON XE for Mainframe NetworksFast
Scalable
Reliable
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z/OS TCP/IP Stack

Why is my TCP/IP stack 
running so slow?

StorageStorage
BufferBuffer
PoolsPools

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

z/OS

ApplsAppls TCP/IPTCP/IP
z/OSz/OS
StackStack

• Statistics by Stack
• Receive and Transmit rates
• Segment Errors
• Out of order errors
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Detect Intermittent Problems

Historical Trend Data
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Erratic Response Time Highlighted
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New VTAM Workspace
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Storage and Buffer Pools

Is TCP/IP data backing 
up into my z/OS?

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

z/OS

ApplsAppls TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

CSM DSP

ECSA VTAM
Buffers
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VTAM Storage
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TCP/IP Memory
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zSeries Interfaces

NetworkNetworkNetwork Clients
Servers
ClientsClients
ServersServers

z/OS

ApplsAppls TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

InterfacesInterfaces

•Current Status
•MTU
•Transmission Rates
•Bandwidth utilization
•Error Rates

What is the performance 
of my channels?
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Interfaces
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OSA Express Adapter

NetworkNetworkNetwork Clients
Servers
ClientsClients
ServersServers

z/OS

ApplsAppls TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

OSAOSA
ExpressExpress

•Utilization
•Transmission Rates
•Mac address
•Channel ID
•Port Name
•Adapter capacity

What is my OSA 
Express adapter 

utilization
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OSA Express Performance
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Applications

TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

z/OS

ApplsAppls

What is wrong with 
my applications?

•Connections
•State, Rate, Backlog, Rejections

•Last activity time
•Window Sizes
•Response Times
•Retransmissions
•Transmit / Receive Rates
•Out of order segments
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Applications TCP/IP Performance
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TCP/IP Connections
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TN3270



Business Unit or Product Name

© 2002 IBM Corporation44 © 2005 IBM Corporation

Enterprise Extender Analysis

z/OS

TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

ApplsAppls

Enterprise ExtenderEnterprise Extender

How is my EE 
performing? •EE Analysis

• Throughput Rates
• Retransmission Rates
• RTP Pipes
• Sessions
• Drill down to Port Details
• Type of Service (TOS)
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Enterprise Extender
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High Performance Routing (HPR) Analysis

z/OS

TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

ApplsAppls

High Performance RoutingHigh Performance Routing

Is my HPR Congested?

• HPR Analysis
• Throughput Rates
• Retransmission Rates
• RTP Pipe congestion
• Round trip time
• Sessions, CPnames
• Drill down to link Details
• Class of Service
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HPR Performance
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FTP Analysis

z/OS

TCP/IPTCP/IP
z/OSz/OS
StackStack

StorageStorage
BufferBuffer
PoolsPools

ChannelChannel
ProcessorProcessor NetworkNetworkNetwork Clients

Servers
ClientsClients
ServersServers

ApplsAppls

FTPFTP

• FTP Analysis
• Datasets names
• By Bytes
• By failures
• Last command
• Login Failure reason
• Transmission Mode
• By Application

Who is doing large FTPs
during 1st shift?
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Managing FTPs

Why is my FTP performance so bad?

My Retransmissions are high!

16.1663
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Completed FTP Analysis
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Situations and Thresholds

OMEGAMON XE for Mainframe 
Networks provides:

67 Situations out-of-the-box.  
16 of these situations are auto-started

Out-of-the-box Threshold values are provided for most 
metrics (attributes).  When the threshold is exceeded, 
the column that displays the metric gets an icon AND 

the resource is highlighted as Warning (Yellow) or 
Critical (Red). 

You can click on a 
column (attribute) 

and sort by High or 
low values
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VTAM Situations

Point n’ click to change 
threshold conditions. 

If those conditions are 
met, an Event is created
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TCP/IP Situations 

OMEGAMON 101:
You can monitor Events  
(which are triggered by 

Situations meeting target 
conditions) from the 

Navigation Tree or the 
Event Console
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OMEGAMON XE Environment

IRA

IRA

IRA

IRA

Intelligent Remote 
Agents (IRA) 

(z/OS)

Tivoli Enterprise 
Monitoring Server 
(TEMS) – HUB (z/OS 
or distributed)

Tivoli Enterprise 
Monitoring Server 
(TEMS) – Remote (z/OS 
or distributed)

Intelligent Remote 
Agents (IRA) 

(z/OS)

Intelligent Remote 
Agents (IRA) 

(z/OS)

IRA

IRA

IRA

IRA

IRA

IRA

IRA

IRA

Tivoli Enterprise 
Portal Server 

(TEPS) 
(Windows)

Tivoli Enterprise 
Monitoring Server 
(TEMS) – Remote (z/OS 
or distributed)

Network operator 
or network 

administrator 
using TEP in 
browser or 

desktop mode 
(Windows)  

CNP

UDB

Warehouse Proxy     
and Data Warehouse           

(Windows)

MSSQL
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Terminology Moving Forward
As part of the ITM 6.1 effort, the Candle platform components have been renamed as follows:

Candle Name Tivoli Name

OMEGAMON Platform Tivoli Monitoring Services

CandleNet Portal (CNP) Tivoli Enterprise Portal (TEP)

CandleNet Portal Server (CNPS) Tivoli Enterprise Portal Server (TEPS)

Candle Management Server (CMS) Tivoli Enterprise Monitoring Server (TEMS)
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OMEGAMON XE Platform Prerequisites
Candle Management Server
– z/OS, Windows (2000, XP Pro, 2003 Server), AIX, HP, Solaris

CandleNet Portal Server
– Recommended hardware –

– Intel P4 server capable of running Windows 2003, XP Pro or 2003 Server and DB2 UDB 8.1 
– Windows 2000, XP Pro, 2003 Server
– DB2 8.1 (recommended) OR Microsoft SQL Server version 7.0 or 2000 OR MSDE
– Java 1.3.1_04 or higher

CandleNet Portal
– Recommended hardware –

– Intel system capable of running Windows XP Pro or Windows 2000
– Windows XP Professional Edition w/SP 1 (or higher) or Windows 2000 w/SP 3 (or higher)

– CNP Desktop Client
– requires Sun Java v1.3.1_04 thru v.1.4.2_07 

– (excluding the 1.4.0 and 1.4.1 versions)
– CNP Browser Client requires Internet Explorer 6 (or higher) 

– with Java Plug-in (same Java release levels as above)
Warehouse Proxy and Candle Data Warehouse
– Recommended hardware –

– Intel P4 server capable of running Windows 2003, XP Pro or 2003 Server and Microsoft 
SQL Server version 7.0 or 2000 

– Windows 2000, XP Pro, 2003 Server
– Microsoft SQL Server version 7.0 or Microsoft SQL Server 2000 (with fix pack 3)
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OMEGAMON XE for Mainframe Networks 3.1 Prerequisites

OMEGAMON XE for Mainframe Networks IRA
– z/OS 1.4 (or higher).  

– maintenance on z/OS 1.4 and z/OS 1.5.

OSA-Express adapters
– Either OSA/SF or SNMP direct 

– Must be configured and running in order to collect OSA statistics.
– The OSA-Express support has been modified to support the latest version of the 

OSA-Express MIB.  To support this MIB, the Licensed Internal Code (LIC) levels 
of the OSA-Express adapters must meet the following criteria: 

– OSA module on a z900 or z800 system
– LIC version of 3.33 or higher installed

– OSA module on a z990 processor
– all LIC levels are supported.
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OMEGAMON XE for Mainframe Networks 3.1 Prerequisites

Required maintenance on z/OS 1.4:
APAR Number Description
OA04394 (VTAM) EE/HPR/CSM data collection 
PQ77244 (TCP/IP) TCP/IP stack enable network management interface APIs 
PQ77633 FTP client server records have invalid return code (see UQ80465)

PQ79583 (TCP/IP) CPU missing from TCP/IP trace

PQ74292 SNMP getnext request error 
PQ81716 Telnet error in the date field for logon and logoff times 
PQ83920  Shareport not distributing connections evenly 
PQ84072 NETSTAT socket option displays incorrect information 
PQ92481 SNA collection exception CEE0374C Condition=CEE3204S
II13699 Informational APAR on CD/390 API new function 

PQ77837 (TCP/IP) FTP enable network management interface APIs 
PQ77838 (TCP/IP) Config, Netstat, SNMP 
PQ77840 TCP/IP) IPCS enable network management interface APIs 

PQ78753 (TCP/IP) Correct FTP port & IP field information in SMF records 

APAR Number Description
PQ78753 Correct FTP port and IP field information in SMF records 
PQ81716 Telnet error in the date field for logon and logoff times 

Required maintenance on z/OS 1.5:
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Where to go for more information

http://www.ibm.com/software/tivoli/sw-atoz/index.html
Product overviews, Manuals, Demos, and Support

White Paper
NetView for z/OS V5.2: Integrated enterprise management with OMEGAMON
http://www-306.ibm.com/software/tivoli/features/ccr2/ccr2-2005-11/product_updatesII.html

Red Book OSA-Express Implementation Guide
http://publib-b.boulder.ibm.com/abstracts/sg245948.html?Open
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OMEGAMON End-to-End

USS

WAS

ApplicationsNetView z/VM

Linux

Storage CryptoDB2

z/OSMQ

WAS

CICS

IMS

zSeries OSA
Express Network

Databases

MQ
UNIX
Linux

Windows
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Thank You
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