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IMS Audit Management Expert for z/OS

Agenda

= Tool Overview
— Features

— Architecture

= Tool Walk Through

— Screen shots of Report Ul

— Screen shots of Administration Ul

= Questions
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert for z/OS

= A tool that collects and correlates data access
iInformation from the IMS and SMF Logs

= A tool that assists a company's efforts to comply
with Regulatory Compliance

= Separates the roles of auditing and database
administration
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert for z/OS Features

Saves time and effort by eliminating manual auditing
processes

Facilitates common auditing tasks

— determining who updated a particular object
— time frame

— monitoring access to specific objects

Shows a detailed analysis for any changes being monitored
by IMS Audit Management Expert

Defines various filter policies for collecting and reporting
data
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert for z/OS Features

= Allows auditors to obtain information
— without being defined as IMS users

— work without extensive interaction with Data Base and System
Administrators

— Auditors will not be able to directly manipulate IMS resources
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert for z/OS
= Data collection

— IMS Audit Management Expert can collect and correlate many
different types of information into its audit repository:

Access to database data sets and image copy data sets as
recorded in SMF

Changes to databases as recorded in the IMS log

User access to the IMS system via SIGNON as recorded in the
IMS log

PSB and database ‘change of state’ activity as recorded in the
IMS log

System STOP and START activity as recorded in the IMS log

— IMS does not log DB GET (reads) to databases

— The total number of reads for all DB in application will be in
the accounting record, but there is no record of read only
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert for z/OS
*Reporting user interface

— Provides auditors with flexible options for examining the
data in the audit repository

= Administration user interface

— Provides administrators with flexible options

- for user management, auditing profiles, and reporting
authorizations
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IMS Audit Management Expert for z/OS

IMS Audit Management Expert Components

= SERVER = AUDIT REPOSITORY
— Started task or batch job _ DB2 Tables and Views
" AGENT | - PROFILE
— Started Task or batch job _
— One per IMS System to — Defines
Audit «  Collection Profile
= CLIENT *  Authorization Profile

— Reporting Analysis GUI * User Profile

— Administrator GUI
. Windows
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IMS Audit Management Expert for z/OS

IMS Audit
Management Expert
Reporting GUI

IMS Audit Management Expert Architecture

Management Expert
Administrator GUI
Windows /

Windows

IMS Audit
Management| Audit DB2
Expert N ud
CEPVER Repository Subsystem
2/0S _ Zad
| /
_ 3
IMS Audit Monrtored IMS LOG
Management Database
Expert
AGENT SMF LOG
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File Settings Help

IMS Audit Management Expert for z/OS

oo i)

User Marme Ibarr‘f
Passward I*fHHHHHrl
Loty I Discannect | Help |
Dizconnected
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¥ IMS Audit Management Expert Reporter

File Reports Settings  Help

Log in Repatting |

gk aaaq

IMS SYSTEMS DATASETS | AD HOC IMS AUDIT.MANAGEMENT.EXEERT Welcome bary

= Owerview Subsystem

[ rity: System Activity: Mormal
#/|Date Range Fron: x| - . '
IMS

Rollback [ IMS ] g. IMS STOP and START j. CPIC STOP and START

< Back I Help

Plate Range:

Warnin
e Hour: ﬂ December 2008 ﬂ Change [ SMF ] h. User Sign-2M and OFF [ IM5 ] k. Databage STOP and START [ IMS ] & 3
= - Sun Man Tue Wed Thu Fri Sat Eritic-al
1 2 Raad [ SmaF ] i. PSBE STOP and START [ IMS] &
Tot Haur: i 4 5 B ¥ & 4 x
e (R TF 8-S =
| Last Surnrary Table Update: 02-26-200] 34 T L Systems Activity:

1 p p
| - )
Log Type: ; Cancel J J

|an =l :
T v] LT v_ h. v] k. VI

Activity Result:

5 = ¥ -

Set Filter... = Aovailable Drates: 2007-1-25 to 2007-1-29

Sat time period to check For Threshold:
o Ewvery Hour

= Ewvery Day
T Every Week
{" Ewvery Month

Refresh

Edit Thresholds... Collection History

| Users_Overview | [ 4] | »]

|4.45 [oas [100%

|Connected to IMS-K341 on RS01 ||Reporting
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IMS Audit Management Expert for z/OS

MS Audit Management Expert Reporter

File Reportz Settingz  Help

Log in Repatting |

F
IMS SYSTEMS DATASETS AD HOC wWelcome bary —
= Owverview Subsystem = Back I Help
_ ~——
Report Options: Database Activity: System Activity: Mormal
Date Range: a. First INSERT [ IMS ] d. Rollback [ IMS ] 9. IMS STOP and START [ IMS | j. CPIC STOR and START [IM5] il
From: Warning
Hour: b, First UPDATE [ IMS | e, Change [ SMF | h. User Sign-OM and OFF [ IMS k. Databage STOP and START [ IMS ] g’_i\
Mon, Jan 22, 2007 Il] - I i
Critical
c. Firet DELETE [ IMS ] f. Read [ SMF ] i, PSB STOP and START [ IMS] x
' Hour
Man, Feb 26, 2007 |23 = Subsystem: RS01 [K9A1
| Last Summary Table Update: 02-26-2007 &:58 | Database Activity: SRR TR TE
Log Type: ] ]
[an =l
o X« W) n e
Activity Result: ] ]
All bl y y r
| = L AR
Set Filter-... = Available Dabes: 2007-1-25 ba 2007-2-25
Set time period to check For Threshold:
i Ewvery Hour
= Ewvery Day
T Every Week
{" Ewvery Month
Refresh
Edit Thresholds... Collection History _I
-
|'|I Users_Overview l|I |l| |_b|
[-0.3 |3.56 [100%

|Connected to IMS-K341 on RS0 ||Reporting
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IMS Audit Management Expert for z/OS

# IMS Audit Management Expert Reporker

File Reportz Settings  Help

Lag in Reparting I

& |klaqaaq
= IMS SYSTEMS DATASETS | AD HOC S AUDIEMANAGEMENTL.EXRER] Welcome bary |
. > Owerview  Subsystem < Back I Help
Report Options: Database Activity: Systam Activity: Mornal
Date Range: a, First INSERT [ IMS ] d, Rollback [ IMS ] 9. IMS STOP and START [ IMS ] i CPIC STOP and START [mas] i‘
\ _Calendar = W arning
From: [ Caendar > ] Hour b. First UPDATE TS 1 e, Chanae [ SHF 1 h. User Sian-CM and OFF [ 1S 1 k. Database STOP and START [ IMS ] N
Mon, Jan 22, 2007 |u - S
e 88 set Threshold Criteria For Reports x| Critical
Toi oy, Cthty V ] Mormal If Less Than: x | Critical If Greater Than: X
Mon, Feb 26, 2007 |23 -
b < a.First INSERT [IMS] a00 1,000
| Last Surnrnary Table Update; 02-26-20 b First UPDATE [IMZ] s00 1 ,DDD
c.First DELETE [IMZ] 500 1,000
Log Type:
[ = d. Rollback [IMS] a00 1,000
e. Chanoe [ShF] a00 1,000
ITI:“""" Result: 5 f Read [SMF] 500 1,000
g. IMS STOP and START  [IMS] 500 1,000
Sat Filter... h. User Sign-Chl and OFF  [IMZ] 500 1,000
i. PSBE STOP and START  [IMS] 500 1,000
Set i iod to check For Thresh .
O b g SRR TS | CPIC STOP and START - [MS] 500 1,000
{* Every Day k. Databaze STOP and START [IMS] 00 1,000
{7 Every Week
"' Every Month
(8] Cancel | Hel |
Refresh
Edit Thresholds... Collection History _I
| Users—Querviow| [ 4] |+
[-0.3 |3.58 [100%

|Connected to IMS-K341 on RS01 ||Reporting
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8 IMS Audit Management Expert Reporter

File Reports Settings  Help
Login Reporting |
& |kaqaq
IMS SYSTEMS DATASETS | AD HOC Welcome bary I—
——— i
sl ™ Filter Data Option X
Report Options: Option
Date Range: Filter Criteria:
From: |Calendar = Evailahle Uzers vailable PSE Mame vailable PSE Program Types i vailable Databa...
Mon, Jan 22, 200 J= All Users i W= Al PSBEE & M= Al PSE Program Types = Al Jobs ﬂ = Al Databaze ﬂ
N =EMPTY"= =EMPTY = =<EMPT*"= <EMPTY"=
To | Calendar = M-EMPTY= AE019 E&TCH ABITSTIL L EHFPOT
Mon, Feb 26, 2o |AEAFPOCA AEX026 BhiP ABITSTIP AEXFPOC
AEXPSEOD AEX043 ABIT=TCP ABEXTSTO hd
P —— ABKTSTCA =l Jagxrraca, = hd _‘|X_| ’
w Tabl AEHIM=10
Al Aldd Aodd Aol Al
Log Type:
Jan IJzers F‘SEF Patme PSE Program Types Job Matre Da
Refresh Refresh Fefresh Refresh I_ Refresh
Activity Result: —— —
IA.II ~elected Lsers ele::ted PSE Matme elected PSE Program Types elected Job Mame Selected Databa...
= Al Uzers = All PSBEs = All PSE Program Types = Al Jobs = All Databazes
%at Filter...
e
i Ewvery Hour
= Every Day
{7 Every Week
{"' Every Month
Remnve Refmome Remoyve Retmove Al REfmoe | Femaye |
04 | Cancel | Help |
Edit Thresholds... = = =
|'|I Users_Overview l|I |l| |_"|
[-0.31 B [100%

|Connected to IMS-K341 on RS0 ||[Reparting
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% IMS Audit Manag

Report Ope
Report Save

Report Delete

File | Reports  Settingg

— Report Save As

Report Options: Database Activity: System Activity: Mornal

Date Range: a. First INSERT [ IMS ] d. Rollback [ IMS ] g, IMS STOP and START [ IMS ] j. CPIC STOP and START [1M= ] —I‘/
Frorn: Warning
Hour: b, First UPDATE [ IMS ] e, Change [ SMF ] h. User Sign-2M and OFF [ IMS ] k. Database STOP and START [ IMS ] ii':
Mon, Jan 22, 2007 L1] -
Critical

®isavereport X<

IMS Audit Management Expert for z/OS

ement Expert Reporter

IMS SYSTEMS DATASETS | AD HOC MiS AUD MANAGEMENT.EXFRER] Welcome barry —

ZF Dwerview Subsystem

< Back I Help

r Fict MFIFTE [ TR 1 F De-d I onac 1 i Mo STOA aed STADT [ 1Ra= 1

Mon, Feb 26, 2007 |E Saved Reports:
arme Created Last Updated ser Subsystem
| Last Surnmary Table Update: © [Payroll Audi Felruary 19, 2007 £:52:32 .. [February 19, 2007 6:52:32 .. [arry Mit, CVERWIEVY REPORT
Log Type:

|an

Activity Result:

[

Jan

Set Filter...

Set time period to
o Ewvery Hour

= Every Day
T Every Week
{" Ewery Month

Edit Thresholds...

=l

check For - [MaME:

[

SEVE Cloze Refresh | Help |

Refresh

Collection History

|'|I Users_Ouverview l|I

|-4.07 |362 [100%

|Connected to IMS-KIA1

oh RS0 ||Repu:ur‘ting
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Expert for z/OS

8 IMS Audit Management Expert Reporter

Fil= Reports Settings  Help

Log in Reporting I

&k aqaq

IMS SYSTEMS I IVIANA MENT FERT Welcome bary —

> Collection History < Back I Help

Report Options:

Date Range:
From: Collection Status Timeline for: R522|T81B

Mon, Dec 18, 2006 ID - I

Thu, Jan 18, 2007 |23 ,-I a

Callecting

= Available Drates: 2006-12-26 to 2007-1-17

Subsystem:

= All Subsystems

R522|TE1B Mat Callecting

Crowar

|Jan
2007

Refresh

Display Colors... Close

|'l Uzers_ Cverview _History ||' u _PI
[ [-122 [100%

|Connected to IMS-TE1B on RS22 |Reporting |
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® IMS Audit Management Expert Reporter

File Reports  Settings  Help

Lag in Reparting I

e
IMS SYSTEMS DATASETS AD HOC Welcome bary —
Owerview =Subsystem SubDetail < Back I Help
- ~_ —
Report Options: Summary Report for Subsystem: RS01|K9A1
Drate Range: T Absolute Count of Activity: I:l Successhul I] Failed . Threshold Summary by Weel: I]Critical I:l Warning I]Norrnal
E 327
rrom ; = s |
. - £
Weelk Starting: Sun, Jan 28, 2007 | 13
323 B 1 1
100 4
o F Surmrnarizes activity by Absalute Count I
Weelk Ending: Sat, Mar 24, 2007 o 1 s ’In
- ) ) ) ) g ) =3 )
= Awvailable Crates: 2007-1-25 ko 2007-3-11 e e 4 4
Last Surnmary Table Update: 02-20-2007 15:35 E 1L
1] 1]
Subsystem: i -
R5S01 |K9A1 - 1 0
I I —I a b, e d e F g h i ik a b, e do e Ff. a. h i i k.
Log Type: o Abzolute Count of Activity By Weel: {* Linear {7 Log +] =1 &=
fan [— -
Activity Resull: 560 —
|an =1 - Q
420 —
Set Filter... -
280 —
iod to check for Threshold: -
Every Hod |
/ Every Day 140 e
Every Week B
1]
S LTy 2007 14 05 2007 W 0F 2007 W 09 2007 14 10 2007 1M 11
E t Data... Refresh :
T ¥ a.First INSERT [1M5] W b First UPDATE [IM=] W o First DELETE [IMS] | d. Rollback [IMS] W e, Change [SMF] W F. Read [SMF]
Chart Options... Display Colors... ¥ 9. 105 STOP and START [1MS] W ¥ i. PSB STOP and START [IMS] ¥ j. CPIC STOP and START [IMS]
[# k. Database STOP and START [IMS]
=
|'|I Users_Subsystem l|I |l| | _PI

|0as |2.08 [100%:

|Connected to IMS-KA21 on RE01 | Reporting
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IMS Audit Management Expert for z/OS

M5 Audit Management Expert Reporter
File Reportz Settingz  Help

Login Reporting |

Y
IMS SYSTEMS DATASETS | AD HOC IMS. AUDITMANAGEMENT.EXFERS Welcome bamy —
T
Overview =5Subsystern SubDetail < Back I Help
Report Options: Summary Report for Subsystem: RS01|K9A1
Date Range: T Absolute Count of Activity: I:l Successhul I] Failed . Threshold Summary by Weel: I]Criti-:al |:| Warning I]Norrnal
E 327
From: E i51 216 -
- - 5 -
Week Starting: Sun, Jan 28, 2007 | a5
323 B 1 1
100 | 4l
. L1z =
Weelc Ending: Sat, Mar 24, 2007 i 11 -
5 B =) =) ) =) =) =) = =)
= Buailable Crates: 2007-1-25 ko 2007-3-11 e 2 4 4
Last Surnmary Table Update: 03-20-2007 15:35 E 1 __
u] u]
Subsysten: B — -
RSO1 |K9A1 - 1 < 0
I I _I a. b. qIMS: First Delete - Sbhealute Count: 11 |]- k. a, b. c, d. e, F. Q. h. i i l.,
Log Type: i Absolute Counbel Activity By Week: = Linear {7 Log + =] =
fan =l -
Activity Result: S&0 —
|an = - Q
420 —
%el Filter... -
280 —
Set time period to check for Threshold: r
T Ewvery Hour L
O Every Day 140 — —
{= Every Weelk r
) Every Month . 2007 W 05 2007 W 07 2007 W 09 2007 W 10 2007 W 11
E t Data... Refresh )
rpar e ¥ a2 First INSERT [IM5] ¥ b Firet UPDATE [1M5] [ c, Fitst DELETE [IMS] ¥ d. Rollback [IMS5] W e Change [SMF] W F Read [SMF]
Chart Options... Display Colors... ¥ q.IMS STOP and START [IMS] [ ¥ i. PSE STOP and START [IMS] ¥ i. CPIC STOP and START [IMS]
[¥ k.Database STOP and START [I1MS)]
[
|'|I U=zers_Subsystetn l|I |l| | _>|
[-118 |oss [100%

|connected to IMS-K3.21 on RS01 | Reporting
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!E- IMS Audit Management Expert Reporter

File Reportz Settingz  Help

Login Reporting |

& | klaqaq
-
IMS SYSTEMS DATASETS | AD HOC S AUDITMANAGEME AR ERS Welcome bary
Overview =5Subsystern SubDetail < Back I Help
Report Options: Summary Report for Subsystem: RS01|K9A1
- — —_ P - - P P | - - .. _ .. . | e SRR p— - | P .

RI=IE
Ciptiar
Record Count: 11

RS TIME RESULT | MWS_S%ST... | EVWENT_TYPE | COMTEXT_T...| DESCRIPTION START_TIME EMD_TIME CORE_TIME | CORE_ID 1 | CORRE_ID_IM... Uz
1 2007-02-27 13.,, 000 IM=050 E3|DE DELETE CALL  |[2007-02-2F 13,., [2007-02-27 13.., 42 (K981 DFSI'I.I':I
e 2007-02-27 13.,, 000 IM=050 E3|DE DELETE CALL  |[2007-02-2F 13,., [2007-02-27 13.., 42 (K981 DFSIY
3 2007-02-27 1d,,, 000 IMS0E0 E3|DE DELETE CALL  (2007-02-2F 14,,, [2007-02-27 14.., 43 (k981 PDDA!
d 2007-03-01 10,,, 000 IMS0E0 E3|DE DELETE CALL  (2007-02-01 10,,, [2007-03-01 10.., Ed(kaal DFSIY
5 2007-03-01 10,,, 000 IMS0E0 E3|DE DELETE CALL  (2007-02-01 10,,, [2007-03-01 10.., Ed(kaal DFSIY
3 2007-03-01 11.,, 000 IMS0E0 E3|DE DELETE CALL  |(2007-02-01 15,,, [2007-03-01 15.., FE(E9A1 PDSLE
7 2007-03-01 11.,, 000 IMS0E0 E3|DE DELETE CALL  |(2007-02-01 11,,, [2007-03-01 11.., B3 (k941 DFSIY
2 2007-03-01 21.,, 000 IMS0E0 E3|DE DELETE CALL  |(2007-02-02 16,,, [2007-03-02 16.., 100K9a1 DFSIY
9 2007-03-01 21.,, 000 IMS0E0 E3|DE DELETE CALL  |(2007-02-02 16,,, [2007-03-02 16.., 100K9a1 DFSIY
10 2007-03-01 21.,, 000 IMS0E0 E3|DE DELETE CALL  (2007-023-04 11,,, [2007-03-04 11.., 103 |K9a1 DFSIY
11 2007-03-01 21.,, 000 IMS0E0 E3|DE DELETE CALL  (2007-023-04 11,,, [2007-03-04 11.., 103 |K9a1 DFSIY

-
K | :
Copy | Export Cancel Cloze |

= . W e
) Every Month . b 2007 W 05 2007 W 07 2007 W 09 2007 W 10 2007 W 11 l
EspontiData, - Refresh ¥ a2 First INSERT [IM5] ¥ b Firet UPDATE [1M5] [ c, Fitst DELETE [IMS] ¥ d. Rollback [IMS5] W e Change [SMF] W F Read [SMF]
Chart Options... Display Colors... [¥ q.IM5 STOP and START [IMS] W ¥ i. PSBE STOP and START [IMS] V¥ . CPIC STOP and START [IMS]
[¥ k.Database STOP and START [I1MS)]
=
|'|I U=zers_Subsystetn l|I |l| | _>|

[-118 |oss [100%

|connected to IMS-K3.21 on RS01 | Reporting
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#|1MS Audit Management Expert Reporter

File

Reports  Settings Help

Lag in Reparting I

& |k aqaq

Dverview

Report Options:
Drate Range:

Erarm: Calendar =

Weelk Starting: Sun, Jan 28, 2007

Weelk Ending: Sat, Mar 24, 2007
= Awailable Dates: 2007-1-25 bo 2007-3-11
Last Surnmary Table Update: 02-20-2007 15:35

Subsysten:
|rso1 |kaal |

Log Type:
fan [—
Activity Resull:

|an =1

Set Filter...

Set time period to check for Threshold:
Every Hour

Every Day
Every Week

nEoke ke

Every Month

fport Data... Refresh

Chart Dptions...

IMS SYSTEMS

Display Colors...

==Subsystem

1000

100

10

Foo

=]

420

280

140

DATASETS | AD HOC

SubDetail

Summary Report for Subsystem: RS01|K9A1

I:l Successhul

I:I Failed

Absolute Count of Activity:

. Threshold Summary by Weel: Deritical [Jwaming [Iromal

Welcome barry

< Back I Help

327
i53 216
11
BEm 5 | (. =

Chart Options

Select Activities to Hide in Charts:

-
J

YO SRR REERT TR

[~ b.First UPDATE [Ih4S]

[~ c.First DELETE [IMS]

——— [ d.Ralback [MS]

Absolute Count of [ 2. Change [ShF]

[~ f.Read [SMF]

[~ . IMS STOP and START [MS)]

[T k. User Sign-0M and OFF  [IMS]
[~ i. PSE STOP and START [IM3)]

[~ j. CPIC STOP and START [IMS]

[~ k. Database STOP and START [IMS]

|

i [T Hide Threshold Chart

R . First INSERT [TME gt npeolite Court Chart Axis:
¥ a.115 STOR and ST

[# k. Database STOP an

" Linear &xis  (+ Logarithenic Axis

|'|I Users_Subsystem l|I

Cancel Edlit Thresholds... | Help |

[« oK

{= Linear

7 Log +] =1 &=

¥ =. Change [SMF]
5| ¥ i. CPIC STGP and START [IMS]

2007 111

¥ F. Read [SMF]

I

| B

0.83

|2.08 [100%:

|Connected to IMS-KA21 on RE01 | Reporting
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IMS Audit Management Expert for z/OS

= IMS Au Management Expert Reporter

File Reports Settings  Help
Log in Rgpu:ur‘tingl

&k |laaaq

IMS SYSTEMS

Welcome barry

Overview Subsystam =SubDetail < Back I Help
Report Options: v .
b tl:l o n summary of Detailed Report for Subsystem: RS01 K941
ate Range:
Absolute count of Activity: [ successful - [ Failed {" Linear % Log +l =] =
From: 1004 E 153 Ik
= 26 - -
Week Starting: Sun, Jan 28, 2007 o 323
100 &
Week Ending: Sat, Mar 24, 2007 10 =
F a 1]
= Awvailable Dates: 2007-1-25 to 2007-3-11 o
1
Subsysten: a. b. c. d. a, F. q. h. i iB k.
|rso1 [Kaa1 =]
Count of top 10 Jobs For selected Activity: [ successhll [ Failed {7 Linear % Lag +] =1 &=
Log Type: 10000
[an =] Set Filter... 1;?5334
1000 1381
Activity Result: 3
fan [~ 100 .
art): El g g
Qart) - & 2 £ g .
iFiFiFparn
1 U I B |
User =EMPTY = KaaF11 K9AaM11 PCZART SISCELD SISCELL S1SCE3I kaabill S1SCEID S1SCE3U
PSE_Type Absolute Count of Activity By Week: Ia:"EI I,:] g E"'—FI Iq:l I;IL_E'"]:"E < Linear € Log 41 1=1 &
PSE_Name o0 -
Database =
{" Every Day 525 - O
Ewvery Week o
O Eve ze0 [
- I
Export Data... Refresh -
Chart Options... Display Colors... 8 2007 W 05 2007 W 07 2007 W 09 2007 W 10 2007 W 11
=
|'|. Users_SubDetail | | 1] I
|-3.88 |-0.34 [100%

|Connected to IMS-K941 on RS01 |Reporting

© 2007 I1BM Corporation
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MS Audit Management Expert Reporter
Seftingz  Help

File Repotts

Log in Feporting |

Fs
DATASETS Welcome barry —_—
= summary of DATASETS < Back I Help
Report Options: OoDoooDm
Date B Summary of Datasets for Subsystem: R522|T81B EI E" I;l LI—%I
ate Range:
Absolute count of SMF Dataset Activity: {* Linear {7 Log 4 —
' Hour: T
Sat, Jan 6, 2007 ||:| - I acin -
’ Haur: r 4,873
Thu, Jan 18, 2007 23 |- 1500 - BES
L I1 =t I I 1,329 I
= Available Crates: 2006-7-21 bo 2007-1-13 oL il A ] 0
a, Created b. Deletad c, Renamed  d. Ope‘[Read &, Open Update F. alter g, Claged h. &ccounting
Subsystem:
IRSQQ |TE1E ;I ] Count of top 5 Datasets For selected SMF Activity: {= Lnear € Log +| [=] &=
raph Display (middle char e :_
Job r
User B
1250 - 1,84
C 1,195
F I F'S Fn
Show Top Number: oL
|5 ;I RSTEST.ABH.IMS DB AEXTSTID RSTEST.ABH.IMS.DE.CIZF RSTEST .AEX.IMS.DE.DIIF
STEST.ABX. IMS DB ABXTSTCD.DATA RSTEST.ABH.IMS BT 1E
0 Absolute Count of Dalaset Ackivity By D {= Lnear € Log 41 =1 &
Set time period to group by: -
{"' Every Hour r
{* Every Day 2250 -
' Every Week 4500 L
"' Ewery Month E
o0 |-
Set Filter... Refresh r
. D T T T T T T T T Iﬁl T T T T T T T T T T T T T r T T T T T T T T T T T T
Export Data... Display Colors... Jan & Jan & lan 7 Jan 8 Jan 9 Jan 10 Jan 11 lan 12 Jan 12 Jan 14 Jan 15 Jan 18 lan 17 Jan 12
2007
[
|'l Users_Datatsets j' |1| | _PI
265 [-0.23 [100%

|Connected to IMS-TE1B on RS22 |Reporting
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8 IMS Audit Management Expert Reporter

File Reportz  Seftings  Help

Log in Reporting |

&k aqgaq

Fs
IMS SYSTEMS DATASETS Welcome barry j—
= Summary of DATASETS < Back I Help
Report Options: | EI o |5_| E“'_Fl |:||%|
Date B Summary of Datasets for Subsystem: R522|T81B 3. bc.d e Foa h
ale kamnga:
. c000 Absolute count of SMF Dataset Activity: {* Linear {7 Log 11=1 =
' Hour: T
Sat, Jan 6, 2007 ||:| - I as00 -
To: Hour: B :_ 4,873
Thu, Jan 18, 2007 3 - — &
L B I1,355 I I 1,329 I
= Available Dates: 2006-7-21 ko 2007-1-18 0 C il i il
a, Created b. Deleted c. Renarmed  d. Open Read e, Open Update F. aler k. Accounting
Subsystem:
= ; = E
[rs221T818 B 1 Audit Management Expert Data for users_daktatseks - | Ellﬂ
Graph Display (middle chart): thi-:un
Record Count: 1324
RO TIME RESULT MW SNST... | EVENT _TYPE | COMTEXT_T... DESCRIPTION START_TIh
1 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read il
E 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read =
Show Top Number:
I5 ;I E 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read DIIF
4 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read + -1 =
Set time period to group by: 19 2007-01-08 13.., RS22 SMFOEZ 3|EMF: Open Read
L. Every Hour
& E 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read
* Ewery Day
O Every Week 7 2007-01-08 12, RS2z SMF0G2 2|SMF: Cpen Read
" Every Month 4 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read
| 2007-01-08 13.., R522 SMFOBZ 3|EMF: Open Read
Set Filter... Refilin 2007-01-08 13.., RS2z SMFIEZ 3|SMF: Open Read
Export Datar e 2007-01-02 13... RS22 SMF62 2|SMF: Open Read T
12 2007-01-09 23.., R522 SMFOBZ 3|EMF: Open Read - ...
Rl | LI_I
| Users_Datatsets | Copry | Export | Canzel | Cloze | | »]

|Connected to IMS-TE1E on RS22 |Reporting |
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‘| IMS Audit Management Expert Reporter - |I:I|i|

File Reports  Settings  Help

Login Reporting |

g klaas

IMS SYSTEMS wWelcome barmy

=Ad Hoc Summary < Back I Help

Report Options:

Date Jetailed Ad Hoc Report for Subsystem: RS01|K9A1 O successful O Failed
ale Kange:

Absolute count of Activity: L = Lo —1 &=
Eren Calendar = 1000 b near q +

Hour:
Week Starting: Sun, lan 28, 2007

Hour:

Week Ending: Sat, Mar 24, 2007 1

10

=

L=

= Awailable Dates: 2007-1-25 bo 2007-2-11

243
= = i 218 191 171 155 154 153

Subsysten: START PSE SIak oM STOR PSE START DB ZOMMAMD ISSUEDSTGH OFF -FORCED
IRSI]I [k9a1 ;I CE SHAREMHELD STATE CHANGEEEDE AREA S SPEM OB ZPEM FULL FUMCTIOME CLOSE FULL FUSCTICN IMS OHLIME START
Count of top 10 Databases For selected Activity: {0 Lnear % Log +] =] =
Log Type: 10000
All - 1,218
| =l 1000 153 458 04
Activity Result: 1,165 250 175 166
Jan =1 100
17 13
Braph Display (middle thagt):
10
IDatahase ;I I
1
\ =EMPTY = IVPCEZ IVPCEL INMPDELI DEFSAMDC4 IVPOEZ DIZ1IPART CEBFSAMDZ
ST Absolute Count of Activity By Week: < Linear € Log 41 1=1 &
{ Ewvery Hour C
i Every Day 22580 -
% Every Week o
{7 Every Month 1500 |-
oo |-
Export Crata... Refresh -
: ; P P —
Set Filter... Display Colors... . 2007 14 05 2007 1 0F 2007 14l 09 2007 1 10 2007 1 11

rlI Users_ADhoc ||' Ill I _bI

[1a7 |29 [1002

|Connected to IMS-K9A41 on RS01 | Reporting
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# IMS Audit Management Expert Administration barry@IMS-I81A on RSO1

=10§ x|

File Edit ZSettings Help
USEFS' Grnupsl ||"."|SSI .ﬂ-.gentsl Collection F‘rufilesl Cu:ullectin:unsl .ﬂ-.uthnrizatinnsl Hepns'rtn:urvl
U=er Mame | Description | Connect to Audit Management Expert | Create Users | Create Groups | Create Profiles | Edit Profiles | &zzign Permis
Jachadmin At Man... v v v v v v
|adhlimited At Mar... r r r r r r
|aueadmin aueadmin v v v v v v
lharry Barry Dav... v v ™ v ™ v
Rl | il
Add Edit | Clone | Delete | Refrezh |
27
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IM[=T S

uzer e [

FPertmissions

GroLps
LTIEEyY

Uzer Mame |new user

Pazzword Ia—wa—wa—wtwtw

Dezcription Il::lut zide suditar
Expires in I 145: days.

Thiz grants the user the ability Lo utilize the Audit Management Expert systen
along with additional privileges granted to them or to the groups to which they
are assigned. An optional description or comment can also be prowided. The

password will expire after the indicated nuamber of days, and the user must
provide a new one.

Mext = | Finizh | Cancel |
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| New User Wizard

zer Marme

Pertmizzions

GroLps
LTIEEyY

Uzer Privileges

v Connectto Audit Management Expert [ Assign Connect

[T Create Users
[T Creste Groups
[T Create Profiles

[ Manage Repository

[T Assign Permizsions
[T Assign Users to Groups

[ Edit Profies

=10l x|

= Back | Mext = | Finizh | Cancel |

29
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®|New User Wizard - O] x|
zer Matme _ _
ertrissions Ayvailable Groups Azzigned Groups
admin
SUTIFR ARy limited
Aol
Acdcd Al
Remoye
Femove Al
Mext = | Finizh | Cancel |
30 © 2007 IBM Corporation
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= Mew User Wizard

User Summary

IEW NMSEr

Chat side Auditor

Password (encrypted) hDZYOkDwiwXC 8D ctHNAR (=
Ezxpires 2007-03-06 00:00:00

Groups
# lirmited
Permissions

# Connect to Aundit Management Expert

= Back |

Cancel |

31
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# IMS Audit Management Expert Administration barry@IMS-K9A1 on RS01 - |I:I|E|
Fie Edit Zettingz Help
Llsersl Grn@ ""-'153 .-ﬂ@ntsl Collection F‘ru:nfilesl Cu:ullec:tin:unsl .&Lﬂhnrizatinnsl Hepns'rtn:urvl
M= Entry Mame Description REZLIE Wersion RECOR1
(Han1 _IMSwa IMS w3 on RS0 IMS KA1 SDFSRESL ) M= KA1 RECOM IR
Kl | i
( Al :P Edit | Clone | Refresh |

32 © 2007 I1BM Corporation




IMS Audit Management Expert for z/OS

#IMS Editor

et IMS ertry name [KIA1_IMSva

RECONS
SLIMEry

Deszcrigption IIMS 3 on R=M

M= Wer=ion 9

IM5 databases can be specified for auditing. Create the IM3 entry, specify the

name, IM3 Version, RBESLIE, RECON=, and Agent associated with the IMS database.
A optional description or comment can also be prowided.

Finizh | Cancel |
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#®|1MS Editor

IMS Harme

RECONS _
ST Available Agents IHSD1 e

Finizh | Cancel |
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/1M Editor =10l %]
IMS name

L8 et

SLmTErY I RESLIE clata =2t name IIMS.HEI.E.“I SDFSRESL

RECONT data set hame M 1941 RECON!

RECONZ data set name s kga1 RECON2

RECONS data set name s k9a1 RECONS

Finizh | Cancel |
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| IMS Editor

IMS name
s IMS Summary -
RECOMS
SLmmEry
E9A1 TMSv9
Description

& [IVIE VE on K01

Reslih

» [IIE KOAL BDFERESL

YVersion

LR

Recons

» [ KOAL RECOM]

#» [IE KAl RECOMN2Z

w IS ERAL RECORS

Agent

& REN1K0AT =1

Finizh | Cancel I
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# IMS Audit Management Expert Administration barry@IMS-K9A1 on RS01 - |I:I|E|
Fie Edit Zettingz Help

Llsersl Grnupsl IV@ Agents @Ilectinn F‘ru:nfilesl Cu:ullec:tin:unsl .&Lﬂhnrizatinnsl Hepns'rtn:urvl

Tyvpe Aoent =tate Log Level =hiF Mazk
?E.f RS01 M1 Callecting RS0 :REPROD RS0 SMFDUMP .G%. .

Fefresh |
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# Agent Editor

SMF Masks

SLMIMEary

The agent collectsz audit data about the monitored IM3. The log lewel determines
the amount of information about the execution of the agent that iz generated
while the agent runs. The log lewel doez not effect the audit data.

0=

Databasze

Status

Log Lewvel

M=

Collecting

=10l x|

IMFC

38

Finizh | Cancel |
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# Agent Editor

stz
ShF Masks
LAy

=10 |

The 3MF data zet name mask iz used to select 3MF data sets from the catalog. For
a aysplex, a mask should be specified for each LPAR with a unicque 3MF log naming

conwvention. If the 3MF data iz coalesced into a single log, then only one 3MF
mask need he zpecified.

Mazk for RS01 IHSF‘HDD.HSD1 ShFDURMP G930 9% 9%

Mazk for RS02 IHSF‘HOD.HSDE.SMFDUMP.G%%%%V%%

Firizh | Cancel |
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| Agent Editor

Status
=MF Masks

SUFImEE Yy

Agent Summary

R501/K94A1
0s

» =05
Database

» [IVIS
Status

& Collecting
Log level

» [MNFO
SMF Masks

# FEL0LREEPROD ES01. SWFDULE . Ga%a% Vet

# FL02EEPEOD RS0 SIWFDUNE. G950

Finizh I Cancel |

40
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# IMS Audit Management Expert Administration barry@IMS-K941 on RSO1 - |I:I|£|
File Edit Zettings Help

Llsersl Gru:uup3| ||"."|SSI AQEMQ:'"ECTW” Profiles PCDIIE:tiDnsl .&Lﬂhnrizatinnsl Hepu:us'rtn:ur'-,fl

Profile Marme Dezcription Last Modified Fules Active Collections

K921 _PROFILE PROFILE FOR IMS K921

Ao Edlit Clone Delete Refresh
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#|Collection Profile Editor - O] x|

Profile Mame IHEI.E.“I _PROFILE

Description IF‘HDFILE FOR M= Kaa1

Provide a name and optional description for this collection profile. The
name must bhe unicue to this profile. Later steps provide the opportunity to
specify what iz to be audited by this collection profile.

Il | Canicel |
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# Collection Profile Editor
941 PROFILE

Source E Haa1 |Mswd b

The source will serwe as a template for the profile. Quantities from the
source wWill be used to populate choices for fields within the profile.
Theze quantities can also bhe entered directly and are not limited to the
presented choices.

] 4 | Cancel |
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® Collection Profile Editor - O] x|

LETCollProfiled? Databazes I
SoUrCE
e 1 Target Fitter Audited taraets

B = ot |
Refresh |

Summary
Known targets Aodd

Twpe ‘ Mame |

e Matme
ABEXFPO1 -
ABRWFPOC
ABWTETO
ABKTET
ABKTET2
ABXTETS
ABEXTETY
CERIALL
ZERIPEF
CERIPDE
CERIPLA,
CERIPLH
CERIPLL
CERIPES
DHME
DMF
LuZE
D2F
D3E
Du3F
HDEACO1

hal

I a8 S5

—
—
o

Marme I*

Femowe

Eermaowe Al

Cther targets
Type Mame

e [ | [ addether |

Il | Canicel |
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Add users to Authorizations

® IMS Audit Management Expert Administration barry@IMS-I81A on RS01 - IEllil
File Edit Settings Help
Uzers | Groups | == | Aoerts | Collection Profiles | Cnllectinns€
lzer or Group Applies o =tatus Zince
barry kaa1 Active 2007-01-15 085350
{lirrited kaal Active 2007-01-1508:52:14
aueadmin KEa Active 2007-01-15 08:50:59
adrmin kaad A ctive 2007-01-1508:51:18
Al | Edit | Clane | Delete | Refresh |
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