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Agenda

Customer challenges and 
regulatory landscape

Encrypting data

Protecting data

Analyzing and auditing 
data

Archiving data

Note:  Bullet items which have been “grayed out are intended to provide
you with additional information and not going to be discussed during our
Presentation today
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Life is not easy…..
Basel II - Improve measurement of total risk and strengthen 
ability to determine capital needed

Sarbanes-Oxley - Strengthen financial reporting, internal 
controls by fixing responsibility within companies’
management

HIPAA - Secure medical records (lifetime), prove how they have 
been used & who has used them

Patriot Act - Prevent usage of the financial system to support 
illegal activities, particularly terrorism

Various anti-money laundering (AML) - Prevent the laundering 
of money derived from illegal activities

Gramm-Leach-Bliley  - Protection of personally identifiable 
financial information
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…Nor Getting Easier

Department of Defense - 5015.2
– requires certified application or technology to manage records (retention)

SEC Rule 17a-4
– requires brokers to preserve communications with clients (6 years)

Corporate Information Security Accountability Act of 2003
– requires audit of IT security and reporting
– security infrastructures meet minimum standards

California Bill 1386
– a bill that protects data concerning California Residents in all computers 

across the United States
European Union

– various countries are working on proposed bills to protect data 
concerning EU residents

VISA and Mastercard PIC
– Requires among other things data encryption of cardholder account 

number, PIN, etc.
... and more to come
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The Bottom Line –
Improving Internal Control People: Professionals with regulatory 

experience will be hired to enable firms 
to meet and anticipate new regulatory 
requirements

Process: More robust processes and 
procedures will enable top management 
to monitor and enhance regulatory 
compliance

Technology: Significant investment will 
be made to do the following:
– Encrypt sensitive data
– Protect sensitive production data
– Save data for future audits and to 

comply with retention rules
– Auditiability - discover who did what, 

where and when
• Real time
• Historically

– Engage in real-time monitoring of 
operations

. . . which drive investment in several areas

Regulators have multiple goals. . .

Security of the national and 
international services 
infrastructure

Improved risk management 
across the enterprise

Integrity of financial 
reporting processes and 
related business practices

Customer information 
security



IBM Audit Management Expert 

© 2006
IBM Corporation

6

Visa PCI – A closer look at one compliance example

PCI – Payment Card Industry
– Initiative enacted by major cardholder companies to ensure 

that vendor partner

– Standard is used by other major credit card issuers 

– Compliance is a mandated requirement

– Severe penalties for non-compliance

– Synchronicity with other compliance initiatives

– Compliance viewed by many as competitive advantage



IBM Audit Management Expert 

© 2006
IBM Corporation

7

PCI – Specific areas of compliance
Requirement 3: Protect Stored Data
– Encryption is the ultimate protection mechanism because even if someone breaks 

through all other protection mechanisms and gains access to encrypted data, they will 
not be able to read the data without further breaking the encryption

Requirement 7: Restrict access to data by business “need to know”
– Limit access to computing resources and cardholder information to only those individuals 

whose job requires such access.
Requirement 10: Track and monitor all access to network resources and 
cardholder data.
– Logging mechanisms and the ability to track user activities are critical. The presence of 

logs in all environments allows thorough tracking and analysis when something does go 
wrong.

Requirement 10.7 Retain your audit trail history for a period that is consistent 
with its effective use, as well as legal regulations.
– An audit history usually covers a period of at least one year, with a minimum of 3 months 

available online.
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PCI – IBM Compliance Solution
Requirement 3: Protect Stored Data
– IBM Data Encryption Tool for DB2 and IMS Databases

Requirement 7: Restrict access to data by business “need to know”
– DB2 for z/OS V8 Multi-Level Security implemented via RACF

Requirement 10: Track and monitor all access to network resources 
and cardholder data.
– IBM Tivoli OMEGAMON XE for DB2 Performance Expert on z/OS

– IBM Audit Management Expert

Requirement 10.7 Retain your audit trail history for a period that is 
consistent with its effective use, as well as legal regulations.
– IBM Data Archive Expert
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IBM Data Encryption Tool for DB2 and IMS 
Databases 

Step 1 – Encrypt sensitive data
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Visual Representation of Clear Key Processing

Process Encryption Request

Encrypt/Decrypt User Data
with User Clear Key 

Encryption Request

Data to be
Encrypted/Decrypte

d

Encryption – Decryption Services 

User Clear
Key Value 
(ABCDEF)

ABCDEF In-Data

Out-Data

Clear Key User Data

Key Value
(ABCDEF)

Key 
Repository

Visible
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Visual Representation of Secure Key Processing

Process Encryption Request

Encrypt/Decrypt User Data
with User Secure Key 

Encryption Request

Data to be
Encrypted/Decrypte

d

Enciphered
Key Value

(EFGHJK)

Key 
Repository

User Secure
Key Value 
(EFGHJK)

ABCDEF In-Data

Out-Data

Clear Key User Data

EFGHJK Master Key Decrypt Secure Key

Secure – Tamper Resistant Device

KZAMMNot
Visible



IBM Audit Management Expert 

© 2006
IBM Corporation

12

Integrated Cryptographic Service Facility (ICSF)
z/OS Integrated Software Support for Data Encryption

Enhanced Key Management (Cryptographic Key Data Set (CKDS) Key Repository)

Key Creation and Distribution

Public and Private Keys
Secure and Clear Keys
Master Keys

Unique Key Label (Key Alias) Indexes each Key stored in the CKDS

Access Control for CKDS via Security Access Facility (SAF)

Control access to ICSF Callable Services
Control access to Key Labels (Key Alias) stored in the CKDS

ICSF Software Implementation of AES ICSF Software Implementation of AES (z9 CPACF)(z9 CPACF)

Operating System S/W API Interface to Cryptographic HardwareOperating System S/W API Interface to Cryptographic Hardware

Procedures for creating InstallationProcedures for creating Installation--Defined Callable Services Defined Callable Services (UDX)(UDX)
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IBM Encryption Flow

CPACF CPACF CPACF CPACF

Clear and
Enciphered
User Keys

CP Assist for Cryptographic Functions

• Problem State Instructions 
• Clear Keys Only
• DES/TDES Encryption
• AES (128 Bit)
• SHA-1 (256 on z9)

Crypto Express 2 Coprocessor

• ICSF Access Only (Key 0) 
• Master Key Stored Within Boundary of Crypto Express 2 Feature
• Secure Key DES/TDES Encryption
• SSL Accelerator
• Tamper Resistant

CKDS

Cryptographic 
Key

Data Set

H/W
Layer

APP
L

Laye
r

OS
Layer

z/OS z9|z890|z990

Master Key
Verification

Pattern

CEX2
C

CEX2
C

CEX2
C

CEX2
CMaster Key Master Key Master Key Master Key

Key
LabelMiddlewar

e
Layer

A

CICSVTAM

ICSF API

ICSF 
API

ICSF Cryptographic Services

DB2

KEY DATA

B C

IBM Integrated Cryptographic 
Environment

IMS

DB2 TCP/IP
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zSeries H/W Support for Data Encryption

PCI Cryptographic Coprocessor (PCICC) PCI Cryptographic Coprocessor (PCICC) 
S390 G5/G6 S390 G5/G6 -- z800/z900z800/z900

Clear Key  RSA, Secure Key DES|TDESClear Key  RSA, Secure Key DES|TDES

PCI Cryptographic Accelerator (PCICA)PCI Cryptographic Accelerator (PCICA)
SSL AccelerationSSL Acceleration

z800/z900 z800/z900 -- z890/z990z890/z990

PCIPCI--X Cryptographic Coprocessor (PCIXCC)X Cryptographic Coprocessor (PCIXCC)
z890/z990 Secure Key and RSA Clear Key Encryptionz890/z990 Secure Key and RSA Clear Key Encryption

(1(1-- 4 Features, 14 Features, 1-- 4 Coprocessors) (TKE 4.1)4 Coprocessors) (TKE 4.1)

Crypto Express 2 Coprocessor (CEX2C) 
z9/z890/z990

Combines PCIXCC and PCICA Functions 
Secure Key and RSA Clear Key Encryption

SSL Acceleration
(1- 8 Features, 2 - 16 Configurable Coprocessors) (TKE 4.1)

CP Assist for Cryptographic Support (CPACF)
Standard Feature on (z9|z890|z990) CP

Clear Key Encryption (AES, DES, TDES, RSA)
SHA-1 Secure Hashing

Problem Program State Instructions

Cryptographic Coprocessor Facility (CCF)Cryptographic Coprocessor Facility (CCF)
S390 G3/G4/G5/G6 S390 G3/G4/G5/G6 -- z800/z900z800/z900

Secure Key DES and TDES PKA SupportSecure Key DES and TDES PKA Support

zSeries Cryptographic Functional Evolution

2X

5-10X

9-18X 1.6X

06/2003

06/1999

09/2003

10/2001

01/2005
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Standard DB2 EDITPROC for Accessing Cryptographic Functions

All Supported DB2 Versions 
Member of IBM IMS | DB2 Tools Family of Products
Pre-coded EDITPROC for encryption of DB2® Data
Encryption/Decryption occurs at the DB2 Row Level
Unique EDITPROC can be defined for each DB2 Table 
Exploits z/OS Integrated Cryptographic Service Facility (ICSF) 
Exploits zSeries CPACF Cryptographic Hardware Directly
Requires no changes to your applications
Fast implementation

Edit Procedures (EDITPROC) are Programs That:

Transform Data on INSERT | UPDATE | LOAD 
Restore Data to Original Format on SELECT
Transformations on Entire ROW
Supported by Utilities
Implemented via Create Table specification
Requires unload/load of data    

IBM Data Encryption for IMS and DB2 Databases (5799-
GWD)



IBM Audit Management Expert 

© 2006
IBM Corporation

16

IBM Data Encryption for IMS and DB2 Databases Summary

Configure the Integrated Cryptographic Service Facility (ICSF)

Enable CP Assist for Cryptographic Functions (CPACF)  (z890/z990)
(This Feature subject to US Export Restrictions)

Generate and store in the Cryptographic Key Data Set (CKDS) Key Labels

Build the IMS User Exit or DB2 EDITPROC

For IMS use the Sample JCL Provided or the ISPF Panels

For DB2 use the ISPF Panels

For IMS Custom Built Exits follow Instructions outlined in:

ICSF Application Programmers Guide (SA22-7522)
IMS Customization guide (SC18-7817) 
IMS Utilities Reference System (SC18-7834)

Back - Up and  Unload Databases 

Create Exits for IMS or EDITPROCS for DB2                    

Reload the Databases: Data Bases will be Encrypted 

Validate your Output
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DB2 V8 on z/OS : Multi-row Security

Step 2 – Access for “need to know” only
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DB2 MLS

Rows in a DB2 table have a security label associated with 
them by means of a special column of the table that 
contains only the 8-character security label that defines the 
security classification of each row in that table.
new attribute ‘AS SECURITY LABEL’

– The traditional response to these sorts of requirements for 
DB2 applications has been to use views

– some DB2 customers have adopted is to use exits, using 
fieldprocs or editprocs.
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Multilevel Security by Row  ...
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Multilevel Security by Row
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Row Granularity Multilevel Security

Table has column defined AS SECURITY LABEL 
Each row value has a specific security label
Get security labels from RACF 
Save in rows for INSERT, UPDATE, LOAD, ...

Check for each new seclabel value accessed 
If access is allowed, then normal access
If access is not allowed, data not returned

Runtime user to data checking
Seclabel values are cached to minimize cpu
Requires z/OS V1R5 and Security Server (RACF)
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Implement Security Labels in DB2

In order to implement MLS for DB2, it is first necessary to 
implement MLS on your MVS system.

identify all of the SECLABELs to be used in the system.

– 1. Identify which users and groups require what access to which 
rows of which tables.

– 2. Design a set of security labels for users and table rows that
reflects the result of step 1.

– 3. Get the RACF administrators to define that set in RACF, and 
then activate the RACF SECLABEL class.

– 4. Add a security label column to each table requiring row-level 
security. This process assigns an initial default value to every row.

– 5. Update the security labels of the rows to appropriate values.
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Users & Objects

relationship between DB2 users and DB2 objects is 
important
a user is any entity that requires access to system 
resources. The term user includes not only human users, 
but can also be stored procedures or batch jobs.
an object is any system resource to which access must be 
controlled
– Data sets
– Tables
– Rows
– Commands
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Its not all or nothing

You do not have to enable the DB2 RACF exit DSNX@XAC in order 
to use SECLABELs for row-level security. You may continue to 
use native DB2 GRANTs and REVOKEs to control all other DB2 
access, but you will not have SECLABELs for object-level 
security.
To run in a DB2 row-level security environment, it is sufficient to 
have:
– the RACF SECLABEL class active
– SECLABELS for users
– SECLABELS on DB2 table rows
– With this setup, all DB2 users are equivalent to having write-

down authority.
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IBM Tivoli OMEGAMON XE for DB2 
Performance Expert on z/OS 

Step 3 – Track and monitor access to data
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OMPE – Audit Trace Management and Reporting
While we will show how to use OMPE to perform this task, we’ll also 
see that a much better solution is provided with DB2 Audit 
Management Expert.  The OMPE approach is very much a “labor 
intensive” implementation.

While the Audit Detail report has activity information, we’ll show how 
to load this information into the Performance Database for long term 
audit data storage and providing the ability to use SQL for audit 
reporting requirements.

We need to use the OMPE Performance Database vs. the Performance
Warehouse since the PWH only supports Accounting and Statistics 
data.  The PWH process is much more automated and requires 
significantly less DBA interaction.  

Our scenario shows an “ad hoc” collection of trace data, while this is 
acceptable, many customers start the necessary audit traces at DB2 
startup and direct the trace output to SMF.
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DB2 
Connect

DB2 
Connect

With V3.1.0 One Server

z/OS
DB2DB2DB2DB2DB2DB2

PM / PE 
Agent

PM / PE 
Agent

VTAM
OLM

PM Batch
Reporting     

PM Batch
Reporting     

Management Server (TEMS)Management Server (TEMS)

Portal Server (TEPS)       Portal Server (TEPS)       

XE/DE
(TEP)

PE

z/OS

DC  DC  

Agent
AS 

Agent
AS 

MS MS 

Java 
application

Applets  
- in browser
- or local

BPA ReportingBPA Reporting

OMEGAMON Address SpacesOMEGAMON Address Spaces

PM / PE Server
DB2 

PWHPWH

PE /  
BPA

ISPF
OLM

The new converged product offerings
will deliver the best online monitoring, 
historical analysis, DB2 Connect 
monitoring, and reporting of any 
performance monitor while maintaining 
existing user interfaces to enable ease 
of migration from existing monitors.

Agent Address Spaces (TEMA)Agent Address Spaces (TEMA)

MVSMVSMVS DB2  

IMS 
CICS

MVS

and later UI 
consolidation

Changed terms
CNP = TEP
CNPS = TEPS
CMS = TEMS
Agent = TEMA
CICAT = ICAT
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Summary of functions – OMEGAMON XE for DB2 
Performance Monitor/Expert for z/OS

Real-time monitoring 
– Threads and Statistics monitoring
– DB2 Connect monitoring
– Object Analysis
– Data Sharing/Sysplex data (DB2Plex data)

Near-term history
Trace collection (also as part of the PWH process support)

Reporting 
– Accounting, Statistics, SQL Activities, Locking, I/O Activity, Audit, Utilities, 

Record Trace
– Executable as separate jobs or via PWH process engine 

Performance Warehouse with expert analysis support
Buffer Pool Analysis, expert advice, and simulation (only with the 
OMEGAMON XE for DB2 Performance Expert)   
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This shows the Trace Configuration dialog from OMPE.  You 
can also manage the collection of trace data from the OMPE 
PWH client.
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Trace collection can be controlled to only collect data for a set period of 
time, probably not recommended for audit purposes
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We can see the different Audit IFCID’s started by default.  In this 
example, we’ll collect all IFCIDs then filter when we generate the 
load file later in the process…. 
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One additional step needed to collect access information is 
that each “audited” object needs to be ALTERED with the 
AUDIT attribute. This is shown below using the DB2 
Administration Tool.
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Once the data is collected, we next generate the appropriate Audit 
report.  In this example, we’re filtering on DDL and DML access only.
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The OMPE “File” Report 
command is used to create 
DB2 Load compatible record 
formats

OMPE “File” report 
commands

OMPE Audit 
Detail Report
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Invoking the DB2 load utility to populate 
the DB2 Performance DB with Audit 
data.

Load Control sample 
statements located in 

RKO2SAMP

Creation of the LOAD 
utility statements and 

JCL using DB2 
Administration Tool
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Table OBD will require 
join with DB2 Catalog 

SYSTABLES for 
meaningful reporting

Log RBA can be used 
to locate details about 
other actions for the 

LUW

A view of the audit data stored in the OMPE 
performance warehouse using DB2 Control 
Center
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OMPE – Audit Trace Management and Reporting
We’ve shown that using OMPE, we can manage the collection of the required 
DB2 Audit traces, formatting of the load file and population of the OMPE 
Performance Database

While these processes can be set up and scheduled in batch, they require 
ongoing maintenance and intervention by the DBA in order to collect and load 
the data.

To generate usable SQL based reports, some additional work is needed (join the 
catalog table to get the table name for example). 

Using RBA for first update access, more detail can be “manually” generated 
using a log analysis product (such as the IBM Log Analysis Tool), or DSN1LOGP.

Using DB2 Audit Management Expert, a much more secure and functional 
solution is provided

Which ever method is used, over time the collection of audit information in a DB2 
table can grow exponentially could require significant amounts of storage and 
associated management issues.

To help better control and manage the long term storage of DB2 audit data, we 
can introduce an archival methodology
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DB2 V8 on z/OS : Analyzing and 
Auditing Data

Step 4 – Auditor Independence



IBM Audit Management Expert 

© 2006
IBM Corporation

39

Questions for the Auditor

Need information regarding the accessability of data stored in DB2 
independent of the DBA staff
– How does DB2 work?
– What kind of information can I get from DB2?
– Where can the information be gathered?
– Need to see not only updates or deletes, but read access as well
– Need to retain this information
– How can I monitor what the DBA’s are doing
– I really want to be independent and not have to rely on the DBA staff
– How can I get the reports I need?
– I only want to see information for specific users or transactions.  How do I 

do that?
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Questions for the DBA

Management said we have to audit access to tables with sensitive data in 
them so get with the auditors and take care of it!
– Which Audit Trace classes do we start?

• What audit information do we want?
• To what destination?

– Which tables need ‘AUDIT ALL’ ?
– How many audit trace records will we produce?
– Do we run the Audit Trace all the time?
– What is the overhead?
– How do we get reports from the Audit Trace data?
– What other sources of audit information is there?
– How do I set up enough reports to keep the Auditors busy?
– How do we get the Auditors to do it?

• How much of my time will I have to spend with the Auditors?
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Audit Management Solution
Collect and correlate information from a variety of DB2 resources.
– Audit Trace Data, Log Analysis data
Provides a central resource for auditors to produce a coherent view of DB2 
access information.
Auditors should be able to access:
– Access attempts that DB2 denied – lack of authorization
– SELECT, INSERT, UPDATE, and DELETE activity by user or by object.
– CREATE, ALTER, and DROP operations against an audited object 
– Utility access to an audited object 
– DB2 commands entered – ie. GRANT / REVOKE
– Assignment or modification of an authorization ID 
Provide auditors with flexible options for examining the data in a 
centralized repository. 
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Audit Management Expert Architecture

3 Windows 2000 or XP JDBC driver

DB2 Connect

1

2 FUTURE
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IBM Audit Management Expert 
Admin Client
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT



IBM Audit Management Expert 

© 2006
IBM Corporation

46

ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT
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ADMINISTRATION CLIENT



IBM Audit Management Expert 

© 2006
IBM Corporation

56

ADMINISTRATION CLIENT
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IBM Audit Management Expert 
Report Client
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REPORT CLIENT
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Reporting Overview

1

2

3

REPORT CLIENT
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REPORTING OPTIONS

REPORT CLIENT
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REPORT CLIENT
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Subsystem id

Dates

REPORT CLIENT

1

2
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Displays when agents were actively collecting data

1

2

3 Dates

REPORT CLIENT
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REPORT CLIENT
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1 2

3

4

REPORT CLIENT

5
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1

2

3

4

REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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REPORT CLIENT
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Log Analysis Report

REPORT CLIENT
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In Summary
Audit Management Expert  
– Centralized auditing tools that can bring together information from different sources into a 

correlated, coherent view of the system  

– Enable auditors to collect, view, analyze, and report on data via the audit repository

– Enable administrators to define customized filters for the collection of audit data 
• By data of interest – not by audit trace classes

– Provides an administration user interface
• allows product administrators to easily define

– users and groups, assign privileges, define data collection policies

– Provides an auditor-friendly reporting user interface
• Many user friendly options for examining data in the repository 
• Allows detailed analysis and visualization of data collected by the DB2 auditing tool
• Auditors can export audit data into other applications such as Excel®.

– Product provides Batch reporting

– Can perform Log Analysis to view changed data values



IBM’s Compliance Suite

© 2006 IBM Corporation

IBM DB2 Data Archive Expert Version 2

Step 5 – Retain your audit trail history for a 
period that is consistent with its effective use
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Retrieved target tables

DAE Multi-tiered Archiving Strategy

Active data
Table archive File archive

Table archive

Table retrieve

File archive

File retrieve

File retrieve

Table retrieve

File archive

• Archive related sets of information across multiple tablesArchive related sets of information across multiple tables

•• Selectively identify data to archive and retrieveSelectively identify data to archive and retrieve

•• Exploit less expensive media for your archived dataExploit less expensive media for your archived data

•• Access archived data with structured query language Access archived data with structured query language 
(SQL) with minimal or no application changes(SQL) with minimal or no application changes

•• Defer the delete portion of the archive processDefer the delete portion of the archive process

•• Compress archived data with hardware data Compress archived data with hardware data 
compressioncompression
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DB2 Data Archive Expert For z/OS Benefits

By providing a choice of archiving strategies
– To table
– To file
– To both (multi-tier)
– MP as archive target (table only) – Version 2

By reducing operational costs
By freeing up developers from writing customized archiving software
By discovering related tables using the DB2 Grouper componentBy discovering related tables using the DB2 Grouper component
By allowing the data to be removed/deleted from the source indepBy allowing the data to be removed/deleted from the source independently endently 
from the copy to the archivefrom the copy to the archive
By working with data hardware compressionBy working with data hardware compression
By capturing all pertinent information about the archiveBy capturing all pertinent information about the archive
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DB2 Grouper
A common component of some IBM DB2 
Tools

The Problem

– Many Relationships between DB2 objects, 
such as tables, in a business application --
Some relationships can be discovered 
easily, while others cannot.

The Objective

– Enable the location, augmentation, and 
management of this information as the 
basis for consistent data management 
activities

The Solution

– Grouper is a component for discovering, 
recording, and managing groups of related 
objects (tables) that comprise a business 
application
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DB2 DAE needs to ensure uniqueness in his application of the row
filter in order to prevent inadvertent loss of data during the archive 
process.  The OMPE Audit tables do not contain any indexes.  For
purposes of this demonstration, I’ve selected the timestamp column 
of the Audit DML table and created a unique index on that column. 

Creating the unique

index using DB2 

Administration Tool
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Archive Specification Definition

Name 

Description

Default actions

Remote Targets 
supported
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Every archive specification requires at least a starting 
point (parent) table.  In our scenario we’ll only archive 
one table, but there would typically be a total of 7 audit 
tables in the Performance Database

Masking and 
wildcarding 
supported
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This is where DAE will make the call to GROUPER for RI 
discovery.  In our case, we have no RI, but we could 
build some unenforced RI between the PDB audit tables

“N”
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Deleting the source rows is optional and 
can be deferred until a future point in time

We’ll say 
“Y”
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Row filter is applied to determine what gets deleted.  If 
there were multiple tables involved, we’d have multiple 
row filters….unless RI with cascade was in place.
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For this exercise, we’ll archive to a table archive.  For file 
archive, we make different choices.  Here we map the source 
table to the archive target.  We can direct DAE to pre-existing 
target Database / Tablespace, or have    them dynamically 
created for us. 

My archives 
in 

AUDARCH
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Run options are to execute in foreground or submit in batch.  The 
Row Filter is validated for correct SQL syntax at specification 
time, but the “preview” option allows us to see what the result set 
will be prior to executing the specification.

We can 
change 

completion

Filter 
modification 

allowed
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Just a sampling, but we can verify that our row filter will 
affect the rows that we intended.
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Once the specification is run, the statistics are stored in the 
DAE metadata tables for reference.
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Additional Considerations

We chose to archive into an archive table.  If we 
need to, we can now join the archive table with the 
active audit table if needed.  We could have 
chosen to put the archive target on another DB2 
and even archive to a UDB on AIX target.

File archives work in a similar manner, the target 
is an UNLOAD file.  In order to retrieve the data 
from a file archive, you need to restore (retrieve) 
into a retrieve target table, also managed by DAE. 
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PCI – IBM Compliance Solution - Recap
Requirement 3: Protect Stored Data
– IBM Data Encryption Tool for DB2 and IMS Databases

Requirement 7: Restrict access to data by business “need to know”
– DB2 for z/OS V8 Multi-Level Security implemented via RACF

Requirement 10: Track and monitor all access to network resources 
and cardholder data.
– IBM Tivoli OMEGAMON XE for DB2 Performance Expert on z/OS

– IBM Audit Management Expert

Requirement 10.7 Retain your audit trail history for a period that is 
consistent with its effective use, as well as legal regulations.
– IBM Data Archive Expert
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