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Agenda

Customer challenges and
regulatory landscape

Encrypting data

Protecting data

Analyzing and auditing
data

\
"

LI Ll |
|

Archiving data

Note: Bullet items which have been “grayed out are intended to provide
you with additional information and not going to be discussed during our
Presentation today
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Life Is not easy.....

Basel Il - Improve measurement of total risk and strengthen
ability to determine capital needed

Sarbanes-Oxley - Strengthen financial reporting, internal
controls by fixing responsibility within companies’
management

HIPAA - Secure medical records (lifetime), prove how they have
been used & who has used them

Patriot Act - Prevent usage of the financial system to support
illegal activities, particularly terrorism

Various anti-money laundering (AML) - Prevent the laundering
of money derived from illegal activities

Gramm-Leach-Bliley - Protection of personally identifiable
financial information
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..Nor Getting Easier

Department of Defense - 5015.2
— requires certified application or technology to manage records (retention)

SEC Rule 17a-4
— requires brokers to preserve communications with clients (6 years)

Corporate Information Security Accountability Act of 2003
— requires audit of IT security and reporting
— security infrastructures meet minimum standards

California Bill 1386

— a bill that protects data concerning California Residents in all computers
across the United States

European Union

— various countries are working on proposed bills to protect data
concerning EU residents

VISA and Mastercard PIC

— Requires among other things data encryption of cardholder account
number, PIN, etc.

... and more to come
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The Bottom Line — ... Which drive investment in several areas
Improving Internal Control = People: Professionals with regulatory

experience will be hired to enable firms
to meet and anticipate new regulatory

Regulators have multiple goals. . . requirements
: : = Process: More robust processes and
‘/_SeCU”tY of the na_t'onal and procedures will enable top management
!nternatlonal services to monitor and enhance regulatory
Infrastructure compliance

Technology: Significant investment will

v Improved risk management
across the enterprise

v Integrity of financial
reporting processes and
related business practices

v Customer information
security

be made to do the following:

Encrypt sensitive data
Protect sensitive production data

Save data for future audits and to
comply with retention rules

Auditiability - discover who did what,
where and when

* Real time

* Historically

Engage in real-time monitoring of
operations
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Visa PCI — A closer look at one compliance example

= PCl - Payment Card Industry

— Initiative enacted by major cardholder companies to ensure
that vendor partner

— Standard is used by other major credit card issuers
— Compliance is a mandated requirement

— Severe penalties for non-compliance

— Synchronicity with other compliance initiatives

— Compliance viewed by many as competitive advantage
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PCIl — Specific areas of compliance

Requirement 3: Protect Stored Data

— Encryption is the ultimate protection mechanism because even if someone breaks
through all other protection mechanisms and gains access to encrypted data, they will
not be able to read the data without further breaking the encryption

Requirement 7: Restrict access to data by business “need to know”

— Limit access to computing resources and cardholder information to only those individuals
whose job requires such access.

Requirement 10: Track and monitor all access to network resources and
cardholder data.

— Logging mechanisms and the ability to track user activities are critical. The presence of
logs in all environments allows thorough tracking and analysis when something does go

wrong.

Requirement 10.7 Retain your audit trail history for a period that is consistent
with its effective use, as well as legal regulations.

— An audit history usually covers a period of at least one year, with a minimum of 3 months
available online.
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PCIl — IBM Compliance Solution

= Requirement 3: Protect Stored Data
— IBM Data Encryption Tool for DB2 and IMS Databases

= Requirement 7: Restrict access to data by business “need to know”
— DB2 for z/OS V8 Multi-Level Security implemented via RACF

= Requirement 10: Track and monitor all access to network resources
and cardholder data.

— IBM Tivoli OMEGAMON XE for DB2 Performance Expert on z/OS
— IBM Audit Management Expert

= Requirement 10.7 Retain your audit trail history for a period that is
consistent with its effective use, as well as legal regulations.

— IBM Data Archive Expert
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Visual Representation of Clear Key Processing

Encryption Request

V v

User Clear Data to be
Key Value Encrypted/Decrypte

EF) \Ld

T(—ey\ Encryption — Decryption Services
N\ epository Process Encryption Request

Encrypt/Decrypt User Data

lii)é(\:/gélllzi)é with User Clear Key
User Data
@ In-Data
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Visual Representation of Secure Key Processing

Encryption Request

v v

User Secure Data to be
Key Value Encrypted/Decrypte
—(EFGJ‘ JK) ¢d

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

" Key
N\ Repository/

Enciphered
Key Value
(EFGHJK)
- ABCDEF In-Data
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Integrated Cryptographic Service Facllity (ICSF)
z/OS Integrated Software Support for Data Encryption

Enhanced Key Management (Cryptographic Key Data Set (CKDS) Key Repository)

<o Key Creation and Distribution
> Public and Private Keys
> Secure and Clear Keys
> Master Keys
2 Unique Key Label (Key Alias) Indexes each Key stored in the CKDS
: Access Control for CKDS via Security Access Facility (SAF)
<> Control access to ICSF Callable Services
o Control access to Key Labels (Key Alias) stored in the CKDS
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IBM Encryption Flow

zIOS IBM Integrated Cryptographic 29|2890(2990]
Environment
APP
L
Laye
r
Midd| ;o Key o
| eewar -”. Label ’:
Layer /\
) . il e 7 W e e D] 1 o R b 1 g e i Vrb e 1 e e Yy S Clear and
I IS S DS DS DS DEE DS S DS DS DS B B S S e e s . EnCipherEd
OS : -_-_ni-.l-.u;:l;..:.... ALY T e e T T e e e User Keys
Master K
Layer "??f.?rypt.‘i‘?’fiph'C.?.ef.Y.“"es..h.-,...... Verification
Pattern
H/W ‘ CPACE: CPACE: cPACF *cpack | CEX2 ' CEx2: CEX2 i CEX2 Cryptﬁgraph'c
Layer g - x Masfer Key & Mas@ Key? Mas@ Key 2 Mas@ Key 5 teys .
- - ata Se

CP Assist for Cryptographic Functions

Clear Keys Only
DES/TDES Encryption
AES (128 Bit)

SHA-1 (256 on z9)

13

Problem State Instructions

Crypto Express 2 Coprocessor

ICSF Access Only (Key 0)

Master Key Stored Within Boundary of Crypto Express 2 Feature
Secure Key DES/TDES Encryption

SSL Accelerator

Tamper Resistant
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zSeries H/W Support for Data Encryption
zSeries Cryptographic Functional Evolution

CP Assist for Cryptographic Support (CPACF)
Standard Feature on (z9|z890|z990) CP
06/2003 Clear Key Encryption (AES, DES, TDES, RSA)
SHA-1 Secure Hashing
Problem Program State Instructions

Crypto Express 2 Coprocessor (CEX2C)
0-18XA z9/2890/z990
Combines PCIXCC and PCICA Functions
Secure Key and RSA Clear Key Encryption
SSL Acceleration
(1- 8 Features, 2 - 16 Configurable Coprocessors) (TK

b
o
l>><

D1/2005

Illlllll>

ILILE RN

4.1)

PCI Cryptographic Accelerator (PCICA)
SSL Acceleration
z800/z900 - z890/z990

PCI-X Cryptographic Coprocessor (PCIXCC)
z890/z990 Secure Key and RSA Clear Key Encryption
(1- 4 Features, 1- 4 Coprocessors) (TKE 4.1)

D6/1999 S390 G5/G6 - z800/z900 S390 G3/G4/G5/G6 - z800/z900
Clear Key RSA, Secure Key DES|TDES Secure Key DES and TDES PKA Support

PCI Cryptographic Coprocessor (PCICC) I Cryptographic Coprocessor Facility (CCF)
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IBM Data Encryption for IMS and DB2 Databases (5799-
GWD)

Standard DB2 EDITPROC for Accessing Cryptographic Functions

All Supported DB2 Versions

Member of IBM IMS | DB2 Tools Family of Products
Pre-coded EDITPROC for encryption of DB2® Data
Encryption/Decryption occurs at the DB2 Row Level

Unique EDITPROC can be defined for each DB2 Table
Exploits z/OS Integrated Cryptographic Service Facility (ICSF)
Exploits zSeries CPACF Cryptographic Hardware Directly
Requires no changes to your applications

Fast implementation

Edit Procedures (EDITPROC) are Programs That:

Transform Data on INSERT | UPDATE | LOAD
Restore Data to Original Format on SELECT
Transformations on Entire ROW

Supported by Utilities

Implemented via Create Table specification
Requires unload/load of data
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IBM Data Encryption for IMS and DB2 Databases Summary

16

Configure the Integrated Cryptographic Service Facility (ICSF)

Enable CP Assist for Cryptographic Functions (CPACF) (z890/z990)
(This Feature subject to US Export Restrictions)

Generate and store in the Cryptographic Key Data Set (CKDS) Key Labels

Build the IMS User Exit or DB2 EDITPROC

« For IMS use the Sample JCL Provided or the ISPF Panels
<+ For DB2 use the ISPF Panels
*» For IMS Custom Built Exits follow Instructions outlined in:

> ICSF Application Programmers Guide (SA22-7522)
> IMS Customization guide (SC18-7817)
> IMS Utilities Reference System (SC18-7834)

Back - Up and Unload Databases
Create Exits for IMS or EDITPROCS for DB2
Reload the Databases: Data Bases will be Encrypted

Validate your Output
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DB2 MLS

= Rows in a DB2 table have a security label associated with
them by means of a special column of the table that
contains only the 8-character security label that defines the
security classification of each row in that table.

= new attribute ‘AS SECURITY LABEL’

— The traditional response to these sorts of requirements for
DB2 applications has been to use views

— some DB2 customers have adopted is to use exits, using
fieldprocs or editprocs.
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Multilevel Security by Row ...
RAINBOW
—

SUNSET  GREEN | -E‘E*Eﬂ-
L“\'ELLW BLUE
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Multilevel Security by Row

DBz

SECURITY  COL1 COL2 COL2
LABEL_EXT
RAINBOW
Sally —— [T
SECLABEL='RAINBOW  [F=SNISTEraI
BLUE
Joe[| T ] &
ECLABEL="PASTEL' S
SEC S BLUE
SamBlN @ =0
SECLABEL='SUNSET'

YELLOW
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Row Granularity Multilevel Security

Table has column defined AS SECURITY LABE
Each row value has a specific security label
Get security labels from RACF
Save in rows for INSERT, UPDATE, LOAD, ...

Check for each new seclabel value accessed
If access is allowed, then normal access

If access Is not allowed, data not returned
Runtime user to data checking
Seclabel values are cached to minimize cpu
Requires z/OS V1R5 and Security Server (RACF)
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Implement Security Labels in DB2

= |n order to implement MLS for DB2, it is first necessary to
implement MLS on your MVS system.

= identify all of the SECLABELSs to be used in the system.

— 1. Identify which users and groups require what access to which
rows of which tables.

— 2. Design a set of security labels for users and table rows that
reflects the result of step 1.

— 3. Get the RACF administrators to define that set in RACF, and
then activate the RACF SECLABEL class.

— 4. Add a security label column to each table requiring row-level
security. This process assigns an initial default value to every row.

— 5. Update the security labels of the rows to appropriate values.

22
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Users & Objects

= relationship between DB2 users and DB2 objects is
Important

= auser is any entity that requires access to system
resources. The term user includes not only human users,
but can also be stored procedures or batch jobs.

= an object is any system resource to which access must be
controlled

— Data sets
— Tables

— Rows
— Commands

2 3 © 2006
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Its not all or nothing

= You do not have to enable the DB2 RACF exit DSNX@XAC in order
to use SECLABELSs for row-level security. You may continue to
use native DB2 GRANTs and REVOKEs to control all other DB2
access, but you will not have SECLABELSs for object-level
security.

= Torunin aDB2row-level security environment, it is sufficient to
have:

— the RACF SECLABEL class active
— SECLABELS for users
— SECLABELS on DB2 table rows

— With this setup, all DB2 users are equivalent to having write-
down authority.
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OMPE - Audit Trace Management and Reporting

26

While we will show how to use OMPE to perform this task, we’ll also
see that a much better solution is provided with DB2 Audit
Management Expert. The OMPE approach is very much a “labor
intensive” implementation.

While the Audit Detail report has activity information, we’ll show how
to load this information into the Performance Database for long term
audit data storage and providing the ability to use SQL for audit
reporting requirements.

We need to use the OMPE Performance Database vs. the Performance
Warehouse since the PWH only supports Accounting and Statistics
data. The PWH process is much more automated and requires
significantly less DBA interaction.

Our scenario shows an “ad hoc” collection of trace data, while this is
acceptable, many customers start the necessary audit traces at DB2
startup and direct the trace output to SMF.
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With V3.1.0 One Server

and later Ul
consolidation

DB2

Agent Address Spaces (TEMA

.................... Management Server (TEMS)

Changed terms Portal Server (TEPS)
CNP =TEP

CNPS =TEPS | Applets XE/DE

CMS = TEMS/| - in browser (TEP)_
Agent =TEMA - or local EA_!
CICAT =ICAT [ —

PM / PE Server

OMEGAMON Address Spacesh

S —— _l ____________________________

Java
application

Connect

- |
—

PM / PE
—
Agent

PM Batch
Reporting

The new converged product offerings
will deliver the best online monitoring,
historical analysis, DB2 Connect
monitoring, and reporting of any
performance monitor while maintaining
existing user interfaces to enable ease

of migration from existing monitors.
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Summary of functions - OMEGAMON XE for DB2
Performance Monitor/Expert for z/OS

= Real-time monitoring
— Threads and Statistics monitoring
— DB2 Connect monitoring
— Object Analysis
— Data Sharing/Sysplex data (DB2Plex data)
= Near-term history
= Trace collection (also as part of the PWH process support)
= Reporting

— Accounting, Statistics, SQL Activities, Locking, 1/O Activity, Audit, Utilities,
Record Trace

— Executable as separate jobs or via PWH process engine
= Performance Warehouse with expert analysis support

= Buffer Pool Analysis, expert advice, and simulation (only with the
OMEGAMON XE for DB2 Performance Expert)
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IBM Corporation



This shows the Trace Configuration dialog from OMPE. You
can also manage the collection of trace data from the OMPE
PWH client.

Trace Configuration
Task Description . . . . . . : Collect Task A

Trigger by . . . . . . . . . . g 1=Time
2=Periodic exception
3=Exception event
4=Immediate Start

Enter one or more selection characters to start DB2 traces for specific
DB2 PM report sets or overtype with a blank to delete the selection.

Accounting
Audit
I/0 Activity

Locking

Record Trace
SOL Activity

Command ===>
Fil=Help F2=8plit F3=Exit F7=Up F8=Down F9=Swap
F12=Cancel F16=Look




Trace collection can be controlled to only collect data for a set period of
time, probably not recommended for audit purposes

Trigger Immediately
Task Description . . . . : Collect Task A

Output Data Set for DB2 trace data to be written to
Name . . . . . . . . . . !SY8248.0MPE.TRHCE'
Disposition . . . . . . 2 1=Append

2=0verwrite
3=New

Start the DB2 traces immediately
Stop the DB2 traces when any of the following conditions occur

Elapsed time . . . . . . . . . . . . . . . B0OGO (seconds)
Number of records collected . . . . . . . . 2000

2
2

Additional stop conditions
Thread termination

Command ===>
Fl=Help F2=Split F3=Exit F4=Prompt F7=Up
F9=Swap F12=Cancel F16=Look




We can see the different Audit IFCID’s started by default. In this
example, we’ll collect all IFCIDs then filter when we generate the
load file later in the process....

IFCID Selection Row 1 to 8 of 14
Task Description . . . . . . : Collect Task A

Enter one or more selection characters to start DB2 traces for specific
IFCIDs or overtype with a blank to delete the selection.

ﬂ Select/Deselect all

IFCID Description

24 Utility object or phase change

55 Set current SQLID

83 End of identify

87 End of signon

105 DEID/OBID for database and tablespace translation
l1o7 Data set open/close information

140 Authorization failures

2
2
2
2
2
2
2
2

141 Explicit grant and revoke

Command ===>
Fl=Help F2=5plit F3=Exit F7=Up F8=Down F9=Swap
F12=Cancel F1lB=Look




One additional step needed to collect access information is
that each “audited” object needs to be ALTERED with the
AUDIT attribute. This is shown below using the DB2

Administration Tool.

DB2 Admin
Command ==

Table owner ===> 5YS5248
Table name ===> SECRET

AUDIT

DATA CAPTURE

VALIDPROC

RESTRICT ON DROP NO
VOLATILE NO

ALTER TABLE with any of the above

ADD column

PRIMARY KEY

DROP PRIMARY KEY

FOREIGN KEY

DROP FOREIGN KEY

ADD CHECK constraint

DROP CHECK constraint
F1=HELP F2=SPLIT F3=END
F7=UP F8=DOWN F9=SWAP

(None, Changes, or All)
(NonesChanges)
(NULL/Program name)
(Yes/No)

(Yes/No)

changes OR select one of the options below

ADD MATERIALIZED QUERY
DROP MATERIALIZED QUERY
REFRESH MATERIALIZED TABLE
ADD PARTITIONING KEY
ADD/ALTER PART TABLE

F4=RETURN F5=RFIND
F1O=LEFT F11=RIGHT

More:

FB=RCHANGE
F12=RETRIEVE




Once the data is collected, we next generate the appropriate Audit
report. In this example, we’re filtering on DDL and DML access only.

Audit REPORT
Update fields as required, then press Enter.

User Comment Do
DDhame . . . . . . . . . . AUDITDD

Scope . . . . . . . . . . . _ l=member 2=group

Select level or overtype with space to use default.
_  Summary
2 Detail

Select type or overtype with space to use default.
ALl _ Authentl
Bind Authfail
Utility DDL
Authchg DML

Select to change values or overtype with space to use default.
! Order selections
Command ===
Fl=Help F2=5plit F3=Exit F6=Browse F7=Up
F8=Swap F10=Global Fll=Inclexcl F12=Cancel




The OMPE “File” Report
command is used to create
DB2 Load compatible record
formats

MSG. ID. DESCRIPTION

FPECZ20011I COMMAND INPUT FROM DDNAME SYSIN
AUDIT
REPORT
LEVEL (DETAIL)
TYPE (DDL DML)
DDNAME (RUDITDD)

OMPE “File” report
commands

TYPE (DDL)
DDNAME (AUFILDD1)

TYPE (DML)
DDNAME (AUFILDD2)

OMPE Audit
Detail Report

TYPE (AUTHFAIL)
DDNAME (RUFILDD3)

LOCATION:
GROUP:
MEMBER:

NDCDBZ03 OMEGAMDN XE FOR DB2 PERFORMANCE EXPERT (v3)
N/P AUDIT REPORT - DETAIL
N/P

PAGE :
REQUESTED FROM:
TO:

1-1
NOT SPECIFIED
NOT SPECIFIED

SUBSYSTEM: DSNC
DBZ VERSION: V8
FRIMAUTH CORRNAME COWNTYPE
ORIGAUTH CORRNMBR INSTANCE
PLANNAME CONNECT

ORDER: PRIMAUTH-PLANNAME
SCOPE: MEMBER

ACTUAL FROM: 09/06/06 01:47:43.60
: 09/06/06 01:49:38.83

TIMESTAMP  TYPE DETAIL
Y5248 5YS5248
SYS248  'BLANK'

ETIPLAN1 DBZCALL

DB2CALL
BF5CF720228D

01:47:43.60 DML : 15T READ
DATABASE: SYS52485A

PAGESET : SYS24B8TS

TABLE 0BID:
LOG RBA  : ¥'000000000000’

8Ys248  SYS248
SYS248  'BLANK’
ETIPLAN1 DBZCALL

DB2CALL
BFGCF7454387

01:43:22.56 DML TYPE 1 18T URITE
DATABASE: SYS2485A

PAGESET : SYS248TS

TABLE OBID: 5
LOG RBA  : X' DOO36FBEAZ220°

Y5248 5Ys5248
SYS248  'BLANK’
ETIPLAN1 DBZCALL

DB2CALL
BF5CF 7454387

01:43:22.56 DML TYPE ¢ 15T WRITE
DATABASE: SYS248SA

PAGESET : SYS248TS

TABLE OBID: 5
LOG RBA  : ¥ DO036FBEA3DA’




InVOking the DBZ |Oad Utlllty to pOpU|ate Eile Edit Egif&_Settings Henu Utilities Compilers Test Help

the DBZ Performance DB Wlth AUdlt EDIT S\"ISIIZda.SPFTEMPE.I'_‘.rnITL Columns 00001 00072
data.

FAUDT DML
"DML

Load Control sample
statements located in
RKO2SAMP

DB2 Admin ---- DSNC Specify Utility Options - LORD
Option ===
Top of data
Execute utility on table SYS5248.DBZPMFAUDT_DML
using the following options:

More:
Utility ID ==> LOADAUD

(N identifyi thi tility to DB2) H
Unloaded Data SYSZ48.0MPE.HEE?L; e e Creatlon Of the LOAD

(Name of data set containing unloaded data)

Unloaded How? u (U=Unload Utility, R=Reorg Utility) Ut|l|ty Statements and

Table/Col Info CANDLET. XEGA. DEMOMVS . RKO2SAMP (DGOXLDML) .
(Name of data set containing table/column info) JCL USIng DBZ

RESUME NO (Yes/No, load recs into non-empty tablespace) . . u

SHRLEVEL = (None/Change, concurrent table space access) Admlnlstratlon TOOI

REPLACE (Yes/No, empty table space/index before load)
COPYDDN1 (DDname identifying primary copy data set)
COPYDDNZ2 (DDname identifying backup copy data set)
RECOVERYDDN1 (DDname identifying primary ds @ recovery site)
RECOVERYDDNZ2 (DDname identifying backup ds @ recovery site)

TABLE ALL = (Yes/No, info for all columns in table space)
F1=HELP F2=SPLIT F3=END F4=RETURN F5=RFIND F6=RCHANGE
F7=UP F8=DOWN FS=SWAP F10=LEFT F11=RIGHT F12=RETRIEVE
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A view of the audit data stored in the OMPE
performance warehouse using DB2 Control

Center

- Open Table - DB2ZPMFAUDT_DML
DSNC - DSNC - ALUDITDE - 55245 - DE2PMFALIDT_DML
E = |PRMaUTH 2| oRiGAUTH = | TMESTAMP = [ % | DATABASE DEID = | PAGESET_CBID & | TABLE_ OBD 2 | DATABASE NAME= | PAGESET NAMES | LOG_REA = Add Row |
] Svs2a8 Sep B, 2006 1:47 4ot 602771 144 307 Z SIS vS2405 SVE24ETS
SvE243 Sv5243 Sep 6, 2008 1:4522 AM 560444 143 307 2 5[5vE24858 SYS248TS O003BFBES220 PR IRE |
SvE243 Sv5243 Sep 6, 2008 1:45.22 AM 564498 143 307 2 5[5vE24858 SYS248TS 00036FBEAIDA
SvE248 SvS243 Sep 6, 2008 1:45.28 AM 130075 144 307 2 5svE2485A SYS248TS
SvE248 SvS243 Sep 6, 2008 1:45:58 AM 571547 143 307 2 5sva2485A SYS24aTS 00036FBESAG2
SvE243 Sv5243 Sep 6, 2008 1:45:58 AM 579028 143 307 2 5[5vE24858 SYS248TS O0036FBEACTC
SvE243 Sv5243 Sep 6, 2008 1:49.06 AM 253628 144 307 2 5[5vE24858 SYS248TS
SvS2es SvS243 Sep 6, 2006 1:40:38 AM 526482 143 307 2 ssvszdssa SvS24aTS 00036FEEADDE
SvE243 Sv5243 Sep 6, 2008 1:49.38 AM 531367 143 307 2 5[5vE24858 SYS248TS 00036FBEBO00
SvE243 Sv5243 Sep 6, 2008 1:49.38 AM 536245 143 307 2l 5[5vE24858 SYS248TS 00036FBEE1EA,
>

Kl [

Cornrmit | Roll Back Fitter Fetch Mare Raws |

[ Automatically commit updates 10 rowe(=] in memory

- |
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OMPE — Audit Trace Management and Reporting

37

We’'ve shown that using OMPE, we can manage the collection of the required
DB2 Audit traces, formatting of the load file and population of the OMPE
Performance Database

While these processes can be set up and scheduled in batch, they require
ongoing maintenance and intervention by the DBA in order to collect and load
the data.

To generate usable SQL based reports, some additional work is needed (join the
catalog table to get the table name for example).

Using RBA for first update access, more detail can be “manually” generated
using a log analysis product (such as the IBM Log Analysis Tool), or DSN1LOGP.

Using DB2 Audit Management Expert, a much more secure and functional
solution is provided

Which ever method is used, over time the collection of audit information in a DB2
table can grow exponentially could require significant amounts of storage and
associated management issues.

To help better control and manage the long term storage of DB2 audit data, we
can introduce an archival methodology
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Questions for the Auditor

= Need information regarding the accessability of data stored in DB2
independent of the DBA staff

— How does DB2 work?

— What kind of information can | get from DB2?

— Where can the information be gathered?

— Need to see not only updates or deletes, but read access as well

— Need to retain this information

— How can | monitor what the DBA’s are doing

— | really want to be independent and not have to rely on the DBA staff

— How can | get the reports | need?

— | only want to see information for specific users or transactions. How do |
do that?

39 © 2006
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Questions for the DBA

10)

Management said we have to audit access to tables with sensitive data in
them so get with the auditors and take care of it!

Which Audit Trace classes do we start?

*  What audit information do we want?
*  To what destination?

Which tables need ‘AUDIT ALL’ ?

How many audit trace records will we produce?

Do we run the Audit Trace all the time?

What is the overhead?

How do we get reports from the Audit Trace data?

What other sources of audit information is there?

How do | set up enough reports to keep the Auditors busy?

How do we get the Auditors to do it?
* How much of my time will | have to spend with the Auditors?

© 2006
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Audit Management Solution

= Collect and correlate information from a variety of DB2 resources.
— Audit Trace Data, Log Analysis data

= Provides a central resource for auditors to produce a coherent view of DB2
access information.

= Auditors should be able to access:
— Access attempts that DB2 denied — lack of authorization
— SELECT, INSERT, UPDATE, and DELETE activity by user or by object.
— CREATE, ALTER, and DROP operations against an audited object
— Utility access to an audited object
— DB2 commands entered — ie. GRANT / REVOKE
— Assignment or modification of an authorization ID

= Provide auditors with flexible options for examining the data in a
centralized repository.
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Audit Management Expert Architecture
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# B2 Audit Management Expert Reporter
File | Settings  Help
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TaR R=25 27102
QFc2 RS22 27107
ey S22 3305858
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Pazzword |?HHHHHHr
Aol | Edlit | Delete | Ok | Cancel
Lagity Disconnect | Help |

Connected to DETE |

© 2006

IBM Corporation



IBM Audit Management Expert

% Audit Management Expert

ADMINISTRATION CLIENT
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i _pudit Management Expert - O] x|
File Edit Zettings Help

Profile Marme Dezcription Last Modified Fules Active Collections
Test One Profile My test profile 2006-04-18 22251 1 1]
SLZollectionProfile Su=san Collection 1 2006-04-18 23:12:533 1 0
SLCallectionProfile2 test for ADH-106 2006-04-19 121510 1 0
SLCollectionProfiles CEm il Run 2006-04-26 09:15:42 1 1
SLCollectionProfie2a 2006-04-20 16 20:00 2 0
SLZaollectionProfileMoDes. .. [clone test 2006-04-20 153831 1 0
|Earry Profile explare profiles 2006-04-26 11:39:55 2 1]
Addd | Edit | Clone Delete Refresh
© 2006

IBM Corporation



IBM Audit Management Expert ADMINISTRATION CLIENT
Collection Profile Editor - O] x|

i_profile2
= Profil i_profilez \
T e Des Audit ame tay
—=chedule
—izeneral
— Targets Prowvide a name and optional description for this collection profile. Later
_ Fverts steps prowvide for a schedule of when this profile will collect data and
- dentity what database objects and the events related to those objects that will bhe
 Plans audited. Additionally, specific users and applications can be included or
- SLmmary excluded from the collection of audit data.

Mewy Rule Delete Rule ik Cancel
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# Collection Profile Editor

_profie

= LIrCe Source @ RS23DE1E -

Fule 1
—=chedule The zource iz a DEZ subsystem that will serwe as a template for the
—izeneral profile. Quantitiezs from the aource subaystem, such as table names, will be
—Taraets used to populate choices for fields within the profile. These fuantities
—Events can also be entered directly and are not limited to the presented choices.
—dentity
—FPlanz

—SUmmary

Lelete BEule 8] Cancel
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¥ Collection Profile Editor

_profile?
——Saurce = Alavays
*Rule 1
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—izeneral
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# Collection Profile Editor - O] x|
_profile _
| Source zeneral Audits
e 1 [v &l failed authorizati
| cchedule W ailed authorizations
- enerE [+ Successful authid changes
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—Events [+ Failed authid changes
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[+ DE2 commands
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¥ Collection Profile Editor
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¥ Collection Profile Editor

_profile2
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General Audits
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# DBZ Audit Management Expert Administration adhadmin@D81B - |I:I|£|
File Edit Zettings Help
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Collections associate collection profiles with specific DEZ subsystems. The profile name
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profile is to be applied.

Profile Marme IiJ:urnfiIeS ;I

Status IActive j
Inactive
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Login Reporting | Lag analysis |

&Gk aqq-

Welcome adhadmin

_I_ T

I:l Success I:I Failure

DB2 SYSTEMS

Overview > Detail

Subsystem

First Change of Audited Object

Report Options:

LCi € ] Y F ol A a1 3 iy 'y [ i T T T B BN
8 Audit Management Expert Data - |EI|5|
Ciption
RFecord Count: 276
TIME RESULT | RETURMED | SCHEMA, MAKME | IFICODE | CORRELATICN. .. CONTE}(T T‘HF'E COMNTAIMER TPE AUTHORIZA, .| CORIGIRAL ... PLAR
= =TT = s T o e —r— T e e S e
2006-06-08 21:12:02 54174 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ ﬂ
2006-06-08 21:12:02 555126 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 5656 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 579408 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02,592304 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 602876 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 613217 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 629298 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 643586 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 BREZ36 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02 687684 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ
2006-06-08 21:12:02,70794 0|SUCCESS CSLIVI ART_ACTL (00143 302391232 | TABLE CHAMGE - FIRST |ARTRACTI1 TABLEAIEW  |CSLIVIA CSLINIA DSHTERZ |+
— | 8
Copy | Export | Cancel | Close |
!' aroup Activity Bw Days
2,000
1,000
Log Analysis Refresh i
D T T T n T T T T T
Filter Dptions... Dizplay Colors... |_1,_"_| 4 un s |_1,_"_| 3 ‘Jun 7 |_1,_"_| 2
2008 _|
-
fl Detail_c | |_1| I
[-1 .01 [1.38 [100%

|C|:unnected to DE1A ||Repur‘ting
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IBM Audit Management Expert

REPORT CLIENT

= DB2 Au Management Expert Reporkter

File Reportz Settings  Help

Login Reporting | Lag analysis |

&Gk aqq-

DB2 SYSTEMS

Welcome adhadmin

OBJECTS -

> Summary of Objects Help I < Back
Report Options: ) B I:I Success I:I Failure
Summary of Objects in subsystem: RS23:D81A
Datelanoe: Top 5 Type of Activity (For Success and Failure) {7 Linear % (53 +] [=] &
10,000
Fraor: Haour! Minate: oI
I“ :I" I“ :," 1,000 2,018
100
To: Hawr: MliFte: 10z cr e
|23 e I |59 o I 10
= Awailable Dates: 2006-6-1 to 2006-5-9 1
TABLE CHAMGE - FIRST TAELE READ - FIRST DRORP CREATE ALTER
Subsystem:
IRSZB:DBIA ;I L0.000 Top 5 Users (For Success and Failure) {7 Linear €% Lag +] =] &=
Activity Result: B
Jan =1 Lo0o - EXETS
Show Top Mumber: T
B [
. - 10
Drill Down Options:
% Retriewe data For selected itern anly . g .
1
{7 Retriewe all currently displayed data CSLIVI CSLIMIA POvEREG PO HA
Count of Success and Failure by day [(For Success and Failure activity) {7 Lnear (o Log + -] =]
Time Chart Options: 10,000
O Group Activity By Minutes
O Group Activity Bw Hours 1000
[ aroup Activity By Days
100
10 |-
Refresh
1 ™ ™
T T T T T T T T T T T T T T T
Filter Dptions... Dizplay Colors... |_1,_"_| 4 un s un 6 un 7 |_1,_"_| 2
2006 _I
-
|'|I Uzers_ Ohject l|I | 1| _PI
[14 [-14a [100%

|C|:unnected to DE1A ||Repur‘ting
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REPORT CLIENT

File Reportz Settings  Help

IBM Audit Management Expert

Login Reporting | Lag analysis |

&k aqaq -
e
DBZ2 SYSTEMS OBJECTS Welcome adhadmin
= Summary of Objects Help I < Back
REpDrt DptanS: Caraerary nf Mhvioactc in colhouctormas DO33N01 A I:l Ecaes I:I Failure
¥ Audit Management Expert Data - |EI|5|
Ciptiorn
Record Count: 55
TIME RESULT RETURMED SCHEMA, A ME IFICODE CORRELATI... | COMTEXT_T...| COMTAIMER TYPE STATEMEMT_TXT
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 350804638 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC AI
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 386799496 [ALTER. ARTRACTI TAELEMIEW |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 350205632 [ALTER ARTRACTI TAELEMIEW |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 350205632 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIVIART_ACTL Al
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 350205632 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 35C796EE4|ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 11.., 0SUCZESS CSLIVI ART_ACTL o0idz 350205632 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 17.., 0SUCZESS CSLIVI ART_ACTL o0idz 202392176 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 17.., 0SUCZESS CSLIVI ART_ACTL o0idz 202392176 [ALTER ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 17.., 0SUCZESS CSLIVI ART_ACTL o0idz 202394064 (ALTER. ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 17.., 0SUCZESS CSLIVI ART_ACTL o0idz 202394064 (ALTER. ARTRACTI TAELEMIEWY |ALTER TAELE CSLIMILART_ACTL AUC
2006-06-05 13.., 0SUCZESS ADHSCE30 ART_EMP o0idz 202396896 [(ALTER ADHTS1 TAELEMIEWY |ALTER TAELE ADHSCS30.ART_EMP & -
<] | _*l_l
Copry | E:xport Cancel Cloze |
[ aroup Activity By Days ——_U
100
10 |-
Refresh
= = = 1 T T T i T T T T T T T i T T T
Filter Dptions... Dizplay Colors... |_1,_"_| 4 un s un 6 un 7 |_1,_"_| 2
2006 _I
-
|'|I Uzers_ Ohject l|I |_1| _PI
[14 [-14a [100%
|C|:unnected to DiE12 ||Repur‘ting
0 © 2006




IBM Audit Management Expert REPORT CLIENT

File FReportz Settingz  Help

Login Reporting | Log snalysis |

&k aqa

DB2 SYSTEMS LES AUDIT. I a5 GLE Iy Welcome adhadmin

Report Options: . ) ) S Fail
First Change of Audited Object for Subsystem: R523:D81B [ success T Faitre
DatelR anges Top 10 Objects For First change of Audited Object: ([For Successful and Failed activity]) {0 Linear (® Log +| =] =

100000
Frorn: Hawr: flirate:
Iu - I Iu - I 10000

1000

. Zalend
Ta: Hour: Mirate: 100

70
30 24
2z =l[6a =
B IJ U I_I i 3 i 3
z
= &ailable Dates: 2006-7-13 ko 2006-7-21 1 i B i B 1 B 1 = a

&.401

POGREG.GP_CRG SYSTOOLS.ADHICOE POYWDERZ . TABLEZ POWWDEBXZ . TABLES POYDEXZ. TAEBLEL
Subsystem: CSLINVLART _ACT1  SYSTOOLS.ADHCOLLECTION — POAWDEXZ.TABLEZ SYSTOOLS . ADHRULE
IRS23:DBIB ;I o Top 10 Users For First change of Audited Object (For Successful and Failed activity]) =" Linear {0 Log +| =1 &
Activity Result: I: 6.281

fan 2 x

Show Top Mumber:
|1|:| ;I @ [ADHRA40800) Are you sure that you wart to switch to the Log Analysis Wizard? Existing values in the Log Analysis Wizard sl be oversritten.

Drill Down Options:

¥ Retrieve data For selected itam only Mo
{7 Retriewe all currently displayed data
Count of First change of Audited Object by day (For Successful and Failed activity]) % Lnear (0 Log +l1=1 =
Time Chart Options: 4000
[ Group Activity By Minutes =
[ Group Activity By Hours 3000 —
[ aroup Sctivity By Days C
2000 [
1000 -
Log Analysis Refresh C
oF ™ ™
_ N . T T T T T T T T T T T T T T T T T
Filter Options... Display Colors... Jul 16 Jul 17 ul 128 ul 13 Iul 20 Jul 21
2006

| Detail ¢ | [ I

224 128 [1 002

|Conneu::ted to DE16 ||Repu:|r‘ting
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IBM Audit Management Expert

Settings  Help

REPORT CLIENT

¥ DB2 Audit Management Expert Reporter

File  Log Analysis

N\

WWelzame |

Subsystem

R

Output |

Save |

Select Table{s):

Schetma:

Mame:

Refresh |

Log Analysis Wizard

@ [ADHR40E20) The Log Analysis Wizard has been successtully updated with values from the Report.

Available Tables:

Tahle Crwhner

Tahle Mame

L]

4 Selected Tables:
H

Tahkle Crwwner

Tahle Mame

Remowve |
Remowve &l |

EH rDGREG GP_ORG
EH svsTooLs IADHICE
ADHCOLLECTION
EH rowDExz TAELEZ
TAELE=
TAELE4
EH svsTooLs WDHRIILE
EH rowDExZ TAELE1

k|

= Back I Mext = I

|Conneu::ted to DE16 ||Log Analysis ||Tab|e |
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File  Log Analysis

IBM Audit Management Expert

¥ DB2 Audit Management Expert Reporter

Settings  Help

REPORT CLIENT

Login | Reporting  Log Analysis |

WWelzame |
Subsystem |

Log Range:

From: Lul 17, 2006 = |po:00:00 = To: Pul 21, 2006 = |z3:59:00 =

Audit Management Expert typically uses the 3YVALGRINK directory table to optimize which log files muast be read. ¥ou can choose not to

use the SYSLGRNX if errors occur when TCrying to use it,

[ Use SYSLGRNX

or if the owverhead of using it will likely outweigh the savings it prowvides.

Statement Type:
[+ Include inzerts

v Include updsates

[+ Include deletes

Feport Output Options:
Qptionally choose to generste & Detailed Activity Report:
[ Sumtniaty. report

[~ Detailed Activity Report

= Back I Mext = I

|Conneu::ted to DE16 ||Log Analysis ||Firter |
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IBM Audit Management Expert REPORT CLIENT

DBZ Audit Management Expert Reporter

File Log Analysis  Settinogs  Help

Lo in | Reparting  Log Analysis |

ubrnit JCL for Log Analysis:
Welcome |
Generate JCL | Rewert |
Subzystem |
FIADHICE OB 'DEZ AME'MSGCLASS=H,REGIM=0M

Tahle | i

Fitter | AP DE2 sudit Management Expert For z2/0S
= i

S Generated by CSLIVI 2006-07-21 14:52

Run

JF SSID: DE1E
OLatput | e
Save | i
f# STEP 1: CLEAM UP PREVIOUS DATASETS, IF AMY *

)

FISTEP1  EXEC PGM=IEFER 14, COMND=[4,LT]
AEXTFILE DD DSH=PDDAVI ADHLAT.EXTFILE R0 e

# SPACE=(CYL 15, 100,RLSE)DCE=(LRECL=2z2752, B4 WISTRRNETS i o ol i & al y i i i
A UNIT=SvSDa, DISP=({MOD, ZATLG,DELETE]

f" UserlD: |PODAYI

Ll

A STEP 2: READ THE DEZ LG TO GEMERATE THH

i Password: I”**”ﬂ

fISTERZ  EXEC PGM=ADHGEM 1 REGIOM=0M, COMN
SISTEPLIE DD DISP=SHR,DSM=RSCQA.ADH110,. TSTH
£ DD DISP=SHR, DSM=D81E SDSHEXIT

£ DD DISP=SHR, DSM=DSM.WE10,.SDSHLOAD
SIDEZPARMS DD DISP=SHR,DSH=RSCA.QATEST.RY
SMODEFILE DD DSM=PODANYLADHLAT MODE RO
£ DISP=0LD

fISYSOUT DD SYsouT=*

SICFILES DD S¥SOUT=*

SISYSPRINT DD SYSOUT=*

SIGEMRPT DD SYSOUT=*

JEXTRERP DD SYSQUT=*

SISUMRERT DD SYSOUT=*

JHMDREPT DD SYSOUT=*

JIQTRPT DD S¥SQUT=*

SAWARMINGS DD SYSOUT=%

JMESSAGES DD SYSOUT=*

JIEYSUDUMP DD SYSOUT=*

JoaTalM DD *

SSID =D21E

START DATE  =2006/07 /17

START TIME  =00:00:00

EMD DATE  ==2006/07 /21

EMD TIME ~ =23:59:00

Cancel

|Connected to DEE [Log Analysis |Run |[Templste: JOBEARRY
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IBM Audit Management Expert

REPORT CLIENT

DBZ Au Management Expert Reporkter

File Log Analysis  Settinogs  Help

Lo in | Reparting  Log Analysis |

Eubmitted Log Analysis Jobs:

Fitter |

Run |

Completed

JO449429

Delete Report

WElcame | Mafne Report Type Status Job 1D R CC Start Time - Last Updlated L=er ' Subsystem
Subsystem | Detail Completed JO44507 T ] Joly 17, 20065 51, |[July 17, 2005 5 14.... adhadmin 3 |
Cetail Completed 0445289 ] by AT, 2006 75 [duly 17, 2006 G000 adhadmin RE23DE16
Tahle | Summary Completed J0445129 ] July 15, 2006 502, |July 15, 2006 520 .. [linux ES23.0E1B
= Completed 0443424 2 July 15, 2006 725 [duly 18, 2006 752 [adhadmin RE23DE16

Jualy 06 7:

.. |[adhadmin RS253:0E168

Canzel Jok

Refresh

I Output

E Report Cutput:
A COMMITTED SACTIVITY *

Save |
EIJECT TYPE/MAME UPDATES IMSERTS DELETES MO
TABLE...... SYSTOOLS.ADHIOE 8 29 i}
TABLESPACE, ADHTSIOE ] 29 i
TABLE...... SYSTOOLS ADHEVEMT i} 2430 ]
TABLESPACE, ADHTSEWH ] 2430 i
TABLE...... SYSTOOLS ADHCOLLECTION i} 2 i}
TABLESPACE, ADHTSCPS ] 2 ]
ICATABASE,,, SYSTOOLS 8 2461 i
TABLE...... PCEREG.GP_ORG i} E000 E000
TABLESPACE, TSGPORSG i} E000 E000
CATABASE... DBGPADH o £000 E000
OBIECT TYPEMAME (RI ACTIOMNS OMLY) JPDATES IMSERTS CELETES
TOTAL SUMMARY REPORT
TOTAL UPDATES: 2
TOTAL IMSERTS: 8461
TOTAL DELETES: &000
B UNCOMMITTED ACTIVITY .
DOEIECT TYPEMAME UPDATES IMSERTS DELETES MO
ORIFCT TYRFMAAME (RT ACTTOMNS Gkl LIPBATFS  TMSFRTS  DFIFTFS

\

]

[ 0]

Log Analysis Report

I

Save Report |

= Back I

et = I

|Connected to DA E |Log Analysis | Output |
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IBM Audit Management Expert

In Summary

= Audit Management Expert

76

Centralized auditing tools that can bring together information from different sources into a
correlated, coherent view of the system

Enable auditors to collect, view, analyze, and report on data via the audit repository

Enable administrators to define customized filters for the collection of audit data
- By data of interest — not by audit trace classes
Provides an administration user interface

 allows product administrators to easily define
— users and groups, assign privileges, define data collection policies

Provides an auditor-friendly reporting user interface

* Many user friendly options for examining data in the repository
» Allows detailed analysis and visualization of data collected by the DB2 auditing tool
« Auditors can export audit data into other applications such as Excel®.

Product provides Batch reporting

Can perform Log Analysis to view changed data values

© 2006
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IBM Audit Management Expert

DAE Multi-tiered Archiving Strategy

File archive

Table archive File archive

Active data

| Table retrieve
<

File archive

78 © 2006

Table archive

File retrieve

Retrieved target tables

IBM Corporation



IBM Audit Management Expert

DB2 Data Archive Expert For z/OS Benefits

= By providing a choice of archiving strategies
— To table
— To file
— To both (multi-tier)
— MP as archive target (table only) — Version 2

= By reducing operational costs

= By freeing up developers from writing customized archiving software

79 © 2006
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IBM Audit Management Expert

DB2 Grouper

= A common component of some IBM DB2
Tools

= The Problem

— Many Relationships between DB2 objects,
such as tables, in a business application --
Some relationships can be discovered
easily, while others cannot.

= The Objective

Database tables

— Enable the location, augmentation, and P e )
. . . i T rouper
management of this information as the ] o T st
basis for consistent data management == L. ol Mo o

activities

= The Solution

— Grouper is a component for discovering, Table

. . relationship

recording, and managing groups of related information
objects (tables) that comprise a business

application

80 © 2006
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DB2 DAE needs to ensure uniqueness in his application of the row
filter in order to prevent inadvertent loss of data during the archive
process. The OMPE Audit tables do not contain any indexes. For
purposes of this demonstration, I've selected the timestamp column
of the Audit DML table and created a unique index on that column.

Creating the unique
index using DB2

Administration Tool

File

EDIT

KKK K
==MSG>
==MSG>
poooO1
00oo02
00003
pooro4
oJojelo]ols)
oJojefelols]
poeROT
DooRO8
ojolelolol=]
Qoop10
pooee1ll
poepl2
0oeR13
poeo14
poOD15

Edii Edit _Settings Menu

SYS506249.T125846. RADDO. 5YS248,
SRRSO SR KKK K KKK Top
-Warning- The UNDO command is not

your edit profile using
SET CURRENT SQLID='SYS248';

Utilities

Compilers Test Help

RO130179 Columns BQOEELl QOOTZ

Of Data %k kK 5k KK K K K K K K K K K K K K K K K K K KK K K X

available until you change
the command RECOVERY ON.

CREATE UNIQUE INDEX S5YS248.DB2PMFAUDT_DML_INX

ON SYS248.DB2PMFAUDT_DML
(TIMESTAMP ASC)

USING STOGROUP SYSDEFLT
PRIQTY 12 SECQTY 12
ERASE NO
FREEPAGE © PCTFREE 10
GBPCACHE CHANGED
BUFFERPOOL BP2
CLOSE YES
COPY NO
DEFINE YES
PIECESIZE 2 G;

COMMIT;

KKK KK KK K KK K KK KK KK KK KK KK KK R KKK KK KKK Bottom of Data % %K KKK KKK KKK K K KKK K K K K K K KK KK X




Archive Specification Definition
Name
Description

Default actions

AHXV21
Command ==

Archive specification:

Name . . . . . .==> AUDIT Archive 1 DBZ system

Creator . . . .==> §5Y5248

Description . .==>

Complete archive run (delete source data)? == (Yes/No)
Remote Targets Perform orphan row/changed data detection? == (Yes/No)

Remote archive . . . . . . . . . . . . . . ==> (Yes/No)

supported

Starting point table: DB2PMFAUDT_DML
Creator . . . . . . : 5YS5248
Database name . . . : AUDITDB

Select an archive definition activity ==> E
1. Update archive unit (completed)
Update archive locations (active) (remote only)
Update archive table targets (active)
Update archive data set targets
Save archive specification




Every archive specification requires at least a starting
point (parent) table. In our scenario we’ll only archive
one table, but there would typically be a total of 7 audit

tables in the Performance Database

Masking and
wildcarding
supported

AHXV21 ----- ke -

Archive specification:

'

Creator . . . .

VoW

Description
Complete archive ru
Perform orphan row/
Remote archive . .

Select an archive def

Define archive
Define archive
Define table t
Define data se
Save archive s

Command ==>

-- Archive Specification Definition ---------------------

Audit Archive 2 DB2 system . : DSNB
SYS5248
Specify Starting Point Table

Provide table selection list? ==> ¥ (Y/N)

Table name . > %
Creator . . > 5¥5248
Database . . > AUDARCH
DB2 system . . : DSNB

( % or blank indicates all )

Command ==> !



This is where DAE will make the call to GROUPER for RI
discovery. In our case, we have no RI, but we could
build some unenforced RI between the PDB audit tables

AHXV21 Row 1 to 3 of 3

Archive specification: Audit Archive 2
“N” DB2 system . . . . . : DSNB

r——————————————— Search for related Tables?

S - Select .
D - Desele Find related tables? ==> Y [(Yes/No)

Cmd x Table Starting point table: DBZ2PMFAUDT_DML
Creator . . . . . . i §5Y5248
Database name . . . : AUDITDB
DB2 system . . . . : DSNB

3K K KK K OK K OK K K Get related children only? (Yes/No)
Get related tables within creator? (Yes/No)

Command ==> I

Command == Scroll ===> PAGE




Deleting the source rows is optional and
can be deferred until a future point in time

we’'ll say
“\f,”

AHXVZ21

Row 1 to 1 of 1

Archive specification:

Name

Creator .

DBZ sy

Line com
A - Add
R - Rul

KK KKK OK R

Command

! Audit Archive 2 Starting point table: DB2PMFAUDT_DML
: SYS5248 Creator . . . . . : 5¥S5248
Select Archive Table Rules
AHXV21 Archive Table Rules

Archive specification : Audit Archive 2
Archive unit table : DB2PMFAUDT_DML
Creator . . . . . . : 8Y¥S5248

Table archive rule:

Make the table a junction table? N (Yes/No)

KO KK K R K KK K

Table delete rule:

Delete data from table? N (Yes/No)

Command ==> !

croll ===> PAGE



Row filter is applied to determine what gets deleted. If
there were multiple tables involved, we’'d have multiple
row filters....unless Rl with cascade was in place.

AHXV21 Starting Point Table Row Filter Row 1 from 29

Archive specification : AUDIT Archive 1 DBZ system: DSNB
Starting point table:
Creator . . . . . . 1 S5Y5248

Row filter ==> TIMESTAMP BETWEEN '20068-09-06-01.47.43.602771°' AND '2006-09-06-0
1.49.38.838245"°

Columns

DB2PM_REL

DB2_ REL
LOCAL_LOCATION
GROUP_NAME
SUBS_ID
MEMBER_NAME
NET_ID

LUNAME
INSTANCE_NBR

SMALLINT
CHAR
CHAR
CHAR
CHAR
CHAR
CHAR
CHAR
CHAR

1
2
3
4
5
5]
=
8
=]

oo whoORrNN

N
00000000

Command ==> ! Scroll ===>» PAGE




For this exercise, we’ll archive to a table archive. For file
archive, we make different choices. Here we map the source
table to the archive target. We can direct DAE to pre-existing
target Database / Tablespace, or have them dynamically

created for us.

My archives

In
AUDARCH

AHXYV21 Map Source Tables to Archive Tables -- Row 1 to 1 of 1
Archive specification: AUDIT Archive 1

Map source tables to archive tables in the specified database and table space.
Commands:

C - Clear current table mappings

TS - Specify table space and database for target tables

Line commands:
T - Display target table selection list

You may apply a prefix and/or suffix to each target name.
Prefix . ==>

: DB2PMFAUDT_DML . DB2PMFAUDT_ DML_ARC
s AR . 5Y5248
Table space : ARCHDML
Database . . : AUDARCH

Command ==> Scroll




Run options are to execute in foreground or submit in batch. The
Row Filter is validated for correct SQL syntax at specification
time, but the “preview” option allows us to see what the result set

will be prior to executing the specification.

We can
change
completion

Filter
modification
allowed

AHXVZ21l ---------- Koo -- Run Archive Specification
Command ==> !

Primary commands are:

R - Run the archive specification

P - Preview the starting point table data (to validate the row filter)
B - Run the archive specification in a batch job

Confirm the row filter and run the archive specification. Change the
row filter if desired, then run archive specification.

Specification name: AUDIT Archive 1 DB2 system . . . DSNB
Creator . . . . . 5Y5248 User ID. . . . . §YS5248
Description:

Complete archive run (delete source data during archive run)? ==> Y [(Yes/No)

Remote User Name ==> (remote archive only)
Remote Password ==> (remote archive only)

Row filter ==> TIMESTAMP BETWEEN '2006-09-06-01.47.43.602771' AND '2006-09-06-0
1.49.38.838245"




Just a sampling, but we can verify that our row filter will
affect the rows that we intended.

AHXV21 Preview of Starting Point Table Da Preview run successful
AHX446: Not all coluﬁhs of the starting point table are displayed.
Starting point table name: §Y5248.DB2PMFAUDT_DML

TIMESTAMP DB2PM_REL DB2_REL LOCAL_LOC GROUP_NAM SUBS_ID MEMBER_NA NET_ID

2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR
2006-09-0 NDCDB203 USIBMNR

K KK K K K K KK KK K KKK KKK K KKK KX KKK KK Bottom oOf data %%,k sk kK ¥ K K K K K K K K K K K K K KK KK KKK

Command




Once the specification is run, the statistics are stored in the

DAE metadata tables for reference.

AHXV21

Archive specification : AUDIT Archive 1
Creator . . . . . . . : 5Y5248

Description

Row filter : TIMESTAMP BETWEEN '2006-09-06-01.
49,38.838245°

Source table: DBZPMFAUDT_DML
R Target table: DB2PMFAUDT_DML_RARC

WK KKK E XK XK K XK R Rkxkxxx%xx Bottom Of data

Command

Archive run successful

DB2 system .

47.43.602771° AND '2006-09-06-01

Creator: 5YS5248
Creator: 5Y5248 Ins:

DD KKK K K K




IBM Audit Management Expert

Additional Considerations

= We chose to archive into an archive table. If we
need to, we can now join the archive table with the
active audit table if needed. We could have
chosen to put the archive target on another DB2
and even archive to a UDB on AlX target.

= File archives work in a similar manner, the target
IS an UNLOAD file. In order to retrieve the data
from afile archive, you need to restore (retrieve)
Into a retrieve target table, also managed by DAE.
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IBM Audit Management Expert

PCIl — IBM Compliance Solution - Recap

= Requirement 3: Protect Stored Data
— IBM Data Encryption Tool for DB2 and IMS Databases

= Requirement 7: Restrict access to data by business “need to know”
— DB2 for z/OS V8 Multi-Level Security implemented via RACF

= Requirement 10: Track and monitor all access to network resources
and cardholder data.

— IBM Tivoli OMEGAMON XE for DB2 Performance Expert on z/OS
— IBM Audit Management Expert

= Requirement 10.7 Retain your audit trail history for a period that is
consistent with its effective use, as well as legal regulations.

— IBM Data Archive Expert
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