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Preface

In the past, IBM Application Runtime Expert (ARE) for i only allowed user with *ALLOBJ special
authority on a system to build templates via the GUI. Since *ALLOBJ special authority is not
normally assigned to most system administrators or person who have responsibility to check
system health in an organization, due to security considerations, these people really can’t use
ARE. This problem has now been solved today. You can enable user IDs without *ALLOBJ special
authority to use ARE, by using permission management support that is part of thelBM Web
Administration for i GUI. Once the low authority user IDs are added to a permission list; that user
IDs have the ability to build templates just the same as users with *ALLOBJ special authority.
Using the permission management GUI of IBM Web Administration for i to escalate authority of
user IDs have the following benefits:

! Low authority user means user ID which does not have *ALLOBJ special authority on IBM i.
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® An Administrator ie a user with *ALLOBJ special authority is required to give the low
authority user permission.

® |t helps administrators to manage permissions for multiple web applications in a centralized
place.

® |t provides easy to use permission management panels even if you're just starting.

® Grant ARE permission to user IDs without *ALLOBJ special authority does not have an
impact on system security —It is in compliance with security considerations of your
organization.

To protect system security, ARE set the following restrictions for user IDs without *ALLOBJ special
authority:

® \When ARE permission is revoked from a user ID, the user ID still has the permission to
rebuild its own templates.

® If your user ID does not have *ALLOBJ special authority, and the permission to use ARE
is not granted to it, ARE allows such low authority user ID build new templates with
ARE’s Deployment Template Editor--- what objects’ attributes it could check depends
on what actual authorities that user ID has on those objects. Once the template is
successfully built, this low authority user ID becomes template owner. Template owner,
user ID with *ALLOBJ authority and escalated user ID have the ability to rebuild, copy,
delete, edit, export, import, rename the template. In this document, you will learn how
to grant and revoke ARE permission to user ID without *ALLOBJ special authority, with
IBM Web Administration for i.

Before you start

Before you start, it is important to ensure HTTP Group PTF has been updated to correct PTF level
as below:

HTTP Group PTF SF99368 level 12 or later
HTTP Group PTF SF99115 level 25 or later

The PTF will update ARE GUI version to 2.3
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1. Grant a user ID without *ALLOB]J special authority the

ARE permission

In this section, you will learn how to grant a user ID without *ALLOBJ the ARE permission by using
permission management support in IBM Web Administration for i GUI. When the User ID is
escalated (having ARE permission), aforementioned restriction’ is available.

Step:

1. Access IBM Web Administrator for i by http://hostname:2001/HTTPAdmin where hostname
is your system the IBM Web Administration for i installed.

2. Logon administration GUI with proper user ID that must have *ALLOBJ and *IOSYSCFG
special authority on the IBM i system. Only an user with *ALLOBJ can assign a lower
authority permission.

LE N Hanage | Advanced | Related Links

¥ Cﬂéﬂfﬂ?ﬂ&azkg nd Wigﬂrds |BM Web Administration for i
J Create Weh Senices Server
1 Create HTTP Sepeer Getting started - Create and leam about the semvers needed to run your Web content.

J Create Aplication Server
J Creale \WebSphere Portal
@ Create a New Web Services Server
Create Weh Senvices Server Wizard provides 2 convenient way to extemalize existing programs running on [BM, such as RPG or COBOL, as Web senices.
This allows Web senice clients to interactwith 1B program based senvices from the Infemet ar intrangt using Web senice hased industy standard
communication pratocals such as S0AR.

@ Create a New HTTP Server G

Create a new HTTP Senver (powered by Apache) to run your HTTP Weh content, This wizard will create everything you need o get stared with simple Web
sening,

- Create a New Application Server @
Create a new application senver to run dynamic Web applications. Create either an 1BVl integrated Web application server forior 3 WebSphere Application
Senver.

. (5 Create a New WebSphere Portal ©

Create a new applicafion server to run poweriul and compelling business pariner, customer, and emplojee information portals. This includes configuring an
HTTP server, creating a new \WebSphere Application Server, and configuring database and LDAP as necessary,

Figure 1.1: IBM Web Administration for | GUI

3. Click on Advanced tab to get to manage permission page. By default, the ‘By User’ tab of
permission GUI appears.

2 Having ARE permission only allows user IDs without *ALLOBJ special authority to work on ARE’s Deployment
Template Editor( ARE GUI), including building, copy, delete, edit, export, import and rename a template. Such
escalated user is NOT allowed to test a template.

3/13


http://hostname:2001/HTTPAdmin

IBM Application Runtime Expert for i

Setup | Manage X ol Related Links
Settings | Internet Users and Groups ~ Permissions

w Common Tasks and Wizards Manage Permissions |
J Create Web Services Server
SASacie TR b By default, only users with *ALLOBJ & *IOSYSCFG special autharities can manage and create

" Create Application Server

. Create WebSphere Portal Web related servers cn the system through the use of IBM Web Administration fori. The Web

related server include IBM HTTF Server, WehSphere Application Server, Integrated Application
o Server and Integrated Web Services Server. If a user withoutthe necessary IBM i special
v Permissions authorities is required to manage or create Web based servers, an administrator can grant that
J Add Permissions user permission to a server or group of servers.
B Manage Permissions

|By User| By Server|

Data current as of Mar 19, 2012 3:06:50 AM. &
' User ID Server Type/Name Role
& ORIGO = Integrated Web Application Server
< Create server - Enabled
BrALL Developer
¥ Integrated Web Senices Server
&” Create server - Enabled
BrALL Developer
¥ WebSphere Application Server
#” Create server - Enabled
B EALL Developer
w IBM HTTP Server

Figure 1.2, Advanced tab-- Manage Permissions page
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——— |

WebSphere

Setup | Manage [GLIELCN Related Links
Settings | Internet Users and Groups | Permissions

* Common Tasks and Wizards | B WSEcreator - V1.5 Operatar
J Create Web Services Server BWSEN -V15 Operator
J Create HTTP Server
) Create Application Server @ WSED313 - Developer
'J Create WebSphere Portal ¥ WebSphere Application Server
bermisei o Create server - Disabled
* Permissions
A Pt aasions B WASS000 - V8.0 ND - @ Path Qperator
B Manage Permissions B VWASB0003 - VB.0 ND - B Path Operator
B WASE0del - V8.0 ND - B Path Operator
B VWASS00319 - - B Path Developer

* |BM HTTP Server
+ Create server - Disabled
B INTAPP0319 - Apachef2 2 11 (i5) Developer
B INTCREATOR. - Apache/Z 211 (i5) Qperator
B WSECREATOR - Apache/2.2.11 (i5) Operator

B VWSEQD1 - Apache/2.2.11 (15) Operator
B WEBSERVEDT - Apache/2.2.11 (15)  Operator
B WEBS003 - Apache/2.2 11 (i5) Operatar
B WEBSERVED3Z - Apache/2.2.11 (i5)  Operator
B VWSEQ319 - Apache/2.2.11 (i5) Developer
B WEB0319 - Apache/2.2 11 (i5) Developer

| Add || Modify | | Remave | | Expand All || Collapse All | | Refresh |

Figure 1.3, click on Add button to launch Add permission wizard.

4. Click on Add button to launch Add permission wizard.

5. Select one of the user ID without *ALLOBJ special authority from left All User IDs on the
system list.
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|BM Web Administration for i
Setup | Manage W.GUELECM Related Links

(@ WebSphere

Settings | Internet Users and Groups = Permissions

~ Common Tasks and Wizards Add Permissions

“J Create Web Senvices Server Choose User IDs - Step 1 of 3
J Create HTTP Server

J Create Application Server
J Create WebSphere Portal Add users that have been granted permission to create and manage Web related servers. This

allows users without the default special authorities *ALLOBJ & *IOSY3CFG, the ability ta create
and manage servers or server groups to which they have been granted permission within 1BM

 Permissions
Web Administration for i.

J Add Permissions
b Manage Permissions ~
Choose the users who have permission to manage senvers: &

All UserIDs on the system Selected User IDs
DHQB ¥ ORIG1
ESCALATEN
ESCALATED2
MAJINGYU
ORIGO
ORIG1T
ORIGZ
ORIG3
ORIG4
ORIGS 0¥
[Frevious | [ Next | 18

Pasition To: !

|lE|ack"||lHaxt.i l|CanceI |

Figure 1.4, choose a User ID and move it from All user IDs on the system list to Selected User IDs
list.

6. Click on button to move specified user ID to Selected User IDs list. (Figure 1.4)

7. Click on Next button to continue the wizard.

8. Specify Permissions for Servers - Step 2 of 3 page appears. Ensuring the ARE permission
check box is selected (Figure 1.5).
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IBM Web Administration for i

Setup | Manage sl Related Links
Settings | Internet Users and Groups ~ Permissions

w Common Tasks and Wizards Add Permissions
‘J Create Web Sernvices Server ! [ g
I Create HTTP Server Specify Permissions for Servers - Step 2 of 3

J Create Application Server

A Create WebSphere Portal Sires rishsged @

* Permissions Server Type
CLAdl epates e Integrated Web Application Server
B WManage Permissions g ol [J Create semver
Servers: | “NONE |v|

Integrated Web Services Server [l Create server

Senvers:

WebSphere Application Server [ Create server

Sernvers: @

IBM HTTP Server [l Create server

Servers: *NONE|V|
Application Runtime Expert Grant permission

Figure 1.5, ensuring permission for Application Runtime Expert is granted to the user.

9. Click on Next button get to the summary page of the wizard.
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Setup | Manage IECnecel Related Links

Settings | Internet Users and Groups | Permissions

w Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Sernver
J Create Application Server
J Create Web3phere Portal

= Permissions
J Add Permissions
B Manage Permissions

Add Permissions
Summary - Step 3 of 3

:f WebSphere.

The following users are being granted permission:

User ID
ORIG1

The following server permission roles are being granted to the specified users:

Server Type

Integrated Web Application Server
Create server Disabled

Integrated Web Services Server
Create server Disabled

WebSphere Application Server
Create server Disabled

IBM HTTP Server
Create server Disabled

"Back| [Fimish| [Cancel|

Figure 1.6, Summary page of Add permission wizard.

Role!Servers

Developer
*MNOMNE

Operator
"MNOMNE

Developer
*NONE

Operator
*NOMNE

Developer
*NONE

Operator
*MNONE

Developer
*NOMNE

Minaratnr

10. Click on the Finish button to confirm. As a result, the selected User ID appears on the “By
user” list. This user ID can work on ARE deployment template editor as User ID with *ALLOBJ

special authority.
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‘Setup | Manage Advanced | i Cn Links

‘Seftings | Internet Users and Groups  Permissions

* Common Tasks and Wizards Manage Permissions
J Create Web Services Server

J Create HTTP Server
J Create Application Server
J Create WebSphere Portal

By default, only users with *ALLOBJ & *IOSYSCFG special autharities can manage and create
Web related servers on the system through the use of IBKM Web Administration for i. The Web
related serverinclude IBM HTTP Server, WebSphere Application Server, Integrated Application
e Server and Integrated Web Services Server. If a user without the necessary IBM i special

¥ Permissions authorities is required to manage or create Web based servers, an administrator can grant that

J Add Permissions user permission to a server or group of servers.
[ Manage Permissions

By User | By Server

Data current as of Mar 19, 2012 3:36:55 AW, ©

User ID Server Type/Name Role
O  ORIG1 = Application Runtime Expert
+* Permission - Enabled

¢y TESTER1 = Integrated Web Application Server

&” Create server - Enabled

BALL Developer
* Integrated Web Senices Server

#* Create server - Enabled

BALL Developer
* WebSphere Application Server

+* Create server - Enabled

BALL Developer
* IBM HTTF Server

+” Create server - Enabled

B =ALL Developer

Figure 1.7, the ARE permission is enabled to the selected user.

2. Revoke ARE permission for a user ID without *ALLOB]

special authority

For a user ID with ARE permission granted before, if the permission is no longer needed, you can
revoke the permission by the following steps.

Step:

1. Access IBM Web Administrator for i by http://hostname:2001/HTTPAdmin where hostname is
your system the Web Administration for i installed.

2. Logon administration GUI with proper user ID that must have *ALLOBJ and *IOSYSCFG special
authority on the IBM i system.

3. Click on Advanced tab to get to manage permission page. By default, By User tab of
permission GUI appears. You can see all escalated user IDs including the user ID that has ARE
permission.
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Select the user ID that you want to remove its ARE permission (Figure 2.1).

= ——

' WebSphere.

Setup | Manage Adﬂmued Related Links
Seftings | Internet Users and Groups = Permissions

w Common Tasks and Wizards Manage Permissions |
J Create Web Services Server

J Create HTTP Server
“J Create Application Server
J Create WebSphere Portal

By default, only users with *ALLOB. & *|I05YSCFG special authorities can manage and create
Web related servers on the system through the use of IBM Web Administration fori. The Web
related server include IBM HTTP Server, WebSphere Application Server, Integrated Application
o Server and Integrated Web Services Server. If a user without the necessary IBM i special

~ Permissions authorities is required to manage or create Web based servers, an administrator can grant that

'J Add Permissions user permissicn to a server or group of servers.
B Manage Permissions

By User| By Server

Data current as of Mar 19, 2012 3:43:24 AN &

User ID Server Type/Name Role
@ ORIG1 * Application Runtime Expert
«” Permission - Enabled
TESTER1 ¥ Integrated Web Application Server

%" Create server - Enabled

B ALL Developer
* Integrated Weh Services Server

o Create server - Enabled

B =ALL Developer
* WebSphere Application Server

+" Create server - Enabled

B=ALL Developer
¥ |[BM HTTP Server

« Create senver - Enabled

BTALL Developer |

6]

Figure 2.1, select the user ID that you attempt to remove its ARE permission

Click the Remove button on the By user tab (Figure 2.2) to launch the Remove Permission
wizard.
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IBM Web Administration for i -~ :’ WebSphere.

Setup | Manage Bt W Related Links
Seftings | Internet Users and Groups | Permissions

TSommon: Taske and Wi drs B |NTcreator - V8.1 Operatar
‘J Create Web Services Server
o Create HTTF Server [ INTAPPO313 - Developer
o Create Application Server ~ Integrated Web Senices Server
J Create WebSphere Portal & Cteate serer - Disahled
¥ A B WSEcreator - V1.5 Operator
J Add Permissions BWSEQNT - V1.5 Operator
[ Manage Permissions B WSED319 - Developer
> WebSphere Application Server
< Create server - Disabled
B VWASS000 - V3.0 ND - & Path Operator
B WASS0003 - V8.0 ND - B Path Operator
B WASS0del - V8.0 ND - B Path Operator
B WASS00319 - - B Path Developer

* |BM HTTF Server
% Create server - Disabled
B INTAPP0319 - Apache/2.2 11 {i5) Developer
B INTCREATOR - Apache/2.2.11 (i5) Operator
B \WSECREATOR - Apache/2.2.11 (i5)  Operator

B VWSEQT - Apache/2.2.11 (15) Operator

B WEBSERWVED1 - Apache/2. 2 11 (i5)  Operator

B WEBS003 - Apache/2.2.11 {i5) Operator

B WEBSERVEQS - Apache/2.2 11 (i5)  Operator

B VWSE0319 - Apache/2.2 11 {i5) Developer
B WEBQ319 - Apache/2.2.11 (i5) Developer |

| Add || Modify | | Remave || | Expand All || Collapse All | | Refresh |

' [Remove the permissions of the selected item. |

Figure 2.2, click the Remove button to launch Remove permission wizard.

11/13



IBM Application Runtime Expert for i

Setup | Manage Related Links

Seftings | Internet Users and Groups = Permissions

w Common Tasks and Wizards Remove Permissions
J Create Web Senvices Server
d Create HTTF Server
J Create Application Server
A Create WebSphere Portal

Welcome to the Remove Permission Wizard. This wizard helps you remaove user permissions
for IBM Web Administration for i.

v Darmass When you click the Remave button, the permissions for the user ORIG1 are removed. ©F

J Add Permissions
B Manage Permissions Role!/Server

Permission
Application Runtime Expert

=

Figure 2.3, the summary page of remove permission wizard

6. From summary page of the Remove Permission wizard, you can see all selected User ID(s).
(Figure 2.3)

7. Click on the Remove button to confirm your operation (Figure 2.3).

8. After that, GUI returns to the “By user” tab. The selected user ID is removed (Figure 2.4). As a
result, aforementioned restriction® is available to this user ID.

* When ARE permission is revoked from a user ID, the user ID still has permission to rebuild their

own templates.
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1BM Web Administration for | ' — (@ websphere

Setup | Manage BGGEL =M Related Links
Seftings | Internet Users and Groups  Permissions

w Common Tasks and Wizards Manage Permissions
“J Create Web Senvices Server
b Eeaals Hﬂ-l.j Sx_erver By default only users with *ALLOBJ & *|0SYSCFG special authorities can manage and create
J Create Application Server B : -
21 Create WebSphere Portal Webh related servers on the system through the use of IBM Web Administration for i. The Web
related server include IBM HTTP Server, WebSphere Application Server, Integrated Application

G Server and Integrated Web Services Server. If a user without the necessary IBM i special
¥ Permissions authorities is required to manage or create Web based servers, an administrator can grant that

J Add Permissions LISer permission to a Server or aroup of Servers.
B Manage Permissions

'By“li.ser' :.BySewer.;

Data current as of Mar 19, 2012 4:05:49 AM. &
User ID Server Type/Name Role
& TESTER1 = Integrated Web Application Server

o Create server - Enabled
B *ALL Developer

* |ntegrated Web Services Server

& Create server - Enabled
BALL Developer

* WebSphere Application Server
#" Create server - Enabled
BEALL Developer

= |BM HTTP Server
s Create server - Enabled
B *ALL Developer

= Application Runtime Expert
+* Permission - Enabled

Figure 2.4, after clicked Remove button on the summary page of remove wizard, the GUI return

to “By User” tab.

<End of the document>
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