Introduction to the Mainframe: Security Basics – Course  / Textbook outline

Lesson 1 - Security Concepts and Elements of Security – Chapter 3

Confidentiality 

Integrity 

Availability

Identity 

Authentication

Authorization 


Lesson 2 - How the hardware and architecture support security  - Chapters 5 and 6

Architecture overview – review of z/Basics class

Address translation vis-à-vis security 

Process isolation and address translation

Hardware encryption


Lesson 3 - z Series Operating Systems Security Overview – Chapter 9

an overview of z/OS from a security perspective

APF 

LINKLIST and LPALIST

Security concepts implemented in the BCP of z/OS


Lesson 4 - Security Related Components of z/OS – Overview

PKI Services – Chapter 12

LDAP – Chapter 14

ICSF and Hardware Cryptography – Chapter 7


Lesson 5 - SAF and RACF – Chapter10

What is SAF

What is RACF

Discussion on how SAF and RACF interact to provide central security


Lesson 6 - Unix System Services Security – Chapter 11

Unix security

Unix security in z/OS

Lesson 7 - Communications and Network Security – Chapter 8

TCP/IP security via SSL and TLS

Public Key usage 

Intrusion Detection 


Lesson 8 - Application Security – Chapters 17-19

Database Security - Security in DB2 – Chapter 17

Transaction Security - Security in CICS – Chapter 18

Web Services Security – Chapter 19


Lesson 9 - Legal Issues  - Chapters  22 - 24

Security Standards and Policies – Chapters 22 and 23

Compliance and Auditing – Chapter 24


Wrap-up/Conclusion – General discussion

