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Abstract—This paper describes how to make use of human
visual capability to improve information security. Here in this
paper, two pilot studies are shown; a content protection
scheme with image tainting, and a user authentication scheme
with unclear images.
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L. Introduction

As everybody knows, there is no perfect security
solution on any information system. For instance, even if
digital content is protected with data encryption, the
purchaser who has its decrypt key can decrypt the encrypted
content and distribute the decrypted content (plane content)
illegally. Also, we know that security and usability is trade-
off. The usability of a system is usually getting worse as
user needs more tightened security to the system.

In the authors’ opinion, to overcome those kinds of
imperfection and trade-off related to security, it is necessary
to make use of human psychological and/or cognitive
characteristics. This paper shows two pilot studies [1][2]
that achieves improvement of the security of a content
protection and a user authentication by making use of
human visual capability.

1L Image content protection using human visual
performance characteristics

A. lllegal copying of image content

Nowadays, digital content is distributed via several
media such as Internet and DVD and so on. On the other
hand, there is a problem of illegal copying. This paper
focuses on image content.

A content provider is able to send image data only to a
purchaser by encrypting the image and sending it over the
Internet. Only a purchaser who has the decrypt key can
obtain the original image by decrypting the encrypted
image. However, if a purchaser is malicious, the purchaser
can make copies of the decrypted original image and
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distribute them illegally. Even if image data is provided in a
self-decrypting executable file format, a malicious purchaser
can capture the original image by hitting the print-screen
button on the keyboard, since the original image is on screen
when the purchaser runs the self-decrypting executable
image. Once a purchaser has captured the original image
and then saved it as BMP/JPEG/GIF image file, the
purchaser can use it at will. As described above,
cryptography [3][4] enables us to protect image when it is
distributed, but not when a purchaser uses it.

Watermarking [5] is another technique for image data
protection. A content provider embeds watermark in image
data and send it to a purchaser. If a purchaser gives image
illegally to someone, by checking watermark, a provider can
detect who made the illegal copy. Watermarking is expected
to be a strong deterrent to illegal copying. However, it is not
easy for a content provider to check all images over the
Internet. Especially, watermarked image will be never
detected as long as a malicious purchaser keeps the illegal
copy secretly in local storage of his/her PC. In addition,
watermark could be removed by a certain modification or
transformation of the watermarked images. Once a
malicious purchaser has removed the watermark, the
purchaser can use the image at will.

B. Image Tainting and Dynamic Restoration

To solve the problems mentioned above, we propose to
distribute a “tainted image” [1], instead of the original
images. Here, any image content is intentionally tainted.
The tainted image has less quality of image than original
one, so that a content provider can distribute the tainted
image free. Another important definition of the “image
tainting” is that the tainted image dynamically restored on
viewer’s eye. This means that viewer can perceive the
original image, while the tainted images are displayed on
viewer’s PC.

1)  Brightness Modulation

Image tainting by brightness modulation scheme is
shown in Fig.1. Firstly, a content provider makes two copies
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of the original image. Let us call these copies as image 1
and image 2, respectively. Secondly, the content provider
increases brightness (RGB color value) of a pixel of image 1
by o, while decreases brightness of the corresponding pixel
of image 2 by a. Here, a is positive/negative random value
and could vary at each pixel. We call this operation as a
“brightness modulation”. As a result of the brightness
modulation, a content provider obtains tainted images 1 and
2. Finally, the contents provider sends both the tainted
images 1 and 2 to a purchaser. The original image is kept
secret by the content provider. An example of tainted
images is shown in Fig.2, where Fig.2(a) is a original image,
and Fig.2(b) and Fig.2(c) are the corresponding tainted
images.

2) Dynamic Restoration

The tainted images are dynamically restored on viewer’s
eye. Figure 3 depicts how “dynamic restoration” of the
tainted images takes place. A purchaser runs a dedicated
image viewer for dynamic restoration of a set of tainted
images. This dedicated viewer displays all the tainted
images in turn at the intervals of 1/120 second or shorter.
The intervals are so short that the naked eye cannot
distinguish them one from another and these images are
therefore blended together. The blending occurs at the
viewer’s retina. Such blending is known as additive color
mixture [6][7]. Therefore, a applied for image 1 and -o
applied for image 2 are balancing each other out so that a
purchaser can perceive image that has a quality equivalent
to the original image.

Through the experiments, we have confirmed that we
can perceive Fig.2(a) when displaying of Fig.2(b) and
Fig.2(c) in tern and fast.

Original
Image

4 s Image 1 Tainted Image 1

-

Copy

Fig.1. Brightness modulation.

Distribute

3) Security

In the brightness modulation and dynamic restoration, a
purchaser can perceive the original image, while the tainted
images are displayed on the purchaser’s PC. There exists no
original image anywhere. Hence, even if a malicious
purchaser hits the print-screen button, what he/she will get
is either the tainted image 1 or the tainted image 2.

However, if a malicious purchaser can get both the
tainted images 1 and 2, the purchaser will be able to
synthesize the original images by calculating the average of
these two images pixel by pixel. Alternatively, if a
malicious purchaser gives all the tainted images and the
dedicated viewer to someone, the someone can perceive the
original image, too. That is, prevention of illegal viewing is
still not achieved by the brightness modulation and dynamic
restoration. However, it is expected that by exploiting some
personal characteristic such as an individual’s eyesight (the
power of vision), the brightness modulation scheme could
be cope with illegal viewing.
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(c) Corresponding tainted image 2.
Fig.2. An example of tainted images.
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tainted images
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to original image

Fig.3. Dynamic restoration.

1. Image-based user authentication using schema of

visual memory

A. Shortcomings and

authentication

of password image-based

Although password-based systems are now widely used
in all kinds of authentication, they have some shortcomings
in its neglecting of a human limitation. On the password-
based systems, if a user chooses a short or meaningful
password, it can easily be guessed by a password crack
program. To avoid this, users must choose secure passwords
(long and random strings). However, most of users prefer to
use simple passwords or hesitate to change them frequently
since it is not easy for humans to remember a long and
random string. In fact, it is known that many users tend to
use their names or birthdays as their passwords, to write
down their passwords in pocket notebooks, or to reuse the
same password in different cases of authentication. These
humans’ behaviors degrade the security of the
authentication system [8][9].

To cope with these shortcomings, image-based user
authentication systems using ‘“pass-images” instead of
passwords have been studied for reducing the burden of
memorizing passwords. The authentication based on
recognition of pass-images [8][9][10] is especially effective
since humans are significantly more efficient about
recognition of previously seen images than precise recall of
passwords.

However, on such systems, there is another problem that
it is needed to present a user’s pass-image on their display at
each authentication trial, so they can be vulnerable against
an observing attack (shoulder surfing). An observing attack
can be a serious problem for image-based authentication
systems since the use of the images makes it easier not only
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for the legitimate users to remember their pass-images, but
also for an attacker to peep and remember them.

B. User authentication using unclear images
1) Use of unclear images

To solve the problems mentioned above, we propose an
image-based authentication which employs “unclear
images” as pass-images [2]. An unclear image is produced
from an original meaningful image by image processing
such as grayscaling, mosaicing, and noise adding to the
spatial frequency domain. The left image in Fig.4 shows an
example of the original image. The right image in Fig.4 is
the corresponding unclear image obtained by image
processing. Although the wunclear image has lost a
considerable amount of color and resolution, it still holds a
certain degree of information about the original image.

- X A
Fig.4. An example of the original image and the
corresponding unclear image.

An unclear image still retains some meaning of the
original image, but it looks like a meaningless image to
users who have never seen the original image before. Even
human beings find it hard to memorize meaningless images.
That is why, we expected it to be difficult for unauthorized
users to memorize legitimate user's unclear pass-images,
even if they were allowed to freely observe legitimate users’
authentication trials.

The overview of the authentication system with unclear
images is shown in Fig.5. Only legitimate users were
allowed to see the original images corresponding to their
unclear pass-images in the registration phase. By seeing the
original images, the legitimate users could recognize the
meaning of the unclear pass-images and could easily
memorize them by using the original images as cues.

In other words, this scheme gave only legitimate users
an underlying knowledge of their unclear pass-images by
having seen the original corresponding images. This kind of
knowledge is called a “schema” in cognitive psychology
[11]. A schema means a structure for knowledge that is
unconsciously organized in the human mind when we
memorize any incoming information. Once a legitimate user
has formed the schema for his/her unclear pass-images that
is associated with the original corresponding images, he/she
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can easily recognize the meaning of the unclear pass-
images.

Therefore, for legitimate users who can memorize
unclear images as meaningful images, the burden imposed
by their having to memorize unclear pass-images is small,
and they will be able to easily find their pass-image among a
number of decoy unclear images. On the other hand, it is
difficult for unauthorized users to do it. An example of
authentication windows is shown in Fig.6.

/ Pass-image
I
I

. | .
Meaningful 1 Meaningless
(easy to remember) : (hard to remember)

e
Hard to tell the
meanings

Legitimate user
(Owner of the pass-image)

Fig.5. The overview of unclear-image-based authentication
system.

Fig.6. Authentication window.

2)  Experimental results

The proposed authentication system has performed well
in laboratory-style experiments to quantify the effect of
using unclear pass-images compared to the conventional
image-based authentication systems which use original
image as pass-images. Actually, an experiment with a 9-
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Unauthorized users
(Attackers)

alternative-type authentication system' (Experiment 1) and
two kinds of experiments with a 2-alternative-type
authentication system” (Experiments 2 and 3) were carried
out in the literature [2]. In Experiments 1-3, the examinees
are 10 male volunteers of college students, and 90
photographs of well-known animals are used as pass-images.

Experiment 1 is to confirm if the legitimate user could
remember the unclear pass-images. Firstly, each examinee
registers 4 of distinct unclear pass-images. Then, on the
following day and 8 days later, every examinee is required
to try the authentication. When an examinee can
successfully find all the 4 unclear pass-images through 4

~rounds of O9-alternative-typed authentication, then the

examinee is authenticated. The authentication trial (4 rounds

" of 9-alternative-typed authentication) is repeated five times

with the same set of pass-images. The authentication
success rate and the time taken to find out the pass-images
among 9 alternatives for each round of authentications are
recorded.

Table 1 shows the results of the experiment. All
examinees have succeeded in the authentication of 8 days
later as well as on the following day. The examinee who has
failed once in authentication of 8 days later told us that he
had not forgotten any of his pass-images, but just
incautiously chosen a wrong image that resembles to one of
his pass-images.

Table 1. The results of Experiment 1.

1 day later 8 days later
Success rate 50/50 (100%) | 49/50 (98%)
Average time per round 8.194 sec 7.102 sec

Experiment 2 is to confirm the robustness against an
observing attack. In this experiment, the examiner (a
legitimate user) chooses the correct pass-image with a
mouse click just in front of the examinee (an attacker). The
examinee is immediately required to impersonate the
legitimate user. On the conventional systems (which use
original images as pass-images), the examinees could

"In this paper, let us refer to the system in which 1 pass-
image is displayed along with k decoy images as "(k+1)-
alternative-type authentication".

? In this experiment, the number of pass-images that a user
should remember is one and the number of the decoy
images that are presented along with the pass-image in each
authentication phase is one. The system chooses the position
of pass-image (left or right) randomly in each authentication
trial. That is, the user authentication is completed by
choosing one image from two (left or right). The decoy
image would be different from each other in each
authentication trial.
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perfectly remember the legitimate user's pass-image. On the
other hand, the proposed system (which uses unclear-images
as pass-images) could decrease the attack success rate by
about 10 percent.

Experiment 3 is to confirm the robustness against an
authentication information leakage with words. The
examinee is told the "characteristics®" of the pass-image
with words. Then, the examinee is immediately required to
impersonate the legitimate user. On the conventional
system, the examinees could perfectly succeed in
impersonating the legitimate user with the information that
the legitimate user told them. On the other hand, the
proposed system could decrease the attack success rate to 74
percent.

We know that experiments 2 and 3 are considerably
advantageous to attackers since the number of decoy images
is only one (the 2-alternative-type authentication). Therefore,
it would not be an exaggeration to say that both results
(decreasing of the attack success rate by about 10 percent
and to 74 percent) are big improvements.

Iv.

This paper introduced two pilot studies to improve
information security by making use of human visual
capability. In image tainting, image content protection is
achieved by wusing human visual performance
characteristics, and in unclear image-based authentication,
authentication with a smaller burden of memorizing pass-
images and a higher tolerance to observing attack is realized
by using schema of visual memory.

Conclusions
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